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I. Introduction

A. Research Motivation

System reliability has become a major concern as the transistor size decreases [1]. The
consequence of increasing complexity in the functionality of applications accelerated the
demand of more reliable system. On the other hand, people don’t want to return back to less

sophisticated systems due to the grown dependence on luxuries automated systems.

Initially, reliable computing was limited to military, industrial, aerospace, and
communications applications in which the outcome of computer failure had major economic
impact or even loss of life. Nowadays, even commercial and day to day life applications
require high reliability as we move towards the era of wired money transfer and automated
life-style. Reliability is of vital importance in situations where a computer failure could have

disastrous results [2].

Errors can be classified as either soft errors or hard errors. Soft errors are caused by
transient or intermittent faults, while hard errors are caused by permanent faults. Permanent
faults remain for indefinite periods until corrective action is taken. Studies show that the

majority of errors are caused by transient faults.

Studies shows that most of the errors originate from Arithmetic logic unit (ALU) of a
microprocessor based system [3], which is used in almost every automation application. From
space applications to a simple money transfer, error could cause disaster. For example, a
permanent fault in ALU calculation for navigational data may result in the lost of a ten billion
dollar shuttle in space for ever. During a money transfer, a single flip of bit in the transferring

amount can cause huge deficit to an individual.

Hence a fault tolerant ALU has become the most important part of such applications.

B. Research Objectives
Many error detection techniques have been proposed so far. Usually, a tradeoff is made
between the performance of a processor and the area and power required for error detection.

For efficient implementation of CED techniques, it is important to consider the relevant types

-13 -



of faults that are supposed to be more probable to occur. The types of faults within a VLSI
circuit have been analyzed and found to be of the type which would tend to affect the bits in a
unidirectional manner [4]. Unidirectional errors can alter the node logic from zero to one or
from one to zero, but not both at the same time. So an All Unidirectional Error Detection

(AUED) technique provides optimal fault coverage with reduced area overhead.

Our main objective is to reduce the area penalty with 100% fault coverage against
unidirectional errors. Delay between occurrence and detection of fault can also play a vital role.
If a fault is detected after it is being propagated, then the overall system might fail, hence delay
is also one of the key objectives of our research. We will also take in to account the power
distribution so as to avoid the hot spots in the design. Lastly, our focus will be on reducing the

complexity of overall system when scaling the circuits for higher input data lengths.

C. Thesis Contributions

The main aim of this research is to come up with a fault tolerant ALU using newly
developed AUED technique named Scalable Error Detecting (SEDC) scheme with a better
hardware and delay overhead as compared to the previous CED techniques. In order to achieve
this, we will formulate and design the SEDC encoded ALU for predicting the SEDC code
word of a particular ALU output word. As the name employs, SEDC is scalable with respect to
input data length, while the latency of the circuit remains constant. SEDC splits the input data
into smaller segments (2-, 3- and 4-bits) and encodes them in parallel (using SEDC,, SEDC;
and SEDC, coding schemes respectively). This inherited parallelism makes our scheme faster.
Moreover, the scaling requires few modifications in the basic circuit resulting in less complex

structure.

SEDC scheme uses four basic coding schemes, namely SEDC,, SEDC; and SEDC,. For
bigger input data length, multiple copies of these basic coding schemes are used. Hence, the

power distribution of overall circuit is very uniform.

We will also present the design and implementation of Totally Self-checking (TSC)

checker for SEDC scheme. This checker also exploits the parallelism concept like the code

-14 -



generating part, hence the SEDC checker also exhibit constant latency, no matter how long the

input data length is.

The prototype of a complete 8-bit error detecting and reconfigurable ALU system will also

be illustrated on FPGA.

Result shows that SEDC based ALU outperforms other coding schemes in terms of delay,
while it takes less area than Berger Code Prediction ALU [5] which is known to be the only

coding scheme used for implementing fault secure ALU [6].

D. Thesis Organization

The rest of this thesis is organized as follows: the overview of previous work related to this
topic has been presented in chapter II. Theoretical background of SEDC scheme is given in
chapter III and the overall block diagram of SEDC based self-checking ALU is discussed in
chapter IV. With the help of logic equations, first the method of encoding 2-, 3- and 4-bit
Boolean Logic, Shift/Rotate and Add/Subtract operation units using SEDC scheme is
illustrated in chapter V and then, the scaling of ALU for any input bit length ‘n’ is elaborated
in chapter VI. The design details of TSC SEDC checker is covered in chapter VII. We will
discuss the fault coverage of SEDC based self-checking ALU and the TSC SEDC checker in
chapter VIII & IX respectively. Chapter X is dedicated for comparing the area, delay and
complexity of SEDC scheme with existing self-checking ALU techniques. The FPGA
implementation of SEDC based error detecting ALU is discussed and evaluated in Chapter XI.

Finally, the conclusion with future goals are discussed in last chapter.

-15 -



II. Overview and Related Work

Self-checking ALU provides concurrent error detection (CED) capability that can be used
to design a fault tolerant computer system. A duplex structure (or double modular redundancy,
i.e., DMR) provides high fault security but require twice the area overhead as compared to the
area of a simple ALU. Checker in DMR system accommodate exactly twice the number of
check bits which increases the area overhead of the checker as well. For example, if a 64-bit
fault tolerant ALU is implemented using DMR technique then the checker for DMR system
must encompass 128-bit (or more). For system to be TSC, the checker must be TSC as well. A
128-bit TSC checker must contain tree structure of two rail checkers that not only increases the
overall area of the system, but also the delay as well. Hence, systems with larger inputs are

proposed not to be protected by DMR technique [7].

Fault tolerance by shifted and rotated operands in TMR [8] is proposed for high fault
security, but the technique requires three copies of same ALU. Moreover, the shifting and
rotating operations slow down the whole process, and hence limits the overall speed of the
microprocessor. The outputs of the three ALU modules have to be checked using a voter
circuitry, which produces erroneous outputs when two copies of any module in the system fail.
The voter circuitry has to cover 3 times the numbers of outputs than the outputs of a single
ALU. For a 128-bit TMR ALU, the voter circuit has to accommodate 384-bit inputs which

tremendously increases the overall area overhead of the system.

In [9], hardware and time redundancy are combined to achieve fault detection, diagnosis as
well as isolation of the faulty module with 75% more area overhead than a normal ALU. The
technique is based on the fact that a 32-bit ALU can be implemented using two 16-bit ALUs.
If one of the ALU struck by a permanent fault, the other 16-bit ALU can compute the 32-bit
result with some degradation in system performance. For the system to work as TSC, the
system must employ TSC multiplexers (i.e., differential multiplexers) for multiplexing the
outputs and inputs of the smaller ALUs, which adds to area overhead. The control unit must
also exhibit self-testing properties, otherwise it will become the single point of failure to the

system.
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For efficient implementation of CED techniques, it is important to consider the relevant
types of faults that are more likely to occur. The types of faults within a VLSI circuit have
been analyzed and found to be of the type which would tend to affect the bits in an
unidirectional manner [10]. Unidirectional errors can alter the node logic from zero to one or
from one to zero, but not both at the same time [4],[10],[11]. All Unidirectional Error
Detection (AUED) techniques provide optimal fault coverage with reduced area overhead as

compared to simple duplication (DMR) or triplication (TMR).

Several error detection schemes have been proposed to detect unidirectional errors in
computer hardware. Berger Code scheme is the most popular AUED scheme. In [5], Berger
Check Prediction (BCP) circuit is proposed for detecting unidirectional errors in the ALU
circuit. The BCP circuit generates the check symbol for the n-bit ALU result using the zero’s
counts of the operands as well as the internally generated carries. Although the use of
internally generated carries for computation of check bits makes the scheme strongly fault
secure (SFS), but this also increases the latency of the overall system. Latency of Berger code
checker also adds into this delay. Results in [12] show that FPGA implementation of BCP

ALU requires 45% more area overhead than the area occupied by normal ALU.

Arithmetic codes like Residual codes are efficient for checking arithmetic units because
these codes reside under most arithmetic operations [13]. Arithmetic codes can ensure fault
secureness for most arithmetic operators [14], but arithmetic code checking has some
drawbacks. Logic and shift operations do not preserve arithmetic codes. Therefore, using such
codes in ALU and shifter requires the implementation of complex circuitry. Also, arithmetic
codes don’t provide 100% fault coverage against all unidirectional errors. An efficient fault
tolerant ALU using residual codes [15] for whole data path is proposed, but if only ALU is
considered then this technique occupies the same area as DMR. The circuit also uses internal

carry vectors for CED which makes it slower than the DMR technique.

For applications where only t-unidirectional errors are required to be detected, [16]
proposes a modification of BCP ALU using Bose-Lin codes, with less area overhead than [5].

Similar to BCP circuitry , the Bose-Lin Check Prediction circuitry also uses input operands
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and internally generated carries from normal ALU to generate the check symbols. Hence, the

worst case time response of [5] and [16] is almost the same.

No scaling scheme is given in [5] while Bose-Lin based Check Prediction circuitry is not
easily scalable. As the check bits increase above three bits, the arithmetic circuits require

complete change in some parts of the circuitry.

In [17] error correcting codes are proposed for designing 32-bit fault tolerant ALU. The
scheme uses BCH codes for detecting and correcting 5-bit error in any position of its 32-bits
input register. Each encoder and decoder takes 63 clock cycles to compute the result that

introduces more delay to the circuit. Faults within the ALU cannot be detected by this scheme.

Area and time efficient self-checking adders have been proposed recently using two rail
codes [18], but the circuits can't be used in ALU because the shifter and logic unit have to be
encoded using different codes, and thus require different checkers as well. This not only

increases the complexity of the system, but also the cost as well.

In this thesis we present an AUED method for detecting errors in ALU using Scalable Error
Detecting Codes (SEDC) [19]. Unlike BCP [5], this scheme generates the check bits without
using the internally generated carries which is the main reason why this scheme is more area
and delay efficient than the BCP scheme. With 100% fault coverage against all unidirectional
errors, SEDC scheme also provides 82% fault coverage against all other errors that emerge due
to single faults in the ALU. SEDC is easily scalable for any number of input bits 'n' while
latency of SEDC encoded ALU remains constant. Unlike residual codes, here we use only one
type of error detection scheme i.e., SEDC scheme for entire design of ALU, that also
simplifies the overall chip design. The area and delay efficient, scalable TSC checker for
SEDC scheme is also presented in this paper which further reduce the area of overall system.
Although, our coding scheme have bigger code length than Berger codes, but the area efficient
TSC SEDC checker requires less area than the TSC Berger checker. The prototype SEDC
based ALU system is implemented on FPGA platform which exploits its reconfiguration

feature to mitigate permanent errors.
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III. Scalable Error Detection Coding Scheme

Scalable Error Detection Coding scheme [19] is formulated and designed in such a way that

only area is scaled, while latency depends on a small portion of the input data (explained later).

For any input binary data D of length n-bits represented as (D,,.i,....., D2, Dy, Dy) with D; €
{0, 1} for 0 <i < n-1, two parameters ‘a’ and ‘b’ are computed using (1), where parameter ‘a’

can only be a positive integer, and parameter ‘b’ can take values only from 2, 3 or 4.

o= n —max(b)
3

Satisfying the condition for parameter ‘a’, the maximum possible value for parameter ‘b’ is

)

selected. The length of SEDC code C represented as (C,.1, ..., G, ..., Cy, Cy, Cp) with C; € {0,

1} for 0 <j <m-1, is then computed as per (2).
m = [log,(n+1-3a)] + 2a (2)

After computing the values for parameters ‘a’ and ‘b’, the SEDC code ‘C’ for input binary
data ‘D’ is computed. SEDC is designed to generate codes basically for 2-, 3-, and 4-bit data
and accordingly referred to as SEDC,, SEDC; and SEDC, scheme, respectively. It is then
extended for any integer values of n, as shown in Fig. 3.1.

‘a’ repetition

A
< Y
‘b’-bit data segment 3-bit data segment
(D;4e----» D3, Dy, Do) (BN - BN D, D, D, |
|sepc, |sebc,  |sepc, |sepc,
(mey Suiey Czr Cl: CO) I Cm-ll Cm-ZI wee C5, Ca C3: cz C1: Co l

Figure 3.1 Data partitioning and encoding using SEDC scheme for given data word

Next, we will discuss the mathematical foundations of SEDC,, SEDC; and SEDC, schemes

with logical explanations about their error detecting capabilities.

A. SEDC, code

Fig. 3.2 gives a 2-D square illustration of SEDC, scheme where nodes represent data words
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and their corresponding code words are written in brackets.

The SEDC coding scheme assigns code words to different data words with a unique criteria.
Whenever there is a change of bit (or bits) in data word from '1' — '0' (shown with bold arrow
in Fig. 3.2), the change is reflected on code word in opposite way, i.e., the code changes from
'0' — 'l'(shown with dashed arrow in Fig. 3.2), and vice versa. In general, when the weight of
data word increases, the weight of its SEDC code word decreases and vice versa. Equation (3)
is used to assign 2-bit code words 'C,Cy' to the 2-bit data words D;Dy. C,Cycan also be used

interchangeably; this results in another variant of SEDC, code.

[C; :C1=[NAND (D,.D,): XNOR (D;.D)] (3)

SEDC,; is the basic coding scheme and is embedded in SEDC; and SEDC, to detect all
unidirectional errors in 3-bit and 4-bit data, as shown later. This ability of scaling codes is not

present in any other coding scheme.

" !
Nl —=—=—=—=—==

o 0 =>1 az
11 10
(01) (10)

Figure 3.2 2D illustration of SEDC, scheme

B. SEDC; code

SEDC; code for 3-bit data is computed as per (4).

SEDC,(D,,D, ), if D, =0
(Cl’ 0):{ 2( 1 o) o, )

I's complement(SEDCz(a,Ho)), if D, =1

Fig. 3.3.(a) shows a 3-D cube illustrating the unidirectional error detection mechanism of
SEDC; codes. Same notations are used in Fig. 3.3.(a) as in Fig. 3.2. The dashed side of the
cube represents the embedded SEDC, coding scheme in SEDC;. Note that when there is a 2-bit

unidirectional change in data word '001' to '111' (two MSB's changing from '00' to '11"), the
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code changes in the opposite direction (MSB of the code changes from '1' to '0").

The first four code words for SEDC; are same as SEDC, as shown in Fig. 3. 3(a) (with

dashed side). The remaining four code words are generated by the following steps:

1) Invert all the 3-bit data bits (we take '100'—'011").

2) Find the SEDC, code word corresponding to the inverted data resulting from step 1
('011'='01").

3) Now invert the SEDC, code word which came from step 2 ('01'—'10").

4) The inverted SEDC, code word resulted in step 3 becomes the code word for the data

word selected in step 1.

+v'dd

101

111
(00)

(a) (b)
Figure 3.3 (a) 3D illustration of SEDC; scheme (b) SEDC; circuit

Any two data words D4 and Dg such that Dg can be converted to D4 by just changing the
1's = 0's or 0's — 1's, are assigned unique code word by above shown steps, hence making it

possible to detect all unidirectional errors.
C. SEDC, code
SEDC, code for 4-bit data is formulated as per (5).

[C,:(C,,C,)1=[NOT (D,):SEDC ,(D,,D,,D,)l &)
MSB of the code word is completely dependent upon MSB of the data word for SEDCy;
hence any change in the MSB of the data word is detected. While the rest of the three data bits
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are encoded using same SEDC; scheme.

In general, for SEDC,, the n-bit binary data is grouped into one ‘b’-bit segment and ‘a’
number of 3-bit segments, and then these segments are encoded using SEDC,, and ‘a’ number
of SEDC; modules in parallel, as shown in Fig. 3.1. Small code words are produced from 3-bit
and b-bit data segments for error detection. It is noteworthy that each group of data segment
and corresponding code segment is independent to each other. This independency makes our

scheme scalable.

We could partition to get Berger codes in parallel; however it requires more area than
SEDC scheme. For instance, a 3-bit input SEDC circuit shown in Fig. 3.3.(b) can be
implemented with 14 MOS transistors, while 3-input one's counter is implemented with a full

adder that contains 28 MOS transistors [20].
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IV. Introduction to Overall System

The general block diagram of SEDC based error detecting ALU is depicted in Fig. 4.1. [19].
SEDC is a concurrent error detection (CED) scheme which requires a separate encoded
module, like the one proposed in [21]. Inputs are simultaneously applied to the functional unit
(in our case ALU) and output characteristic predictor circuit (in our case SEDC encoded ALU
or SEDC check bits predictor). TSC SEDC checker validates the output of both ALU and
SEDC encoded ALU.

A BJ, op P
. ""#"'*' __é__ _____ Output
]I-:}ur.lftlonal Arithmetic & SEDC encoded characteristic
ni ic Uni “heck i
Logic Unit BA‘[UIZ (Llhetd\ predictor
k its Predictor) ‘/

o Check bits
V‘C:SEDC(F) ?

............ A v
| TSC SEDC. checker
y v - Error indication
ALU output °F’ ¢ sional Ve

Figure 4.1 General model for SEDC based Self-checking ALU

A. Arithmetic and Logic Unit

The ALU generates the normal output ‘F(A, B, op, p)’ by taking the inputs ‘A’, ‘B’, ‘op’
and ‘p’. The ALU circuit is capable of performing four basic operations, namely Boolean
Operation of two n-bit operands, n-bit Shift/Rotate Operation, n-bit Add/Subtract Operation
and n-bit Compare Operation (abbreviated as BO, SRO, ASO and CO respectively throughout
the thesis).

Input ‘op’ is designated to specify particular Arithmetic or Logic Operation (like Add/Sub,
Shift or any Boolean Operation). To provide the input shift bit ‘s;” for shift operation, or carry

input ‘c;,” for Add/Subtract operation, 1-bit input ‘p’ is used.
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B. SEDC encoded ALU

SEDC encoded ALU or SEDC check bits predictor is designed in such a way that it
generates the corresponding SEDC check bits ‘C = SEDC(F)’ using the same inputs ‘A’, ‘B’,
‘p’ and ‘op’, in parallel. For designing this SEDC encoded ALU, we generated truth tables
with inputs A, B, op and p, while the output equals to ‘C = SEDC (F)’, using Logic Friday

software.

Similar to the ALU, SEDC encoded ALU comprises of SEDC encoded BO Unit, SEDC
encoded SRO Unit, SEDC encoded ASO Unit and SEDC encoded Compare Unit. To switch
between different operations, input ‘op’ is used. One can observe from Fig. 4.1, that unlike

BCP ALU [5], SEDC encoded ALU does not use the internally generated carries.

C. TSC SEDC checker

A totally self-checking (TSC) SEDC checker is used to validate the ALU output ‘F’ with its
corresponding SEDC encoded ALU output ‘C’. A 2-bit error signal ‘V’ is generated if ‘F’ and
‘C’ do not correspond to each other (i.e., C # SEDC (F)). As the checker is TSC, hence it has
the ability to detect or safely hide its own error. The checker also exhibits scalability, i.e., the
checker can be designed for any number of input bits with little increment in hardware while

the latency remains constant.
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V.

Formulation of SEDC encoded ALU

In this chapter we will discuss the formulation of each SEDC encoded ALU operation

(Boolean, shift/rotate and add/subtract operation, compare operation with some examples).

A. 2-, 3- and 4-bit SEDC encoded Boolean Operation Unit

In Table 5-1 [19], we list the logic equations to implement 2-bit SEDC encoded BO Unit.

The symbol ‘opBO’ is equivalent to ‘op’ in Fig. 4.1. A total of 16 Boolean logic operations

can be performed by changing input ‘opBO’.

Table 5-1. Logic for 2-bit SEDC encoded BO Unit

Operations | opBO | 2-bit SEDC Encoded Boolean Operations As/ | By | So/
(Cizeim),Copsm) = SEDC; (A, B, 0PBO) A, | By | Sw
Logic 0 0 | SEDC,(00) X | X |0
ANOR B 1 SEDC,(A) + SEDC,(B) - SEDC,(A OR B) 0| 0] 1
A AND B 2 SEDC,(A) + SEDC,(B) - SEDC,(A OR B) 0 1 1
A 3 SEDC,(A) 0 | X |1
A AND B 4 | SEDC,(A) + SEDC»(B) - SEDC,(AORB) 1 |0 |1
B 5 SEDC,(B) X |0 1
A XOR B 6 | SEDCy(A) + SEDCy(B) - (2xSEDC,(A.B)) + 0 | 1 1
3 1 |0 |1
ANAND B 7 SEDC,(A) + SEDC,(B) - SEDC,(A.B) 1 1] 0
A AND B 8 SEDC,(A) + SEDC»(B) - SEDC,(A OR B) 1 1 1
A XNOR B 9 SEDC,(A) + SEDC,(B) - (2 x SEDC»(4 . B)) 0| 0] 1
+3 1 1 1
B 10 | SEDC,(B) X |1 1
AORB 11 | SEDC,(A) + SEDC,(B) - SEDC»(A . B) 1 0|0
A 12 | SEDC,(A) 1 | X | 1
AORB 13 | SEDC,(A) + SEDC,(B) - SEDC,(A . B) 0 1 0
AORB 14 | SEDC,(A) + SEDC,(B) - SEDC,(A . B) 0 | 0] O
Logic 1 15 | SEDC,(11) X | X | 1

The ‘SEDC,’ symbol mentioned in Table 5-1 generate the SEDC, check bits ‘C;apinyCocabir)’

of the 2-bit input operands ‘A’ and ‘B’. ‘2 x SEDC,’ denote the one bit left shifted result after

taking SEDC, of the operands, with ‘0’ as the input shift bit. Other symbols like ‘+” and ‘-’

represent the normal add and subtract operations. “A” shows the inverted A, while ‘AND’,

‘OR’, ‘XOR’, ‘NAND’ and ‘NOR’ are the normal 2 operand logic gate operations. For

example, if the value of ‘opBQO’ is 6, then the output of the ALU is normal XOR value of ‘A’
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and ‘B’ while output of the SEDC encoded ALU is computed by the corresponding equation
from Table 5-1. Unlike BCP ALU [5], Table 5-1 don’t contain any signal (Carry out, internally
generated carries etc) that is being generated by normal ALU. This makes SEDC encoded
ALU faster than BCP ALU. Following example illustrates the 2-bit SEDC encoded XOR

operation.
Example 1: Let A=01,B =10, opBO =0110 (XOR)
= A AND B =00; SEDC5(A) = 10, SEDC»(B) = 10, SEDC»(A AND B) = 11;
= 2xSEDC,(A AND B) =110;
= SEDCy(A) + SEDC,(B) - {2xSEDC,(A AND B)} + 3= 001

Discarding the MSB, the remaining two LSBs ‘01’ are the SEDC, check bits for XOR

operation between ‘A’ and ‘B’, which can be verified from (3).

For scaling 2-bit SEDC encoded BO unit to 3-bit, ‘opBO’, ‘A,” and ‘B,’ signals are
encoded to generate ‘Sy’, using Table 5-1 (where ‘A,” and ‘B,’ are the MSB’s of the 3-bit input
operands ‘A’ and ‘B’ respectively). Replacing ‘Sy’ with ‘Sy” in (6), will yield the SEDC;
check bits C;apiyCogbin)-

(C12bity Cozbiry) = 1 if So =1
(Ciezpity Coczpir)) otherwise

(Cl(3bit)7 CO(Sbit)) = { (6)

Similarly, (7) & (8) are used for scaling 3-bit SEDC encoded BO unit to 4-bit unit. Here
signals ‘opBO’, ‘A3’ and ‘B3’ are encoded to generate ‘S;,’ using Table 5-1, and depending
upon ‘Syy’, the output SEDC, code CoupinCiabinCowubiy 1S obtained.

1 if S50 =0
C it) = 10 7
2(4bi0 {0 otherwise @)
(C1(4bit)’ C0(4bit)) = SEDC3(A(3bn), B(3bn), opBO) (8)

B. 2-, 3- and 4-bit SEDC encoded Shift/Rotate Unit

The SEDC check of the result of a shift/rotate operation is simply the SEDC check of the

operand, since no information bit is discarded except for their position. The logic shift
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[P

s; bit (equivalent to ‘p’ in Fig. 4.1) as input shift bit. Table 5-2
tabulates the logic of 2-bit SRO unit [19].

operation involves the

Table 5-2. Logic for 2-bit SEDC encoded SRO Unit

Operations opSR 2-bit SEDC Shift/Rotate Operations
(Ci i Cocnin) = SEDCo(A(A |, Ag), si, opSR)
Shift Left A 00 SEDC,([Ag si])
Shift Right A 01 SEDC,([s; A1])
Rotate Left A 10 SEDC,(A)
Rotate Right A 11 SEDC,(A)

The circuit is able to perform same operations given in [5] that are, shift left, shift right,
rotate left and rotate right on any 2-bit operand ‘A’ and generate its 2-bit SEDC code.
Following is the example to illustrate the 2-bit SEDC encoded shift/rotate operation.

Example 2: Let A =01, s;=1, opSR =01 (shift right);

= [siA]=10; (normal shift output)
= SEDC,([s; A(]) =10 (SEDC encoded output)

For scaling 2-bit SEDC encoded SRO unit to 3-bit unit, we replaced Sy with S; in (6),
while for scaling 3-bit SRO unit to 4-bit unit we used (9) & (10). Signal ‘sibit’ and S, are

generated using primary inputs opSR, A and si, whose logic equations are given in Table 5-2.

(C1(4bit), CO(4bit)) = SEDC;5(A(A2,A1,Ay), sibit, opSR) )

NOT A,,if opSR =0

c _ ) NOTsj,ifopSR =1
2(4bit) = I NOT A,, if opSR = 2
NOT A,,if opSR = 3

(10)

C. 2-, 3- and 4-bit SEDC encoded Add/Subtract Unit

The SEDC check of the result of an add/subtract operation is simply the SEDC check of the
normal add/subtract result, as formulated in (11) & (12) [19].

Ciabity Coiy = SEDC {AD (B D opAS)D(Ci,, @ opAS)} (11)

Ceavin=SEDC{A @ (B @ opAS)}(Ci, D opAS) + A(B @ opAS) (12)
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The ‘opAS’ here corresponds to the input ‘op’, and ‘C;,” corresponds to ‘p’ in Fig. 4.1.
Ceabin and CiapinCobiry are SEDC check bits for output carry and sum, respectively. Example 3

shows the SEDC check bit generation for 2-bit add operation.
Example 3: Let A=01,B=10,C;,=1, opAS =0;

— Cout =1, A+B+C1n=Sum=00;
= SEDC,C,, =0, SEDC, Sum = 11;

Here again, for scaling 2-bit SEDC encoded Add unit to 3-bit unit, (6) is used to generate
check bits ‘CabinCoaviny’ corresponding to the output sum of the ALU, by replacing Sq with
Sis. The logic equations that generate check bit for carry out signal ‘C.apyy’ and Sis signal are

given in Table 5-3.

Similarly, (13) & (14) are used to generate the check bits ‘CuupiyCiabinCoubin’
corresponding to output sum of the 4-bit SEDC encoded ALU, while the logic equations for

carry out signal ‘C.upy)’ and Sy; signal are given in Table 5-3.

NOT Ceeabity,  ifS17 =1
Caabity = {Cc(zbit)' otherwise ()
(Ciaavin, Cowpin) = (Agbivs Bebiv, Cin, OPAS) 14

The three SEDC encoded operation units compute the SEDC check bits independent of the
internally generated carries from the normal ALU, which reduce the overall latency of the

system.

Table 5-3. Logic equations for Sy, sibit, S;4-S;5 signals

Si =(opSR;)(0pSRp)(A2) + (0pSR;)(0pSRe) (A1)

sibit = (0pSRy)(A3) + (0pSRy)(s))

S14= Ceaviy = (B2)(Cepanin) + (A2)B2)(Cepapin) + (A2)B2)(Ceiabi)

Si5= (A2)B2)(Cermin) + (Ar)B2 ) Cepnin) + (A2)B2 )N Ceiamin) + (A2)(B2)(Ceabin)
S16= Ceuviv = (A3)(B3") + (A3)(Cezpin) + B3)(Ceabin)

Sl7: A3' B3 + A3 B3'

Equations in Table 5-3 [19] are formulated by inputting the logic tables in Logic Friday

software and then minimizing them to generate logic equations. All the logic equations uses
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primary inputs ‘A’, ‘B’, ‘p’ and ‘op’ to compute the SEDC check bits of a particular
Arithmetic and Logic operation.

All the circuits are implemented using combinational logic. These circuits can also work for
1-bit input data. The only change to made is; take the LSB of the SEDC Code (C,) rather than
taking both C,C bits.

D. 2-, 3- and 4-bit SEDC encoded Compare Unit

The Compare unit takes in only two operands A & B, and can perform three operations,
that are, A greater than B, A is equal to B, and A is smaller than B. Particular operation can be
selected using the input op. Table 5-4 enlists the SEDC, code of the two input compare

operation.

Table 5-4. Logic for 2-bit SEDC encoded Compare Unit
Operations opCC 2-bit SEDC Compare Operations
(Ci2bin,Coenin) = SEDCy(A(A4, Ay),

B(B1, Bo), opCC)

A>B 00 SEDC,(00)
A==B 01 SEDC,(01)
A<B 11 SEDC,(11)

For scaling 2-bit unit to 3- (e = 2) and 4-bit (e = 3) unit, equation (15) is generally used.
[Cies1-bins Coervin] = [{(Ac+ Cl(e-bil))«B_e + Ae.Cienin} » {(Ac @ Be) + Coeupin } (15)
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VI. Scaling SEDC encoded ALU for n-bit Input

As discussed in chapter II, SEDC scheme is made for 2-, 3- and 4-bit inputs. For n-bit input,
combination of these 2-, 3- and 4-bit input schemes are used, denoted as SEDC,, SEDC; and
SEDC, respectively. Following we give logic and examples for designing n-bit SEDC encoded
BO, SRO and ASO units using their respective 2-, 3- and 4-bit modules.

A. n-bit SEDC encoded Add/Subtract Unit

The SEDC, check bits (C,,) have two parts; {C.,.|, Cpo,...,.Cnr} generated by b-bit SEDC
encoded BO with input operands {A; 1, An2,.., Anb}s {Bn1, Baoseo, Baw}, opBO, and {Ci2xi)1-1
Ciexv-L2} generated by sets of 3-bit SEDC encoded BO on inputs {An1, Amnzs, Amnsl}s {Ban-t
Bin2, Buns}, opBO. For calculating values of nn, k and L, (16)-(18) [19] can be used.

nmm=n-—3k)—b (16)
k=0to(a—1) (17)
L = [log,{n+1—-(3a)}] (18)

Example 5: Let A and B contains 8-bit each;

= b=2,a=2andm=6 {from (1) & (2)}
= k=0tol,nn=6,5and L =2. {from (16)-(18)}

So we generate (Cs, Cy4) using one 2-bit SEDC encoded BO unit (SEDC;) with inputs (A7,
Ag), (B7, Bg) while (Cs, C,), (C,, Cy) are generated using two 3-bit SEDC encoded BO units
(SEDC3) with inputs (As, A4, As), (Bs, By, B3) & (A, Ay, Ay), (Ba, By, By) respectively. Input
‘opBO’ being the common input to all of the three SEDC encoded modules.

B. n-bit SEDC encoded Add/Subtract Unit

Similar to n-bit BO operation unit, the logic to implement n-bit SEDC encoded SRO unit is
given in Table 6-1 [19]. Again the modules are split into b-bit and 3-bit modules for generating
the SEDC code. For 8-bit SEDC encoded SRO unit, values of a, b, m, k and L remains same as
in Example 5. Check bits (Cs, C4) are generated by 2-bit SEDC encoded SRO unit using (A5,
Ag), (B7, Be) and sibit; as inputs while (C;, C,) and (C,, Cy) are generated by two 3-bit SEDC
encoded SRO units with inputs (As, A4, As), (Bs, By, Bj), sibit, and (A, Ay, Ag), (B,, By, By),
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sibit,” respectively. The sibit,’ is computed the same way as sibit, but with changed values of
‘k’. The logic to generate sibit; and sibit, signals is also given in Table 6-1.

Table 6-1. Logic for scaling n-bit SEDC encoded SRO unit

b-bit SEDC encoded SRO unit with inputs ((A, 1, Ay.2, -.Ay.p), Sibit;, OpSR)
Operations opSR sibit,
Shift/Rotate Left A X0 Apb1
Shift Right A 01 S;
Rotate Right A 11 Ay
3-bit SEDC encoded SRO unit with inputs ((A;,.1, Ann-2s Ann-3), Sibit;, opSR)
Operations opSR k sibit,
Shift Left A 00 = @1) S
#(a-1) Anb-Gxter)-1
Shift/Rotate Right A 01 X Anb-x0)
= (a' 1 ) Amsb
Rotate Left A 10
# (a-1) Anb Gxe))1

C. n-bit SEDC encoded Add/Subtract Unit

Table 6-2 [19] list the logic to design n-bit SEDC encoded ASO unit. Care must be taken to
connect carry in and carry out signals between a b-bit and 3-bit SEDC encoded ASO units.
Also there is a requirement of two extra XOR gates for inverting B and C;, bits (for subtraction

operation).

Table 6-2. Logic for scaling n-bit SEDC encoded ASO unit
b-bit SEDC encoded ASO unit
Inp“ts = ((An-b An-2’ seeey An-b)’ (Bn-l’ Bn-z, seeey Bn-b)’ Cinl’ OPAS)

Operations opAS a Ciul B
=0 Cin
A+B+C, 0 20 Cy B
0 Cin -
A-B-Cp, 1 il
¢ 0 Ck B

(CK, CSm-L-l, ceeey CSm-(ZxL)-L-Z = 3-bit SEDC encoded ASO unit
Inp“ts = ((Ann-l, Ann-z, eeey AO), (Bnn-l’ Bnn-2’ eeey BO), Cinz, OPAS)

Operations OpAS k Cin2 B
=(a-1 Cin
A+B+C, 0 B
# (a-1) Cia1
=(a-1) Cin -
A-B-C;, 1 =
C # (a-1) C,+1 B
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C. n-bit SEDC encoded Compare Unit

Equation (16)-(18) can be used in similar way to partition the data as described earlier. For
designing n-bit SEDC encoded Compare unit, Equation (15) can be utilized. The value of ‘e’
should be equal to ‘n-1°.
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VII. TSC SEDC checker

In this chapter we will discuss the basic difference between a SEDC code checker and a
Berger code checker. With introduction to '10' coding, we will explain the logic equations and
MOS level circuit diagrams to implement TSC SEDC checker. We will also show the scaling
of TSC SEDC checker to any number of input bits ‘n’ using the basic 2-, 3- and 4-bit TSC
SEDC checkers.

A. Difference between SEDC and Berger code checker

Close inspection of Fig. 7.1.(a) and Fig.7.1.(b) reveals that Berger code checker differ
SEDC checker by two modules namely; the check bit complement generator which generates
the bit by bit complement of the check bits and a tree of two rail checker [7]. As the
complement generator generates the bit by bit complement, in other words, Berger checker
encodes the n-bit ‘F’ and m-bit pre-computed check bits into two rail codes. The two rail codes
are then checked using tree structure [22]. If we partition the Berger codes in a similar way as
we do with SEDC, then this two rail code length will increase, causing the depth of two rail

checker tree to increase.

Information Check bits Information Check bits
bits Cs
‘| Check Symbol T vy y_v .
! Complement ; TSC SEDCn checker !
1 ' blocks ,
1 T I v—
: oo EER
L}
L}

m-variable k-input wired-

e mm——————

two-rail E \ AND-OR gate
;
Error indication = Errc?r mdllcatllona.‘i_’_’j_'_‘»'_'»_'_'_’_:_i_‘_‘:.:
signal "Vs' signal "Vs'
(@ )

Figure 7.1 Architectures of TSC (a) Berger checker (b) SEDC checker

On the other hand, SEDC checker has distinct modules as shown in Fig.7.1.(b): the SEDC,
checker and the wired AND-OR logic block. The SEDC, checker encodes the n-bit ‘F* and m-
bit ‘C’ into ‘10’ codes. Table 7-1 [23]shows the ‘10’ coding scheme for 1-information bit ‘Fy’
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and 1-check bit ‘Cy’, according to which the correct output code space is V,;Vy = {10} only
(that is why we named this encoding scheme as ‘10’ encoding), while in two rail encoding the
correct code space is V| Vo = {01, 10}. The benefit of ‘10’ codes is that they can be checked
using wired AND-OR circuits in parallel, while the two rail codes can only be checked using a

tree of two rail checkers, which increases the overall delay if the length of check bits increases.

Table 7-1. ‘10’ Codes Table for one bit input (SEDC/)

Fy Co Vi Vo
0 0 1 1
0 1 1 0
1 0 1 0
1 1 0 0

B. Logic and circuits for TSC SEDC,, SEDC,, SEDC;, SEDC, and SEDC,, checkers

The SEDC checker is also composed of one b-bit TSC SEDC checker and a-sets of 3-bit
TSC SEDC checkers. These small checkers encodes ‘F’ and ‘C’ into ‘10’ codes, rather than
two rail codes. In the case of 1-, 2- and 3-bit TSC SEDC checkers, the output can be directly
used as an error indication signal, but for n > 3, the outputs of smaller TSC SEDC checkers are
converted to a 2-bit error signal using one level of wired-AND-OR gate. Subsections discuss
the logic and circuit diagrams for primitive TSC SEDC checkers (SEDC,, SEDC,, SEDC; and
SEDC, checkers) which can be used to scale the TSC SEDC checker to a n-bit TSC SEDC

checker.

1. TSC SEDC,; checker

+dd

4 T
r‘ P1 -
- VI gy

N3

-
el
co
M1 M2
-
tiﬁ M4

Figure 7. 2 MOS circuit for TSC SEDC, Checker

Fig. 7.2 shows the pseudo nMOS logic implementation of TSC SEDC, checker.
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Table 7-1 shows the logic for 1-bit TSC SEDC (TSC SEDC, checker). Highlighted cases
indicate the valid input code word (i.e., 10, 01) and the valid output code word (10). F, denotes
the 1-bit information word which is the output of ISG ‘F’ and C, denotes 1-bit SEDC check bit
generated by SEDC Check Symbol Generator (SCSG) ‘C’. V,V, is the 2-bit error indication
signal of TSC SEDC checker ‘V’ [23].

2. TSC SEDC, checker

Equations (19) & (20) [23] are used to implement TSC SEDC, checker that generates the 2-
bit error signal V,V, (here “.” & “+” denotes the normal AND & OR operations respectively).
Again the correct output code space is {10}. Now C,C, denotes the SEDC check bits and F,F,

are the information bits.

Vo = (F1 + Fo + Co)(Cy + F1FyCo) (19)
Vi = C1. (Fy + Fy)(Co + F1Fo) (20)
The CMOS level design of TSC SEDC, checker requires only 9 extra MOS transistors to

convert 1-bit SEDC checker circuit to 2-bit SEDC checker as shown in Fig. 7.3.

+vdd +ivdd
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;31_{ NAT TSC SEDC Checker for 2-bit
g;m Data
1 % Vi Vo
- — v v
Figure 7. 3 MOS circuit for TSC SEDC, Figure 7. 4 Block diagram of 3-bit
Checker TSC SEDC checker

3. TSC SEDC; checker

Fig. 7.4 [23] shows the block diagram and the logic for 3-bit TSC SEDC checker. Three bit
data F,F,F,from ISG and 2-bit SEDC check bits C,C, from SCSG are first converted to F,'F,'
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and C,'Cy' respectively and then they are checked using the same 2-bit TSC SEDC checker as
shown in Fig. 7.4. When F, bit is ‘1°, the F,F, and C,C, are inverted, while if F, is ‘0’ then
F,Fy and C,C, remain same. As the outputs of XOR gates are fed to TSC SEDC, checker,
hence any error in XOR gates is detected. This makes the overall 3-bit SEDC checker TSC.

4. TSC SEDC, checker

A 4-bit TSC SEDC checker consists of one TSC SEDC,; checker and one TSC SEDC;
checker as shown in Fig. 7.5 [23]. Both SEDC, and SEDC; checkers generate 2-bit output
V V. As the valid code word is {10}, hence to make sure that both the checker units generate
{10} output during error free operation, we ‘AND’ V| output-bit of TSC SEDC, checker with
V, output-bit of TSC SEDC; checker. Also, we ‘OR’ V, output-bits of both TSC SEDC
checkers using wired logic gates. We checked and confirmed by fault simulation that wired-
AND and wired-OR gates are also TSC for single faults (stuck-at-O, stuck-at-1, transistor-

stuck-on and transistor-stuck-off).

Functional Circuit Output SEDC Code
F3 . | |
\-———f==========f=-==========F==F=9--------4=—=9----
- = R FE 2
'
] F C F2 F1 FO Cc1 co !
TSC SEDC Checker TSC SEDC Checker for 3-bit
for 1-bit data data
V1 Vo V1 Vo

H '
' i
H '
H '
H '
H '
H '
' i
' i
e i ____________
wired AND gate wired OR gate
Error indication ——»

Figure 7. 5 Block diagram of TSC SEDC, Checker
As compared to TSC Berger checker, SEDC checkers don't require tree of TSC two-rail

checkers for comparison of check bits Cg with the predicted code bits Cg', as shown in Fig. 7.1.
The wired-AND and wired-OR circuitry show constant latency for any number of input bits,

unlike the TRC tree.

5. TSC SEDC,, checker

Similar to the SEDC code generator, TSC SEDC checker requires copies of 1-, 2- and 3-bit
SEDC checkers depending upon the value of “a” and “b” (evaluated from (1)). For example, if
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n=8 bits, then from (1), a = 2 and b = 2. This requires a TSC SEDC, checker and couple of
TSC SEDC; checkers to realize an 8-bit TSC SEDC checker.

€699

Circuit for wired-AND and wired-OR gates will also expand as “n” increases. For n = 8 bits,
there will be total 3 TSC SEDC checkers with 2-bit output each. So a 3-input wired-AND and
3-input wired-OR gate is required to compare all the V; and V bits. Fig. 7.6 [23] shows the
block diagram of n-bit TSC SEDC checker.

Functional circuit output SEDC Code
n \F __________________ m -
F C F2 F1 FO Cl C0 F2 F1 FO Cl Co
TSC SEDC Checker TSC SEDC Checker for 3-bit TSC SEDC Checker for 3-bit
for b-bit data data UTTUTC data
A2} Vo V1 Vo Vi Vo

R A S e e e e e

'k'-input wired AND-OR network

Error indication signal

Figure 7. 6 Block diagram of TSC SEDC, Checker

In general, for “n” bit input, there are “a+1” TSC SEDC checkers with 2-bit output each. So
we require d = {2x(a+1) }-input wired-AND and wired-OR gates. With each increasing input to
the wired-AND and wired-OR gates, one extra transistor is required by each of the wired-gates.
Consequently, the circuit expands in width-wise fashion, and hence the latency of the wired

logic remains constant for any value of “n”.

Size of the load transistor driving these wired-AND and OR gates will also increase with
increasing inputs. So we consider the maximum fan in of one gate equal to 4. For d > 4, an
extra load transistor is connected in parallel. If “d” denotes the total number of inputs to the
TSC checker then we require r = r(k/4)—| load transistors. Total “d + r”” number of transistors
are required to implement the “d”-input wired AND-OR network with a constant latency of 1

transistor.
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VIII. Fault Coverage of SEDC encoded ALU

A. Fault model

As discussed in Chapter III, SEDC scheme is an AUED scheme hence we assume that any
single fault in ALU or SEDC encoded ALU causing a unidirectional change at their respective
outputs, are detected by TSC SEDC checker. But there are some errors in ALU that result in
bidirectional error at the output of ALU, and hence are not be detected by SEDC scheme. First
we will explain the types of errors that can cause bi-directional change at the output of the
ALU and then we will show that how much fault coverage SEDC scheme can provide against

such errors.
1. Type 1 error

In typical ALU design, there is no distinction between the circuit that handles the arithmetic
operations and that which handles the logic operations. Consequently, a single fault in carry

propagation circuit may induce multiple random errors during the logic operations [5].
2. Type 2 error

In a normal ripple carry adder, the carries and sum bits are not computed by independent
circuits (i.e., the half-sum signals are used to compute the sum bits and also to propagate the
carries). Thus an error to half-sum signal can modify both a carry c; and an output sum s;

resulting in a bidirectional error.
3. Type 3 error

The error in carry may propagate to other adder blocks, causing bidirectional errors at the
output of ALU. As our scheme encodes 2-bit, 3-bit or 4-bit data segments separately, so we
applied test vectors on a 2-bit, 3-bit and 4-bit carry ripple adder separately. We call each 2-bit,
3-bit and 4-bit carry ripple adder a “block”. We applied stuck at ‘0’ and stuck at ‘1’ faults on
1¥(C)), 2" (C,) and 3" (C;) carry of ripple carry adder, one at a time, as shown in Fig. 8.1. We
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found the percentage of faults which cause bi-directional change at the output sum bits (S) of

the 2-bit, 3-bit and 4-bit carry ripple adder respectively.

As Bs A2 B2 A1 B Ao Bo Fault
+ * + * 'I' 'IV 'IV + inj-ection
RO e
- - - -
Ca Adlcjier Cs. Adl:ier Cz Adgler Cv Adtéer Co
1 Y ¥ Y
Ss Sz S So

Figure 8.1 Fault injection points in a ripple carry adder

a) Type 3-A error:

For 4-bit data, we consider that primary input carry (Co) is error free. A 4-bit adder can
have 2° = 512 input combinations (test vectors). Results show that if the stuck at ‘0’ or at ‘1’
error occurs on C; then 64 input combinations out of 512 possible combinations (12.5%)
produce bidirectional errors at the output sum bits (S35,5;S¢). The stuck at errors on 2" and 3™

propagating carry don’t produce bi-directional error at the output sum at all.

b) Type 3-B error:

For a 3-bit carry ripple adder, stuck at ‘0’ or ‘1’ error on 2" propagating carry (C;) results
in 16 out of 128 cases (12.5 %) in which the output sum (S,S,S¢) is bi-directionally corrupted
by the error. The stuck at error on 2™ propagating carry (C,) don’t produce bi-directional

errors at the output sum at all.

c) Type 3-C error:
For a 2-bit carry ripple adder, the stuck at error on 1% propagating carry (C,) does not
produce bi-directional error at the output sum at all (S;Sy).

4. Type 4 error

Final carry bit of 2-bit (C,), 3-bit (C;) or 4-bit adder (C,) can also be faulty, which may be
propagated to next stages of carry ripple adder. Again we run the fault simulations and found
that if input carry of a 2-bit, 3-bit or 4-bit adder is faulty, then 25 % of the input combinations

can cause bidirectional error at the output sum bits.
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5. Type 5 error

Final carry bit of 2-bit, 3-bit or 4-bit adder can also be propagated to the other adder groups
in the chain. Fig. 8.3 shows an example of 8-bit ALU output and its 6-bit SEDC code. The 8-
bit adder is implemented using one 2-bit and two 3-bit carry ripple adders. We consider that
the erroneous carry is generated by the left most 3-bit adder and this error is also propagated to
the next 3-bit adder as well as the 2-bit adder. We found that subset of the Type 4 errors
(almost 25% of the type 4 errors) are the cause of Type 5 errors. These errors can be detected

by our scheme.

B. Fault secureness

1. Against type 1 error

In our proposed SEDC encoded ALU design, Logic Unit and Arithmetic Unit inside the

ALU are separated, hence we eliminate the probability of multiple random errors of Type 1.

2. Against type 2 error

To cope with this problem, we adapt the method described in [24], i.e., to implement
independent circuits for propagate (or transmit) and half-sum signals. This introduces an
overhead of one XOR gate per bit slice. We took this extra overhead into account when

calculating the overall area overhead of our proposed scheme.

3. Against type 3 error

This type of error is not detectable by SEDC scheme. To cope with this error, we can add
redundant carry out circuitry. As our scheme partitions the data into more numbers of 3-bit
modules in which only type 3-B errors are present. If we generate two carry bits (i.e., C; & C;’)
as the second propagating carry as shown in Fig. 8.2, and calculate the next Sum bit (S;) and
carry bit (C;) by C, and C;’ respectively, then we can decrease the chances of bidirectional

error due to type 3-B error.
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Figure 8.2 Adding redundant carry generating circuit to cope with Type 3-B errors

4. Against type 4 error

As we told, 25% of the type 4 errors result in type 5 errors, which are detected by our
scheme (explained next), so we can say that only 18% of the type 4 errors cause bidirectional

error at the output sum bits of the ripple carry adder, which is undetected by our scheme.
5. Against type 5 error

As our scheme encodes the segmented data (2-bit, 3-bit and 4-bit data), hence each pair of
check bits are generated independently. If the output carry of one adder block is affecting the
outputs of other adder block, then each pair of check bits will not correspond to the n-bit
output of adder, and hence these errors can be detected. Fig. 8.3 shows the example of how a

type 4 error resulted in a type 5 error, and is detected by SEDC check bits.

If Sum, denotes the normal output of the ALU, and Sum,’ symbolizes the erroneous output

due to the presence of Type 5 error, then SEDC code of Sum,’ (i.e., SEDC(Sum,")) will not be
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equal to the SEDC check bits generated by the SEDC encoded ALU (i.e., SEDC(Sumy)).

Consequently, the Type 5 error is detected.

Type 5 error T};pe 4 error SEDC(Sum?2)

2-bit/] 3-bit /] 3-bit SEDCJSEDCB SEDC,

Sum?2 O&T)IFT)O] @ 0% 10
G e 5 arror

datactad K/,
Ssum2'l O1 ] 110 | 001 00]10

<-8-bit ALU output > SEDC(Sum?2")

Undztected Type 4

Figure 8.3 SEDC ALU organization that eliminates Type 5 errors

C. Overall Fault Coverage

Due to single fault, either Type 3 or Type 4 errors remain undetected by SEDC scheme.
Among Type 3 and Type 4 errors, a subset of Type 4 errors (called Type 5 errors) are detected
by SEDC scheme, so in worst case only 18% bi-directional faults stay undetected, while 100%

unidirectional errors can still be detected.

The fault coverage of SEDC scheme can further be increased by putting redundant circuitry
to cop against Type 3 and Type 4 errors. The redundant circuitry could specifically be added to
certain locations of the normal adder by fully understanding the nature of the faults. For
example, Type 3 error occurs when fault is present in first propagating carry, i.e., C,. If we

duplicate the circuit for C, only, then this type of error can completely be covered.
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IX. Results of Fault Testing on TSC SEDC checker

The following definitions can be used to describe a Totally Self-Checking (TSC) system [4],
(71, [10], [11], [22].

e Definition 1: A circuit is fault-secure for a set of faults, if for any valid input and for

any fault among the fault set the circuit either produces a faulty code word, or correct output.

e Definition 2: A circuit is self-testing for a set of faults, if for every fault among the

fault set the circuit produces a faulty code word for at least one valid input.

e Definition 3: A circuit is code disjoint iff it maps the input code space to output code

space, and the non-input code space to non-output code space.
e Definition 4: A circuit is totally self-checking if it is self-testing and fault-secure.

A Circuit is TSC if it obeys all above definitions. TSC SEDC,, SEDC,, SEDC; and SEDC,
circuits given earlier in this paper are tested for single stuck-at-0, stuck-at-1 and transistor-
stuck-open and transistor-stuck-short faults. We assume that fault occurs one at a time and
there is enough time between detection of first fault to the occurrence of other fault. Following
is the analysis of SEDC checker circuit for satisfying all three properties of totally self-
checking checker. We apply one fault at a time in the circuit of Fig. 7.2 and observe the output.
Table 9-1 shows that under single fault operation, the circuit never produce any incorrect code
word (hence its fault secure), generates error indication signal for at least one valid input code
word (hence it is self-testing) and remains code disjoint (here {10} is the correct output code

space).

e  (Case 1- Transistor stuck ON: In Table 9-1, we show all 6 cases of transistor stuck
ON faults (one at a time). For the case of N3 or N4 stuck ON, the circuit shows fault detection
by one input code combination (highlighted with dark), and hence the circuit is self-testing,

while other cases show that the circuit is fault secure as well as code disjoint.
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e  (Case 2-Transistor stuck OFF: In Table 9-1, all 6 cases for transistor stuck OFF fault
are shown. In case of N1 or N2 stuck OFF, the circuit shows self-testing property (highlighted

with dark) and for rest of the cases, the circuit is fault-secure.

e  (Case 3- Input stuck at 0: When input Fyor Cyis stuck at 0, the circuit shows self-

testing property, otherwise it remains fault secure.

o Case 4- Input stuck at 1: When input F, or Cy is stuck at 1, the circuit shows self-
testing property, otherwise it remains fault secure.

Table 9-1. Results of single faults on TSC SEDC; checker

(G|l Vi Vo [RlG| Vi | Vi [RR][G] V]| Vv

Transistor Pl is stuck ON | Transistor P1 is stuck OFF Input C, stuck at zero

0|1 1 0 0 1 1 0

110 1 0 1 0 1 0 1 0 1 0

Transistor P2 is stuck ON | Transistor P2 is stuck OFF Input F stuck at zero

0 1 1 0 0 1 Floating 0

110 1 0 1 0 | Floating 0 0 1 1 0

Transistor N1 is stuck ON | Transistor N1 is stuck OFF Input C, stuck at 1

0|1 1 0

110 1 0

Transistor N2 is stuck ON

0|1 1 0

110 1 0

Transistor N3 is stuck ON | Transistor N3 is stuck OFF = = = =
0 1 1 0 - - - -

110 1 0 1 0 1 0 - - - -

Transistor N4 is stuck ON | Transistor N4 is stuck OFF = = = =

0|1 1 0 0 1 1 0 - - - -
1 0 1 0 - - - .

There are two cases where the output becomes floating (i.e., P2 stuck OFF). In either case,
if we consider the floating voltage as logic high, then the circuit is fault secure, and if we
consider the floating voltage as logic low, then the circuit is self-testing. Hence, we can say
that the circuit in Fig. 7.2, which is a 1-bit SEDC checker, is TSC checker because it satisfies
all the three axioms of being TSC. Similar analysis was carried out for testing 2-, 3- and 4-bit

SEDC checkers and found that all these checkers are TSC.
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X.  Area, Delay, Complexity and Power Comparison

A. SEDC encoded ALU

1. Area overhead

Fig. 10.1 shows the gate count for normal, SEDC encoded and BCP ALUs having 8-, 16- &
32-bit inputs. Data for a 16-bit Residue ALU (ALU+Controller) [15] is also presented for
comparison. For the gate count, all the logic tables (Table 5-1 - 6-2) and equations are
logically minimized and synthesized using Logic Friday logic minimize software [25]. All the
circuits for SEDC encoded ALU are functionally tested using Modelsim software with Verilog
language, while the post fitting simulations are carried out using Quartus II software. Altera's
Cyclone III device was used for post-layout simulations.

3 . 2834
000 mAILU mSEDC BCP mResidue

[N}
N
o
=

1861

[\
]
]
o

—
N
=]
=)

# of 2-input gates

1000

500

8 16 32
Input data length (bits)

Figure 10.1 Area utilization chart for SEDC encoded, BCP and simple ALU

The gate count includes all the circuitry inside SEDC encoded ALU shown in Fig. 4.1
except the Compare unit. The extra XOR gates that cope with Type 2 errors are also taken into
account while calculating data for Fig. 10.1. The multiplexer that selects the particular

operation is also considered.

The data for BCP based ALU is taken from [5], [16], [26] & [27] with few changes: the
data in [10] does not include the area overhead due to zero's counter for operands (i.e, X, and

Y.), shown in Fig. 10.2 [5]. The Multiple Carry Save Adder (MCSA) contains chains of full
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and half adders and their exact gate count is estimated from [26]. Circuits in [27] are
implemented with multiple input gates, so we translated all the circuits to 2-input gates, for

uniformity.

The increasing trend in BCP hardware is due to the presence of three n-bit counters; one
right after the 3x1 input MUX and two for calculating ‘X.” and ‘Y.’ respectively, as shown in
Fig. 10.2. Although ‘X.” and ‘Y.’ are re-utilized for whole data path, still they add to overall
area. P. K. Lala [27] proposed the most area optimized realization of the zeroes counter as
compared to previous implementation. The area required to implement these zero counters

becomes more than double when the number of input bits to the zero counter is doubled.

Figure 10.2 Berger Check Prediction Arithmetic and Logic Unit

The size of MCSA block also increases with increasing number of inputs (2 full adders and
1 half adder for each increasing ‘k’-bit). The number of ‘AND’ & ‘OR’ gates increases
linearly with ‘n’ (one 2-bit gate with each increasing input) while XOR and NAND gates
increases linearly with increasing ‘k’, in Fig. 10.2. ‘MUX’ (NOT-AND-OR based

implementation) takes twice the gate counts while the size of ‘X2’ block (n-bit 2x1 mux)
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increases slowly when the number of inputs are doubled. The ‘+n’ block has very negligible

effect on overall circuitry, so its gate count is not taken into account.

In short, every single unit occupies twice or more than twice area if input data length is
doubled, except ‘k’ input gates and ‘X2’ block which have little increment in their hardware.
But, more than doubling effects of three zeroes counters has the dominant effect on overall
gate requirement. The resultant effect is that, the overall gate count becomes twice if the input

data length is doubled.

120 - M Boolean
. /\ &
| Shift ke
100 | |™Add

00
(=]

# of 2-input gates

A-bit

2-bit 3-hit
Input word length

Figure 10.3 Increasing trend in SEDC encoded ALU hardware

On the other hand, SEDC uses set of pre-defined 2-, 3- and 4-bit modules to implement n-
bit SEDC encoded ALU. By looking at Fig. 10.3, one can figure out that the increasing trend
in SEDC encoded ALU hardware is slower than that of BCP. It is also evident from Fig. 10.1
that SEDC encoded ALU takes less than twice the hardware, when input data length is doubled,
which concludes that SEDC encoded ALU occupies less area than BCP circuitry for any

number of input bits ‘n’.

2. Delay

The PLA block in Fig. 10.1 generates the control signals (t1, t2, t3, t4, t5) after the arrival
of C,y from the normal ALU. The MCSA unit is made up of full and half adder trees. As

stated previously, the number of full and half adders increase with the increasing inputs so the
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delay in generation of check symbol is also increased. On the other hand, SEDC encoded ALU
does not wait for internally generated carries of normal ALU for computation of check bits.
Moreover, SEDC uses parallel modules of 2-, 3- and 4-bit SEDC encoded ALUs, so the
maximum delay incurred is equal to the latency of a 4-bit input SEDC module, hence

maximum delay remains same for any number of input bits 'n>4".

3. Power and Complexity in Scaling

The scaling of SEDC encoded ALU is also very simple. Scaling method of BCP ALU is
not presented in [5] but more than doubling of the circuit is required to scale the BCP ALU for
doubling the input bits which increases the overall complexity. Bose-Lin scheme in [16] is not
as simple when more than three check bits are required. Some changes in MCSA block need to
be made. In case of scaling SEDC, the scaled circuit is the same un-scaled circuit plus some
extra gates. For more than 4-input bits, the circuit requires replication of 2-, 3- and 4- bit
SEDC encoded ALU modules. Due to this replication, the power distribution of the overall

circuitry is very uniform.

For scaling Bose-Lin scheme with more than 4 check bits, X2 block is completely changed

(Fig. 10.2). While for SEDC, only one inverter is required to convert SEDC; to SEDC,.

B. TSC SEDC checker

In this section, area consumed by TSC SEDC checker and wired AND-OR network is
compared with TSC Berger one’s counter and two rail checker. As the code rate of SEDC
scheme is more than that of Berger scheme, hence for fairness in comparison, we also consider

the area utilized to store the check bits.

1. Area Overhead

The TSC SEDC, checker block shown in Fig. 4.1 requires fewer gates (whose circuit
diagrams are given in chapter VII), that are implemented with [15 + (a x 39)] MOS transistors
if ‘b’ value is 2, [39 + (a x 39)] MOS transistors if ‘b’ value is 3 or [45 + (a x 39)] MOS

transistors if ‘b’ value is 4. The wired AND-OR logic network is implemented with ‘d + r’
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MOS transistors where d = {2x(a+1)}and r = [d/4]. As far as the latency of overall TSC
SEDC checker is concerned, it is observed constant for n > 3 as shown in Table 10-2. SEDC
circuits are first designed by Logic Friday software using logic equations in chapter VII. These

circuits are then implemented with Verilog HDL using Modelsim software, and then finally

synthesized by Altera’s Quartus II.

We took data for combinational implementation of one’s counter from [27] in which gate
level circuit diagrams for up to 32-bit one’s counter are given. For translating gate level

circuits to transistor level circuits we use data given in [20].

Although the SEDC scheme has a bigger code size than Berger coding scheme, if we
consider the overall area, it is observed that TSC SEDC checker takes less area than TSC
Berger checker. Table 10-1 enlists the area (in terms of # of transistors) for implementing the
TSC SEDC and Berger checkers for up to 32-bit information word. It can be seen from Table
10-1 that with the increase in binary data length area increases if we consider the
combinational implementation of Berger code [27]. SEDC scheme takes almost 67% less area

than latency optimized version of Berger scheme [27] even after taking into account the

storage area for check bit.
Table 10-1. Area comparison between SEDC and Berger checker

Berger Code SEDC
Dat §° $ S 3 §° 3
ata ~ ~ S N S
CONE IR TR I RS
2 24 18 4 46 24 15 0 39
3 24 46 8 78 24 39 0 63
4 36 123 12 171 36 45 6 87
5 36 114 16 166 48 54 6 108
7 36 208 24 268 60 84 8 152
8 48 246 28 322 72 93 8 173
9 48 355 32 435 72 117 8 197
15 48 686 56 790 120 195 14 329
16 60 879 60 999 132 321 16 469
30 60 1640 116 1816 240 390 26 656
32 72 1939 120 2131 264 405 28 697
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2. Delay

As far as the delay is concerned, again it is observed to be constant for SEDC scheme. The
maximum latency of SEDC checker is limited to 4 equivalent MOS transistor levels, which
does not affect the overall performance. The reason behind the constant latency being the use
of wired-AND-OR circuitry as the equivalency tester, rather than two rail checker. The n-bit
TSC SEDC checker itself consists of small parallel checkers, that are, SEDC,, SEDC,, SEDC;
or SEDC, checkers.

On the other hand, Berger checker provides delay, both due to ones counters as well as the
tree structure of two rail checkers. Moreover, this delay keeps on increasing as the data length
increases, which is undesirable for delay optimized reconfigurable embedded architectures,

like FPGA.

Table 10-2. Critical Path (C.P) delay comparison of TSC Berger and SEDC checker
(unit = nanoseconds)

Berger SEDC
S

Data | 25 So| S |vnd e8%| S
Bits e S| SE| 3 |88/ 8Q:E| 3
SS|§ | & |993 %8 §

2 20.4 11.6 32 35.6 0 35.6

3 22.1 23.2 45.3 42.2 0 42.2

4 359 23.2 59.1 42.2 10.8 53

5 59.5 23.2 82.7 42.2 10.8 53

7 59.5 23.2 82.7 422 10.8 53

8 93.5 23.2 | 116.7 42.2 10.8 53
15 138.6 | 34.8 | 173.4 422 10.8 53
16 151.1 348 | 185.9 42.2 10.8 53
30 207.2 | 46.4 | 253.6 42.2 10.8 53
32 2442 | 464 | 290.6 42.2 10.8 53

-50 -



XI. Prototyping the SEDC based error detecting reconfigurable
ALU architecture on FPGA

In this chapter we discuss the FPGA implementation of overall system whose block
diagram was presented in chapter IV. We also present the method of autonomous
reconfiguration of FPGA upon detection of error in an 8-bit ALU. The comparison of area
overhead of FPGA implementation of SEDC, DMR, BCP and TMR schemes are also

evaluated in this chapter.
A. Overall FPGA based system design

The overall block diagram of FPGA and PC based fault tolerant ALU system is shown in
Fig. 11.1. The SEDC based error detecting and reconfiguring ALU architecture consists of an
8-bit normal ALU, an 8-bit SEDC encoded ALU and an 8-bit TSC SEDC checker. This system
is implemented on FPGA along with the logic to send error signal to PC via PS2 port. If the
error is transient, the program counter of the ALU halts and current instruction is recomputed
until the fault disappears. If the error prevails for more than specified amount of clock cycles,
then the error signal is sent to PC via the PS2 port. The PC containing Labview software
receives the error signal and reconfigures the FPGA with fresh bit stream of the system
without running the complete design flow of FPGA design implementation, as discussed later.

The USB JTAG port carries this fresh bit stream for reconfiguring FPGA.

PS2 Port for
sending error
information to

Altera DEO PC PC with Labview
FPGA board software

i |

USB JTAG Port for reconfiguration

Figure 11.1 Overall prototype diagram for fault tolerant ALU

In the subsection, we discuss the implementation details of each and every module.
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1. Altera DEO FPGA board

Fig. 11.2 shows the detail view of Altera’s DE0O FPGA board. The board contains
Cyclone IIT EP3C16F484 FPGA chip. This FPGA contains 16k Logic Elements (LE) and 484
usable I/O pins. The board consists of many peripherals out of which the following listed

peripherals are used in our project.

e 10 Toggle : Due to the limited number of switches, we multiplexed the data using two
switches SW; and SW,. The remaining switches are used to input the operands ‘A’, ‘B’, ‘p’
and operation selecting input ‘op’. Toggle switches SW; and SW,, act as selector switches for

multiplexing the inputs A, B, p and op whose detailed function is enlisted in Table 11-1.

Table 11-1. Function of selection switches & seven segments

S.No | SW;SW, Mode SW9-SW2 Seg 2-Seg 0
1 00 Input first operand A 8-bit Operand ‘A’ Operand A
2 01 Input second operand B 8-bit Operand ‘B’ Operand B

Input Cin (in case of Add/Subtract
) SWO9-SW3 =don’t
operation) or

care

3 10 1-bit ‘P’

Input si (in case of shift/rotate
SW2 =‘p’
operation)

Select the operation to be
4 11 8-bit ‘op’ Result S
performed

3 Push Buttons : Push Button 2 is designated as the system reset while Button 0 is
used to manually clock the circuit. Button 1 is used to force the outputs of ALU (S) to some

faulty condition, and hence this situation is simulated as a fault.
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e 4 Seven Segment Displays : The four seven segment displays are used to show the
status of inputs as well as the outputs. Table 11.1 also lists the status of Segments at every

possible position of SW; and SW,.

USB Blaster  Triple 4-bit
Connector ~ VGA DAC PS/2 Port  SD Card Socket

Power
Supply Input
Power RS-232 Interface
ON/OFF Switch
50-MHz Oscillator

16 X2 LCD Interface Expansion Headers (2)

Altera EPCS 4
Configuration Device

USB Blaster Circuit

Cyclone Ill EP3C16F484

SDRAM (8 Mbytes) FLASH (4 Mbytes)

7-Segment Display

RUN/PROG Switch for
JTAGIAS Modes

Switches X10 ~ LEDs X10  Push-buttons

Figure 11.2 DEO Board

e PS/2 Port PS/2 Port is used to send the interrupt to the PC upon detection of error.
The ASCII code of ESCAPE key is used to send to PC via PS2 port, which is recognized by
the Labview’s virtual instrument as error.

® 9 Green LEDs LEDGY9-LEDGS are used to indicate the status of 2-bit output of the
TSC SEDC checker, while the output of SEDC encoded ALU (i.e., the SEDC check bits) is
shown on LEDGS5-LEDGO.

2. NI Labview Software

In this project, we used NI Labview 9.0 for developing a keystroke logger whose job is to

receive the error signal from FPGA and then reprogram the FPGA. The block diagram consists
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of a keyboard stroke capture module and a while loop. The keyboard stroke capture module
fires the while loop when a particular keystroke is observed from the PS2 port of the PC. The
while loop then executes a batch file that contains required instructions for provoking the

Programmer which then reprograms the FPGA with given bit stream file via USB JTAG port.

The reconfiguration also resets the FPGA circuitry, and hence there is a high probability
that the permanent faults are removed (except manufacturing defects). Rather than going
through all the steps of FPGA design, the programming file (.cdf) for the complete system is
once generated and reutilized for reprogramming. The typical reconfiguration time taken by

Cyclone III chip is 20ms, and it varies with the size of .cdf file.

B. Implementation Results & Area Comparison

Fig. 11.3 shows the area comparison between normal ALU, SEDC ALU and BCP ALU.
These ALUs are implemented on Cyclone III FPGA EP3C16F484 chip and their area in terms
of Logic Element counts is presented. Result shows that the FPGA implementation of SEDC
encoded ALU takes 16% more area than simple ALU while BCP ALU takes 90% more area.
Less area consumption of SEDC is due to the fact that SEDC circuits are less complex and can
easily be synthesized by the synthesizing software. A 16-bit SEDC ALU is composed of
smaller 2-, 3- and 4-bit ALUs, which require less area when synthesized by the software.
SEDC encoded ALU don’t require internally generated carries from the normal ALU, which

cause longer latencies as well as large area consumption after synthesizing on FPGA.

350

300 mALU
- SEDCALU
5 230 mBCPALU
£ 200
]
=
& 150 -
=
S 100 -
[
50 -
0 —
16 bit
Figure 11.3 Area comparison of FPGA implementation of 16-bit normal ALU, SEDC
ALU and BCP ALU
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BCP ALU is implemented using the equation (20)-(37) [5]. The symbols ‘Xc’, ‘Yc’, ‘Cc’
and ‘Sc’ denote the zeroes count value of input operands ‘X’, ‘Y’, internally generated carries
‘C’ and output of ALU ‘S’, respectively. To convert X, Y and C to Xc, Yc and Cc, we require
16-bit, 16-bit and 15-bit zeroes counters respectively. Another zeroes counter is required to
convert the output of Logic operation unit to its equivalent zeroes count (represented as (X v
Y). in equation (22)). These bulky zero counter circuits constitute much of the Logic Elements
when implemented on FPGA. Equations (20) and (21) contains multiple add operations, hence

they require multiple levels of adder circuits which further requires more area on FPGA.

S, =X, + Y. - C.— ¢y + Cou (20)
S, =X, — Y.+ NC) — ¢ + Cou- 21
S=XAY = S5 =X +Y, —-(XVY), (22)
S=XAY = S, =-X+Y.+XVY), (23)
S=XAY = § =X -V +(XVY), (e2))
S=XAY = S, =-X-Y.+XVY).+n (@25
S=XVY = §=X+Y. - XAY), (26)
S=XVY = §,=-X+Y.+NXAY) 27
S=XVY = S5, =X -Y. +NXATY) (28)

S=XVY = S, =-X.-Y.+@XVY). +n (9
S=XeY = 5, =X+Y,-2XAY).+n (30)
S=XoY = §=-X.-Y+2NXAY) (31)
S=X = S =X (32)
S=Y = S =Y (33)
s§s=X = S =n-2X, (34)
S=7 = S,=n-7Y (35)
§=0 = S.=n (36)
§=1 = §.=0. 37
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XII. Conclusions and Future Enhancements

In this thesis we presented a new architecture for detecting all unidirectional errors in ALU
using SEDC scheme. We presented theory and design technique of an SEDC encoded ALU.
We also discussed the method of scaling SEDC encoded ALU for n-bit input data length with
simple addition in hardware, which does not affect the overall latency of the system. We show
that the complexity in scaling the SEDC circuit is less than Bose-Lin implementation [16],
while the SEDC encoded ALU is faster than both [5] & [16]. We implemented the circuits of
BCP ALU and SEDC encoded ALU using 2-input logic gates for uniformity in calculation of
gate counts and found that BCP ALU hardware requires more area than SEDC encoded ALU
for same input data length. We also show that SEDC provides 82% fault coverage against all
errors that result due to single faults in ALU. Hence, for delay and area sensitive applications,
n-bit SEDC encoded ALU performs better in terms of speed & complexity than [5] and [16]

with optimum fault coverage.

We also presented a totally self-checking checker for scalable error detecting codes. We
introduced how this SEDC scheme utilizes the parallelism concept by partitioning of input data
bits “D” into 2-, 3- and 4- bit data segments and then encode those using SEDC,, SEDC; and
SEDC, schemes. Then for checker part, SEDC scheme again partitions the functional circuitry
outputs into 2-, 3- and 4-bit segments and use TSC SEDC,, SEDC; and SEDC, checker blocks
to detect all unidirectional errors. The proposed SEDC checker is tested and shown to be
totally self-checking by fault testing method. We also show that due to specific 2-bit error
indication signal by each TSC checker module, overall SEDC TSC checker employs TSC
wired-AND and wired-OR logic gates as an equality tester of code bits rather than TSC two
rail checkers tree, which makes SEDC TSC checker more area and delay efficient than Berger
TSC checker. Also the inherited parallelism and independency between modules within n-bit

checker makes the checker faster.

Lastly, we implement an 8-bit SEDC based error detecting ALU system on Altera’s FPGA.
We designed a Labview VI that receives error signal from FPGA and reconfigures it. We again
compare the area utilization by SEDC and BCP schemes, this time on FPGA, and found that

SEDC requires less area as compared to BCP.
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In future, SEDC based error detecting ALU can be more refined for locating errors. This
will enable us to use partially reconfiguring in only those parts of ALU that are effected by
error. Separate PC for reconfiguring the FPGA can also be replaced with a microcontroller to
increase the portability of the system. The results in our research also motivate to design error

secure data path of the complete microprocessor.
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Microelectronic circuits and SRAM-based FPGA devices are becoming more vulnerable to
faults and errors due to shrinking size and higher packaging densities for the transistors. As a
result, error detection becomes a vital concern for system reliability.

Errors can be broadly classified as soft and hard errors. Soft errors are caused by transient
or intermittent faults, while hard errors are caused by persistent faults. Studies show that the
majority of errors are caused by transient faults.

Techniques to detect soft errors caused by transient faults have been developed and
tradeoff is usually made between processor performance and the area and power required for
error detection. Diverse duplex circuits can cope against most of the errors including common
mode failure (CMF) at the cost of twice the area overhead. Triple Modular Redundancy can be
used to reduce the complexity of the system by just copying the same circuit three times and
using a voting circuit. Time redundant methods like re-computing with rotated operands
(RERO) and with shifted operands (RESO) are employed to save area overhead, but they
introduce unavoidable delay to the system. Several concurrent error detection (CED) methods
involve encoding the functional circuit using some codes, like arithmetic codes, Berger codes
and parity codes. For efficient implementation of CED techniques, it is important to consider
the relevant types of faults that are supposed to be more probable to occur. The types of faults
within a VLSI circuit have been analyzed and found to be unidirectional errors. Unidirectional

errors can alter the node logic from zero to one or from one to zero, but not both at the same
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time. Unidirectional Error Detection (AUED) technique provides good fault coverage with
reduced area overhead.

In this thesis, we employ an error detection scheme called Scalable Error Detection Coding
(SEDC) which is capable of detecting single as well as multiple unidirectional errors. SEDC
scheme partition the data into segments and perform parallel encoding for assigning code
words. Consequently, SEDC scheme can be scaled for any binary data length 'n' with constant
latency and less complexity as compared to other All Unidirectional Error Detection (AUED)
schemes.

Using SEDC scheme, we present a fault tolerant ALU architecture that achieves high fault
tolerance against single event upsets. The proposed SEDC encoded ALU performs better in
terms of area and delay as compared to the previous implementation. Result shows that ASIC
implementation of SEDC based error detecting 32-bit ALU saves 34% area while FPGA
implementation of 16-bit SEDC encoded ALU saves 39% area as compared to the Berger
Code Prediction ALU [5]. We also present an area and delay efficient, scalable, Totally Self-
checking (TSC) checker for SEDC scheme. The proposed 32-bit checker achieves 67%
reduction in area and 81% improvement in delay as compared to TSC Berger checker. We also

utilize the reconfiguration feature of FPGA to mitigate hard errors.
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