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ABSTRACT

A study on the crime property in cyber space

Jung, Hui-SU

Advisor : Prof. Kim Jong Gu, Ph.D.
Department of Law,

Graduate School of Chosun University

In line with the progress of the information society, the paradigm of property
crime is requested to be modified due to the emergence of various information
properties that were not considered in the past Criminal Act.

As they are intended to realize economic value thus a normative approach is
needed in order to protect it, but the Criminal Act that has to rule such crime
is too rigid to catch up with the speed of technology on time, thus, there
occurs Inevitably the phenomenon of separation between reality and the norm.

Among them, there is a typical property crime occurring at cyber space
MMORPG game being the most similar to the reality of practical society
among on-line games.

Such crimes of the virtual world are punished mostly by non-property crime,
which can be regarded as occurrence of an absence of justice.

On-line game industry is a representative sector that Korea ranked as No.l
in the world.

On-line game indicates the fastest development due to its technology
development, addictive characteristics, the profit maximization effort by on-line

game companies.
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With rapid development of on-line game industry, the crime of on-line game
as well has been increased very fast, and as being a reason for the former,
anonymity & technology domination, borderlessness, and as examples for the
latter, interactivity, possibility of accumulating wealth. addiction, age-lowering,
accessibility.

There are number of types in game related crimes but it is to study in this
article limiting to property crime.

There are game item, game money, characters account as being virtual
properties, and conflicting opinion exists whether such virtual property on-line
game item can be regarded as an object of property crime.

According to the conclusive result of discussion about the concept of
crime-property game-items appears to be difficult to be regarded as a crime
object property due to non-availability of physical management and lack of
mobility, and due to the limitation to be interpreted within the possible meaning
of the word of law provision, it appears to be difficult to be interpreted as
crime— property.

But, game item can be treated as profit of property rights, thus rather than
limiting evaluation of means to practical punishment based on Information
Network Act but to rule regarding fraud, and computer use fraud so that to
make clear the intervention possibility of the Criminal Act against property
crime.

Judicial precedent should clarify its position clearly whether to be treated as
property crime, profit of property right, or simple electronic information yet to
be protected.

It is not a desirable attitude of the court to take expedient measure repeatedly
the punishment based on Information Network Act only against such stealing
crime due to its difficulty to include in the concept of crime-property.

In the judgment of crime related to item, it requires to be clarified the
practical being of item through clear demonstration from which concerns about

expectation or worry of general public about the application of different clause

- Vil —



of laws against similar crime or even worse crime itself cannot be established
can be mitigated.

It could be significantly suggested that solutions should be found in the
virtual realty society by itself. above all, the game service providers as well as
player have to make an active effort in this respect.

Making report On-line game item crime is very hard, moreover rounding-up
crime is not easy.

It appears to be required to mitigate the terms of banned cash transactions,
or hacking prevention effort by system from game company.

Also, it should be avoided to make an unconditional relief request to game
company or investigative agency upon occurrence of loss or damage without
paying proper caution by users.

As a consequence, in order to resolve the legal problem about the property in
the virtual reality, on the one hand put effort to protect property crime against
game item based on mutual efforts between game service provider and user,
and at the same time, judical & legislative effort has to be continued regarding
the unique status of property infringement in on-line space.

Most of all these solutions, what requires the most is the provision of a
legislative solution to dispel controversy.

If any interpretation is required that is beyond practical limitation, the
legislator should satisfy such requirement through amendment of concerned
laws.

For legislator, it appears to be required to expand the scope of crime
protection by changing the concept of property reflecting the paradigm of
modern soclety capable to include radio wave, razer, beam energy, electronic
information.

The role of law is the reflection and discipline against the world we live in,

as such it shall not be a surprising or special things not related to our life as

being a simply set of rules.
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