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ABSTRACT

A Study on the Home—Network Zigbee Communication

Based on U-SIM Using the ECC Algorithm

Kim, Young-bai
Advisor : Prof. Han Seung-jo Ph.D
Department of Info. & Comm. Engineering,

Graduate School of Chosun University

Residential Network also known as Home network is a new IT technology
environment for making an offer of convenient, safe, pleasant and blessed lives
to people, making it possible to be provided with various home network
services by constructing home network infrastructure regardless of devices, time
and places. This is achieved by the integration of existing Ethernet, wireless,
power line and phone line technologies at residential gateway at home. The
residential gateway is connected to the outside world with the public internet in
order to access internet from home and to access home network from outside
.Currently, there is a worldwide trend towards ubiquitous home. Hence more
and more devices in home network are wireless because of the ability to

control or access networked devices from anywhere anytime inside or outside
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the residence. Emerging wireless home networking technologies in these devices
include the 802.11 wireless LAN standard and low cost technologies such as
Bluetooth and Home RF. Thus several modern residential electronic devices like
laptops, handheld computers and palm devices, cordless and cellular phones, and
MP3 players, etc. are exponentially added to residential networks.

In residential network system, security problems such as hacking, viruses,
and exposure of personal information, traditional problems in network
environments, still exist, and new security problems have developed because
most of the devices connected with the network are quite simple. Also the
home network users are not skilled from security point of view.

Sensor node are having several resource constraints, low computational
capability, small memory, low communication bandwidth and a limited. And
Wireless Home network have numerous and diverse applications, from habitant
monitoring and target tracking to security surveillance and so on.

In this thesis, design and implement Zigbee information protection protocol
using ECC(Elliptic Curve Cryptography) and Collision Prevent System. The
unusual design constrains places on embedded devices require a new, highly
efficient, easy to deploy cryptography scheme that provides high levels of
security while minimizing memory, execution speed requirements and power
requirements, ECC is an essential methodology for meeting these requirement of
embedded designs. For security, we have been light-weighted the previous ECC
algorithm and computation time which have encryption, decryption and key
generation complexity by using a scalar plus operation. For identification
performance, we have been modified U-Sim Storage for prevent save a routing
table and codes.

And an enhanced slotted CSMA/CA protocol and unslotted CSMA/CA was
proposed which assigns the order of priority according to purpose of use for
efficient use of channel sensing. The method suggested is the application of the

classification in the MAC and the convergence of the slotted CSMA/CA and
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unslotted CSMA/CA. First, as it’s each of the class estimation value, each of
data was divided into two classes, classified metod and the unclassified method
which adopted the original method. The back-off exponent and the number of
back-off was changed and the changed back-off exponent and the number of
back-off was used to make a simulation by applying it to the suggested
algorithm to adjust slotted CSMA/CA according to each of the classified class.
For the evaluation of the function, the OPNET simulator has been used to
carry out the modeling process for the Zigbee home network. Also, the QoS
Parameter which is used to test the service quality in the IEEE 802.154
Working Group is selected as a category of the simulation for comparison and

analysis.
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IEEE 802.15.4¢] PHY/MACE- A}-83}4 Zigbee Valianced| 4] gt U E 9 29} of
Fe|Aold ZEEZS VW oR Sk
Zigbee® 2® Fx& oY o For A 74 AT A9 A
A MUl 25 AT 4o AFcds vely A AMu|2E AE st
AE E (Entity) ¢+ 718} ©h& AU AE AlFohe @ dEy= g9t 2F A&
AEE = ¢ ASAA A=A (SAP: Service Access Point)2 F3A41 <l
Hol2~E AFerl. Zigheew OSIY 7TAS X EEE 7|dtoe=z shrf(24].
ZigBee Al%2 &9 AZL IEEE 802154 %=olA HEYAAZI &A=
298 AJoEgtl S&AF BE FoE ZDO (Zigbee Device Object)9t 5874
A (Application Object) F-#9 el = Helstdu}. Zigheers U E XFE ZRZEZ
o 2dHT} Zhddste] AlsE Al O F
X 4-1941 & %] IEEE 802154141 A ¥ Zighee &2 AlF< 2.4GHz
9} 902~928MHz, 1¥]31 868~870MHzE Attt dAl A MAA AL 5
e ISM Wl=9l 24GHz W3 m]=el A Ab&shs 916MHz, 9 868MHzE
T 309 Foke 2 BPSK ®xWA 8 ARgste] 17]9) Aid 7 20Kbps <
TE ZtE 868MHz, 40Kbpset 1070l Ade AL&3t= 916MHz 2]t
O-QPSK ¥ xwW22 AR&ste] 167019 A'd 3} 250Kbpse AEHEE Zb= 24GHz
o AsAde 2493 &4 ot 24 dE2XRF YAR T5mrkA Ths
sttt IEEE 802.15.49] PHY+ DSSSE nigloe = 3k zlo] ¥x WS A 85lo
FA IR S dedete AEY HAY dRF ARE HAE 3
. [EEE 8021549 MACS thebgt vEsla BZzx 7d2 99
HhRF© 2 Association, Disassociation, €¢1l = 2
, Zeld rEA, B &% B w2, Beacon ¥ SOl itk
MAC “Zx& dHeolHe £ - 52l ol&¥m, &2 Iz dHeoly Y (PPDU:
PHY Packet Data Unit)el MAC #§# de]lH FYW(MPDU: MAC Packet Data
Unit)e] S3HEth. MPDUE =32 A8]2 Heoly f3(PSDU: PHY Service Data
Unit)o]#taie FZt} PSDUE HUl 127010 E9] Zol & 7x|n, 2nlo]EE Xy
¢} &l AYA(FSC: Frame Check Sequence)©|th. PSDU+w PPDU9 4#H}o] E 2]
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3] 2 (Preamble) 9} 10}e] E9] =g 9] A]2} AN Delimiter) 12|31 10}o] E 9]

Zg el do] ARE )3t MPDUE 2nlo]Eo] Z# ¢l AEZE(Frame Control)
I 1rlolEe] Ao AbgE o]y dwewlF(Data Sequence Number)E 3 Hsh

T R oy oA Mg #e

th. MAC AZEgo]= HolgE Al
stoh, AA dlele o] H 104nfe] E7LA] & &kt

¥ 4-1 Zighee &4

T & 2.4GHz 363 ~370MHz 902 ~928MHz
Data Rate 250Kbps 20Kbps 40Kbps
Channel 16 1 10

32 Chip PN )
DSSS 15 Chip PN Codes
Codes
Chip Modulation 0-QPSK BPSK
Symbol Rate 62.5Ksym/s 20Ksym/s 40Ksym/s
Chip Rate 2.0Mchips/s 300Kchips/s 600K chips/s
Sensitivity -35dBm -92dBm
RF Linearity -10dBm(IIP3), 04dBm(Output P1dB)
Transmit Power 0dBm(1mW)
Adjacent Channel
. 0dB
Rejection
Alternation 30dB
Channel Rejection

Zighbee= 7]719] FFFeol wEl FFD(Full Function Device), RFD(Reduced
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il

Function Device)®] F+ 71A2 FEHU. FFD+ IEEE 802.15.4¢ d#k49] w=
T8k 717101, Zigbee Coordinator, Zighbee Router, Zigbee End Device =77}

2 7 Stk

= EYA o] sl Star fﬂﬂ]@r Mesh & Peer-to-Peer HH 2] UE
H2E8 AdetiA 4 == 29" 753 PAN mtdlolHEHA svte] HES
A5 st 7ls7hA 7HA AL »lr/]r o] FFD %+ RFD$} ojujgt FEE 34
stol = FFDe t& =29 $4lo] 7bsstth. FEFDe 7|71 bl doleE Fawt

al
= 7 den 77E Y B8 Vese FdkAY sAtdlely Y oEn 4
7Vsste] IEEE 802.15490 4 A ¥dte e 752 7kt RFD+ FFDe| 7]
5 s AR FEE Eo HEFH Vles &asksk 7)7]elH, Zigbee End
2 EHOZ Peer-to-Peer 7|50] AU thE 7]7]
= 98 ‘31011394 Ado]l E7lsste] sddlelHe o9& FafstA Xt S
RFDE= &% FFDE S84 HolHE n3er & rt. RFD+= #al 71 H-$-1, |
228 AA AA sk e deolyHE FEDo Al Adshs oatol A st dE
o] g5 el dA e HRE FFDE %ol Adsis 59 o
Aol 715e F3 4 vk FFD9 RFDE o] 2 Routing oo wheh +
=, Zighee Coordinatori= 342l Zighee W E S ZglA 1749 &x08 4
W U EYAR F42E5 33t} Zigbee Routerd 7% Multi-hop Routing wA] %

Agget
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0]
PN
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2. Zighee7| ¥+ AES ¢35 dagls&

e

Zigheet™ H.QF oAl 128H]E AESE X[ dsta o, o= 3] = B
e FAT F A =t AES® DESE Hlals] Ry DESHA & 64HES
Mol EHow sfar glovt AESH A= 128HEE & /e E52= sha St
9] dolk DES7} 56HIEQlHl wksl] AESOlA & 128HE, 196H E, 256 E 7}
glefr Adestms shar vt ®gt DESeF vi7IA 2 s A& ks
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102], 196HEY wol& 123], 256HEY vl & 14324 #= F7 B&55
trdd o] Folxith

AESS] ¢t3sl fA o] 7F = v AFEAAE 2 S
G2 X3S £t Substitute bytes GAF 3 @92 £33 ANZEZ 35
Shift rows 14k, =2 A4S A6t A8l € G2 EFsHE Mix columns
Rt o 2 L= 7] 9} StateE XOR3IE Add round key 14to= 44wty

AES ¢ts.3} g2 29 4-13 o] e & 5 drh

o
N
N

rir

Plaintext

I Add Round Key I
I

f s ™
| Substitute Bytes |<—— @
I}
%U | Shift Rows I(—— @
2 I
— | Mix Columns |<—— €]
I}
| Add Round Key |<—— @
\ I >y
07
-
[ ]
L 2
L J
|
-~ L ™~
I Substitute Bytes I
!
5 | Shift Rows I
2 1]
o
= | Mix Columns I
I}
| Add Round Key I
& /

W

Ciphertext

a9 4-1 AES &gl
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(D Substitute Bytes

Substitute Bytes 14F & ¢F&to] H] AL E L H sl7] 93] vlo]
E w9l2 o ¥go] 7bed S-BoxE A
A PAol Hed, 3 WA BAE 7 Al EE GFEHY Y gades
“:‘4_3}0% mod 82F 7]efr}dt] el e & ot sloew & fEYE=
olgsto] FHFTL I vy BAE, GFQ2) HolA A

i

F GAE E3le] Substitute Byte 9142 8131 &4 Stateo] 7k vlo]E
T UE nlelEx 7h7F Ao Ht

@ Shift Rows

Shift Rows ¢4t State?] 7 3 @92 Azl Frba ¢& ANZEE F
&t oW, statee] O¥A L O Far, 1WA AL 19, 29K S
ol 3WA e 3 YxoT $E AZEES Faerr)

@ Mix Columns
Mix Columns $14H2 State®] 7+ €& 4719 & zb& 33 o=

#3131, mod x*+1 AolA a4 ax) = 3% + X+ x + 29} Forl o}

a(x)% b(x)E mod x*+1 A4 F3 dap= oL A1) g FHo

oRE FHE 4 g}

1>
>

d

1

I
ot

i1
e

02030101 S0.0901 902503 S 0.0 s 0.1 S 02 ) 0.3
010203 01| [S1.0511 512513 _ 51.0 31.1 51.2 51 3 (1)
01010203] |55 551 55953 S 2.0 ) 2.1 S 2.2 ) 2.3
03010102 _53.0 531939 53.3_ _S 3.0 s 3.1 S 3.2 ) 3.3]

@ Add Round Key
Add Round Key 14t #2t+E= 7]17F @A Stated HIE @92 XORE ¢
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Simulation Time 1 Hour

2. OPNETo| A ¢ #A|¢tal= A~ -3

OPNETo|l A& NS-2¢F Hl=2% &&= AMEA AAT $4 Eao ds) d4d3
Hl =3k 7Hde] E3tol A AlgdeoldE st tloly FAE HoAFE A& o]
Zradems OSI A 9 22EsE 9 & = &

A YslErh ofdll 1Y 4-92 OPNETS 53| AZE ZigheeE dASH] 79
Node Model#} 2 A1E 3 9] Node Model2 WEelH 1§olt} 7|sHoz F7}
H FES ofy Fid Aa F4 L AE BAE &

A
F7h Helew, A9 mEet A Helge AFE & 4 e U-SIMe

>
N,
N,

Qs

_69_



sle] IP Process®t 1% 3}o] XVJ% HolHE ALgS & = J=E A4 s
ae]al R s dare]Fe IP_ENCAP Process 9ol 7 2] s}
2 ProcessE RFEAYV F7tslE wHAo]l ofd AEST7E AW FatolAl A sk
WAoo g AAE AT

H
=AM UEAAY AT, A S5 AP S
El

oA AEe Tl FAlel FEF Zighee Aol

il
A
ol
ol
e}

roh
D)

Q,
>,
AR
o
ofy ~
4B
m
L)
4B
k1
il
Ay
ol
ols
o,
38
o
)
0,
)
o,
Ay
ol
2
e
o,
ol
o,
r
R

flo
I
[CA
.
o
2
>
e
4
3o
vl

mane%_rte_mgr application CRU

rmanefi e _rmgr application

rnobilz_ip

wlan_port_rx 00 wlan_port_tx 00
wilan_part_rx_0_0 wlanJ:-c-rt_tx_IZI_El

71¥€9] Zigbee Node Model A etsl= Zighee Node Model

= % OPNET 11.5 Node Model
a9 4-9 U-SIM 95 Z2X

_70_



’(Jrig. Name Prom, Name Oim, Desc, Or, Group Prom, Group Capture Mode ~~ Draw S, j

o Badcas Tl Aroadeast Trfic . o/a Mumberof Broade,, P P bucke~ kv, Inear J
In Broadcast Trafl,, Broadcast Trafic S.,, nfa Number of Broadc,, IP P bucket/-1 totalfsu,,, linear
In Multicast Trafic ., Mulicast Traffc Re... n/a Number of Mulica,. IP P bucket/~1 total/su,, linear
In Mulicast Trafc ,, Muticast Traffc Se,., n/a Number of Mulica,, IP P bucket/-1 total/u,, linear
In Trafic Dropped ., Trafc Oropped (pa.., nfa Number of P data,,, IP P bucket/<1 tota/su,,, linear
i Trffc Recelved.,, Trafic Received (pa,. n/a Total number of Br,, IP P bucket/=1 fotafsu,., linear
In Traffc Sent (pac,, Trafic Sent (packet,, n/a Total number of Br,, IP P bucket/-! totalfsu,, linear

tep,Congeston W, Congestion Window,,, 32 TCP Slow-Start ca,., TCP Comnection ~ TCP Connection ~ sample/-1total  linear HA HEH3
icp Dy (o) Doy (see) Doy (n sonds,_TCP Comecton_TCP Conmection__ buce-| s, _pear—— X% AIZH 5
fcpLoad (bytes) _ Load (byes) % Tolal numberofby, _TCP Comnection __TCP Comnection __buckel/| olalfsum _lnear
top,Load (bytes/s,, Load (bytes/sec) % Average rate ofbaf , TCP Connection  TCP Comnection  buckety- toal/su,, inear HH HEHI
(D Loa0 (Jarkels) LOAl (DACKES) %O NUTTDET 01 ., TLF COMECAON TGP COMMECtOn  DUCKEy - (sum Mear Me| 2z 24
"0 L0a0 [DACREE),, LO40 (DACKEIS/SEC) L AWEIAQE B 01U, TUF COMECION U COMMECION  DUCKEy-] WaysL,, el
TCpTECEWe] Ceq,, TeCeEd SEMEM,., % ACKIOWEQgemeN, 1L LOMECAN  TLp COMecton  Samplej-| 0l mear
tep Recelved Seq,, Recelved Seqment,, % Sequence number , TCP Connection ~ TCP Comnection ~ sample/~!total ~~ inear

2

X

il

{ep Remate Recelv,,, Remote Receive Wi, 3 Adverized size oft,, TCP Comnecton  TCP Connection — sample/-1 ol linear
tep Retansrmissio,, Retiansmission Tim,, 32 Retiansmission Ti,, TCP Comnection  TCP Connecton — sample/=1tofal — finear
tep, Seqrent Roun,,, Seament Round Tr,, %2 Mean seqmentrou,, TCP Comnection  TCP Connecon ~ bucket/=1 tota/sa,., linear
tep, Seqment Roun,.. SeqmentRound Tr., 32 Deviaton of the me.., TCP Connection ~ TCP Comnection  bucket/ toal/sa... linear
iep, Sent Seament , Sent Seament Ack , % Acknowledgement ., TCP Comnection ~ TCP Connecon ~— sample/-1 ot finear
fop,Sent Segment ,, Sent Seqment Sequ,,, 32 Sequence number , TCP Comecton ~ TCP Connection ~— sample/-1 ol linear
iep, Taffc Recaive,,, Traffc Received (by,, 3 Total number of by, TCP Connection ~ TCP Comnection  bucket/~! total/sum  linear
f

70, VAIC PECEVE,,, TANC NECAVED (0, 1 WEIAQE DYES D TGP CONECION TGP COMECIOn _ DUCkEy- WaaL,, el My YEH3

100, Vallc FECeNe... VANG NeCEed (Dh.. @ 10 NUMDET O D& 1LP LOMMGCAOD  1LP LOMecton  DUCke -] la/sum Mear Hesc 2y
10, VAT ECENE, . VAN NECENED (DA, 1 METAJE PAKES .. 107 COMECION  1Lp COMECION _ DUCKey-] Dol el
TepCOMECAON AD,.. CONMECTON FROTS 173 Y0l NUMOEr O 1, TP (8 bucket/~1 total/sum  linear e HAO
fop,Delay (sec)  Delay (sec) nfa Delay (in seconds,., TCP TCP buckety/-! tolal/sa.., lneat——> Lighee ‘-ﬂ‘l
fep Load (byles)  Load (bytes) nfa Tola number of by, ii; i bucket/=1 total/sum  linear ALEHEY
T ToadToyles/s.. Load (byles/sec]  n/a Averagetale oival,, 1CP [ UCKey - (0asu,, Mear Zighee 449
i Coad cels) _L0A0 aiels) 13 10l NUTDBT 0 D TOF 07 Ducke/! {oll/sum _ingar Mol £E =8
top,Load (packets/.. Load (packels/sec) n/a Average rae of vaf, TCP 1CP bucket/-! tolasu,, linear
{20 VAl Tecene,, T1ANC TECened (Y., 1/a 0 UTDer T0Y,.. 1L 8] biucket/-1 total/sum  linear

o MO

{3, Al FeCeNe,, T4TG NeCeed (0. /3 Aerage yes et 107 1 Duckely-1 toll/su,, Inear Z'g’Pee aud
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A5 AE D 0B

oA HEYA AlEFolHd E< OPNETS o]&dle] & HESR FX=
2 AEar IEEE 154 EFo A A A8 9 QoS Parameter AHE Fa1dte] 7]
£ B AT B =FdA] AteteE B2 ASE vl B4 Y. 54 g a5

AA EHFe] gt Delay(sec), Load(bits/sec), Throughtput (bits/sec)®} Zigbee
Aol 3+ Delay(sec), Load(bits/sec), Throughtput(bits/sec)] t}.

.

A 1A Aa BA

1. o] Ze 7ol o] W AFH oA B4

7}. Remote Login(20byte)2] Al Ed o1 A

Delay(Sec)
0.0125

0.012

0.0115 — s

0.011

0.0105

*—aAEs 2t 2t o215

001 |
el m gt gfmalE
0.0095
EftRE = 2= 2 n2ZF+u-sim
0.009 -
113 600 1,200 1,800 2,400 3,000 srcon Tmelsen)
. g | B - USIM AES
A A A ZH(sec) 0.011618 0.011262 0.011646

a9 5-1 AA WES A9 Delay (sec)
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8,000

7,000

6,000

5,000

4,000

3,000

2,000

1,000

o}

Load(Bits/Sec)

Ot 22| S +U-SIM

1 600

1,200

1,800 2,400 3,000

3,600 Time{Sec)

Pl

:IL

EEER

ehel A4+ U-SIM AES

Al

= (bits/sec)

5,303

5,303

a9 5-2 AA UEL AL Load (bits/sec)

8000

7000

G000

5000

4000

3000

2000

Troughput(Bits/sec)

1000 f
{ S ElRI DM ot YU B e S +U-sIM
¥
0 Time({Sec)
1 600 1,200 1,800 2,400 3,000 3,600
T B 2t R =21+ U-SIM RSA
AE4E% (bits/sec) 5,394 5771 5,347

¥y 5-3 AA UEY A2 Throughput (bits/sec)
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Delay(Sec)

0.009
0.008
0.007
0.006
0.005
0.004
0.003
—*—AESs 2= ae|=
0.002
—=ct& ===
0.001
——Et& = HNE[EF+U-sim
0
Time(Sec)
1 600 1,200 1,800 2,400 3,000 3,600
T ehol 5 ebl a1 + U-SIM AES
A AA T (sec) 0.006007 0.005211 0.007034

19 5-4 Zigbee9 Delay (sec)

Load(Bits/Sec)
800

700

600

500

400

300

200

100

o

1 600

1.200

1.800

4l
Pl

EEE

2<% (bits/sec)

630

620

19 5-5 Zighee®] Load (bits/sec)
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Troughput(Bits/sec)
800

700

600

500

400

300

200

100

o

it 600 1.200 1.800 2,400 3.000 3.600

ERESY B =~ U-SIM AES

Pl

:IL

4S5 (bits/sec) 549 552 540

19 5-6 Zigbee®] Throughput (bits/sec)

¥ 5-1 Remote Login(20byte)®] Bt 3k

el
Ebed=2rd AES
+U-SIM
HA HEL A9 A AATHsec) 0.011618 0.011262 0.011646
A UEL A9 M £X(bits/sec) 5353 5733 5,303
A HES A AL SE(bits/sec) 5,394 5771 5,347
Zighee®] A AAIZH(sec) 0.006007 0.005211 0.007034
Zighee®] A 2] £ Lk(bits/sec) 630 633 620
Zighee®] 7% <X(bits/sec) 549 552 540
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AES9 Z4%-5 2y dA dEYA9 AAAZES 11.6mselH, Zigbeeol Al 373
A AAAZEL Tmsolth A HEY A9 AAAE Zigheeol X SHE AAALT
o] 16 =AYt HAA HEYAS Hy £EE 5303bits/seco] ™, Zigheeol
H A AAEL 620bits/secEA] A A HEYAL A AAZEe] 89 1 5
AEAT. A% H= SddAE A4 dES=Ae] 4§ 5347bits/seco] ™,
Zigheedl Xl A4 E AL £XET H40bits/secZA] AA HES =29 H|WERE o
of FA7F & Aom FAHHIIH.

el e dare]Fehe AbgekE A A HES Y AAAE 11.6ms
ol Zigheedl A A E AAAZFL 6msolth. AA WELZL] A AT Zigbee
oA 4" AAAZEe] 198® SAHHIJH. T2l AA UEYAY A2 £=
5,353bits/sece]l M, Zigheeol| X & A HEE 630bits/secEA] A HES =
A SA4E ghol 858 & Alor SAHUNY. AF S SHdAE AA
YA SHE FAE 5393 bits/secol™, Zigbeeold SHHE HAF Hne
549bits/secEA T X9 Zoli= oF 98I R HA HESH A FHE FA7F Y
& As o 7 Utk

Aetate wWAQl Bl ks dare]gd U-SIME Zo] Abgste 4-¢ A4
YEH A A AAFL 11.2mso ™, Zigbeeol X S A AR 52msZE A ¢F 2
i Lk Zpol7k v Zlo® SAFIT 3 Ay £k S dA UES
Ao A ==AHE AP £HEE 5733bits/seco]™, Zigbeeodl A ZAHHA FHyHE=
633bits/secEA] AA| MELANAM SHE 27 & 98 AT Avs AL & F
slem, HE Hmerez AA dEfAdA FHE FA= 5771bits/secol,
Zigheeoll X 54 ¥ 2= B52bits/secE A FAH 9 Aol oF 10W] AE A

l:r
HES I 248 FA H 2 AL ¢ 5 Ak
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1}, Database(512byte) ] Al E#o]Ad 2}

Delay(Sec)
0.014
0.012
0.01
0.008
0.006
0.004 AES T FH g FH
el Mot NS
0.002
T EE IO b 2 2| F+u-s5im
0
1 600 1,200 1,800 2,400 3,000 3,600 T'me(sec)
TR EEE g 24 + U-SIM AES
A AAZE (sec) 0.0117 0.011166 0.012005

2% 5-7 AA WEY 2 Delay (sec)

Load(Bits/Sec)

9,000
i~

8,000 ~ me—
7,000
6,000
5,000
4,000
3,000

——aEs Qles b E| =
2,000

=ctemMets Amels
1,000

o #EPRI TN Qts 2D 2| H+U-SIM
1 600 1,200 1,800 2,400 3,000 3,600 Tmelsed
e BOSA | el - U-SIM AES

8] & % (bits/sec) 6,068 6,733 6,136

9 5-8 AA UEL AL Load (bits/sec)
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Troughput(Bits/sec)

2000
8000
7000
6000
5000
4000
3000
2000 —AES Qo 2 na|lE
mrEll Dol a2l
1000
TR SN s e S+vu-sim
2 Time(Sec)
1 600 1,200 1,800 2,400 3,000 3,600
TH B B} 34 + U-SIM AES
HEH5E (bits/sec) 6,077 6,784 6,156

¥ 5-9 AA| UEY A Throughput (bits/sec)

Delay(Sec)

0.009
0.008
0.007
0.006
0.005
0.004
0.003
0.002
0.001

o

1 2 3 4 5 6 7 8 92 1011 12 13 14 15 16 17 18 19 20 ""me(Sec)
> el 4 B4+ U-SIM AES
A A7 (sec) 0.006021 0.0041 0.006152
29 5-10 Zighee2] Delay (sec)
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Load(Bits/sec)
1000

900

800

paelel

600

500

400

300

200

100

(8]

1 600 1,200 1,800 2,400 3,000 3,600

4l
Pl

ERESY B =~ U-SIM AES

A2 £ (bits/sec) 693 742 669

19 5-11 Zighee®] Load (bits/sec)

Troughput(Bits/sec)
1000

900

800

paelel

600

500

400

300

200

100

(8]

1 600 1,200 1,800 2,400 3,000 3,600

T8 EEEY! B + U-SIM AES

AFEES (bits/sec) 697 740 667

19 5-12 Zigbee®] Throughput (bits/sec)
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¥ 5-2 Database(512byte)9] ¥ 3F Fk

2=
ISR AES
+U-SIM
A HES A A A ZHsec) 0.0117 0.011166 0.012055
A HES A A2 SE(bits/sec) 6,068 6,733 6,136
A EY ALY HAF £X(bits/sec) 6,077 6,734 6,156
Zighee?] A A 7Hsec) 0.006021 0.00641 0.006152
Zigbee®] A 2] < Xk(bits/sec) 693 742 669
Zighee?] & X (bits/sec) 697 740 667
AES9] F$2 By AA UEYAS] AAAZFE 12mso|™, Zigbeedl A A H

A A ZEL 6msolth. AA HEYAe] AAAZEE Zigbeedl X FHE A AT

22 ZAHA A A= Y SEs
AE AAA S 669bits/secEA A HES A

qr A" dF Sre
A% AA HESYAY FA7} & Aoz

6,068hits/seceo] ™, Zigheeol A =4 H

A =AY kol &87H) © & Aow AT AL £n =
A3 A SHE FAE 6077bits/seco|, Zigheeol#] A"
697bits/secEA] F A o] zloli= o 8TH|E HA UEHAgA =
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6,136bits/sec®] ™, Zigbeeol X 5
A Az 9] 1 FEoRE
S M= A dERI ALY -9 6,156bits/seco] ™, Zighee
667bits/secEA] AA UEY AL vwsge uw ok 9guj
SAH At
B AA EYAY] AAAEE 11
Zigheeol Al &4 H AAAZFL 6mselth. AA UEH AL X AT Zighee
oM SAE AAATY 1992 SHEJE 22 A4 HES =] A

=



Z 3E g F U
AQtsl= WA B o dag S U-SIME Zeo] Abgshe 2% AA
HEY A AAAZFE 11.1msel ™, Zigheeo| X & Hd AAANTL 54AmsEA] oF 2
v A% Aol v AR FAFHUY. B3 Ay S5 ST AA U ES
Ao SAHHE AHE £ 6,783bits/sece| ™, Zigheedl A SAHE APHEe
742bits/secEA] AA U EYZA =AHHE Fx7F ¢k on)] AE vl AL <
om AL ERoieE JAA UEHAAA SHEA FA+= 6,784bits/seco] H,
Zigheeol Al A ¥ 42 T740bits/secEA F F£X ¢ z}oli= ok 9u] AE A
EfAoA SHHE FAZ Y & AE & 5 Uth
t}. Ftp(1,024byte) o] Al Ewlo]Ad A}
Delay(Sec)
1.2
A —*—AES Y= 2 n2|S
' =Egmdgs Faels
0.8 f \\ EtE g 2 20 2| F+u-51m
0.6 f
0.4 /
0.2 -[/
o EE—t )
1 &00 1,200 1,800 2,400 3,000 3,600 Peasiaes)
T B 2t el =4 + U-SIM AES
JAAZE (sec) 0.43872 0.27483 0.44642

19 5-13 AA W EY A2 Delay (sec)
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Load(Bits/Sec)

140,000

120,000

he—

100,000

80,000

60,000

40,000

20,000

i 600

1,200

1,800

3’500Time{Secl

=
i

2L
1

AES

8] & % (bits/sec)

57,740

55,829

a9 5-14 AA HEY=IY Load (bits/sec)

Troughput(Bits/sec)

120,000
100,000 — - — e -—
80,000
60,000 l
40,000
20,000
o)
1 600 1,200 1,800 2,400 3,000 3,600 Melsec)
T b= B34 + U-SIM AES
HAEE5E (bits/sec) 56,201 94516 55,170

g 5-15 AA U E$=A2] Throughput (bits/sec)
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Delay(Sec)
0.035
0.03
0.025
0.02
0.015
0.01
rEElm M bz 2 2| S +u-51m
0.005
o
1 600 1,200 1,800 2,400 3,000 o oelEen)
T BelEa | BeEd - U-SIM AES
A AAZE (sec) 0.24593 0.2248 0.26716
19 5-16 Zigbee2] Delay (sec)
Load(Bits/Sec)
14,000
- '}(“"':\‘“:.it-_,._ 2
12,000 P —
A A i —
\/ e (; -
10,000 A N
i
8,000 /
f
/
6,000
I
4,000 ,{f'f AEste Ha2ls
f —a
2,000 J EElRI g Mg Y a2ES
TEESH gf= 2| E+U-5sIM
0]
1 600 1,200 1,800 2,400 3,000 Time(Sec)
T BelEa | BeEd - U-SIM AES
2|45 (bits/sec) 6,937 11,048 6,907

19 5-17 Zighee®] Load (bits/sec)
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Troughput(Bits/sec)
14,000
12,000
10,000
S /--—-—-—-—-
6000 W
——aAEs s NS
4,000 |—
el gMdets AmelE
2,000 |
l' Elgl = et 22| S+u-sim
-
o
1 600 1,200 1,800 2,400 3,000 3,600 Tmeisec)
TR ehel = g + U-SIM AES
AE54% (bits/sec) 7538 11,627 6,664
19 5-18 Zigbee®] Throughput (bits/sec)
X 5-3 Fip(1,024byte)s] % FF
EEY)
gaza | AES
+U-SIM
HA HEL A9 A AATHsec) 0.43872 0.27483 0.44642
A UEL A9 M £X(bits/sec) 57,740 106,74 55,829
A HES A AL SE(bits/sec) 56,201 94,516 55,170
Zighee®] A A ZH(sec) 0.24593 0.22648 0.26716
Zighee®] A2 < %(bits/sec) 6,937 11,048 6,907
Zighee?] & X (bits/sec) 7,538 11,627 6,664
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o~

Ftp ol&g Aol & Ar&sle AESe 495 By A dEYAe AAA LS
446mse| ™, Zigbeedl X S E A AAIZFL 267Tmseolth. AA HEY =] Ao
& Zigheedl Al S4E A A 1602 SAESATE A HEYAY] A
+ 55Kbits/seco]™, Zigbeeol X =7 AN 7Ee- 6907hits/secEA] AA H)
o] A AAIZEe 879 1 FFor SAHHNY A = SHdAs A4 dES
=29 749 HHKbits/seco| ™, Zigheeol A SHE % £ 5+ 6664bits/secEA] Z A
HE =9t Huelgs of oF 88 A& A HEYAS] FA7 & oz 54Y
ATt

oL
o =

o]
>,

By

SRHE Abg ot A4S AA HESI A9 A9 438ms
ol Zigheeol Al FA®E AAAIF2 245mseo|th. AA WESZ A AAF
Zigbeeol X SA " A4 TR SAFEJT. 2 dAA WEYAS A
£ =5 57Kbits/secol ™, Zigbeeol Xl A E A& EE 6937bits/secEA AA| 4
EfjadA SA-E gho] 838 o & Zlow FAHHIIH. AF £ SWdAes A
A HMEYAANA 4P F2+= 56Kbits/seco]™, Zigheedl 4] &4 H AL £
7,538bits/secEA] T FA Q] Aol oF T4W|E HA| UESAA SAHE FA7
=3

A BgEa oks AneEn U-SIME 2ol Agde 4% A

lo
=

Eds

9
>,

¥2 ALY

32,

O

2,

Agrake

O

HE9] =29 X]OL/\VJ—E— 274mseo| ™, Zigbeedl A S H A A7 225msZEA] A 9]
Hl23h Zlos SAHJT B3 A2 £ SHoe dA dEH A 5449
A2 &5 106Kbits/seceolw, Zigheeol Al S A& %+ 11Kbits/secZA Z
A MES]ZNAM SHE FA7F oF 9560 A% Avs Ae & F Jdon, dF £
A= AA HEHZAA SHE FA+= 94Kbits/secel™, Zigbeeol X A=A
=4

T2 11Kbits/sec# A4 FA Y Aol oF 1] AL HA UES A
% o]

sy
=
FANE 2 A ¢ 5 ek
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2}, Print(30Kbyte)] Al&d o]l A 43

2.5

Delay(Sec)

£
o n
IP‘K

e e Ty

Time({Sec)

600 1,200 1,800 2,400 3,000 3,600
T ERER B3 + U-SIM AES
A AAZE (sec) 0.763384 0.032674 0.764356
% 5-19 AA WEY A Delay (sec)
Load(Bits/Sec)
500,000
450,000 = =
400,000 e :
350,000 i
& ,f/#
300,000 R e e
e -
ESRRE W
200,000 j
150,000 j
g —*—aAesQltm U=
100,000 -
/ el S MQs 2rne|s
50,000 y 4
0 T ENRa M 2ts 20 2|S+U-SIM
1 600 1,200 1,800 2,400 3,000 3,600Timeisec)
8 B4 | B - U-SIM AES
2|45 (bits/sec) 231,982 312,616 161,929

a9 5-20 AA HEYIY Load (bits/sec)
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Troughput(Bits/sec)

400,000
350,000 e
300,000 =
250,000
200,000
150,000
100,000
50,000
TEFEl =M 2t 2ZF 2| E+u-sIim
e}
1 600 1,200 1,800 2,400 3,000 3,600 Melsec)
s Bemd Basd - U-SIM AES
AE54% (bits/sec) 196,675 269,549 159,779
a9 5-21 AA UEY A2 Throughput (bits/sec)
Delay(Sec)
0.08
0.07
0.06 V/
0.05 i /
o-04 M
0.03 ;)/”'m'”'*-"” e —a T . B S
aEsgts YT E|S
0.02
el mMets ¢S
0.01
—EfelR ot 22 Hrusim
o Time(sec)
1 600 1,200 1,800 2,400 3,000 3,600
. ERE bl + U-SIM AFS
A AAZE (sec) 0.04534 0.030775 0.045932

19 5-22 Zighee®] Delay (sec)
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Load(Bits/Sec)
40,000
35,000
30,000
25,000
20,000
15,000
10,000
5,000 y,
J’ T EFRl S 2hes 21 2| S +U-SIM
o Time(Sec)
1 600 1,200 1,800 2,400 3,000 3,600
TR a5 | B4 « U-SIM AES
2] & 5% (bits/sec) 22,137 31,044 20,359

19 5-23 Zighee®] Load (bits/sec)

Troughput(Bits/sec)
40,000

35,000

30,000

25,000

20,000

15,000

10,000

5,000

1 600

1,200

Time(Sec)

3,600

e

AES

22917

19,418

19 5-24 Zigbee®] Throughput (bits/sec)
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3% 5-4 Print(30Kbyte)®] - 7k

EEER]
ERER AES

+U-SIM
A MES=Le] XA A ZH(sec) 0.763334 0.032674 0.764356
A MESIZ9] A2] & k(bits/sec) 231,982 312,616 161,939
A MESIZ9] A S (bits/sec) 196,675 269,549 159,779
Zighee®] A A7H(sec) 0.04534 0.030775 0.045932
Zighee®] 2] £ I(bits/sec) 22,137 31,044 20,359
Zigbee®] A& &% (bits/sec) 22917 29,632 19,418

AES9] 92 ng AA MEYAY AAAZHE 764mse] ™, Zigbeed Al A E

CAA HEYZY AAA TR Zigheeod A SAHE A AATH

lo

16H 2 AU A4 HEY= A2 £ 161Kbits/seco] ™, Zigbeed A 2
Z

7HE 20Kbits/secEA] AH HEZZL XAz 8B 1 F£Fo=

SAEUT AF £ SH A= AR UEHZY 4-$ 159Kbits/seco| ™, Zighee

o™, Zigheeol*l =74

e

45mse] ¢},

A

= & S 19Khits/sec2A HA HEH A9 vaekle o o 84
A EAY 27 & Ao SAFHUG
e Abgehs A dAl UEYAY AAAZES 763ms

SECED

A A 22

q
Zigheedl A Z7 AdAzhe] 16Mz SRk aeln A vES D] A
A2l &= 22Kbits/secEAT AA U]

d

=]

Ry

£ 231Kbits/seco] ™, Zigbeeol A 2

ol

EgIoa &AdE ol 10 ¥ & ZAew AU AF £5 =

A HEY AN SHE FA & 196Kbits/seco] ™, Zigbeeol| 4 SHE AS

22Kbits/secEA F A& 2ol of 85uj2 AA Ul ES A
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AQtsl= WA B o dag S U-SIME Zeo] Abgshe 2% AA
HES A AAAZFE P2msel ™, Zigheeol 4 SAHHA AAAZFE 0msEA A<
2 oz SAHHEQT EI3 AP S5 SHA T A HEAAA FAHE A

x4y
¥ 55 312Khbits/secol ™, Zigheedl 4] & A& =5 31Kbits/secE A Z A

HEAAA SAHE FA7F oF 108 Ax Aves 22 & 5 o, dAf £59
A AA HESZAAN FHE A= 269Kbits/sece ™, Zigbeedl Xl SAHHE A
T 29Kbits/sec®A] F FH O] Aol oF 9u) Hw AA HES AN FHE FH
7t e 2 Ae & sk
2. AlEdeld v 4
7k E Fae el Al i A A Ha
o dalFel WF BEajrt moldaE UEf A FojskE Aol Zejx]Y]
Ro| AAANTFE ZvtehA HrlE P2 o835t AESS BIYAH 95 gl
Zo] A ARAZEO Aol B AES Zighee AA 7 HES Ao ol d15e 4

ol o5 huelFe] el o FLAE ol ¥ & Ak ok E 55
&

AF delHe] Ve SHHE AdATE AL Aoz dAHez AESY)

olm Zigheeol| A =AHA x}o] ZHe 1.027mso]th 5128lo|E9 H4 Zedd ¢
AA HEQFANA Zo] L2 0.355msel™ Zigbeeol A2 ko] 3k 0.131mso]t}.
22l 1,024l E0] AF e dd Ag- A dES A Aol g 7.7mse|H
Zigheeoll X S49 Aol e 21.23mselth. dAF Zede] A7]7} 30KHo ]| ERE 7}
2 Agoe AA ES ZAA 0972msolH, Zigheel A 0.592mseo|th RE A
Fgkel Zpol7b AAE 21.23msé] Aol e Holw AAE 0028msé Aol &

Holx Qlrh. SFAITE o] A AAIZEe] Aol wlg- AL Fpo]ZA] AREA W A 2]

o
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ol M= FAE HEe AV|E AAE F Qlrh uA 2 E&E 45 days
AESY F/7] o3 Ldagsel &g d
5o

5/
o
o2
fol
ik
=
L)
oN
of
il
ol
=
=
i
il
™

b
ok
ofo

ofr
2
AN
kD

b
]
o3l
o,
U
__>t'_,‘
N
-~
%
O?;,'
ofr
2
&
=
im
1,
1
0%
=
R
DY
r o3
>
)
0,
52
0,
%

BlA] ge=rtar & = Qith a2 RERE F 45 dugse FAHLe BE Zighee Al
Aol BLEA Agel st & 5
X 55 ofE Aol A A AL
AES Bl zfo] gk
AA YEQ= | 11.646ms 11.618ms 0.028ms
Remote Login(20byte)
Zighee 7.034ms 6.007ms 1.027ms
HA WELA | 12.05ms 11.7ms 0.355ms
Database(512byte)
Zighee 6.152ms 6.021ms 0.131ms
HA YEL A | 446.42ms 438 72ms 7.Tms
Ftp(1,024byte)
Zighee 267.16ms 245.93ms 21.23ms
AA dEY = | 764.356ms 763.384ms 0.972ms
Print(30Kbyte)
Zighee 45.932ms 45.34ms 0.592ms

deol8 dF ke dAss 54 % WF4 4 W adez s AdS

S FAge] AN HEAINANE AR HART o]gd ARLE A8 5
AARE s @914 A= 9 dd Hel® Bl 5 29w A2 gl 2
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94

o

o]

4r
4o

40=

€]

o] %

=

=

.l

3 AAl Algdold Ate® ol

3

]

e}
il

A HH 2=

=

0_11::

=
=

IS

=7

T

R4

)

4r
o

A5 T2 Felzk glg - 300bite] dHlelH

6bits/seco] t}.

ekl

©

=
=

Sbits/sec®

dele] 2o)e g =

PN T
=L

PN
aE

4l

ks

7F

60z

Sl

]_

7
-

ol

_&O
B

377
07
43
38,315
4,089
72,374
6,715

5,771
5%
6,784
740
94,516
11,627
269,549

29,632

3L

5,394
549
6,077
697
6,201
7538
196,675
22917

2 At
- 92 -

-
st

AA HES =
Zighee
AA HES A
Zighee
AA HES A
Zighee
AA HES A
Zighee

HojF&

=

=

sl At

Aol

g 3

o]
Aol AL &5 (bits/sec)

o
.
2.
=

B
=

3

PN
5
=

]

%

Ftp(1,024byte)

Database(512byte)
Print(30Kbyte)

5-6 ©

al
I U-SIM

Remote Login(20byte)

A
=
i

=




A ZHdY =A77F 20velEY Ae dAA dEY MY Aol g
377bits/secel ™, Zigbeedl Al F4 ¥ 2ol k2 3bits/seco]th. Hl12vFe]|Ee] HE =
gAY A-g AA dESAAA Aol & T07bits/secol™ Zigbeed A€ o] Fk
< 43bits/secolth. LElal 1,024RFol =] AF Zeldd A5 A HELI A
2ol ke 38Kbits/secol™ Zigheedl 4l SAH® Ao k2 4Kbits/secolth. HE =
g ool =77} 30KrIOIEZ 71 2 Aol AA HESY AA] 72Kbits/seco] W,
Zigbeeol A4 6Kbits/sec®] t}.

b o dugavt A 4 A2
g5 U-SIME Walsle] A§3 7§~?‘Qr94 RFol g ehrH
A = Algbo] Aeko] Hglow IR
=3

O

rot

oA Al tigh Gl tig Ae S oHla

WLAN# Zigbee 7o} Ad 7hAde] dolvtdd xjdo]l 7} SFolEA Hw 12
A Aol Friets MM e F7F FolEA Huh ol& ] Ay dEol A
gLyt dAsitE s AA MEYAY A e dHoly e £RE golx A
At o & Eo] 10719 A Fel 3709 AA7F YEYGAAA] HolHE Wol Az
Sk & %E7F 10bits/secd W), AA UESALY A X+ 3bits/sec’t Aot 51A|
gk 10708 Al S 10S) MM 7E UEY A HolEE wol Aelshe £} 7t
7+ 10bits/sec® W], A UEYA A7 &%= lbits/secE HlolH A7 %7} =
o} x| Y E o Atk ol¥ 2 E ol gste] B s daEERt AR
& %9 gd3d gm daugs + U-SIMQ dolH Az £ AolE %3
Ad 7HAg o] Gk FEdA] el HAeAE AT F Ak of# X 578 B

3} U-SIME Bastel Aeshde A9t B 5
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¥ 57 AZ Al AE Al F(bits/sec)

I A P
= 2fo
U-SIM -
A HES = 5,353 5733 380
Remote Login(20byte)
Zighee 630 633 3
A HES = 6,068 6,733 715
Database(512byte)
Zighbee 693 742 49
A HES = 57,740 106,74 48,014
Ftp(1,024byte)
Zighbee 6,937 11,048 4111
A HES = 231,982 312,616 30,634
Print(30Kbyte)
Zighbee 22,137 31,044 8907

A ZHdY =A77F 20velEY Ae dAA dEY MY Aol g
380bits/secel ™, Zigheedl Xl S ¥ =Fo] %2 3bits/seco]t}. H12nfe]E 9] HF
ddd AS AA EYACAA Zo] L Tlbbits/secol™ Zigheeol 412l zbo] ik
< 49bits/secelvt. L]l 1,024ulel E9] HE ZHUdA A5 A HES AN
z}o] #He& 48Kbits/secol™ Zigheeol Al ZA ™ xpo] zhS 4Kbits/secolth AL =
g ool =77} 30Knlo| ER 7 & S A WEYANA 80Kbits/seco] W,
Zigbeeol 4] 8Kbits/sec®] T}

o] zpo] Fhe Altshe WA o] WLANFS] Ad 7H4 FaF FiolAl siidw o] )
ol H & 5 = Zighee A F7F BolAthe AE ndrh thA] e
Srol A Ak A3 o] Ao Frofslo] H]O]Ei AsE W
AA7F Boldrs AA UEYAY dHole g £R7F ol hﬂr% & ¢

glom, o] 2 Wl sy delE Aw v} io} dvte sle Alde &

I

N

I AST 5 e

Ty

rlo
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