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ABSTRACT

RFID Authentication Protocol Using
AES and Hash Function

Sung, Jong—yeop
Advisor : Prof. Choi Dong—you Ph.D
Department of Info. & Comm. Engineering,

Graduate School of Chosun University

Modern network environment has been rapidly changed and developed.
In the near future, such a network will deeply penetrate into our daily life
and "Ubiquitous" environment will be generalized.

To make ubiquitous environment exist around us like air, terminal nodes
which can be always communicated with network should be also
ubiquitous. The most key technique for realizing this environment is just
RFID.

RFID refers to the technique that the data of storage media like tag,
label, card, etc. are automatically read with radio frequency. It is the
advanced core technique which complements the shortcomings of existing
bar code or magnetic recognition device and improves convenience of use
and can be used in a variety of areas such as national defense, medical
treatment, distribution, security, manufacturing, construction, service, and
administration. So recently use of RFID tends to be rapidly increased and



will be also extended throughout the whole life.

It i1s true that RFID system 1is vulnerable to personal information
protection or security in spite of its convenience. While its problem of
blocking view was settled compared to bar code system, but RFID tag is
always ready to be read. Since tag and reader in RFID system are
communicated by wireless, reader can be hidden in a state without
exposure and when it passes where reader is installed, it has the reverse
functions such as threat to security and violation of personal information
because location information of an object can be confirmed, saved and
stored.

The core of RFID communication system is radio communication between
reader and tag. Data exchange between user and service supplier 1is
possible through this process and it may be also vulnerable to attack on
security from outside. Applying security protocol used in existing radio
network for secure data exchange can be considered, but it is reality that
it has difficulty in applying limited environment of RFID tag. If more
power 1s consumed for encryption process than data to be transmitted, it
1s also inefficient system and then it is not desirable. Since tag and reader
exchange information through radio communication, it is possible to bug by
illegal reader and make modem easily. But, its prevention technique is
very insufficient and available technique has many problems. This study
considers limited factors of tag, design RFID certification protocol with
higher efficiency and safety than existing RFID certification system,
compares it with existing security system through simulation and validates
its practicality and validity.
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A% LT Sa Tk Aol ARE S F05 $4 ol rhl13]

°}) RFID ApA% Bl H 4

RFID ej2= &% dd7]el oa) =3o] 7bestar, ols Wold = = &
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"o dAAE EAF Ha gl AETtE EEAeh 22 dEo] mded= RFID
B A ZAE WeE = lar ol el HEs] WiSekA] Rahd rlgelyt
A B AL dEE e 5

RFID
HOF |2k

19 3.2 RFID AHA|A HQF # ok

_17_



2. BelF QF A}

¥ 2.2 RFID A28l AFehaa she et vl 0 uek Ansd 39
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3. AgfzxA

e HAe fHEHA Wt D TetolA] e ned B 9 o] A

o 8
o AR e RAeR 55 Boel AgS
PN
-

A
Q8kaL , 1] vlg @7 AR Blzo] AR Qe ™,
HEYAZE, A F3F, AClE 5] ALS Ageth. AHe gaE wEY] 9%
IC F v 54E @dor otyn o] A°JE 45 7,500~15,000712 #| g3t
o} #A 100¥ES] EPC & 9} 5,000~10,00070¢] Alo]EE Q3o wel F
A Sl Q7 E = AoE 2 2,500~5,000702] Ak =HE 7hA AL gk
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SHA-1 8,120 3.93 1,274
Trivium 3,090 0.68 1,603
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3
X st=QIHYRER, http://www Kisa.or.kr
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1. KillTag

2. Faraday Cage
3. Re-Encryption
4. Blocker Tag

5. Relabeling = R

: <

. ‘Mimimalist’ crypto graphy

1. Active Jamming
2. Silent Tree Walking 2|2
3. The Proxying Approach

[ 1. NTTForwanmd Secure ]

<7

OHHl L [ 1. Hash-lock ] 2ld 2|

2. Random Hash-lock
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o] 4d 4 7] wWiiel 5 A9 opyH AR 5 gl ol [18]
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3% 5.1 AlEdold e

Statistics Value
Scenario Size 10m X 10m
Transmission Range
< 2 meter
(Tag — Reader)
Transmission Range
< b meter
(Reader — Server)
Tag Transmit Power 0.001W
Reader Transmit Power 0.005W
Tag Type semi—passive
Tag Processer 128 bit
Tag Date Rate 1 Mbps
Reader Data Rate 11 Mbps
Simulation Time 1 hour

AlEd o] OPNET 10.0 oA F-@staiet. 7]22Ql RFID Al ~=glo A &3}t
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