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ABSTRACT

Design of an RFID Authentication Protocol Using

Token Key and Hash Function

Han, Kyoung—heon
Advisor : Prof. Han Seung—jo Ph.D
Department of Info. & Comm. Engineering,

Graduate School of Chosun University

RFID is method used on wireless system. However, this mechanism is not
used for authentication and security. Therefore, it is very vulnerable to
attacks such as dropping attacks and traffic attacks. the RFID Tags are of the
limited nature due to environment factors and there is greater constraints in
designing authentication protocol. If we do not RFID to secure corporate
information and product all the information will be exposed. The attacker will
break into the RFID system and stop the distribution system. A few
companies used Hash in order to prevent attacks. However, this method has a
problem. Hash is based on ID of a tag that it used authentication. But there is
a problem that ID was flowed out from this method. As a database is

maintained based on Tag's ID. As Tag's ID is exposed attackers can easily



get information of tag. So they can easily
So, this paper proposes a new authentication protocol which provides
authentication mechanism by defining the key distribution. And a new

authentication protocol mechanism using Hash function.
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Tag
() Create Tag's ID (Tag's ID)
i @Query(D_Number)
(5) Create Token 1 \
Token 1= EK,(ID I KeyK,) @ Token1 |

(5) Create Function
{F2 = H(ID_Numberiikey K,) 11D 11 Key k)

(i) Run Hash Function
{Message2 = Hash Function(F2)}

(i) Comparison Hash Value

£z

Token 2, Messagel

K

r

r

(5) Create Token 2
Token 2 = EK,,ID Il ID_Number I Key K)

®

Create Function
{F1 = HQD1 Key ky) 1 ID_Numberiikey K.}

Run Hash Function
{Messagel = Hash Function(F1)}

=

a9 4.3 "9 2lgzte] 534

(D Create Tag's ID
Bl IDE A

@ Query(ID_Number)

2t = QueryEs EZo Al A%},



@ Send Token 1
Token 1 = EKn(ID I Key K )
B gholA BEE7E A5
1, 2, 3 AL 7] ARG ANA o] Folx| = Fito|t},

@ Create Hash Function
{f1= H(D Il Key Ky) I TD_Number I Key Ky}
o= 7] S S8 €& Ko B2 IDE sfi4] A4bsk v ID_Number
o Edo| 42 K02 Z3sirt

® Run to Hash Function
{Messagel= Hash Function(f1)}
4 Ao A 23E s T2 Aqksi

® Send Token2, Message
Token 2 = EK,(ID I ID_Number I Key K,)
Message
o= B2 A EE7|e 5 Ao BAH s dETh

@ Create Hash Function
{fl= H(ID_Number | Key Ky ) I ID I Key K.}
e EZoA d& K,¥ ID_Number® &4 SA2kek tbg ID$} 7] AAS

Ea 98 K o2 F3si)
Run to Hash Function

{Message2= Hash Function(f2)}
T AN 3 g AATER Axa,
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® ID_Number
2o A AEe IDE 7|Hto= dlojguo] e AadE JHE 2ol A A
=g
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@ Random Number 2
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® Create Key
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Tag Reader
(1) Create Tag's ID (Tag's ID)
(Query(ID_Number)
(3) Create Token 1
Token 1= (@ Token 1
EK,,(Random Number L1 Tag'sID)
(% Create Token 2

() Create Function
{F2 = H(ID_NumberiiRandom Number 2)
11D 11Random Number 1}

(i Run Hash Function
{Message2 = Hash Function(F2)}

(iiy Comparison Hash Value

Token 2 =
k., Random Numbser2 Il 1D Number Il Tag'sID)

&) Create Function
{F1 = H(OD1 Randor Number 1)
I ID_Number | Random Number 2}

() Run Hash Function

, Token 2, Messagel {Messagel = Hash Function(F1)}
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(D Create Tag Key(Tag’s ID, Random Numberl)
B2+ ofo]t]9} Random NumberlS AAdt) o] 4L 7] Euja4gS &
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® Create Token Key
{Ekn(Random Numberl Il Tag's ID}
Heg ] A8 B2AE A4S o B7 Ea 7 B

H1e 2o H3s
AolA A EFZIE A&

@ Send Message {Messagel=(Token Keyl)}
AR EFIE AEste] o]E 7|Hte w2 Yo o] 7FedkA ok A=
=t}

B4 712 dE3E S9l7] witel ofolt= FEHA

@ Create Token Key
Ekn(Random Number2 I ID_Number Il Tag's ID)
g Hao HA3E 7] fAst EE7|E s o A Tk 7] Eulla

oA BRHE ESI|E AL

® Create Hash Function
{fl = H(Tag's ID I Random Numberl) [IID_Number I Random Number2}
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3l 1 g2
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® Run to Hash Function
{Hash Valuel=Hash Function(f1)}
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@ Send Message
{Message2=(Hash Valuel, Token Key2)}
Arts o] AdE 3k 2ol A AdE EFVE 1A dEsh

Create Hash Function
{f2 = H(ID_Number I Random Number2) I Tag's ID I Random Numberl }
gl ol A %3k ID_Number®} Random NumberE 7FA| 3l S|H g5 ALts)
=% 3 BlzolA A" ID9 Random Numbers a4 3tel Zol Aits)
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® Run to Hash Function
{Hash Valuel=Hash Function(f2)}
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@ Compress Hash Value

6 ol AR st 9 FHAolM AdE sAgke vaste] dA
s Qo] H Aol ZbeskAl Hrh

_29_



) FH3} 2L 374X

?_]__

™

o

ol

)

12]]
=

o}, E3F RFID Al

1=] [e]
LR

A+

-
R

Aol wolIthul AbgA ¢l A

ol
o

_30_



3 5.1 AlEdold s

Statistics Value
Scenario Size 100m X 100m
Transmission Range
< b meter
(Tag — Reader)
Transmission Range
< 100 meter
(Reader — Server)
Tag Transmit Power 0.001W
Reader Transmit Power 0.005W
Tag Type Semi—passive
Tag Processer 54 bit
Tag Date Rate 1 Mbps
Reader Data Rate 11 Mbps
Simulation Time 1 hour
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