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ABSTRACT

Intrusion Detection System in Mobile Ad—hoc

Networks Incorporating Cross Layer

Rakesh Shrestha

Advisor: Prof. Seung—Jo Han
Department of Information and
Communication Engineering,
Graduate School of

Chosun University

With the popularity of wireless technology there are always threats
and security issues. MANET brings evolution in Wireless mobile
Ad—hoc networks but it has to face many difficulties due to the
dynamic network topologies, lack of centralization, inadequate
authentication mechanism, and insecure routing. They are vulnerable
to different types of attacks. Therefore, intrusion detection forms an
indispensable component of wired as well as wireless security.
Traditionally, intrusion detection is used in single layer but to keep
pace with the growing trends, there is a critical need to replace
single layer detection technology with multi layer detection.
Different types of Denial of Service (DoS) attacks thwart authorized
users from gaining access to the networks and most of them are
detect as well as alleviated. A novel cross layer intrusion detection

architecture is proposed to discover the malicious nodes by

X



exploiting the information available across different layers of
protocol stack in order to improve the accuracy of detection. A
cooperative intrusion detection with anomaly technique is used to
enhance the proposed architecture. The proposed architecture helps
to reduce the data overhead by using association model. A clustering
method i1s used as a data mining technique and fixed width algorithm
1s used for the training and testing phase in order to discriminate
the abnormal behavior from the normal behavior. The simulation of
the proposed architecture is performed in OPNET simulator and the

results are analyzed.



I . Introduction

A. Overview

MANET is a self configuring ad—hoc network of mobile nodes and
associated hosts connected by wireless links. Some of the
characteristic features of MANET are nodes are free to move
randomly 1i.e. they have high mobility, organize themselves
arbitrarily, dynamic network topology, and hence they have
decentralized network control. Such a network may operate in a
standalone fashion, or may be connected to the larger network, and
consume very low power as well as resources. One of the
differences between fixed wired and mobile wireless networks is
that mobile nodes have a very limited bandwidth and battery power
because efficient host—based monitoring requires large amounts of
CPU processing power, and hence 1s energy consuming.

A wireless ad—hoc network consists of a collection of "peer"
mobile nodes that are capable of communicating with each other
without help from a fixed infrastructure. Nodes within each other’s
radio range communicate directly via wireless links, while those that
are out of range use other nodes as relays or routers. Nodes usually

share the same physical media; they transmit and acquire signals at



the same frequency band, and follow the same hopping sequence or
spreading code. The data link layer manages the wireless link
resources and coordinates medium access among neighboring nodes.
The medium access control (MAC) protocol allows mobile nodes to
share a common broadcast channel. The network layer holds the
multi hop communication paths across the network. All nodes must
function as routers that discover and maintain routes to other nodes

in the network.

Nodes sends signal to detect neighboring nodes within range

v

Synchronization of nodes

'

Sender node sends message to receiving node

Ts receiving

node ready Wait for sometime

Receiving nodes send back ready signal

'

Intercommunication process occurs

'

Terminates after process completes

Figure.1.1 General working principle of Ad—hoc networks




There are various applications of ad—hoc networks like emergency
search—and—rescue missions, military, data collection etc. The
flowchart in figure 1.1 depicts the general working principle of any
general ad—hoc networks [1].

Some of the main characteristics of MANET are discussed in [2]
like the MANET node is autonomous and works as router and host.
It i1s distributive as well as dynamic, and multi—hop is necessary if
the receiver node i1s out of radio range and it has unstable link

bandwidth.

B. Motivation

Wireless mobile ad—hoc network is an evolving technology which
has to face many difficulties due to the dynamic network topologies,
lack of centralization, inadequate authentication mechanism, insecure
routing and are vulnerable to different types of attacks. A new
challenges and opportunities were created by this new networking
environment and explore new  approaches to secure its
communication. AODV routing protocol has been 1mplemented
because it offers quick adaptation to dynamic link conditions, low
processing and memory overhead and low network utilization.

It i1s also difficult for IDS to fully detect routing attacks due to

MANET’s characteristics. So, the IDS needs a scalable architecture



to collect sufficient evidences to detect those attacks effectively. A
malicious node may take advantage of the MANET nodes to launch
different types of attacks because the nodes act as routers to
communicate with each other. Also, the wireless links between the
nodes, and the mobility raises the challenges of IDS to detect the
attacks. Hence, a new IDS architecture is designed which involves
cross layer design to efficiently detect the abnormalities in the

wireless networks.

C. Thesis contribution

The characteristic parts of the carried research work are
discussed under the title of the thesis contribution. As we know,
many works has been carried out in the field of wireless IDS and
most of them focuses on one or two aspects of intrusion detection
and most of the works are carried out on independent single layer.
A new Intrusion detection architecture has been proposed which
incorporates cross layer that interacts between the layers.
Association module has been used which helps in low overhead in
the data collection. The fixed width clustering algorithm has been
implemented in anomaly detection engine for efficient detection of

intrusion in the ad—hoc networks.



D. Thesis Organization

The content of this thesis i1s organized in modular chapters.
Chapter II is devoted to brief description of related works in
MANET intrusion detection. Chapter III argues about the MANET
routing protocols. Chapter IV is a detail description of Intrusion
detection system and its underlying architecture module. The
anomaly detection mechanism used in MANET is discussed in
chapter V. Similarly, various types of attacks that occur in different
protocols layers are handled in chapter VI. Chapter VII is dedicated
on the performance evaluation under which the simulation scenario
and the evaluation of results are presented for the verification of
the proposed architecture. Then, the last chapter concludes the
thesis with wrapping text for the summary of the carried research

and possible future works.



II. Related Works

A lot of studies have been done on security prevention measures
for infrastructure—based wireless networks but few works has been
done on the prospect of intrusion detection [3]. Some general
approach has been used in a distributed manner to insure the
authenticity and integrity of routing information such as key
generation and management on the prevention side. Authentication
based approaches are wused to secure the integrity and the
authenticity of routing messages such as [4], [5]. There are some
difficulties that have to be faced in realizing some of the schemes
like cryptography, and they are relatively expensive on MANET
because of computational capacity. Also, authentication is more
difficult to implement due to lack of central authority and these
schemes can only prevent from external attacks but difficult to
prevent from internal attacks [6]. A number of intrusion detection
schemes for intrusion detection system have been presented for
ad—hoc networks. In [7], the paper proposed architecture for a
distributed and cooperative intrusion detection system for ad—hoc
networks based on statistical anomaly detection techniques but they
have not properly mentioned about the simulation scenario and the
type of mobility they have used. Mishra emphasizes the challenge

for intrusion detection in ad—hoc network and purpose the use of



anomaly detection, but do not provide a detailed solution or
implementation for the problem [8]. In [9], Huang details an
anomaly detection technique that explores the correlations among the
features of nodes and discusses about the routing anomalies. Loo,
presents an intrusion detection method using a clustering algorithm
for routing attacks in sensor networks [10]. It is able to detect
three important types of routing attacks. They are able to detect
sink hole attacks effectively which are intense form of attacks.
There are some flaws like; there is no development of a simulation
platform that can support a wider variety of attacks on larger scale
networks. Several specifications based IDSs have been proposed that
model the behavior of the routing protocol using a Finite State
Machine (FSM) and try to classify anomalies - deviations from
expected behavior, as attacks. Tseng describes several attacks
possible in the base AODV protocol [11]. They illustrated the use
of a finite state machine to detect anomalous behavior in order to
determine attacks. Fixed width clustering algorithm has shown to be
highly effective for anomaly detection in network intrusion [12]. It
presents a geometric framework for unsupervised anomaly detection.
This paper needs more feature maps over different kinds of data
and needs to perform more extensive experiments evaluating the

methods presented.



III. MANET Routing Protocols

The IDS model is based on Ad—hoc On—Demand Distance Vector
(AODV) routing protocol which is a forwarded routing protocol that
provide efficient and low over head protection. The route building
process relies heavily on forwarded messages; the malicious node
can change the other nodes’ routing table and launch sophisticated
routing attacks such as man in the middle attack and DoS attacks by
comprehensively manipulating forged contents of forwarded routing
messages.

The AODV routing protocol uses an on—demand approach for
finding routes, i.e a route is established only when it is required by
a source node for transmitting data packets. It employs destination
sequence numbers to 1dentify the most recent path. A sequence
number can be updated by the source or the destination. It has
small size routing messages, which contain only routing information
for the source and destination. While a source node S requires a
route toward a destination node D, node S broadcasts a RREQ
message to request for the route. Upon receiving RREQ, the
receiver discards it if it formerly received the same RREQ message;
by checking RREQ with the same source address and the same

RREQ ID. Otherwise, the receiver updates and stores the reverse



route towards the source if RREQ has a higher source sequence
number or an equal sequence number than that the receiver had in
the routing table. If the receiver has a valid route toward the
destination D or the receiver itself is the destination D, it will
generate a RREP message and unicast reply along the reverse route
toward the source S. The source node or the intermediate nodes
that receives RREP message will update their forward route to
destination in the routing tables else they continue broadcasting the
RREQ. If a node receives a RREQ message that has already
processed, it discards the RREQ and does not forward it. After the
route has been established between source node S and destination
node D, if one intermediate node X notices that it cannot reach
another node Y which was previously reachable from Z, in that case
route error packets (RERR) are broadcasted to announce this broken
link. RERR are propagated to the source node along the reverse
route and all intermediate nodes will erase the entry in their routing

table [13].

> RREQ Broadcast

————————— RREP Unicast

Figure. 3.1 Routing scenario of an AODV



IV. Intrusion Detection System

A. Intrusion detection overview and techniques

An Intrusion Detection System (IDS) is a software or hardware
tool used to detect unauthorized access of a computer system or
network. An intruder attempts to access information, or manipulate
information causing a system unreliable or unusable. Intrusion
prevention techniques such as using password or biometrics are the
first line of defense and are not adequate in MANET due to its
decentralized structure [14]. In a wireless ad—hoc network, a
dedicated gateway node can not be assumed because of the
fugacious nature of the network. IDS can be used as a second wall
of defense to guard the network systems as once the intrusion is
detected in the early stage of the DoS attack; damages can be
minimized, gather evidence for prosecution and even lunch
counter —attacks. Intrusion detection involves capturing audit data and
reasoning about the evidence in the data to determine if the system
1s under attack or not. Depending upon the detection model IDS is
classified as signature—based and anomaly based detection. More
detail about Anomaly detection i1s discussed in chapter V. Security

services like access controls and authentication services can enhance

10



the security of the ad—hoc networks. Intrusion detection involves
the runtime gathering of data from system operations, and the
subsequent analysis of the data; these data can be audit logs
generated by an operation systems or packets sniffed from a
network [13].

An IDS collects activity information and then analyzes it to
determine whether there are any activities that violate the security
rules. Once IDS determines an unusual activity or an activity that is
known to be an attack, it then generates an alarm to alert the
security administrator. In addition, IDS can also initiate a proper
response to the malicious activity. Although there are several
intrusion detection techniques developed for wired networks today,
they are not suitable for wireless networks due to the differences in
their characteristics. Therefore, those techniques must be modified
or new techniques must be developed to make intrusion detection
work effectively in MANETs [15].

Depending on the scope of protection or deployment, and according
to audit data used, IDS can be classified as network—based,
host—based or hybrid. A Network Intrusion Detection System
(NIDS) identifies intrusions by examining network traffic and
monitors multiple hosts and gain access to network traffic by
connecting to a hub, network switch configured for port mirroring, or

network tap. An example of a NIDS is Snort. But a Host—based

11



Intrusion Detection System (HIDS) consists of an agent on a host
which identifies intrusions by analyzing system calls, application
logs, file—system modifications and other host activities and state.
Where as Hybrid Intrusion Detection System combines both
approaches and have certain benefits over the two.

In addition, IDS may be classified based on the detection

technique as described below:

1. Misuse based detection systems

In case of misuse detection system, also known as Signature
based detection, the attacks are represented in the form of a pattern
or signature so that even the variation of the same attack can be
detected. The main issues in misuse detection systems are how to
write a signature that encompasses all possible variations of the
pertinent attack, and also how to write signatures that do not match
non—intrusive activity. The system keeps signatures of known
attacks and wuses them to compare with the captured data. Any
matched pattern 1s treated as an intrusion. This technique may
achieve low false positive rates, but does not perform well at
detecting previously unknown attacks. One of the problems with
signature detection system is that it must have a signature defined
for all of the possible attacks that an attacker may launch which

requires frequent signatures updates to keep the data base

12



up—to—date. Some of the approaches to misuse based detection
system are Expert system, keystroke monitoring, model based
intrusion detection and state transition analysis [16]. A block

diagram of typical misuse detection system 1s shown in figure 4.1.

Timing ]
information Audit Data

System Profile
Add new Modify existing
rules rules

Figure 4.1 A typical misuse detection system

2. Anomaly based detection systems

Anomaly detection systems assume that all the intrusive activities
are anomalous activities which mean if we could establish a normal
activity profile for a system, all the system states varying from the
established profile could be flagged by statistically significant
amounts of intrusion attempts. The normal profiles or behaviors of
users are kept in the system. The system compares the captured
data with these profiles, and then deal with any activity that

deviates from the baseline as a possible intrusion by informing

13



system administrators or initializing a proper response. Anomaly
detection system can detect new and unknown attacks and can
generate an alarm if the system detects an intrusive activity. This
system 1s suitable for unknown attacks but it gives high false
positives rates. Also, Anomaly detection technique requires less
modification on current routing protocols. The advantages of anomaly
detection 1s that there are possibility of detection of novel attacks
as intrusions, attacks are recognized without getting inside their
causes, and characteristics as well as ability to detect abuse of user
privileges. The main issue in anomaly detection system is the
selection of the threshold levels and the selection of features to
monitor. Some of the approaches to anomaly intrusion detection
system are Statistical approach, predictive pattern generation, neural
networks, data mining etc. The typical block diagram of anomaly

detection system is shown in figure 4.2.

Audit D ata

|

System Profile
Update Check
profile profile
Any
deviation ?

Figure 4.2 A typical anomaly detection system
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3. Specification—based detection systems

The specification—based detection system defines a set of
constraints that describe the correct operation of a program or
protocol. Then, it monitors the execution of the program with
respect to the defined constraints. This technique may provide the
capability to detect previously unknown attacks, while exhibiting a
low false positive rate. Usually, this system involves the use of
finite state machines for specifying correct routing behavior and
distributed network monitors for detecting run—time violation of the
specifications. In [17], the correct behaviors of critical objects are
manually abstracted and crafted as security specifications, and this
1s compared with the actual behaviors of the objects. Intrusions can
be detected without exact knowledge about them; which usually
cause objects to behave in an incorrect manner.

Another classification based on IDS architecture classifies the
existing IDSs into three categories: stand alone, distributed and
hierarchical. A more detailed taxonomy and information about IDSs

can be found in [15] [18] [19].
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IDS Technique
. Specification .
.m

FEEE EDEEE

Figure 4.3 IDS techniques

B. Challenges and Vulnerabilities of IDS in MANET

Because of wireless features and ad—hoc structure of MANET,
some limitations are incurred and MANET has to face different
challenges in compared with wired networks. The very advantage of
mobility in MANET leads to its vulnerabilities. But the inherent
nature of the wireless medium makes it susceptible to security
attacks ranging from passive eavesdropping to active interference.
Authentication mechanisms are not sufficient and effective against
internal attacks as the secret key is compromised when its node is
compromised. In order to secure MANET, we need a second line of

defense to detect the intrusions [20]. MANETs are vulnerable to



DoS attacks due to open medium, limited bandwidth, slower links,
higher costs, battery constrains and disconnected operations. Also,
wireless links between mobile nodes in MANET are very unreliable
than those in wired network; so the detection mechanism must be
capable of tolerating message loss in order to have sufficient data to
analyze and to maintain detection accuracy. In addition, MANETs do
not have trust management between them, so attacks may spread

and immobilize the network.

C. Cross layer techniques in IDS

The traditional way of layering network approach that is
separating routing, scheduling, rate and power control is not efficient
for ad—hoc wireless networks. A. Goldsmith discussed that rate
control, power control, medium access and routing are building block
of wireless network design [21]. Generally, routing is considered in
a routing layer and medium access in MAC layer whereas power
control and rate control are sometimes considered in a PHY and
sometimes in a MAC layer. If there is no cross layer interaction
then the routing can select between several routes and have no
information about congestion or malicious nodes. As a result, it
selects a congested route or it selects a route that includes

malicious nodes. With the help of cross layer interaction, the routing

17



forwards possible route choices to MAC. MAC decides on possible
routes using congestion and IDS information as well as returns the
result to the routing.

The selection of correct combination of layers in the design of cross
layer IDS 1is very critical to detect attacks targeted at or sourced
from any layers rapidly. It is optimal to incorporate MAC layer in
the cross layer design for IDS as DoS attack is better detected at
this layer. The routing protocol layer and MAC layer are chosen for
detecting routing attacks in an efficient way. Data with behavioral
information that consists of layer specific information are collected
from multiple layers and forward it to data analysis module which is
located in an optimal location [22]. This cross layer technique
incorporating IDS leads to an escalating detection rate in the number
of malicious behavior of nodes increasing the true positive and
reducing false positives in the MANET. It also alleviates the
congestion which can adapt to changing network and traffic
characteristics. In order to evade congestion and reroute traffic MAC
and routing layers have to cooperate with each other with the IDS
in order to avoid insertion of malicious nodes in the new routes.
The physical layer collects various types of communication activities
including remote access and logons, user activities, data traffics and
attack traces. MAC contains information regarding congestion and

interference. The detection mechanism for misbehaving nodes

18



interacts with routing layer for the detection process as MAC layer
also helps in detection of certain routing attacks. MAC also interacts
with the physical layer to determine the quality of suggested path
[23]. By combining cross layer features, attacks between the layers
inconsistency can be detected. Furthermore, these schemes provide a
comprehensive detection mechanism for all the layers i.e attacks
originating from any layers can be detected with better detection

accuracy.

D. Association module

Association rule describes alliance of attributes within transaction
records of an inspection data set. Once association rules are
extracted from multiple segments of a training data set, they are
then aggregated into a rule set. The feature sets consist of control
and data frames from MAC frames and control packets like RREQ,
RREPand RERR including data packets of IP packets from network
layer. All the control packets are combined into one category as
routing control packet and IP data packet as routing data packet. So,
the payloads in MAC data frames contain either a routing CtrlPkt or
routing DataPkt [24]. The feature set 1is foreshortened by
assoclating one or more features from different layers to specific

MAC layer feature so that the overhead of learning is minimized.
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The characteristics are assorted based on dependency on time,
traffic and other features [25].
The association rule is of the form X— c,sup, and the itemsets

are given by

X NnY =0 (4-1)
sup( X v7Y)
and c= sup( X)) (4_2)

where X and Y are itemsets, sup(XUY) is the support of the rule,
and c is the confidence.

Let D be database of traffic and the association rules have
support and confidence greater than minimum support (minsup) and
minimum confidence (minconf) respectively [26]. Support and
confidence are generally used to measure the relevance of the
association rules. The association rule is decomposed into itemsets
and the rules. The itemsets with minimum supports are called
frequent itemsets. In the Apriori algorithm, the contender itemsets
to be counted is given permission by using only the itemsets found
frequently 1n the previous permission without considering the
transactions in the database. The contender itemsets having k items
can be generated by joining frequent itemsets having k—1 items, and
removing those which contain any subset that is not frequent hence
reducing the number of contender itemsets. Let Fx be the set of

frequent k—itemsets having minimum support and Cx be the set of

20



contender k—itemsets with potentially frequent itemsets and E be
the events. Each of these itemsets has itemset and support count
fields. The 1initial pass of the algorithm simply counts item
occurrence to determine the frequent 1—itemsets. A succeeding pass
k consists of two phases. The first phase consists of frequent
itemsets Fi-1 found in the (k—1)th permission that are used to
generate the candidate itemsets Cx . In the other phase, the
database is scanned and the support of candidates in Cy is counted.
The Apriori algorithm is as follows:
Fyx := {frequent 1—itemsets};
k :=2; // k is the permission number
while (Fxq =@) do begin

Ck: =New contender of size k generated from Fyg.

forall transactions E G D do begin

Increment the count of all contenders in Ckx that are contained

in E.

end

Fx: = All contenders in Cx with minimum support.
k = k+1;

end

Basic algorithm for rule:

All non—empty subsets of f is found to generate rules for every

frequent itemset f. For every subset a, a rule of the form a=

21



(f—a) is output if the ratio of support (f) to support (a) is at least
minconf. All subsets of f are considered to generate rules with
multiple consequents.

A simple rule algorithm is as follows:

forall frequent itemsets fx , k=2 do

call genrules (fk, fx);

// The genrules generates all valid rules a= (fy— a), for all acam
procedure genrules (fx: frequent k—itemset, am: frequent m—itemset)

A = {(m-1)-itemsets an.; | am1 Cam };

forall an; € A do begin

conf :=support (fx)/support (am.1);

if (conf> minconf) then begin
output the rule ami = (fk— am.), with confidence=conf

and support=support (fx);
if (m—1> 1) then
call genrules (fi, am1); //to generate rules with subsets of am.
// as the antecedents

end

end
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E. Intrusion detection module

Data mining techniques in Intrusion detection system has been
used in order to improve the efficiency and effectiveness of the
proposed architecture. It is found out that among all the data mining
intrusion detection techniques, clustering—based intrusion detection is
the most potential one because of its ability to detect new attacks.
Many traditional intrusion detection techniques are limited with
collection of training data from real networks and manually labeled
as normal or abnormal. It is very time consuming and expensive to
manually collect pure normal data and classify data in wireless
networks. [27].

I have used an association algorithm such as Apriori which can be
utilized to achieve traffic features which 1s then followed by
clustering algorithm. In [27], it states that a good efficiency and
performance 1s obtained with association algorithm and clustering
algorithm. Association rule and clustering are used as the root for
accompanying anomaly detection of routing and other DoS attacks
in mobile ad—hoc networks. The proposed IDS architecture is shown

in figure 4.4 and the IDS module 1s described below.

23



1. Local data collection

The local data collection module collects data streams of various
information, traffic patterns and attack traces from physical, MAC
and network layers via association module. The data streams can
include system, user and mobile nodes’ communication activities
within the radio range. The audit data collects useful application data
and system log files; and monitors the events. It then computes

time, traffic, and other statistics; and records the feature values.

OSI Protocol Stack

IDS Module

Attack free rules Local data collection
———

| 7 Audit data source ||=
|

| !

Local detection

Normal y
Anomaly Detection

Association

Management

. . System and
Cooperative Detection L ;
P communication Surrounding
activities with/without Nodes

attack traces

Figure 4.4 Proposed IDS architecture in MANET

2. Local detection

The local detection module consists of anomaly detection engine.
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The local detection module analyzes the local data traces gathered
by the local data collection module for evidence of anomalies. A
normal profile is an aggregated rule set of multiple training data
segments. According to Teresa, "A profile is a description of the
normal behavior of a user with respect to a particular measure"
[28]. New and updated detection rules across ad—hoc networks are
obtained from normal profile. The normal profile consists of normal
behavior patterns that are computed using trace data from a training
process where all activities are normal. During testing process,
normal and abnormal activities are processed and the deviations from
the normal profiles are recorded. The anomaly detection
distinguishes normalcy from anomalies by comparing with the test
data profiles with the expected normal profiles. If any detection
rules deviate beyond a threshold interval and if it has a very high
accuracy rate it can determine independently that the network 1is
under attack and initiates the alert management. The detail of

anomaly detection mechanism is discussed in chapter V.

3. Cooperative detection

When the support and confidence level i1s low or intrusion

evidence 1s weak and inconclusive in the detecting node then it can

make collaborative decision by gathering intelligence from its
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surrounding nodes via protected communication channel. The decision
of cooperative detection is based on the majority of the voting of
the received reports indicating an intrusion or anomaly. If the
majority of the neighboring nodes indicate that there is an anomaly

then it concludes that the network is under attack.

4. Alert management

The alert management receives the alert from the local detection
or co—operative detection depending on the strength of intrusion
evidence. It collects them in the alert cache for ¢ seconds. If there
are more abnormal predictions than the normal predictions then it is
regarded as "abnormal" and with adequate information an alarm is
generated to inform that an intrusive activity is in the system. But
one has to be careful about the false alarm rate. In order to reduce
the false alarm rate, filters are used. Hence, repeated trials are

needed before a good anomaly detection model is produced.
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V. Anomaly Detection Mechanism in

MANET

The anomaly detection system creates a normal base line profile
of the normal activities of the network traffic activity. Then, the
activity that diverges from the baseline is treated as a possible
intrusion. The main objective is to collect set of useful features
from the traffic to make the decision whether the sampled traffic is
normal or abnormal. Anomaly detection system can detect new as
well as unknown attacks, it can detect insider attacks, and it is very
difficult for the attacker to carry out the attacks without setting off
an alarm [29]. The process of anomaly detection comprises of
training and testing phases. For normal behavior, basic frame work
1s built by collecting the noticeable characteristic from the audit
data. The data mining technique has been used for building IDS to
describe the anomaly detection mechanism. The basic anomaly
detection mechanism is as follows:

1) Choosing the data from the audit data to form normal dataset

2) Construct the feature sets
3) Train the normal data using the cluster mechanism
4) Apply clustering algorithm to test the data

5) Post process alarms to produce intrusion reports
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A. Construction of normal dataset

The data obtained from the audit data sources mostly contains
local routing information, data and control information from MAC,
and routing layers information along with other traffic statistics. The
training of data may entail modeling the allotment of a given set of
training points or characteristic network traffic samples. Few
assumptions have to be made so that the traced traffic from the

network contains no attack traffic [30]:

® The normal traffic occurs more frequently than the attack
traffic i.e the normal traffic immensely outnumbers the number
of anomalies. This is used to differentiate between the normal
and attack traffic.
® The attack traffic samples are statistically different from the
normal connections.
Since, two assumptions have been used; the attacks will appear as
outliers in the feature space resulting in detection of the attacks by

analyzing and identifying anomalies in the data set.

B. Feature construction

For feature construction, an unsupervised method 1is used to

construct the feature set. Clustering algorithm is used to construct
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features from the audit data. The feature set is created by using
the audit data and most common feature set are selected as
essential feature set which has weight not smaller than the minimum
threshold. A set of considerable features should be obtained from
the incoming traffic that differentiates the normal data from the
intrusive data. Few and semantic information 1is captured which
results in better detection performance and saves computation time.
While feature construction, traffic related features as well as
non—traffic related features are collected which represents routing
conditions. Some of the features are used for detecting DoS attacks
and attacks that manipulate routing protocol. The number of data
packets received is used to detect unusual level of data traffic

which may indicate a DoS attack based on a data traffic flood.

C. Training normal data using cluster mechanism

Cluster here 1s defined as a collection of data objects that are
similar to one another within the same cluster and are dissimilar to
the objects in other clusters [31]. In data mining, Clustering is a
dynamic field of research with a large numbers of clustering
algorithms developed. Outlier analysis tries to identify which data
objects do not comply with the general behavior or model of the

data and are inconsistent with the remaining set of data [31].
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Outlier detection and analysis can also be referred as outlier mining.

The fixed—width clustering algorithm has been implemented
as an approach to anomaly detection. It calculates how many points
near each point in the feature space. In fixed width clustering
technique, set of clusters are formed in which each clusters has
fixed radius w also know as cluster width in the feature space [32].
The cluster width w is chosen as the maximum threshold radius of
a cluster. The fixed width clustering algorithm that has been used in

anomaly detection system is given in section D.

D. Fixed width algorithm

St = {si,i= 12 Nt }

Where St is the training sample set and s; = <xjp - , Xq >
Initial set of clusters W: = {}, the number of clusters C: =0
Normalizing Sr,

For each training sample s; € St
If C=0 then
Make new cluster y; with centroid qfl* from s;
yi= {s1}, vt = 5, U = {y}, C= C+1
Else
Find the nearest cluster w, to s;

n :=argmink {Distance (siyi)}, where k=1:C
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If distance to nearest cluster Distance (s;, ;) < w then

Add s;i to cluster y, and update cluster centroid qrn*
Yn = {Si } U Yn

Else

a new cluster i1s created as wcq With centroid weq from s

Y1 = { Si },

Ye+1 = S,
U = {yeu) U,
C: = C+1

For every cluster wy
Find the outermost point Smax In cluster wg

Smax = argmini {Distance (Si, qjk*)}’

where s € yx  and i= 1eeeeeeee Nt

Set width wy of cluster wi ;

Wk = DiStance (Smax, qjk*)

Cluster Labeling:
If |y |/Nt < classification threshold T then

Label yy as anomalous

Else

Label wx as normal
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E. Explanation of the algorithm

A set of network traffic sample St are obtained from the audit
data for training purpose. Each sample s; in the training set 1is
represented by a d—dimensional vector of attributes. In the
beginning, the set of clusters as well as the number of clusters are
null.

Since, there 1s significant variation in each attribute. While
calculating the distance between points, normalization is done before
mapping into the feature space to ensure that all features have the
same outcome. It 1s obtained by normalizing each continuous
attribute in terms of the number of standard deviations from the
mean. The first point of the data forms the centre of the new
cluster. A new cluster y, is formed having centroid w, from sample
si. For every succeeding point, the distance of each traffic sample s;
to the centroid of each cluster qjl* 1s measured that has been
generated by the cluster set W. If the distance to the nearest
cluster y, 1s within w of cluster center, then the point is assigned
to the cluster, and the centroid of the closest cluster is updated.
The total number of points in the cluster is incremented. Else, the
new point forms the centroid of a new cluster. Euclidean distance as
well as argmin is used because it 1s more convenient to have items

which minimizes the functions as a result the computational load is
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decreased. Moreover, the traffic samples are not stored and only
one pass 1s required through the traffic samples. In the final stage
of training, labeling of cluster is done based on the initial
assumptions like ratio of the normal traffic is very small than attack
traffic and the anomalous data points are statistically different to
normal data points. If the cluster contains less than a threshold T %
of the total set of points then it is considered as anomalous.
Otherwise, the clusters are labeled as normal. Besides, the points in
the dense regions will be higher than the threshold, only the points

that are outliers are considered.

F. Testing phase

The testing phase takes place by comparing each new traffic
samples with the cluster set W to determine the anonymity. The
distance between a new traffic sample point s;j and each cluster
centroid 1111* 1s calculated. If the distance from the test point s to
the centroid of its nearest cluster is less than cluster width
parameter w, then the traffic sample shares the label as either
normal or anomalous of its nearest cluster. If the distance from s to
the nearest cluster is greater than w, then s lies in less dense

region of the feature space, and is labeled as anomalous.
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VI. Attacks in different protocol layers

Ad—hoc networks are more easily attacked than a wired network
due to their underlying architecture. The attacks prevailing on
ad—hoc routing protocols can be broadly classified into passive and
active attacks.

A Passive Attack does not disrupt the operation of the protocol,
but tries to discover valuable information by listening to traffic.
Passive attacks basically involve obtaining vital routing information
by sniffing about the network. Such attacks are usually difficult to
detect and hence, defending against such attacks is complicated.
Even if it is not possible to identify the exact location of a node,
one may be able to discover information about the network topology,
using these attacks.

On the other hand, an active attack injects arbitrary packets and
tries to disrupt the operation of the protocol in order to limit
availability, gain authentication, or attract packets destined to other
nodes. The goal is basically to attract all packets to the attacker for
analysis or to disable the network. Such attacks can be detected and
the nodes can be identified.

The main interest is to detect different types of active attacks. It
1s difficult to identify intrusions in the networks as nodes may fail

to provide services due to genuine reasons such as network
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congestion, link failure or topology changes, thus causing high false
positives. DoS attacks could be launched at multiple layers of the
protocol suite [33]. In DoS attack, the attacker weakens the
resources of the network and causes it to function improperly. At
the physical layer, jamming and tampering attacks occurs. In case of
jamming attack, the nodes radio frequencies are interfered and
tampering refers to the physical altering or even damaging of the
nodes [34].

At the link layer, the attacker can generate collisions and also
exhaustion may be caused from protocols that attempts
re—transmissions repeatedly even when triggered by an unusual and
suspicious collision. By detecting abnormal behavior at different
layers and using information across layers, malicious nodes can be
detected with increasing accuracy. An example of link layer attack is
a collision attack in which an adversary node can induce a collision
in the wireless channel by transmitting when another node in its
range 1s already in transmission. The purpose of this attack i1s to
either prevent access to a certain node or to exhaust the
transmitting node’s resources by continuous re—transmissions.

A packet drop attack i1s a network layer attack in which the
adversary node can randomly drop the control or data packets. This
results in DoS attack at the destination node, hence affecting the

availability of the node.
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Misdirection attack is a routing protocol DoS attack which occurs
when the adversary node forwards the data packet to the wrong
destination node also the adversary node can deny the availability of
an existing route to the destination by sending false RERR
messages.

In Sink hole attacks, artificial routes are generated that results
other nodes to request routes. It sends a RREQ message for a route
to the receiving node regardless of whether a path already exists.
This is immediately followed by sending of a RREP message, which
contains the maximum Destination Sequence Number and minimum
hop count. Neighboring nodes that receive the initial route request
will reply to the compromised node if a route to the destination
node exists in their routing table, or else will forward the request
message.

A UDP flood attack is a kind of DoS attack which is a sessionless
and connectionless computer network protocol using UDP protocol. In
UDP flooding attack, DoS service 1s initiated by sending a large
number of forged UDP packets to random diagnostic ports on remote
target hosts. And the host will check the application listening at that
port and replying with an ICMP destination unreachable packet.
Thus, the CPU time, memory and Bandwidth required to process
these packets may cause the target to become unavailable for the

legitimate nodes.
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Some of the different types of attacks

network is given in table below [35].

in wireless ad—hoc

Table 6.1 Attacks in wireless ad—hoc networks

Cause/
Attacks Initiator Intention i Impact
Vulnerability
Forge multiple identities to
Malicious Autonomous hamper on data integrity
Sybil attack Masquerade
node behavior node and illegal access or
information
Transmit information
Lack of
Outside Denial of Service ) between two nodes
Wormhole centralized
Attacker (DoS) ) secretly. Trigger route
authority
oscillation
Observe traffic to get the
Rushing Malicious ) ] )
Eavesdropping | Ad—hoc routing|information about source to
Attack Nodes o
destination path
Network ) ) ) Lack of Nodes can’t communicate
Outside |Denial of Service
Partition centralized each other through path
Attacker (DoS)
Attack authority exit between them
Sleep Malicious |Denial of Service| Low Battery Can not perform further
Deprivation node (DoS) Power operation
An attacker sits between
o ) the sender and the receiver
Man—in—the | Malicious active
impersonate and sniffs any information
middle attack node eavesdropping

being sent between two

ends
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VII. Performance Evaluation

A. Simulation Setup

Simulators are considered as the main tool in MANET for testing
IDS. Simulators help researchers to study the performance and the
reliability of their proposed IDS without using real mobile nodes. It
will give researchers an idea on how their IDS will work in reality
and under different circumstances. For this reason and to achieve
better results, researchers must know the requirements that make
simulations more trustworthy.

The simulation is done in OPNET simulator in windows XP
machine [36]. The experimental set up consists of 21 similar
wireless mobile nodes stations. All the nodes use AODV as a
routing protocol within the area of 600m x 600m campus network.
AODV protocol 1s a suitable approach for mobile networks due to
low message overhead. The simulation is run for 320 seconds. The
simulation statistics 1s shown in table 7.1. Custom applications with
a streaming multimedia of packet size 1024 have been used which
starts at around 20 sec. Here, UDP traffic has been used as an

underlying transport protocols. During simulation UDP data traffic is
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sent in bytes/sec by the source node to the destination node as well
as the attack traffic has been implemented to disrupt the normal
data traffic. UDP flooding attack along with the normal traffics are
used in this scenario. Mobility configuration has been implemented
for defining random way point and random direction mobility to the
mobile nodes. The mobility causes the network topology to be
highly dynamic as a result the detectors should have upto date
evidence to detect attacks with low false positive and negative
rates. These settings are typical ad—hoc settings with adequate
mobility and data load overhead; and are used in the experiments.
One running trace of normal data has been used as training set. For
evaluation purposes, several other traces with only normal data and
few traces composed with different types of attacks have been used.
The existing node model 1s modified at its IP layer and MAC layer
for capturing the incoming and outgoing traffics for detecting
intrusive activities as the IDS checks the payload of the traffics
[37]. The traffics are captured from IP and MAC layer and filters
out UDP packets and send them to association model. The packet
format and contents are checked by de—capsulating the payload and

required UDP segments and port number are extracted from it.
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Table 7.1 Simulation parameters

Statistics Values
Scenario size 600mX600m
802.11b data rate 11 Mbps
Transmission Range <250 meter
Power of each node 0.005 W
Simulation Time 320 seconds
No. of mobile nodes 21
Mobility Random waypoint, random direction mobility
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Figure 7.1 Simulation scenario

In the association model, the common control

and data packets
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from MAC and network layer are combined into one category as
either routing control packets or routing data packets using
association rules. The packets are then sent to the IDS module for
evaluating and verifying the Intrusion Detection. The IDS module
consists of fixed width algorithms for detecting anomalous behavior.
The normal traffic behavior i1s recorded as a profile in normal
profile. When packets arrive in this module, a stream of interrupts

1s issued and the packet is processed for intrusion detection.

B. Evaluation of results

Several evaluation methods have been proposed but there is no
globally acceptable standard or metrics for evaluating an intrusion
detection system [29]. AODV routing protocol is used in 21 mobile
nodes and random mobility 1s implemented wusing mobility
configuration. For evaluation purpose; source, destination, and
attacker nodes are considered and other nodes assists in routing of
the packets and communicate with each other nodes. During the
training phase, the attacker node 1s disabled so that the normal

traffic can be trained without any interference.
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Figure 7.2 UDP traffic analysis in destination node

Figure 7.2 shows the streaming multimedia UDP data traffic sent by
the source to the destination node along with the anomalous traffic.
The source node sends the data traffic at around 20 seconds which
1s almost a consistent UDP data traffic indicated by green color.
The attacker starts to send the custom anomalous unidirectional
traffic to the same destination node at around 3 minutes. This
anomalous traffic consists of high request count and tries to flood
the normal traffic at the destination node. The destination node
receives the normal multimedia traffic from 20 seconds but at

around 3 minutes, it receives abnormal data traffic till the end of
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the simulation. These data traffic are captured and collected by the
association module and then sent to IDS specification module where
the data traffics are compared with the normal behavior of the
normal profile. If the traffic samples at the destination does not
match with the normal traffic generated by the fixed width algorithm
and lies in the sparse region then an irregularity is detected. If any
deviation 1s found from the normal behavior then an anomaly is
observed and an alarm is generated if the anomaly is of intrusive
behavior. In this case, an anomaly is detected and IDS treats this

anomalous activity as an intrusive activity.

| Ids_Manet _multiple nodes-scenario2-DES-1: avera... E”E|@

B Chject: sttacker of Campus Metwork

B Object: destination of Campus Metvwork

O Chject; mokile_node_ 2 of Campus Metwaork
O Ohject: mobile_node_5 of Campus Metwark
O Chject: mokile_node_ 9 of Campus Metwark
B Ohject: source of Campus Metwwoark

average (in A00% Routing Traffic Sent (hitsfseci)

Diestination
ronting traffic sent _.__’-"""_-_—'-———-

400

550

=00 b [ro\:oume TOUTNgG —
,/ traffic sent L~
250 — — -

200 [ / e
150 > /
# Attacker routing
traffic sent
" WY,

S0

T T T T T
Om 0= 1m 0= Zm 0= 3m 0= 4m 0= Sm 0= Gm 0=
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Figure 7.3 shows the time—average in AODV routing traffic sent in
bits/sec at source, attacker, destination, and other mobile nodes. The
source, destination and other intermediate nodes are in random way
point mobility as assigned by the mobility configuration module. The
transmission of data starts at 20 seconds. The time—average AODV
routing traffic sent of source and destination is higher than other
nodes because of continuous RREQ, RREP, and Hello messages
between the two nodes while transferring the UDP traffic. The sink
hole attacks cause artificial routes resulting other nodes to request
route. A route request message is sent to the receiving node

despite of the already existed path. So, there is increase in routing
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Figure 7.4 Wireless LAN data traffic received (bits/sec)
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traffic in destination of campus node. Also, the attacker node starts
to send anomalous traffic to the destination node at around 3
minutes, so there is sudden raise in the routing traffic as it is
sending RREQ and RREP messages.

The simulation is run in two scenarios, one with attacker node
and other without the attacker node. In the figure 7.4, during the
testing process, the abnormal behavior can be seen in the wireless
data traffic received after 3 minutes interval time. The red color
shows the data traffic without the attacker node while the blue one
is in the presence of the attacker node. During the training phase i.e
in the absence of the attacker nodes, the normal traffic are recorded
in the normal profile of the anomaly detection engine using fixed
width clustering algorithm. Deviation between the normal and
abnormal traffic in the destination node can be seen in figure 7.4. In
the testing phase, these abnormal traffics are collected and are
compared in the anomaly detection engine which employ fixed width
clustering algorithm. It can distinguish the abnormal activities in the
sparse region and the abnormal traffic is regarded as malicious
behavior. The wireless LAN control and data traffic in bits/sec have

been captured which are shown in figure 7.5 and figure 7.6. These
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feature sets of control and data frames from MAC frames are
combined into one category. All the control packets are combined as

routing control packets and IP data packets as routing data packets.
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Figure 7.5 Wireless LAN Control traffic (bits/sec)

As a result, the payload in the MAC data frames are foreshortened
in the association module. The captured Control and data traffic of
the attacker and the source are different from each other. The
normal traffic occurs more frequently than the attacker traffic as
well as the nature of the attacker traffic is statistically different.
So, the anomaly technique can distinguish the normal behavior from

the anomaly behavior.
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Figure 7.6. Wireless LAN data traffic (bits/sec)

While analyzing the load on different nodes in the scenario, it is
found that the load of the attacker node is higher than any other
nodes as shown in figure 7.7. It is due to the fact that the attacker
node is sending UDP flooding attack towards the destination node. A
large number of forged UDP packets are sent to the destination
node. Also, the bandwidth and CPU time required for these packets
cause the destination node become inaccessible for the legitimate

nodes. Hence, there is a high LAN load in the attacker node.
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Figure 7.7 Wireless LAN load (bits/sec) on random nodes

48



Table 7.2 Comparison with other intrusion detection system

Reference | IDS MWethod| Input Cutput Eleett::;;ﬁogy E;;::s Advantage Disadvantage
Y1 Collaborative | MNetwork B Low ENergy Detection
- D5 packets Intrusive on e consumption within one
activities with|  Alarm Anomaly  pnd MAC and BaS_’ESlan hop perimeter
in one hop network s used. only
7T Tohn Local and Net;[virk Intrusive T i Data reduction Comple;{ity of the
; collaborative | PRCKELE, Alarm technique ig | S¥ystem due to non
Felix D3 topology Anomaly and MAC usg ) linear pattern
statistics recognition
Intrusive : Idessage
Routing, g
75 | Local DS TDE;? Alarm and) - Finite State | MAC and gl"bal Overhead &
3 raffic Global Machine S £SpONSE battery
EBaras ot J
TESpOnSe constrain
Association rule
Proposed | Localand | 4 40 — used to cormply Many protocols
Architecture | collaborative lected Intrusive Anomaly 4 MAgC with anomaly are 1ot
s collectedon | ) ay profiling &low coordinated. Mot
Local nodes energy vet implemented.
consumption

The proposed architecture 1s compared with other different cross

layer Intrusion Detection Systems as shown in table 7.2. Most of

the IDS worked on routing and MAC layers but J.S Baras worked on

routing, MAC and Physical layers so there are some disadvantages

Most of the IDS

like message overhead and battery constrains.

focused on data reduction and low energy consumption and there are

disadvantages like message overhead, system complexity and battery

constrain. In the proposed architecture, a single detection module 1is

presented that collects and analyzed so the data overhead and

energy consumption are reduced.
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VI. Conclusions and Future Work

Hence, a better intrusion detection mechanism based on anomaly
detection is presented in this thesis utilizing cluster data mining
technique. The proposed architecture has been implemented with
fixed width clustering algorithm and done the simulation in OPNET
and analyzed the results. The proposed cross layer based intrusion
detection architecture is designed to detect different DoS attacks at
different layers of the protocol stack. The cross layer detection
confirms the misbehavior caused by the malicious nodes, thus
reducing the false positive rates and enhanced the accuracy in
detecting attacks. All the anomalous behaviors are trained and tested
in the anomaly detection module. All the UDP traffics are analyzed
and evaluated and anomaly i1s detected. Since, the data are collected
from single data collection module, the data analysis overhead is
reduced. The load on different nodes are captured and found that
load on the attacker node is higher than other nodes.

Future work will involve research into more robust and
intelligent IDS system which includes further analysis of the

simulation results with richer semantic information.
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