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ABSTRACT

Kerberos based Authentication for Inter-domain

Roaming in Heterogeneous Wireless Network

Anish Prasad Shrestha

Advisor: Prof. Seung-Jo Han,

Department of Information and

Communications Engineering

Graduate School of Chosun University

An increased demand in ubiquitous high speed wireless access has

led integration of different wireless technologies provided by

different administrative domains creating truly a heterogeneous

network. As a mobile device moves in and out of the coverage of

one wireless network to another, it needs to be authenticated. The

study mainly covers the authentication in wireless network. The

existing protocols for authentication of a mobile node are typically

centralized, where the home network participates in each

authentication process. It requires home network to maintain roaming

agreement with all other visiting networks. Moreover, the round trip

time results high latency.

A Kerberos based new authentication protocol is presented in this

thesis that supports inter-domain roaming to overcome such

problems. The proposed protocol adopts the strong features of
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Kerberos based on tickets for rigorous mutual authentication and

session key establishment along with issuance of token so that the

mobile station can have access to not only the roaming partner of

home network, but also to the roaming partner of previous visited

networks. The performance evaluation and comparative analysis of

the proposed protocol is carried out with the already implemented

standard protocols and most remarkable research works till date to

confirm the solidity of the results presented.
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. IntroductionⅠ

A. Overview

Our perception of communication and network is changed with the

evolution of the different wireless access technologies. In the past,

it was mainly based on fixed wired access system making the

device quite immobile. With the growth of various wireless access

technologies and proliferation of mobile devices supporting internet

access, it is possible for users to communicate or transfer data

independent of their current location or their movement.

The existing wireless technologies can be categorized into three

groups based on their coverage range: Wireless Wide Area Networks

(WWAN), Wireless Local Area Network (WLAN), and Wireless

Personal Area Networks (WPAN). WWAN includes wide coverage area

technologies such as cellular networks like Global System for Mobile

communications (GSM) and Universal Mobile Telecommunications

System (UMTS). WLAN includes 802.11, Hiper LAN and several

others. The coverage area of WLAN is normally 300 feet which is

extended by using strategically placed wireless Access Points (AP)

within a given facility. WPAN are short-range networks, utilizing

Bluetooth or Infra-Red technology, and commonly used to
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interconnect compatible devices near a central location [1]. A

growing number of such wireless technologies and increasing number

of wireless providers of different sizes have truly created a

heterogeneous wireless network.

With the increased demand in ubiquitous high speed wireless

access, the current trend is to integrate different but complementary

wireless access technologies and make inter-operation among

different administrative domains possible providing almost a global

coverage envisioning all IP networks [2]. From a mobile user’s

perspective, it is highly desirable to have seamless connectivity

allowing inter-operation of the different technologies and providers

allowing universal access. Maintaining strong security becomes

inevitable requirement while integrating different wireless networks.

Although a significant effort has been made by the research

community to develop defense techniques against security attacks, in

the present context, we need security mechanisms that can exploit

the basic network architecture of distributed heterogeneous

networks.

B. Motivation

A mobile user is always driven by a quest for best service

available in the region. For example, we can consider integration of
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3rd Generation cellular network and WLAN. A mobile user with dual

radio interface supporting both technologies can enjoy high bandwidth

in WLAN network and switch to cellular network in absence of

WLAN for universal roaming.

As heterogeneous wireless network will consist of wireless

networks of multiple technologies operated by multiple service

providers, a Mobile Station (MS) must be able to discover and

select the best service provider at a given location. As it moves in

space and time, it must be able to seamlessly roam from one

network to the other in a secure manner, being always connected to

the best network. However, in order to maintain security, the first

and foremost step is to verify both the MS and the network by

performing authentication process prior to any service delivery.

Efficient authentication is the primary foundation which helps to

achieve what are necessary elements in heterogeneous network

security i.e. identification of MS allocation of specific services to MS;

and holding them accountable for their actions or collectively known as

Authentication Authorization and Accounting (AAA) [3].

For authentication between any two networks, the roaming

agreement should exist between them. The work of this thesis is

motivated by a vision of exploiting the roaming agreement that

exists between the networks in distributed mesh form in a

heterogeneous network so that the MS can choose the best service
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at any location from multiple options of networks irrespective of

their trust relation with the Home Network (HN) of the mobile

station to which it is subscribed. The main advantage of such

approach is performance because the authentication requires message

deliveries no farther than the adjacent networks.

The main factors that restrict seamless global roaming in

heterogeneous network are limited trust relationship with other

administrative domains and excessive authentication latency. The

limited trust relationship confines the mobility range of MS while

excessive authentication latency may disrupt the on-going session.

The work presented in this thesis focuses on developing an

improved authentication approach that do not compromise the

security level while overcoming such restrictions.

C. Research Approach and Contributions

A novel Kerberos based authentication protocol is designed

suitable for distributed heterogeneous network. The Kerberos

protocol is exploited for mutual authentication between the Mobile

Station and the Visiting Network (VN) that shares roaming

agreement with the MS’s home network. The HN grants ticket to

the MS and acts as Trusted Third Party (TTP), based on the trust

relation it shares with VN and the MS itself. The ticket consists of
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Session Key (SK)between the MS and VN as in Kerberos. After

successful authentication, MS receives a token from the visited

network with which it can roam to another foreign network that

shares roaming agreement with previous visited network but not

with its home network. The MS presents the token obtained from

previous authentication to the roaming partner of previous visited

network. However, this time the previous visited network acts as

TTP instead of HN and issues the ticket consisting session key

between MS and new visiting network. As such, HN is not required

in the successive authentication process. As the proposed protocol

adapts Kerberos protocol and offers inter-domain authentication for

roaming MS, it is referred as Kerberos based Authentication for

Inter-domain Roaming (KAIR).

The main contributions of the proposed protocol are summarized

as follows

1. Firstly, it extends the mobility range of MS beyond the

roaming partners of HN by using previous visited domain as

TTP during authentication. As the ticket issuing authority can

be shifted from one network to another constituting a chain

formation, the mobility range is also extended simultaneously.

This feature exploits the trust relationship that exists in basic

network architecture of distributed heterogeneous networks.
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2. Secondly, it reduces the latency by avoiding Round Trip Time

(RTT) to HN in succeeding authentication process once it is

successfully authenticated in presence of Home Network. As

the HN is usually remote from the VN, the message transfer

between two networks offers higher latency and hence, should

be avoided if possible. This feature helps to provide seamless

connectivity.

D. Thesis Organization

The content of this thesis is organized in modular chapters.

Chapter 2 describes some important issues related with

authentication and its properties. The major problems for

authentication in wireless network are also explained in this chapter.

In chapter 3, some of the already implemented standard wireless

authentication protocols and other remarkable research works till

date are discussed. The proposed KAIR protocol is presented in

chapter 4. The following chapter is devoted to carry out comparative

analysis and evaluation of KAIR. The last chapter concludes the

thesis with wrapping text for the summary of carried research and

possible future works.
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.Ⅱ Background Preliminaries

A. Authentication

Authentication is the act of establishing or confirming something

or someone as authentic, that is, claims made by or about the

subject are true. This might involve confirming the identity of a

person, tracing the origins of an artifact, ensuring that the artifact is

what its labeling claims to be, or assuring that a computer program

is a trusted one. In network security, authentication normally refers

to entity (Device/Network) authentication and message

authentication.

Entity authentication is the process whereby one party is assured

of identity of second party involved in the process, and that the

second has actually participated in it. Either one or both parties may

corroborate their identities to each other, providing unilateral or

mutual authentication. To conduct entity authentication, a test needs

to be conducted of the claim that the device is properly

distinguished by means of certain assigned credentials like password,

digital certificates or smart cards.

Message authentication ensures and verifies the integrity of the

data being communicated. Message authentication is required so that
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the receiver of the message can be sure that the information

included in the message has been produced by a legitimate source

and has not been altered by other parties in transit. A Message

Authentication Code (MAC) algorithm accepts as input a secret key

and an arbitrary-length message to be authenticated, and outputs a

MAC (also known as a message digest). At the other end of

communication, a verifier possessing the secret key can detect any

changes to the message content by performing the same MAC

algorithm.

The research work presented in this thesis is mainly focused in

entity authentication.

B. Desirable Properties of Authentication

1. Mutual Authentication

Conventionally for wired networks and even in some wireless

networks like GSM, the authentication is unilateral. In such cases,

only the client proves its identity to the network, and the

authenticity of the network is not verified by the client assuming a

trustworthy network. This assumption might be true for some cases,

but it is questionable in a multi-access network. A malicious node

can exploit the assumption of a trustworthy network by launching a

Man in The Middle (MITM)attack in which a malicious node
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intercepts and modifies the authentication messages and tricks a

client into thinking that the malicious node is actually the legitimate

network. Such MITM attack can be prevented if the client and the

server both authenticate each other, which is known as mutual

authentication. The client-server mutual authentication is a special

case of a more generic concept of mutual authentication, where two

parties are simply peers and each peer authenticates the other

either sequentially or in parallel.

2. Identity Protection

A malicious node should not be able to determine the identity of

an authenticating client by eavesdropping to the authentication

message. Identity theft can ultimately lead to disclosure of user’s

location.

3. Resistance to Dictionary and Brute Force Attack

A dictionary attack consists of trying every word in the dictionary

as a possible password for an encrypted message. Dictionary attacks

are generally far less successful against systems that use pass

phrases instead of passwords. Likewise, a brute force attack

consists of trying every possible code, combination, or password

until the right one is found. A dictionary attack is generally more

efficient than a brute force attack, because users typically choose
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poor passwords. A malicious node should not be able to decipher the

encrypted data by a dictionary attack or perform a brute force

attack within a reasonable amount of time.

4. Resistance to Replay Attacks

In a replay attack, a malicious node records the authentication

message and plays it back at a later time. In doing so, the malicious

node should be able to authenticate itself by simply replaying the

previous messages.

5. Key Establishments

A good authentication system should include key establishment as

well. Authentication without key establishment is typically not

useful. The established keys can be used for encryption and

decryption of further message exchanges between two authentication

parties.

C. Authentication in Wireless Network

Ubiquitous use of wireless technologies in business and everyday

life has introduced new security requirements and challenges.

Wireless network not only involves the vulnerabilities that exist in a

conventional wired network but also other threats due to
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technology’s underlying transmission medium, the airwave, which is

open to all sorts of unwanted parties. Therefore, communication

security solutions that were developed for wired networks in general

are not suitable for wireless communications. For a strong security

system, a good authentication mechanism is essential as it is the

initial process to authorize any mobile terminal. Besides the

desirable security properties of authentication mentioned in section

II-B, we need to address other few issues required in wireless

network.

With a wired network, a system administrator might determine

who generated certain traffic based on the physical from which it

arrived. By assuming that inbound traffic on a particular port is

always coming from a certain source, there is no need to constantly

verify where the traffic was coming from. However, with wireless

networking, many users can access the network at the same AP or

Base Station (BS) depending on technologies making it more difficult

to map who did what. It is often desirable, therefore, to allow users

to identify who they are before letting them through the BS onto

the rest of the network. This prevents unauthorized usage while

having the added bonus of being able to track a particular user’s

activity should the need arise. The major problems during

authentication in wireless network are listed below:

l Communication in wireless network is much more vulnerable to
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eavesdropping and intercepting attacks,

l Network bandwidth and latency vary greatly,

l Mobile devices often have lower configuration than desktop,

l Mobile devices often depend on limited battery power and

computational capacity,

l Users are more frequent to join and leave systems,

l The great amount of number of users and services in the

system lead the huge maintenance cost, and

l Mobile devices may be easily stolen and can reveal sensitive

information stored within it.

In order to design an efficient wireless authentication mechanism,

above enlisted issues must be properly addressed. A good

authentication mechanism should involve simple encryption/decryption

techniques in an efficient manner with secure key establishment

technique. The designed mechanism should be able to precisely

identify the wireless device along with the user of the device so

that misuse of stolen devices can be avoided.

D. Mobility versus Authentication

In wireless network, mobility is associated with the ability of a

user to access services from different locations and devices with
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ongoing session without any interruption. Ubiquitous mobility is often

expressed in terms of "anywhere, anytime, and any device"

connectivity. Mobility is also a service; its realization requires

additional support from both part of the network and the user. The

use of wireless device raises mobility support requirements.

Wireless does not mean mobile. A user can always move within a

WiFi cell, but without mobility support he cannot move seamlessly

to a neighboring cell [4]. Mobility introduces new technological and

security challenges in designing authentication mechanism.

As mobile node moves in and out of coverage area of one network

to another, handover process takes place. The mobile node should be

able to continue a communication session started at the initial

location after reconnecting to the new attachment point. To maintain

security, we need to perform an authentication for each handover.

The authentication can be categorized into two types i)

intra-domain authentication and ii) inter-domain authentication.

Handover executed between access networks managed by different

authorities is referred to as inter-domain handover; otherwise the

mobile node executes an intra-domain handover and is referred to

as micro mobility as depicted in Figure 2.1 and 2.2.
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Figure 2.1 Inter-domain handoff
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Figure 2.2 Intra-domain handoff

The design of inter-domain authentication is quite complex than

intra-domain authentication. Inter-domain handover execution

involves numerous entities that bring all threats associated with
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them into a process. Many issues are raised by handover preparation

and initiation phases. As handover may be both mobile initiated and

network initiated, the risk of false handover should be addressed.

When choosing a new network of attachment, a mobile node should

be able to learn its capabilities and the security level provided.

Most of the existing protocols for inter-domain authentication are

based on centralized scheme. For example, for roaming users in

GSM, a challenge response mechanism is carried out between the

MS and the Authentication Center (AuC) at its home network [5].

In such conventional approach, each time a Mobile Station hand-offs

to another foreign network, the home-domain actively participates

during authentication as shown in Figure 2.3.

H om e N etw ork

V is iting N etw ork 1 V is iting  N etw ork 2 V is iting  N etw ork 3

Static  R oam ing Agreem ent

M S R oam ing Path

Figure 2.3 Centralized authentication scheme
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For inter-domain authentication, a roaming agreement should exist

between two administrative domains. The critical problem in

centralized scheme is that for N numbers of administrative domain,

we need to establish 2

)1( -NN
roaming agreements amongst the

networks. In a true heterogeneous network, there exist several

administrative domains of different sizes each providing access to

different wireless technologies. The total number of inter-domain

roaming agreement to be established in such case would grow

tremendously with the increase in number of administrative domains

as shown in Figure 2.4. Therefore, maintaining roaming agreement

with all the administrative domains is almost infeasible in practical

scenario. Moreover, the home network is usually remotely located

from visiting networks. As such contacting home network each time

for authentication adds up authentication latency. Authentication

latency can be typically subjected to computation delay and

propagation delay. We do not refer scanning delay here. The RTT

between the HN and VN present an overwhelming impact on

propagation delay leading to high authentication latency.
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Figure 2.4 No. of Roaming agreements vs. administrative domains
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. Related WorksⅢ

A. Introduction

The authentication protocols developed for wireless network are

certain technology specific or meant for a set of technologies (like

integrated cellular network and 802.11). Due to emerging

heterogeneous network, technology independent protocols are

required to be addressed. In this section, we look at some of the

already implemented standard protocols for technology specific

wireless networks and the recently designed protocols for

heterogeneous network.

B. Implemented Protocols

The Extensible Authentication Protocol (EAP) [6] that runs

directly over data link layer, originally developed for the use with

PPP, has also been applied subsequently to IEEE 802 wired

networks, wireless networks such as IEEE 802.11i, IEEE 802.16e as

well as IKEv2. EAP is used as encapsulation protocol for upper

layer authentication information and allows for various authentication

mechanisms so called, EAP methods. Out of more than 40 EAP
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methods, we discuss only Transport Layer Security (TLS) [7] and

Authentication and key agreement (AKA) protocols [8] to explain

about Public Key Interface (PKI) based technology specific protocol

and symmetric key based protocol for multiple technology integrated

wireless networks like WLAN and UMTS as specified by 3rd

Generation Partnership Project (3GPP)[9], respectively.

1. EAP-TLS

TLS, defined in RFC 2716, is considered to be cryptographically

strong and promising as it has undergone extensive review. It is

based on PKI and uses client and server-side certificates for

authentication in 802.11. MS is subscribed to one particular HN,

which stores all user related subscription data. HN and MS are both

in possession of a public key certificate signed by a Certificate

Authority (CA) trusted by both. We consider the roaming scenario

for EAP-TLS as in [10, 11]. Upon roaming to a VN, that has a

roaming agreement with MS’s HN, VN and MS can authenticate each

other using EAP-TLS based on the certificates of MS and HN.

Figure 3.1 gives an overview of the EAP-TLS protocol between

MS, VN, and HN. VN proxies all EAP messages between MS and

HN until the EAP authentication terminate. In case of successful

authentication, HN transfers the master session key exchanged

during the authentication to VN. From this key, MS and VN can



20

derive session keys to secure their subsequent communication.

MS AS-VN

EAP Request-Identity

EAP Reponse Identity

AS-HN

EAP Request (TLS start)

Client Hello

Server Hello*

Server Certificate*

Server Key Exchange*

Client Certificate Request*

Server Done*

Client Hello*

Client Certificate*

Client Key Exchange*

Changed Cipher Specs*

Finished*

Changed Cipher Specs*

Finished*

ACK

EAP-Success

Figure 3.1 Message flow in TLS

The Wi-Fi Alliance has added EAP-TLS to Wi-Fi certified

products. Therefore, the implementation of EAP-TLS is pervasive in

WLAN world. To exploit the popularity and strong features of TLS,

the variants of TLS protocol such as USIM based EAP-TLS [12],
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advanced SSL/TLS based authentication [13] and many other

protocols are proposed to support interworking of different wireless

technologies. Since all of these protocols authenticate by means of

digital certificates, they automatically inherit all certificate-related

problems. For small devices, storing long digital certificates require

higher memory. Similarly, the certificate should be issued by same

CA or maintain a chain to the trusted root CA. Moreover, it lacks

potential scalability in distributed heterogeneous environment and

appears to be expensive as well, particularly for micro-transactions.

2. EAP-AKA

EAP-AKA is another EAP-method popular for interworking

3G-WLAN developed in the 3GPP by Ericsson and Nokia. It

provides an opportunity to any application or protocol which can

perform EAP authentication to perform UMTS authentication

mechanism as well.

The AKA achieves authentication between the MS and the VLR

and generates the key to encrypt messages and verify the integrity

of messages. Figure 3.2 depicts the message exchange in the AKA.

It is based upon symmetric keys and runs typically on a UMTS

Subscriber Identity Module (USIM). It comprises of two phases:
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MS VN

User Identity Request

User Identity Response 

HN

Authentication Data Request

User Authenticaiton Request
RAND[i], AUTN[i]

Authentication Data Response
AV [1,2...m]

User Authentication Response

Figure 3.2 Message flow in AKA

a. Distribution of Authentication Vectors (AVs) set from the HN

to Serving Network (SN): The elements of AV are calculated

by a function of two components: K, a secret key shared

between the MS and the HLR and second, a random number

selected by the HLR. The AV consists of five components:

RAND, XRES, CK, IK, and AUTN. XRES is the expected

response from the MS in the sixth message, if the MS is a

valid user. CK and IK are, respectively, the keys for the cipher

and for message integrity. AUTN is authentication token.
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b. Authentication and key agreement procedure between the MS

and the SN:

The VLR selects one authentication vector (AV[i]) out of m

AVs and sends RAND[i] and AUTN[i] to the MS. The MS

generate XRES and CK, IK. First, the MS checks AUTN[i] and

(SQN). The MS and the HLR retain the same sequence number

(SQN) to prevent a replay attack on the AV. The sequence

number is supposed to increase every time the AV is

refreshed. The MS produces a response RES[i] and sends the

response to the VLR. The VLR compares the received RES[i]

with XRES[i]. If they match, the VLR considers the MS as

valid, and authentication is successful. After successful

authentication, the two keys, CK and IK are available to

encrypt and authenticate messages of user data.

However, the AKA has been shown to have critical vulnerabilities

such as a lack of vigorous mutual authentication that could lead to

re-directive attack [14]. Moreover, performance consideration in

resource-constrained environment of a mobile device is another

serious concern.
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C. Proactive Solutions

The proactive methods are normally used for intra-domain

authentication. However, recently this approach is suggested for

inter-domain authentication also. In proactive approach, the MS is

authenticated to neighboring networks before handover takes place.

1. Shadow Registration

A shadow registration method is proposed in [15]. The concept is

to establish the security association between MS and the

Authentication Server (AS) in neighboring networks so that after

hand off, the registration process is processed locally within that

particular domain without contacting home network. As this method

operates like the shadow as one walks, it is referred as shadow

registration. However, the major backdrop of this approach lies in

the fact that, for the pre-establishment of security association, HN

needs to be contacted by local network to inform about neighboring

network.

2. Media-Independent Pre-Authentication

A Media-Independent Pre-Authentication (MPA) is proposed in

[16]. It is MS assisted pre-configuration and pre-authentication

method that is executed to a target network before the actual
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handoff. It can be used to enhance the performance of existing

mobility protocols by proactively performing layer 3 and layer 4

associations and bindings before the actual handoff takes place,

thereby saving time for these operations that usually only take place

after the layer 2 association. It comprises of four procedures. The

first procedure is referred to as pre-authentication, the second

procedure is referred to as pre-configuration, the combination of the

third and fourth procedures are referred to as secure proactive

handover. It requires long time to discover and select multiple

candidate networks to connect, and initiate pre-authentication and

pre-configuration procedures with the candidate network. So, it is

suitable only where an accurate prediction of movement can be made

easily.

D. Ticket/Token based Solutions

The ticket/token based solution appears to be most feasible

solution based on the distributed nature of heterogeneous network.

1. Proof Token

A proof token based authentication protocol is proposed in [17]

which exploit the features of EAP-TLS. The MS carries with it a

certificate issued by its home domain’s CA and proof-tokens which
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are similar to certificates, but are issued by previous visited

domain’s CA after successful authentications in that particular

domain. It supports establishment of spontaneous roaming

agreement between pair of domains that do not already have a

direct roaming agreement. It differs from EAP-TLS in that instead

of the MS presenting a fixed X.509 certificate issued by a root CA,

it presents a proof token issued by a foreign domain it has recently

visited and with which the current domain also has roaming relations

with. Another differing point is that the AAA server carries with it

a number of roaming-certificates instead of a single certificate

issued by a root CA. To find out which proof token to use, the MS

sends a list of all visited domain name. The AAA server chooses a

common domain between MS’s visited domain list and its roaming

partner domain list, and sends the corresponding roaming-certificate.

The rest of the message exchange is same as EAP-TLS. Although

this mechanism seems promising, yet analysis needs to be carried

out in terms of latency and efficiency as it involves asymmetric

encryptions as in TLS.

2. Fast re-Authentication Protocol (FAP)

In [18], a Fast re-Authentication Protocol (FAP) is proposed for

inter-domain roaming which eliminated the need of communication

between the target and home network for credentials verification and
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uses short living lightweight re-authentication ticket. It consists of

two sub-protocols: ticket acquisition and fast re-authentication. The

former is executed when the user is attached to the network and

requires inter-domain communication, and the latter is executed

during handover and localizes the authentication process in the target

domain. However, to generate authentication tickets, the

authentication server should have access to results of different

authentication methods, which may have been used for the last

authentication. Moreover, the MS needs to update the information

about future possible roaming partners frequently as the lifetime is

very short.
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. KAIR: Kerberos basedⅣ

Authentication for Inter-Domain Roaming

A. Implemented Standards

The proposed solution KAIR is based on distributed scheme as

shown in Figure 4.1 unlike centralized scheme explained in section

II-D. Due to the distributed nature, KAIR can take advantage of

dispersed uneven trust relationship that exists in heterogeneous

network. It eliminates the participation of home network in every

successive authentication process.

Home Network

Visiting Network 1 Visiting Network 2 Visiting Network 3

Static Roaming Agreement

MS Roaming Path

Figure 4.1 Distributed authentication scheme
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The mobile network can authenticate itself in roaming partner

network of previous visited network and roam seamlessly. The HN

grants ticket to the MS and acts as TTP, based on the trust

relation it shares with VN and the MS itself. The ticket consists of

session key between the MS and VN as in Kerberos. After

successful authentication, MS receives a token from the visited

network with which it can roam to another foreign network that

shares roaming agreement with previous visited network but not

with its home network. The MS presents the token obtained from

previous authentication to the roaming partner of previous visited

network. However, this time the previous visited network acts as

TTP instead of home network and issues the ticket consisting

session key between MS and new visiting network.

B. Kerberos

Kerberos is a network authentication protocol designed to provide

strong authentication for client/server applications by using

secret-key cryptography [19]. It was developed at the

Massachusetts Institute of Technology as part of Project Athena in

the mid-1980s and uses strong cryptography so that a client can

prove its identity to a server (and vice versa) across an insecure

network connection. Since Kerberos is a lightweight protocol based
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on inexpensive symmetric key cryptography, it is more adaptable for

small devices with low computational power.
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Figure 4.2 Kerberos operation

The basic idea of Kerberos can be explained based on Figure 4.2.

Alice shares a unique secret key with both Bob and Jack. Bob sends

its username and password to Alice. Alice verifies the password and

grants a ticket to Bob. The ticket is encrypted by the secret key

shared between Alice and Jack. Then, Bob presents the ticket to

Jack to access service. Jack verifies the ticket with the secret key

that is shares with Alice. After the verification of ticket, Jack

provides the service to Bob. In summary, Alice acts as a TTP

between Bob and Jack. Bob and Jack both do not share any trust

relationship. Alice creates that trust relationship between them.
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C. Assumptions

The few assumptions considered in the proposed protocol are

described in this section.

1. The MS and its home network share a secret key Km of 128

bits. This secret key is provided by HN at the time of

subscription to MS. The MS can roam from one non-home

network to another. To distinguish these visited networks, we

will presume the one which MS visits at first and shares

roaming agreement with the HN as the first visiting network

(VN1).

2. VN1 and HN shares a secret key Kv of 128 bits. The secret

key is established during the roaming agreement between the

two networks. After successful authentication in VN1, MS

enters another visiting network close to VN1 geographically. We

call this network the second visiting network (VN2). VN2

shares roaming agreement with VN1 but not with HN.

3. VN1 and VN2 shares secret key Kr, established during the

roaming agreement between VN1 and VN2, which is also 128

bits. The roaming agreement should establish strong trust

relationship between the domains.

4. MS initiates authentication in VN1 and moves to VN2, another

wireless administrative domain, with ongoing session. We refer
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the authentication in VN1 as initial authentication and

authentication in VN2 as re-authentication.

Roaming Agreement
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Figure 4.3 Assumed roaming scenario

D. Initial Authentication

During the initial authentication, MS is in VN1, the roaming partner

of HN. To perform mutual authentication between MS and VN1, HN

acts as TTP as shown in Figure 4.4. HN issues the ticket just like

Kerberos server and assists in establishing session key between MS

and VN1. VN1 grants a token to MS after the successful

authentication for further authentication in other domains which are

its roaming partner. The authentication comprises of seven steps as

follow:
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Step1: The presence of MS is perceived during scanning phase by

the VN1 within its coverage area and thereforth a request is

sent for identification of the MS.

Step 2: The MS responds with its identity which is in NAI

(Network Access Identifier) format of 72 bytes [20]

indicating its home network to which it is subscribed for

routing purposes.

Step 3: Upon receiving the address of the home network of MS,

VN1 sends the authentication request to the HN including

the identity of MS.

Step 4: The HN confirms the identity of MS and if valid, responds

back to MS with message (4-1)) comprising four

parameters - a session key (SK1), the identity of the

visiting network (VN1ID), a ticket (TKT) and its lifetime.

The entire parameters are encrypted with secret key Km.

The ticket consists of session key between MS and VN1,

its lifetime, MS’s network interface address (niAddr) and

identity of MS, all encrypted by the secret key (Kv) shared

between VN1 and HN. niAddr could be International Mobile

Equipment Identity(IMEI) for cellular phones or Media

Access Control (MAC) address assigned to network

interface cards for computers and so on depending on the

devices.
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EKm {SK1||VN1ID||TKT||lifetime} (4-1)

TKT = EKv {ID||SK1|| niAddr ||lifetime} (4-2)

Step 5: As the fourth message is encrypted by the secret key Km

that is possessed by only MS and HN, VN1 cannot decrypt

it and simply relays the same message to the MS.

Step 6: The MS decrypts and retrieves the ticket TKT along with

session key SK1, VN1ID, and lifetime. The MS checks the

VN1ID to confirm if the HN received the authentication

request from the same VN as the MS has requested. The

MS generates authenticator (Auth) as

Auth = ESK1 {ID|| niAddr ||nonce} (4-3)

It then sends TKT and Auth to VN1.

Step 7: The VN1 decrypts the TKT with secret key Kv and

retrieves the session key SK1. It also decrypts Auth using

SK1 and recovers identity of MS and nonce. The Auth

ensures that the ticket is being presented by the same

client to whom it was issued. The recovered nonce is

increased by unit value which is then again encrypted by
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the same session key. VN1 also generates a token to verify

MS has been successfully authenticated. The incremented

nonce and token are sent back to the MS.

The MS decrypts the message sent by the VN1. After the

verification of nonce, establishment of proper session key between

them is realized.

1)Identity Request

2) Identity Reponse
[ID] 

3) Authentication Request
[IDMS]

4) Authentication Response
[EKM{SK1|| VN1ID||TKT|| Lifetime}]

5) User Authentication Request
[EKM{SK1|| VN1ID||TKT|| Lifetime}]

6) User Authentication Response
[TKT, Auth]

7) User Authentication Confirm
[ ESK1{nonce+1}, Token]

MS VN1 HN

Verifies Identity of MS
Generates SK1 and TKT

Relay Messsage (4) 
to MS

Retrieves SK1,VN1ID, TKT, Lifetime
Generates Auth, Nonce

Decrypts TKT, Auth
Generates Token

 Identifies HN

Discovers the 
Presence of MS

Sends Identity 
of MS with HN

Verifies Nonce
Stores Token

TKT = EKV {ID||SK1|| niAddr ||Lifetime}    

  Auth = ESK1 {ID|| niAddr ||nonce}

Token Format:

1. Issued network
2. Destined network
3. Lifetime
4. Proof Credential = EKr{ user pseudonym } 

Figure 4.4 Initial authentication in VN1
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E. Token Format

The token issued by the first visiting network consists of:

1) Issued network: represents the name of the network which has

provided the token (VN1).

2) Destined network: represents the name of the roaming partner

network (VN2) of the token issuing network.

3) Lifetime: determines the end of the token validity period. The

lifetime could be set from few hours to days as per our

requirement.

4) Proof Credential: consists of anonymous identity (user pseudonym)

provided by the token issuing network (VN1) to the MS after

successful authentication in its domain. The user pseudonym is

encrypted by secret key Kr shared by issuing network and

destined network.

Proof Credential = EKr{ user pseudonym } (4-4)

F. Re-authentication

When the MS enters VN2, the roaming partner of VN1 that shares

no trust relations with the HN, VN1 acts as TTP. The MS presents

the token received from VN1 to authenticate itself in VN2. The
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authentication takes place as shown in Figure 4.5.

Step 1: The identity of MS is requested by VN2.

Step 2: MS passes on the token provided to it by the VN1 from

previous authentication process.

Step 3: The VN2 validates the token and decrypts the proof

credentials by using secret key Kr. It then sends

authentication request by passing on user pseudonym to

the VN1 which it had assigned to the MS.

Step 4: The VN1 verifies the user pseudonym and if valid, generates

the ticket which consists of new session key (SK2) between

MS and VN2 encrypted by secret key Kr. VN1 also derives

another key KMV which we refer as extended roaming key.

It is also of 128 bits long. This key is derived by

pseudorandom function (PRF) from parameters including

previous session key (SK1); nonce and the MS’s network

interface address (niAddr).

KMV = PRF [SK1 || nonce || niAddr] (4-5)

The MS can derive the extended roaming key before

authentication start to reduce authentication latency. VN2 sends back

ticket, session key, and lifetime along with the identity of new
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visiting network (VN2) encrypted by the extended roaming key KMV.

The rest of the steps (5, 6, and 7) continue as described in section

III- B except that this time Auth comprises of parameters as

shown in (4-6)

Auth = ESK2 {proof credential || niAddr || nonce} (4-6)

1)Identity Request

2) Identity Reponse
[Token] 

3) Authentication Request
[user pseudonym]

4) Authentication Response
[EKMV{SK2 || VN2ID||TKT|| Lifetime}]

5) User Authentication Request
[EKMV{SK2 || VN2ID||TKT|| Lifetime}]

6) User Authentication Response
[TKT, Auth]

7) User Authentication Confirm
[ ESK2{nonce+1}]

MS VN2 VN1

Verifies user pseudonym
Generates SK2 and TKT

Relay Messsage (4) 
to MS

Retrieves SK2,VN2ID, TKT, Lifetime
Generates Auth, Nonce

Decrypts TKT, Auth

 Identifies Issued Network

Discovers the 
Presence of MS

Sends Token

Verifies Nonce

TKT = EKV {user pseudonym||
    SK1|| niAddr ||Lifetime}    

Auth = ESK2 {user pseudonym 
       || niAddr || nonce}  

Figure 4.5 Re-authentication in VN2
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. Analysis and Evaluation of KAIRⅤ

A. Security Analysis

1. Mutual Authentication

Since TTP is deployed during authentication, both the MS and

visiting network are certain that they are communicating with their

authentic counterparts. Based on the trust shared with TTP, the

authenticating entities confirm that both of them share the same

session key. The visiting network retrieves session key from TKT

sent by MS. The TKT is encrypted by the secret shared key

between VN and TTP which assures that the MS cannot modify it.

This confirms that the MS is authentic. Similarly, the MS

authenticates visiting network using nonce. The nonce is sent

embedded within the authenticator and encrypted with the same

session key. The VN would require the secret key shared with TTP

to decrypt the TKT. The encryption of incremented nonce with the

same session key ensures the VN also possesses the correct

session key.

2. Key Derivation and Delivery

The key distribution among the authenticating entities can be
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divided into the key derivation and key delivery schemes. KAIR

protocol involves one key derivation scheme and one key delivery

scheme. The session key is always generated by TTP and it is

delivered to authenticating parties using secure encryption method

based on key delivery scheme. This avoids the computational

overhead to client and also reduces the resources required to derive

the key. On the other hand, the extended roaming key KMV is based

on key derivation scheme. KMV is derived mutually by TTP and the

client using common one-way pseudorandom functions based on the

parameters like earlier session key between them, nonce and niAddr.

The key derivation scheme is used because it provides the

opportunity for client to contribute in generating the secret key

while it is in alien network that is not trusted by HN. The key

itself is not required to be transmitted in the alien network.

3. Identity Protection

The original identity of the client is hidden in the new visiting

network that does not share any roaming agreement with the home

network of MS. To achieve this, user pseudonym is deployed which

has no logical relationship with the original identity of the client.

The client pseudonym is assigned by the first visited network that

shares roaming agreement with HN, while issuing the token. The

first visited network, however needs to keep the record of client
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pseudonym in its database.

4. Man in the Middle Attack

An unwanted party could impersonate in the visiting network. The

threat from such attack is avoided by assuring the identity of visited

network provided by TTP in step 4 and 5. TTP sends the identity

of visiting network encrypted by secret key shared between MS and

TTP. Thus, MS can always compare the received identity of the VN

with the one which it receives from beacon signal at scanning phase

before it enters to the visiting network. If the two identities do not

match each other, the client can be aware of illegitimate entities in

the VN. Moreover, the MS can also validate the incremented nonce

send by the VN. If somehow it differs from the one sent by the MS

or does not receive any nonce at all, it can be aware of false party

acting as an entity of visiting network.

5. Compromised Tickets and Tokens

If somehow a ticket or token is compromised, it is still difficult to

counterfeit. In order to exploit the use of compromised ticket, one

should present authenticator as well. To generate authenticator,

niAddr and Identity of MS is required which are specific as per the

device and the user of device. Similarly, for exploiting stolen token

one should have knowledge of previous session key to derive secret
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key KMV. Without deriving the secret key KMV one cannot decrypt

the further message. Besides that, the token has its own lifetime for

validity which limits the damage.

6. Brute Force Attack

In order to prevent brute-force attack, no authentication ticket

should have a lifetime longer than the expected time required to

crack the encryption of the ticket. However, we use 128-bits key

Advanced Encryption Standard (AES) which would require years and

years to crack even with the latest computing devices, unlike Data

Encryption Standard (DES) in actual Kerberos. Hence, the KAIR is

safe from brute force attack. We need to set the lifetime ticket only

to avoid replay attack.

B. Comparative Analysis

In this section, The proposed protocol is analyzed with other

protocols discussed in chapter III. These protocols are compared

based on seven features as shown in Table 5-1. Besides MPA and

Shadow registration, all the protocols are reactive i.e. authentication

takes place after handoff. Although implementing proactive method in

inter-domain method may be simple, but for inter-domain

authentication it requires accurate predictive mechanism which could
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be difficult to design. A pre-authentication in inter-domain requires

sufficient time, thus prediction should be made properly about next

visiting network. Encryption key is another important parameter as it

affects in the computational load. The use of complex asymmetric

key cryptography in TLS and Proof token methods results high

computational load. AKA utilizes pre-shared key in USIM while the

shadow registration and MPA does not specify whether to use public

key or pre-shared secret key. The key choice is optional in FAP

due to which the computational load is variable. KAIR involves

symmetric encryption i.e. AES which simple but seure at the same

time.

All the protocols support mutual authentication except the shadow

registration. However, although AKA provides mutual authentication,

it is still vulnerable to false base station attack. Similarly, the

EAP-TLS is designed to support only WLAN technology where as

the AKA supports integrated WLAN and cellular network. The rest

of the protocols are designed purely for heterogeneous network.

During the successive authentication in other visiting networks, TLS,

AKA, MPA and shadow registration requires to contact HN resulting

higher latency. KAIR, Proof-token and FAP uses token received

from previous successful authentication in successive authentication.

To implement any kind of protocols, some kind of inter-domain

trust is required. The MPA requires only the MS to have trust
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relation with the network it is trying to connect; instead of the

current network. In case of FAP, Proof-token and KAIR, the

networks are required to have a trust relationship with neighboring

adjacent networks. Whereas in case of AKA and shadow registration,

HN should have direct trust relationship with the visiting networks.

TLS is based on digital certificates. Thus, these certificates should

be issued by same or should have chain to a trusted root CA.

Overall, KAIR is satisfactory in terms of all the features enlisted in

Table 5-1.

Table 5.1 Comparison of different authentication protocols

Hand off
Encryption

Key

Computational

load

Mutual

Authentication

Inter-Technology

Roaming

Round Trip to

HN in successive

authentication

Inter-domain

Trust required

TLS Reactive Public Key
Relatively

High
Yes No Yes

Certificate

based

AKA Reactive
Secret

Key
Low Yes

Cellular/

WLAN
Yes Full

FAP Reactive Any Variable Yes Yes No Partial

Proof-Token Reactive Public key High Yes Yes No Partial

MPA Proactive
Not

Defined
Not Defined Yes Yes Yes Not required

Shadow

Registration
Proactive

Not

defined
Not Defined No Yes Yes Full

KAIR Reactive
Secret

Key
Relatively Low Yes Yes No Partial
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C. Performance Evaluation

The authentication process introduces overhead in communication

and influences QOS metrics. Hence, it is necessary to maintain the

authentication latency to minimum. The authentication latency of

KAIR protocol is compared with already implemented standard

protocols like the EAP-TLS and AKA. Since the rest of the

protocols are still under research and exact specifications are

unavailable to implement under designed testbed, they are limited to

comparative analysis only.

1. Simulation Methodology and Testbed

Based on the specifications of each protocol, the number of

messages sent and received by the MS, home network and visiting

network are computed along with the length of each message in

bytes. The computational speeds of cryptographic algorithms are

obtained using a tool called Crypto++ [21]. The test is carried out

running on the Intel Core 2.2.1 GHz processor under Windows XP

SP1.

The protocols are implemented in OPNET simulator [22]. Four

scenarios are designed each one for the implementation of TLS,

AKA and KAIR (initial and re-authentication) protocols. The

roaming scenario for TLS is set up similar as explained in [10, 11].
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TLS is set up similar as explained in [10, 11]. Three networks are

set up namely home_network, visiting_network_1 and

visiting_network_2 as shown in Figure 5.1. 802.11b environment is

set up in visiting_network_1 where as UMTS network is set up in

visiting_network_2 as depicted in Fig. 7 and 8 respectively. The

network configuration is shown in Figure 5.3 and 5.4 respectively.

The home_network is set up geographically far from

visiting_network_1 where as the roaming partner of

visiting_network_1 i.e. visiting_network_2 is set up close to it. KAIR

initial authentication occurs in visiting_network_1 and

re-authentication in visiting_network_2. For KAIR, Advanced

Encryption Standard (AES) is chosen for encryption and decryption.

In KAIR, the length of session key, ticket and token is 16 bytes,

102 bytes and 222 bytes respectively. The lifetime and nonce length

are 6 bytes and 8 bytes respectively.

Figure 5.1 Simulation testbed
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Figure 5.2 802.11b configuration

Figure 5.3 UMTS configuration

In the first experiment, the RTT between HN and VN is set

around 200 ms. The RTT between visiting_network_1 and
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visiting_network_2 is set around 20 ms. The number of MS in the

VN is varied from 1 to 35 with interval of 5. As such, each

scenario is simulated 8 times. The authentication delay for each MS

Table 5.2: Simulation parameters

is recorded for all 8 simulations of each scenario. Then the average

authentication is calculated. Likewise, in the second experiment, we

set 20 MS in the network and the RTT is varied from 100 to

500ms with an interval of 50ms. As in the first experiment,

multiple simulations for each scenario is run and average

authentication delay is recorded.

2. Results

Experimental results show the authentication delay of standard

authentication protocols and the proposed protocol. Figure 5.4

Physical Characteristic Direct Sequence

Transport protocol UDP

Data rate 11 Mbps

Bandwidth 22 MHz

Transmit power 0.001 W

Short retry limit 7

Long retry limit 4
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illustrates the average authentication latency for different number of

MS. It can be seen that the latency provided by KAIR is least.

During experiment, it was found that the round trip time between

VN and HN has an overwhelming impact on the authentication delay

compared to that of the latency caused by the necessary

cryptographic computations. Since TLS involved multiple round trips

to HN and involved complex cryptography and sharing of certificates

with the mandatory chain to a trusted common root CA, it presented

the highest delay. In case of AKA, the transmission of multiple sets

of authentication vectors from HN to VN led relatively extra delay

compared to the proposed protocol.

Figure 5.4 Average authentication latency vs. No. of MS
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Figure 5.5 Average authentication latency vs. RTT

As the RTT between HN and VN was very critical in determining

the latency, we check the average authentication latency in terms of

RTT in Figure 5.5. Latency is drastically increased in TLS with

increasing RTT where as it gradually increased in case of AKA and

KAIR. On analyzing the results of two experiments, it can be seen
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. Conclusion and Future WorksⅥ

In conclusion, a TTP based authentication protocol is proposed

based on Kerberos suitable for inter-domain roaming in distributed

heterogeneous network. The use of token helps to improve the

mobility range in wide heterogeneous network in a secure manner.

The ticket issuing authority is achieved by a visiting network once

the client and the visiting network mutually authenticate themselves

in presence of home network’s participation. The ticket issuance

authority can be moved from one network to another constituting a

chain formation. The main advantage of such approach is

performance because the authentication requires message deliveries

no farther than the adjacent networks. If a MS has tokens of few

domains that it has visited recently, it can use the token provided

by such domains to authenticate in most of the other domains it

wants to visit. The simulation results and analysis demonstrate that

our protocol is secure and offers lower latency.

The proposed solution does not include the authorization and

accounting issues while roaming in foreign networks that do not

share any roaming agreement with home network of MS. To solve

such problems, policy based authorizing and billing can be used.

Managing such policy completely lies in the hand of home network
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and informs about the policy to its roaming partner. As such, the

previous visited network grants token to the MS based on such

policies only. In future, such policy based management will be

focused to provide complete authentication, authorization and

accounting.
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