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ABSTRACT

A Study on the Problems of Investigating Cyber Crimes and

Possible Solutions.

Yu, Baek-Jun
Advisor : Prof. Moon, Jeong—Min. Ph.D
Department of Law

Graduate School of Chosun University

We followed today in advancement of information and communication
technology and the computer was used in until life every corner and it
followed was not also the physical actuality world Internet the cyber space
where it leads and, with an actuality it fell and in him and there was not a
water service which it will think also one society appeared. Like this
Internet is appearing it is absurd convenient it brings it did in our daily
life, but hereupon just as good as the disfunction actual condition which
expands the activity stage of the crime sleeping field in cyber space. From
here becoming the problem the crime which occurs from cyber space
discipline it does with law the thing to, is having a many limit is. For the
order maintenance of cyber space consequently the new legal system it
must take a triangular position and with a cyber crime by now it did must
consider the whole confrontation plan recently because comes a that time
tenure adaptation to circumstances confrontation even in and to be taken up

it became, to think.



It is a IT powerful country where the oneself and others recognizes. The
Internet utilization factors the above our citizen 6 three as 75.5% reach to
34,430,000 superhigh speed Internet member water service August 2007 end
of the month current population hundreds of people spot 33.4 people the
world-wide forefront it will be running and it will be able to use the
Internet even from the road. Consequently the new species crime which is a
cyber crime does not do 1s swaggering the investigation office the
confrontation with a cyber crime in relation knowledge insufficiency ease.
Also the government authority validity is appropriate does not confront is
the actual condition even with of course international. But recently
versatility it prepares a countermeasure from the government and each
agency - the group and there is not a possibility without being the day

when it is lucky.

The research which it sees like this problems let in mind and the concept
which 1s a cyber space, it arranged occurs recently at cyber space to
observe the concept of the multi branch crime which and the tendency back
of present condition and change of shedding of blood and crime of cyber
crime it tried. And at the investigating against a cyber crime problem point
and the reporter to discuss a countermeasure under first, in problem point
of the existing law system, with problem point at the entity law, our elder
criminal law until 1953 establishment by law after 2001 with opening a
court of some order part disposes in cyber crime and it is but, against the
crime actual condition which in the Internet center occurs from cyber space
the effective countermeasure did not become and to bear the problem which
mass produces the various special law, it rolled up. Because the elder
criminal law the flag it occurred against the hitherto crime sun time after

death of the kind which it provides because is a norm where the legislation
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concept 1s strong occurrence against the crime shedding of blood which is
possible in future falls in love in the principle of clarity opening a court is
not easy not to be, it evolves suddenly and to the cyber crime which is had
own way in the form which is various spontaneous intelligence it is in
order not to be able.

One side, there is to the special law and, a various law regarding a cyber
crime there is but also the elder criminal law department there is not a lot
different and see from crime the prevention and protection effective
intelligence cannot are bearing a problem point.

In afterwords problem point at the process law
First percentage volume cyber crime relation judges they are two things it
1s a problem to where. The cyber crime at quality of the crime which
occurs from cyber space leads from inside information telecommunication
system which i1s connected whole world and regarding the data which are
illegal circulates it will be able to apply our elder criminal law becomes
problem. Also, it does from the foreign nation and the investigation activity
with a position crime or is and to sprout the investigation office of the
foreign nation it leads and as the specialty evidence regarding the
investigation document back which is drawn up permitted limit in case of
restricted problem and confiscation — the search of evidence ability until
where is the back becomes problem. The danger is abstraction but public
order maintenance hazard it stands and that the case elder criminal law
which is urgent must be exercised restricted will be born only the clarity
could not be sacrificed it sees. Namely, with cyber crime the hazard which
it disposes in same new species crime the thing the punishment regulation
which stands must be having a flexibility is. Opening a court which collects
the contents it will be able to win over consequently in the criminal law to

lead and must prevent the legislation coat blank or a duplication actual
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condition. Only punishment regulation it lets to decide in advance from like
that meaning and the contents of composition important matter it could be
used in type of the order back in order, positivity must be investigated the
introduction of the "Blanketstrafgesetz” and that, it sees. In after words,
with cyber crime the case of the crime which is same special exceptionally
will be punished because the negligence is many and from the traditional
elder criminal law system it will escape necessary and to magnify the
punishment of fruit act, must strengthen the elder criminal law legal
punishment of reserve phase also. The elder criminal law in committing a
crime reserve - conspiracy the before starting it is punishing in only
exceptional case. The cyber crime approaches the computer but and when
only schedule one fabrication it does and the result is automatic immediately
and it is wide and it occurs to have the schedule one crime doctor, when it
starts, reserves almost simultaneously, because the lance of conspiracy and
execution becomes from reserve phase to be a necessity must punish, In
end currently the punishment law which relates with information anger is
being scattered to elder criminal law other multi special law this to
integrate composition important matters, system and there is a consistency
and it ties the what 1s called the cyber crime relation special law
establishes relates at one and same law and will be the plan which treats
the fact which in cyber crime include.

By second, investigation actuality coat problem point and countermeasure
First cyber crime the advancement and propagation velocity of the level of
technique are quick too much and there is a problem the place where it
prepares the counter-measure which even as the investigation office or the
others agency is appropriate, the ethical ceremony of the net from the thin
outdoors the multi problem points which come to knead from civil official

negligence of the slander back group act which comes out and personal
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information is a wild possibility in after words. If consequently, system,
from confront in cyber crime the professionalization of the investigation
manpower for to be necessary, it prepares in international crime and the
national for mutual assistance system validity is appropriate and to
accomplish and quality possibility in order to be, it means the government
must endeavor, at quality of cyber crime it appears just now and it
disappears and it will be able to confront quickly in quick crime in order,
must equip a real-time countermeasure system, the flag hazard the member
anger of the crime hardship one’s post which stands is necessary. In order
for also the relief regarding a crime damage 1s appropriate and to become
accomplished quickly, it means the setup must be maintained.

After words, cyber crime the punishment elder quantity is heavy no matter
how by social countermeasure and it is arrested certainly and is punished
the psychological compulsion 1s operating sits before the computer and the
ceremony without the actual condition which spoils a crime sees most 1is
what the thing the ethical ceremony of each person must be strengthened
and, the preventive action for the occurrence prevention of crime, and
citizen each one in order not to see a damage oneself, must consider a help
plan from the government other government offices. Until now our society
confronts against the criminal act which uses a cyber space comparison
broad-mindedly and all thing i1s fact. The advanced technology it was
enough on top of that and hero hour it saw it came the fact that it is until
the tendency which it does. But crime from cyber space, in instruction of
about moment damage of large scale the mouth there will be a water
service and with the important crime where also the cyber crime injures a
social order with crime and sameness of existing because the case which it
comes to do to recently mainly in crime objective is many recently it will

recognize to be taken up, it became, it sees.
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Think of, when discussing a cyber crime, the dilemma which it hits finally
the human being with problem authorization or the computer the same
machine problem to authorize. Of course computer where it gets peeled off
but in the tool which is applied in objective of the human being the only
thing 1s. Consequently the basic countermeasure against a cyber crime from
the place where the ethical tube of the people who use the computer must
start. Us prosperity of the community which all lives together the hazard
individual oneself ethical ceremony, it will recover and will remain and

when having the mind which it considers the cyber crime will decrease.
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Troll et AT, FAPE AT, 2000, pp.35-36.

7) ITU, World Telecommunication Development Report, 2003. o]ol 9Jatd EA AL thA-S i, =
AT, B 52 7 oy, =9 232 104 ol %"é}%‘gi 7ol AT 5& 164 o)Ak, Lol rlo},
FAgtolu, QI 35 5& 184 o, g, o 2 6A] o) AEML o] gt dlate] AL EA
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3) ST ARASNED, 200757} AR} WA, , 2007. 7, p.76.

_8_



14,524,685 &2 Q14+ 3393 199, 1008 33.4% ojy 2006 & 7|Eo 2+
OECD=7} & ®lm=(31.9%), g & =(31.8%), olo]& = =(29.7%)7}

g gen gov $euesl 1 9 91 9, OECDI} BFAYES
2 Seuehs F o o] AYEL nolm Ykl

e 72 ASAE o] 43 xDSLALT HFCHE o &3 o]

o
o
RdAdE 72 & U o &A+ 1,110 WF xDSLAFeo] 6447t H
i

Z 45259 ol H] 3]

1% 7k =nk 20059 74 = HO] o] 7V F FaTold oy 2006 ol =
A

AE 2 e AdE £ glen 2006 2 @A AAEAY F oFEE 413
oz vid 543 Frhska 9l

dd, AdE HFH 5o ARVVE =4, 7HA 9 o d& AFEHAA &
A4 - s A FsadNad s /AR Aeddn sed ols dd

JAE 92 Ex § ddERYsRuE 9 A2 QEW H(FATH
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I E o] ARE AA AEoluy A B oofy gt AFolME dntow d
AbEE AL Sl idelnk. olel wek AtolwH el wis| SE A AdS A Ho
He wgo] o] FolAa Q7|% sAINE, gol o] ARG AL Fal, AR EAE ok

H o2l 7l uel wel oW FEeo] frd HHPAES0] FH4TA B
izl shF o] Sl Aol WA Jid S AoFue AL FE Lol oby T
o= TPl e gue HFoR AREHI = ‘AtolH (cyber)E Q¥

T sto 2 WYy = A o] Ul Bl 2~ (cybernetics)17 e §o] ol AR E] A 251
80t T who] 5 o] Eul ZHFAA Aol A HIL AtojH Y 2k &0
° Solgt= 7lwA Yule HAEHL 2l
Abol W' 7L THA ol k= mlE AYAl HAw. wEbA Aol W F {H(cyberspace)

ol AFH|IEH ARTANVE T A& 87 = High Technology® 2

2 ARETH A e

Foz YAHI, dudelt MENIZ AdE g AAS grse R
olmu, e WAOR YW WSl Ay 5985 FEEE dlo] ohe

Qe AAS A Ao oAT F A& Folth® aem, Aol
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T Tye At BE ARG 04 EAN gD 49T F e Aol
o @ Aol B wARE WAYNE AHer] SHNA AFEEH

(computer crime), A X ¥ Z (information crime), A X % 213 = (information and

i

Ol

communication crime), s}°o]E] 2% # (high-tech crime)s TF%3d &o]E0] Al&

HAth ¢4, AFEHEH0H Fe BE AFHE LR s FaeR 5o

16) 75, “Aleliz] o FAA di&)”, TAtg AAT #1114 25, A AATH, 2000, p.68.

17) vl=9] et A H7] T3] N U7t Alet A 2 71419 Alofje} 54l o] 3 V&S %
et Ftolty, AEAG A5 V1A T Aol Ak FAE 1 UF HA HFsA 1 FAH
TogAMe Bale] I 1 Aol g BAlO)|ET AsAlole] ZAAIGERE ol gt BEAL 27 A],
A2y 713 As AojARl EHAE A% 715H AAoNA AFehe AFAY] ol R ATHOR
dtete] PEs Gt =g o A AFE FAORE e AEAAIY olE FoE FAH
At} I AR EAT]|EH S (TTA) AAEAL-AFA, http://word.tta.or.kr/index.jsp <2005.9.1>% %,

18) IR, “Alojuz <] Faul FAPHA EA”, T429] S=HE/IE] =g, , AFRISl st stusg],
2000. 10, p.596.

19) AFA, “Alolwxe] Ayl th2”, TGAAA, Al129 13, =g A8k, 2000, p.234 5 51,

“Atolu{rlzE o] gkt thA”, THobHEh, 275, Foltda &3, 2000, p.68.
20) AW, THFEEF A2, AZAL 1990, p.26 ; o] d, "HAFEEFS} ATEYOHT ) | HIA}
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o
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o
AR e AR de HHE FASE v et fu22 add Abol
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= H
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gtk ey stelHadAes we) gujee ‘nwe] HesE WA Hw
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of o= Abolwl 2E g o} Abol W FRHde] WAl LA E a9 B3
of AREBAFNA Doluhr WHYAAY 1Ee] Hsr]Eo] BRFHA gL

1995, p.23.

=3 giAch, AR AAT, 1998, p.2l.
23) 2191, “stolg A #gk A", T AAT, 109 35, AT, 1999, pp.200-201.
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26) 9%, AAA, pp.25-33.

_15_



T it TR~ 7 R — = = S o= - —
o FHE O ORBRIEEXFIReTmR e T HMOPTC
N = Ak Ty = ot = . B A4 o T oo .
r _ ~a 5 T ST S s
) e e I B o oF PR W e T x B
o - R 7w _ﬂ P H TN ok E B
‘ [ o e - ~
o o o M do Sy = H @ % 5 oF
WO = G W ook 2B % o D - = 2 &
To = T o- @ oF o R ~X ot —~ N = o o X o ~ X
1 | i - #E < QTN - iDL ﬂ_A_,ML ‘;IA_! E_H @ o — A‘DFT._ @
o o - T P o= W o M R T W
s 4y e® ﬁ&%ﬂ%%&ﬁ@%%T%W% DR
) . o n n
O T SO S
oo~ — N (U = ~ © of — v
H] < Do Hr - do X go X e N % oo O E
Ao X e T 9 T Yo & X w G o Q
= = T 7 o T o 2 © T e W A,
Hum © o of ° ~ oo A " - Mo E X oo R CIINC
e - T A . - O R
o o zfi,m@%ﬂgaﬂﬂﬂﬂm@@ﬂ o
RIS ST T I i e =@ = 2«
" o < T =y _— @ ©® ° T T B I B R - T
> a0 = A of o w —_ N ) wH ) o = -~
Dy X T R oo < T o © T oo 2 = T 3
© T B oo A S omE W . om e B ooz ZF T o=
= o dmome 2 A W oF N % oo e T )
Ty W T X m o Ty B M 2w
- e " o X S I VI SR S T X
B oop BK A A o T N -
= HT ﬂ = gl ~ =K ,HL ,NL ,HL | va HL ) -
T =] i i TH N — o 7 o M~ ™
&ﬂﬁiiﬁ;%M@HJ%@%@&@& EN
Em@ﬂﬁ@o_%ﬂﬂwﬂ%ﬂAi%@%ﬂ@@ ﬁ%%
[y —_— X — [yl T ) —
o W;M @ o b G E.E io .= H "o Eo — E._o — M_H oﬁo i
‘A# E 0 O_H EH ‘m ‘;L T ~ _ZT._ TS - ,“A_I ‘M__Mu ~ = Z.L X
'R, T oo T o ¥ EoeE My X W R T
& e own Pzl oF = L3 ® oo T o oo
TR N OOF T L X = g = 2 T
~ o T R i D -
do o - N T o & O A S
=2e = Twsalao® s wTax @k
P SELT Lo BT o AR Tt o -
T o WA o o T B R T o ™ R H
- Lz - S [ R ol S S B
TEE NPT ok BT BOTOF o-ow B TN W W W %P
w9 @Y R WERN BT R T T  HOH B

_16_

@Al 257 @Al M4 %

1
, EIIRSFARIE], “AFE S S, http://icic.sppo.go.kr.

S

]

T

pzs

geldlE @GR



o) WELOIL Fe ol nTh: AgEoln folAAlst BRYAA HAL
23 9le Wu olue o] uhel AlolwiWa FHE #AA Abgeld} /vl
Az vhEA) 2757 uEelnk Aol g0 BE Al ANES Avnslw

Zukbo @ WHRS AR v Fd we REeT o] Ad= oM 1 FHHos
ZIFoz OFE#E A A (Computer-related economic crime : %5 E %
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28) AZ&A, Aol e g AEL, SAIRLS, http://www.ctre.go.kr.
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]l = - el Al RE FA= AAEE 7.
63) Adg, “Atolmie] 3t 2 iRl #gt A7, ARt wStieke, AAREkel=E, 2000,



4 5 WAE) ) et ue wg A e =d, 2@ #4He
Meol dw Frbaln Qe FAolth

(2) o) A

A4 e A4S AHnE AA G477} ZE
of Asto] 4A(Shel)S A& 4 Q= AHgAre] AFL dojuyok Foh o=
A74e A wARA ALY DAL AAG Solm AR glo] Aate W
Aol wE ASe] MEANE Y BeNsE dope Aol

SAl Hed BARA AFE 5 ARAGGAG Asw i o
ol gato] dolEe] WA - A4l - BAL - frE 5O HAH NS A= ©

QA BE A=A gl AAe] 9% W2 F(Backdoor) & A A G B4
oz MHE £A9Y] AP Bold Fue TEAE WAS BIY =D o4
Ao 4L vy 99 A% ol87% 52 Ay WAEAS gl

= Aol % &),

e PRI

i OHEIE e

(W)~ B] 27 F-(Denial of Service : Dos)

64) HI 5, “FAIES TAOE g Alojvls] dAskAa Aol dlgretd ek AT, A
e, AA1eHY =8, 2002, p.22.

65) 1A, “Atolvz]o] #ek AT, HEUETA WS, A=, 2003, p.18.

66) http;//www.3rsoft.com/homepage/kor/3rsoft/antispam.1.html.
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it o ¥
ojth. MulA AR AL] WFE= ¥ oW EZ S (Bufferoverflow)E o] 83 A
Wy g s 2t HeolHE d¥sts WH, CPUY Z8&ES x4 w46

N dEaA Be % % AAT datt 5L FAsE e

Wol A AFH ol sst wANY te zzd
o e} ERolErk ZEage A7) BAb sl glol & ZE 1yl
EgEe QAL T2 1 Aol WRel Y Zzadw FobA] 45w

H ol ZA7F EAsA] =68

td
4
X
S
>
:oé
T
o
o
(o3
o)
ot

7HE dEAQ ERolRultre W0 23] ~(Back orifice)®7F L, HE frH

67) e, THAZ 1§ AAN=RI, , T, 2002,

68) 1A, “a Al St thAo] Bek AT, @orista AR UIs, HALSSIEE, 2001 p4O.

69) Megys T2 ;L F2 Win 954 Win 98 S8AAE AlMSdls Al2ES FA5HER 4o} HE
of HBA Al FFEE SR SHse] Ao} N 2w, dAL AFow
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AZRER ohe AEGE xR 4F ExeBuisk $4m gt

E
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1

e (Logic Bomb)

weEue 4L A 5 A4 20e wEAAW SFzaadol

2
i)
fru
X
oift
)
o
=t}
A
lo
ol
f
i
it
Y
ol
ol
Y
o
o
=t}
An)
o
>
>
ofo
o
ok
:oé
oL
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|

&
il

q
age] oW 27S Yol Fu 1 z7le] wMENW AFoz BWARL e
A st Aow Emolmulel §A7 Wol vk

24

Ip
£
17
=

=
Spoofgt o] o] AL A ofu] = ‘hoax; trick; swindle =% o]t}

okubel, S, AA'TE £ AAm dd, vE Azge] WHBAE Sol
ey
=

Addets A 7S 7= fololvh. AF A FFAAS TCPH S Al
dojup= 3 HE A dad SAHEE F59 BEHPESS = Uy
ojth. A4S By v & A zdo A Lole AHEA AAFT FBT 71=A
845 8= s, & AMAE"EY F9AS Sds] Foste WHoRA
A7 HEY de e @l g st S2EQ IP oj=d2E vt
ol o5 T A sts Aot 2FF Y FRAE ted 22 Aol Ut

SRR Sl EXE(target host)oh AFHAAE R 9l HE TXER ¥
Az IPFAE £Ho S Buls 7IHe IPAFY, H32 ste S 2EV}

AFEE AHSe AAR AR 7hseln A" 9 BE 2h59] s, A5 E wuZbAY FERt 9
gl B Y #s dobd FE Qo] QIEME o] &shdA] AMSE= AlFNE, vEiE, A8tE
g3 5ol 7hestel A A FAtHI A B AR A ol& Al T3] 24l gt

70) http://www.susa.co.kr/databank/prev-date/200006/special/sp02.htm.

71) IT&o) A4, http://www.kiconsulting.co.kr/itword/itdic-detail.php?hangmok—detail ~.
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o] &3l =uel ud A 7F 7F# DNS d3=s Agdozy Zx 2 =
H
=]

SrEdA R 219 EZadg AAAA NDNEE sotet /W =
29 2Fge] ™ RA £HF Az AW MEYe] Agd AL LR

zZH 4y gk
(W}) 22433 (Sniffing) & 24
21 ¥ (sniffer)= Y2 Network Associate Ate] 52 AE ot &A= PCY

Kleenex @ QWA go2 ALGH I Uk “sniff’ 2= wolel v (A E
Wk 28 FFAGBHAAE & F ARl 2UdE AFE VEAD P
29 dE EQRS 9EE SRS T @ F dvk e 2 Fol

& ool 2YUH S o] fste] UENAAS] HoHE =4s= FHE T
29, A JdH B A T3 #Zo] o dA 2

N
FHetE BRNAE S 9FAA FH0 B F Ak el

El
s 93T F v g FAYH] EAFL U B
(AH) 22" 3 (Smurfing) & 4
2 P& IP BRENAE FA 7] AHU Y &9 WS 3ot
oM YEYAS FAGE AL DU AvFdS JEYIY] dFE A4S
ESAHE wE7] A8 avzZan EYe ZR s Algsted 2w EE
Il

P} ICMP™ 9] E A&

llo
(o3
o
ofo
o,
k)

s Z2age oA g EYD FaOIAE AvY PRisn P
B 4R AAY Lol WEAD HAS WED webA ICMPHA ] £

=g =E 7HA

rr

S2EE ICMP A 2$HE2 8] 970 dAA fk®

72) http://www.zdnet.co.kr/publiccampaign/termnote/atyicle.jsp?id=48465&forum=0.

73) http://www.elyjinni.com.ne.kr/hacking/sniffing.htm.

74) ICMPE= Z2E Ao} JIEY Ao|E o] Alo]of|A] HAIXE AloJstil oe]lE dEFE ZREFTEA
RFC 7920 A¢] o] Qit,

75) http://www.terms.co.kr/smurfing.htm.
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(o}) 223 (Snoofing) &4

AAA A AREAF DY HIER S doful= Wolth HFEY Hx Z9E 55
A7l o3 HAAE AuE RYUHY s Yo r dn
AFEY oo AZAE Ao &M WEHE AATIE Foldo] HoHE 7F=
A Jer H29sy FaAR 5 2UE A4 4AT 5

(=}) =¥ Y (Spam Mail)

Zzade #3e F gls WEY vHeHE dHAA Zrafo] dPD 5
FEs ot P9y dsiA @AY ERfle ARE 9P A or=
W7 23 ob Rt B VE Qe FARANA EEo e AARMAIAE =
(spam)el@tal 3o 2# 7y UF glvka o] A2 dGunk mailol B &

=
90 g A An4 AASWS ggow PAWeA wA Axd

7hH &9 AAF (Herf Gun)
A7) S Bt 2717158 dEste 7B HdstHA R B4 Q0 Alold
He]g F7lolth. AFEH7E AAIZE o] FolA] 9lo] 1EFY HAIE $ow
2&AE FAY AAETGE FHE = Aoz Ao A I E FA= FA N

ARAAE mAAN oz 7 NBANRE ANl FAF A 5 T

2 Awn B 2Tedelolth, HAw uel BYE U5 g ure 2

76) 271, “AtolpRiz o] #ek FAPHA AT, AE T wSEhe, AAERe=E, 2003, p.30.
77) http://www.terms.co.kr/smurfing.htm.

78) 27+, AAT=E, p.31.

79) o, “AtolvElEEE Y] AEjet A", TFAEAAT, ALl 235, FARGAATY, 2000, p.13.
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80) http://www/kisa.or.kr/Kurend/KisaNews/199905/trend4.html.
81) Foldx, “10th djHol =MA EH}---- . 2609 ¥ AEA/=", 2003, 11. 20.
82) A&H, Alo|vE U< ﬂE}(httpi//www.ctrc.go.kr) aduid, sFHtolels T B2
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3E 2-3> 20060 % S Ala d s

2006 20064
1123|456 7| 8|9 10]11]12] A

~:MPeo] | 6,334 | 782 | 682 | 957 | 788 |1,162|1,418|1,314]1,685[1,318/|1,336/1,407|1,206| 14,055
%!

T & 2005

A 1,087 78 | 118 | 125 | 120 | 130 | 114 | 85 | 119 | 97 97 83 100 1,266

GEAYAE | - 161 | 218 | 225 | 365 | 285 | 227 | 327 | 353 | 444 | 561 | 350 | 195 | 3,711

71 E}si 7] 9,520 | 330 | 358 | 248 | 325 | 444 | 556 | 406 | 530 | 355 | 380 | 325 | 313 | 4,570

Eoo] AWM= | 16,692 | 874 | 592 | 477 | 201 | 154 | 118 | 152 | 100 | 49 | 129 | 244 | 116 | 3,206

A 33,633 [2,225[1,968(2,032|1,799(2,175|2,433|2,284|2,787|2,263|2,503|2,409|1,930| 26,808

w A ZA Aol ¥ Hl 2] ) 3 Al El(http://www.ctrc.go.kr) &Huld, A nto]e = T3 Fx.
-9 Ase FH - 2RE E-mail® KISAd HEH iR ns 7vtow 243
(F3o]x] WMxe o9)

- 2006 197 E 71E QA Ae weP AR Tles o Avd.

L. owtol ¥ & BUfE B i A
(1) whole] =of 7id
e ol g 2ol wiske] ml= ZFEHte]l e 2 A 53] (Computer Virus Institute
of America)oll A= T3 o] Aosta vk, HFEutol e &2 “HHF
HE AeA7le 718 2ZEolo] 20 507 A 2ge Az, AREAEY

=
=
AYgreay Tt dely FUL I Tt PFY LG4 5 A 3

st ZRaf el Aejsta glon O sAYHE B oW o] &F
S A FelAd AFE ol dHolHE AAstAY MAHES = A
Arw Za

AR utole 2t AFEE ol §3h Agolt AFH AAd adHE 4B
S onlel whele szt ofuel, AFHAN AYHE ZzaPe] dFow
< e

SPERE 2 ASA B A7 ANS TE Fo

e
>~
=
ol
28
rr
o

85) ZEIPE YWAOR AR} |EHOR AGANA AN Fud wE TRagold 2|
A wole s, ERolEh, § 502 ERE,
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HolE A Q7] WA, 1 dE A wpolH st MEH FAFEL
Bt A9k gk & 7] weld2sh QA WA FAW sE Aol
obet #/1E dosFel AFEupolHAE A7 A0S BAsE @Yoo

2 7HAA A Al stEv g ARE AST AsE A HEe

= Ao] o, whE oleld HAgom ddd AN E: AAHoR Byd
SE dosls] fEol et BE PFEukel Pt ol d RAgE s
A3 e AL ofuw A7 B4 SEw AL e A% gl

al
Aedom Aol A g4 2o gE mzadd 47 A4 ¥
23 olgtan Ao ¥ glow o AdsAs AFHY Loy
G oAd sbsd REe wEskel, ool A7) A4 EE A7) Ao W
%

Aste WHelEe 2@ olatn st o714 AWEH PR ot
e =

Selm A S Wl BolE ST olfE AR old sl el
Ae A7 A iz e e BAsA gn 47 40e A% WA
A ot Fel BAsE AR Q7

Aol AR AFE Qo] AL BrhE AL ART 5 gl Dol
a0 RAGA AFE Agol oI gAHA
A 92 42 9FEn vk Sue 49 CIH whele e o§ s}
aety] el AFEbelY At Aol AE i AnT ol gl

a8y CIH wpolel 27 wdlol B2 & EAA 7|2 HFE ko] g 29
A9He A FA Held st S AT AW AFS F 5 Aok A

= A =HAH

86) http://www.terms.co.kr.
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A= o]y ASFE vlolg~E dAI= dF o= Fetsta Ut
o}/ 51 = (Malware, Malicious Code)®t &4, I B A 7}54, HAlo]F, 7o
B S0l 7)Fo| wet AFEHlole A, EZo]Enl(Trojan Horse), ¥ (Worm),

71 EH(Script) T o2 TFHlsle] AA] fojz2 ALS
ARFAT)EHH B AHRTE B HEARLRZ(ARFAY A
5o FA)e “FrEA ARG AR flo] ARF
239 & A& -Ed - wA - HAx: B O 28S B
Hrolghar AHojuo] = AHORE Kol AFATE om0 AG Aol Al I E
Faz vE R ofofe] HAg 7 a9 % vias
7hed FHe BRE 8 et A Yg.
a5 A AR ok k= #Aglo] Ago] ofsiA WA=

°] W1(Bug)v HYHRAORE oy T2
EA ol Asfolw ALgAS] HrH S WsE Qs
dol &stATaL Bar glvs?

(2)upol g 2o o A}88)

AFEuto] 27 AlA Hx= SdE AL 1986d o2 gl v 1wt
ol e 7| 2vke FHFE ZlEA Al = 2% osto] sidE Ao
2 ‘g7l =ek Bl mfolgf el ol F AojMu. Gl FHIFE Hfol
AEAR] gk Ao g JPEE AT AZE 9 o
o=z Aot Zo] tolge T - AA - F 4T HHom Y ¥ A
< oty mpolE 29 FAL AFodE FAEALE =
FAeHE des Ao, 1 FAL s Aol

2

ole @ ulele At we FrEe AL okl AARL, A AA AFH 7

)
K
%2
e
e
ES
h
&Y
X
i

_i

MW

87) vkt A, p.34.
88) OFR. Ft=opAIREE w2 X7}, AAA, p.161.
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A7 2 st el duA AL E e Huslwet T
e $EY BAREE pRAAZ 7 &S FAHAOR 28T £ A4 @
71 %u A0S Aelv.
of wAR wel AFE ol an FA MmNA 20417 ol &
o A Sk o F ofel sk ol e 2t
=

AR AAT LEET Lo AW AANA oy T AR W

'5]—-14 7] =

AR W A WEE %A

AFEBtolg 29 Ve EALE Ar|HdA7F - AV - 27T 3714
2 2FEL du AFE "holelamA e A o] A JHA T T o= A
A7FE zEF 3 d&= Aol o] Hrh

=
Aol He AR A2t e AFEA LA YT F, A7)
!

Ag stol 2%

= wobAaL, A
weoew Hx B "du. b
w0 3 &Fo] ofyE Aol

vhol gl 27 Aol AFE A2 Y FFo] FFst= Ao of g
= EA 7% wrzbE A

S %7]E 7159 Aolth PCo| HEdE= =
= = dst7] 9ol

2
gow gases A

R
¥
rr
=
o
=)
rot
iy
>
~N
o

Y

89) A, pp.164-165.
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Airdutolel =7t 5t AS s, dHolel o] sty AbAl, w A A €]
FAI} 22 7es 7T vpol 2o A d A AT e AW
thefol A nt, wkep Hol A e Fxy "x=as dated 7hA e AYE st
AZIA ZEHEE e Foie 2 A H. FAdE 2T AFES A3 A
AEE @A HAY Afdd matAe T der 24T Fr IS
Z o]t

(4) who]e] 2= ¢f & 790
b #AFSe e &5

AAF-H volef s Zr o] 94X

2 T Atk
OFE nfo] 2] 2= (Boot virus)

AFE7E Ag HEHd sugzas g Ae RR

],

ofr
rlr
o2
12
tlo
2
=)
rlr
po
(o
fr
[
X
N
N
N
X

M
]
ol

ro
z
Il
=
)
=2
do
o

© Zrado 7hd AA A= of3tel Ay Fe HFEHuHIOHAE FE
wholel ~el i Suh, EA O R ¥ (Brain)9 ADAAE B daE Fi g
Aol (Monkey) 2 #d WE7F =2 Anti-CMOS & ©°] 9t}
@3t Lol 2 2 (File virus)
dupolel =gt A 7hed TR A= niolg s dEkt o]
AdaE s A 347 COM, EXES A& udo] titoltt, ujo A 2t
A volg 29 80% AE7F %Y wpolglzo] £ AHAxw ud uHlo]y e
7h dwRbAQl wioly 2~ fFP otk Ul o F4H (Jerusalem)d 98 Y
(Sunday)& AlZFo =, 19979 1998 A= e & Fof & 4z Az
(Scoripion), 7ok (Crow) 183 FCLG°] dow, & ofAlo} X o] @
s FAE Win95/CIHE oo Eg¥rh
@F-E/3+4 wlo] 2] 2 (Multipartite virus)
FE/6Y nlolg s FEAEG gdo] BF DHEE wiolglig o

=]
n
A717F 2x A EE A, FfolA FHAE vlolzj e 1990 AL L AR

90) http://v3.kfb.co.kr/VirusClassDetail.asp?VIRUS_CLASS_ITEN_ID=3.
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F YA (Invader) S HEE o=HT wE A= Qste] o]Fo S FAd
oFeh A} (Euthanasia)7F Atk Ul A2k mlol g 2251998 7w o &
(Ebola)7} h3£ 4] o]t}

@vl =L &2 wpo] | 2~ (Macro virus)

Mg HQ wlole s dFow Aol 4a HUo] oy welam
AZEAY QA3 Y5 ZzaPel N AgaE BA ot E9 $gxw

Tl AgstE WiAE AHES B ZAEEe FEHE AaRE AEee 2
5 45 9 #Addads ol old vl aEdes var fxAQl d= 3
A Bl&o] Mg W ZHFXM/Laroux)E 5 T U

(W) +dAA N e &7
IBM3 3 71 5 &4 uvlolg] 27 Hd"E $9AAE 52 598 =
G52 Foly EFYAoHoZE MSQuA(AAs, A 9= S EE)
9t mIRC 59 AAAAYE doj2 PFs T2l So|),

T 2dlo]l &~

T2 75 S AFEEE EAE] dES violy 22 94d AE TS 9=
Hlolel 2= 97ARE HFHE o] &35t U wroly{x2 AT A4 713
A7 H1 Q¥ vlolglAE AE$ 95/088 nlo]g] ot} o]E nHiolg A=

RS 200004 BAHA GAY 2BR T syl Atk AAW A



20000] de] AEH7] A7AE AES 95/98 AFE A SOl Al e JE = A
o= oieEn. w3 voly = Az ZIHI A M= wf s A L v
E-mail2 vlo]d~E dAFete 7|H-E ols dxfuolel2FolA A5 AFEH
EA A o= Win95/CIH, Anxiety_Poppy, Win95/Marburg, Win95/Padania,
Win32/Parvo 5ol vt f=%8 wiolgfxs AlZ 7[WHe weh ba3 2ol
i
<E 24> Axg A wloly 2

T U & o
Win3.1 16 E =7 ZA % New Executable ¥ 7}x Adud .
Virus(NE)| 22 g A7) = wbo] ) 2 = "7 7| Winl6/Redteam
. 3E @R A4E A ggAE volds, HAAT
Wm?f;E) EXEo|® 9%=¢ 95/982] 32H|E 43 9l Portable WWég?I{’&/,CIé{v
VIS Executabie £W& 7bxl A9 v A7 vhojegf = o AATbuTe
Win32 o} FU3 A Windows NTo A= AA2 o2 v 2o Win32/Kriz,
virus(PE) | 4751 AL 29 BE2 54 upo] g 2 Win32/CTX

¥ &3 http://v3.kfb.co.kr/VirusClassDetail.asp? VIRUS_CLASS_ITEM_ID=3

CEERE RIS BUD RS
AEe Aol Aol FH WAZ Fo AAYE AolF AFaA vole s
A% Assteleh dge AUl E AAHAL. 1L o F o] @ AA
dpolel b Auk 4y 129 Az wAMow, AAR BAC €7 A48 2
J FwpEelth A4 oY del® ol g AR wolesg xays
dhole 27k A AE FFHE Ao wholg 22 P AT

WAz whole st $AAS Fugle] ¢§ ZEaWL FYFE Ao} 4F
==

o

@k 2 IBM 28 7159 £9AA, MAEA 1] SJAA SAM A5
9S4 SANY BFAG 2} AR J5e) JE BE $§ ==
a9 ggHE RS ohdrh WAL welgsag wE £ U H A MS

9=, ool AEzZEe] o3 ANHE zEadY o] £E WA I

~AYE wole it 4% AAYPE dojz AAE wlolgxE w4

)
A mag wMARY 2AHE wholH s A M) RO, AESTF AW
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A FFTe] wolg 27t Az E RS o] 7HA] 7IRo] ALgH
A=A A A7 He voldzes A
o gtk mIRCx UEH UG APz agdolr} o] T2 a2 hdd AAYHE
£ Adst=d o] 7T E o8& HA= uwtolg2ES b 1997d 2
Hzx BuHdu. MY Tl AAE FHE 459 dyelr. VBSE AdH Y
o ~Z 2] 5058 VBS(Visual Basic Script)S #9135} Hetd A o] gle H
T 24 Az2de gdo HE T F 9ol o] 7lw& wpolgl &7t AREshaL
ATk SAIRE, o] & wioll e aEF R 500 VBS7E A H o glojokrt @)
W, Bekd Aol sfjAlE o] Slojof dr] wiEol Akl SolA EAE e A
suteitt, 24 HITMLY 959 232 PEES dA71E FH2 v

<3 2-5> o Zg Al A mpolE &

o
ol
>

0

=)

jus)
—
N
“
ne

o
)
12
[o
fru

O
rE'L

—_—

r1o

= =7 o
ofl Al X97M/Laroux, X97M/Divi, X97M/Sugar
= Extras, VCX, Compat
9= W97M/Mar.ker, W97M/Ethan, Win/Concept,
] WO97M/Melissa, W97M/Class, W97M/Groov
wlo] 2] 2 g9 ¥EQE Attach, ShapeMaster, Shift
A A 2~ Accessd, Detox, Jaring
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2001 5,052 2,198 1,661 777 242 89 92
% 100 43.41 32.88 15.38 4.78 1.72 1.82
2002 21,817 8,205 6,876 3,743 1,881 563 549
% 100 37.61 31.52 17.16 8.62 2.58 2.52
2003 30,150 10,187 11,185 5,437 2,277 725 339
% 100 33.79 37.1 18.03 7.55 2.4 1.12
2004 36,148 9,391 13,296 8,176 3,337 1,289 659
% 100 25.98 36.78 22.62 9.23 3.57 1.82
2005 37,828 8,630 13,982 9,026 4,135 1,461 594
% 100 22.81 36.96 23.86 10.93 3.86 1.57
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2002 21,817 6,763 6,598 2,876 283 2,129 425 2,753
% 100 31 30.24 13.18 1.3 9.76 1.9 12.62
2003 30,150 11,620 8,228 3,237 202 2,558 346 3,959
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2006 45,877 13,690 6,101 7,556 427 8,227 682 9,194
% 100 29.84 13.29 16.47 0.93 17.93 1.48 20.04
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Ak Az g He 2o
ol HFE WA FAbsk A
ﬂ(FlrSt) s %Xﬂ7]:ﬁ 73—0 9} @'%g%‘ﬁ/\]—_ﬂ

-8 F 2 3] (Concert) & &9 51 A
U AE71#3Y ARuF D FHAAE FE55t2 Y.
AL A=Y, A3AAE, AUsE, dsdEd, 2¥8dgSE Fol o

T2 7t R, A= “F7iAtel et HAIH"E F3 Aol B 2 (Cyber Terror)

o BEE 4T A% wuen v 2 oed (HEAER, | (HAALR,
CYAAA R, F 2 RAEE ARHed 4TS FAL n, TRFYLE
HAEYRTANE FRoHeld ANWA AL Bael A AFEWH
B s Fasa v
IO. 4+Ede] Abo] BIJLJE HHETHE)
1 OXEE BRN W

7. %W

e el AEUAY], SelelolEE R, ol F RS, BHAA B
oA, Sl A okl SlEdl FAEA W, AEUF AL, Apo] w2t

AZEEE AANFAZS, Abolv=ut JAEUlstYHe) B FF Fvf ol
e A8 T Un 2 AWARS} FEAAF Hok] #i HEEA
1986 ‘A FEALZ] 2 F&o] #3 H'(Computer Fraud and Abuse act), 1987
do] ‘7 FH B ok (Computer Security Act)S Al A3 a2, 19961 of] = Al o] 1
Hegsb0o 2y A= e ARFAANLES Basta HATH 29

150) Atol¥ El2fg]lE(cyber terrorism) HFE BAWEN FEHEE 7MFEA Alold F3HE 0]8-3t

=9 P& JE7)e o2, AFH FAEE o] g5t HF Fdoluy vizkr|#e] HE A" 3
9, FUigt Gl & SAAZ|AY 7 }E 9] “354 53-?4% “eLﬂUr vg 5 AR} AATA QAU
I 2o HAAA HFE S-S o gdo] dAstE I Q7] wiiZol Ab
ol Hlg L& Atoly gefgFo] X %9 *Hi"\% %% JT:VEV‘}i Fetal Aok AA Zol= A

™

w



ARBSAAZS AW s7] Ysted ‘F7FAH B 7] wkHE 58 (National Infrastructure
Protection Act)= A A3FaL olo o Aste] 1998 2¢€ 26¢ ‘[l x2HE

A E’(NIPC: National Infrastructure Protection Center)ZS W A] Z o},

SANRPELEAEE TAFARTRA B BYA E= g 37
o)t 9FA el Wol - WA - ABH - A3 24 WP B 5L 5
=]

g7l gk 7B o A VTS St ArEISD 19993 8= Fd
5ol oste] AHUEHPH A (Working Group on Unlawful Conduct
on the Internet)e] “FAd=o] WEAFHe] A3 Fto AHUAIE T} FAH o
p=2]
i=]

&0 thstol= &2kl ols B 5 (Child Online Protection Act), °o}%&

o dis AW E E#8F 9 (Zero-Tolerance Policy), 181 7] F4lH

£ A% 9 ¥ (Communication Decency Act) ol % tf-3He 2 A

Aol 1990del A xYoloA Hzx=2 2EF A4 HES AP o]

19930l oj22] ®= 5070 F¢F AfH|o} S™-F7MA] 2EHFANS T v
g =

wok AR A 184 Al 231929 v Al 17% 506(a)Fol o5t A #AEH
AE A o' F, 1997 JAHUMIZE gl EWEA 2 wjExE FX
st W89 AAAE=WAH(NET Act: No Electronic Theft Act of 1997)<
Bl 5ol FsAl BgEoe] Qor, olF o]&gt AR sFoy FEUH, 23, VY 59 T
@ B dolEolz 5 AR ASRS TR, w Ei ok B9 7E deuss gue B
g9 Foo] = Aoz erﬂ‘“»]?’— Aok HE T e Aty 1314 T8 FHS O5A 7139
2Eeel 43508 A4 $Ae-mal) WAAE WEste] 4 S0 AURE vl A4 S8
S © 4] Sl Cel Bef 5 Ao Sl de8 S A S A
Astol WESE A4 BAXE, © 54 199 B4 AFE T2ag] FOE 40F WA
E REo} REE POz el HolHE st Waskel oA B B JoIE A
A7IAY BAHYHE A PA| ]E =8 Z%logic bomb) Folt}k. AMA Z=oA= AlolH HElo] tiy]
shol ool AYL B ¢ A A9 A xRS TH ALAE 2 FEE AxTe] A 5 7

& 71 AR AlaEe] Bel tido] s JeH(uks ITgolAR).
151) ofxse, AtolufeleielFe] Aefel tha, 2253 AP AA i, GAA AT, 2000, p.21.
152) AR, A, p.153.
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ARt AAARTE Zsteta vk Aoy AR F dgu sl
st ml=2 19963 A A E 7 A 223k o] ] (Economic Espionage Act)oll 2] 3}
AL =, 2ol oatH g w™Eel tistole AWM A T AHE
(Uniform Trade Secret Act)oll A 2] =¢o] 9t}

A v oEE 2 2002 109 ZQbE vk d o], 2003 249 +4 B g
‘Aol v 37k HotS 93k =7bA (A National Strategy to Secure Cyberspace) <
FHatel 20029 11€ 2590 A FEJIRF(DHS)7F 57FE B RS
A& 22709 AT E T AYSE AW, vad 22 Ads AA @
thar Adwekar olth153)
n=te] AU FQ NS BEE] Y3 xZH AP A
T8 AR A" FA gt 97
T8 ARA 2 aFe dg 5 HA e g vz 71e g
Z1¢el e 7= A

@)

O

@)

O FAW, AYB L NHRE, G
Age g L Ao e
9]

O F7b ARG AAL A% HFAQ ola L A7)% AR Asto] B A

A% Awste] 2 sl AFAL £ L A4F A9

of RMIAE EF AbolwF3he] WeFE s D AlolwF3F B
AR Be Azgl @ Aol mek AW L Ak A 99 =
239 @ AIMF Bok 94 R WS 9 FAH ZRaY @ PR
Aol M B BeF B TR R FA Abo] W B3

H
FAEHE AL Aok E7, vE2 A 9, JAlE g, A

FTHOE AHHS
A v hY

AT 4T A=s Basjris BAE geka k1

153) F7HEY- AR, 12003 F7HAHEEWAL, | p.209.
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(1) USA PATRIOT Act
o/11Fl e AF A%HE dANGel vger] A FAY FHe HAAH o
H gygo=z =2 THR. 3162 USA PATRIOT Act; & AAAG. & W
o Auel Fyolt Aol AF ARTH, HARAAY Az, HelzA
¥

vdE 23T Ao w2 Sl ¥ M dold FRUV|H Ads

Huloly Foidsts ¥x3)o g doista, DCS1000(% % ‘7Y E o]’ (Carnivore))

sol o3 IPF4 T 75 AR (H, ALY 7I5S dAdA &)

“AbE ] Aol #-EE 5 A FAAA ISP7F M7 e FA4l

715(FA WEE 23S TAstE AS

A" st AJAE EYEEY] Hete] A A FH A7

WP 7| doll FAAAS gHT = Ud=F o

T WS ZASE WA B2 A A Bhcte] A Aa ATE FoEd o
o] 5 WhH-E 20059 129 31Y WEEH= AIHEFolqlth o] 20061 3¢
FAM 2] Vs A AY HEAR fES A "v= PATRIOT 744
2 2] 5o H(USA PATRIOT Improvement And Reauthorization Act of 2005
= SUFoEN ALY dFREY A 2F o] AFHAY o 3HH A

(2) =4 1WA (FISA)

1978 wl=r o)3l= o= HE B AR F52 HAHom ool 9w
ddol wig AaA FA AgE Fojste] =vhE S Askstaa TFISA
Foreign Interlligence Surveillance Act; & T A Z T o] 2 & v 23]+
FISAE %3] '9l5 % X (Foreign Intelligence)’ o W& %5 7 ¥ (Separate) 4
g (regal regime)= @A = A

A A AW (the Wiretap Statute) ; & 43k H3 7| #e] 34 FAE 9
AstA At oy FISAE =9 ul #HX(counter intelligence) FAME
Fetetz] fsko] rel= AR g v AR FHS gFEsta ATk

154) S/ R - ARFE, 12007 S/ EESWA | 2007.
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TS AR FAY ) & A AAA A = dis ARt qFEskl e,

1994 ol /WA HAA 'Hb(security) TAF} AAIE = A BHUFAE §
S5l FAS 2dekA Ao = 1998 ol = pen/trap W H S 3 &35k U
g0z JNAAT. 5 Hel oste] ALY 7] 2 (Business records)el] thdk
Ab 2R Y AHIEE Tt A H AT
(3) MBS ¢ &2 ALH(CALEA)
1986 IT 7l=9 2 A3 HZPA7|Ho] A4 FAS =) a3 ¥
#3 F5 AdAE F4%  Tthe Omnivus Crime Control and Safe Streets Act; =

MA skl AA % Al(electronic communications)?] W Yol olwld, dolg A%,
A gloww TS FUkste] oA Y. =3 F 9 A3ES NA S AR
=+ (oral) 2 A FAl Foll Ui AHS A HEA ddS g5517] o

pE

O

A,
A5 A= THFYE 99 $2 A9 (CALEA: Communications
Assistance for Law Enforcement Act), = Al A 3%

CALEAx FAEA S AF SAAAA FAAGAS] oF5 A st (A
103%) BAAE A= A= 87 A SAAAS JheskA ste 7I7E T

AAFR A ] Aw Fol AAslolel Frk. e WP A/ BE An] et gl A

—

Hl, A28 v %] Foll o] 54 3|A F AlEF & 87T 5 gtk T AR
J¥] 2~ (information services), AFd ™ (private network)¥} T AAF Al

(interconnection telecommunications)s Al ¥st= 8], A d E= AHH2 T2
A T8 &AM Al BAAYA 897 e et e dkal Sl

gt FA AFE A7 CALEA®] wE Av] 2~ Al 2 A] H S sk (decrypting) B+
A Exsts A v8L A9Y Z8= ok AR A103x (b) (3)

2W d53tE FAY BF dutrdgow A9l ofFrt floy s ARG Al A
Asd ozt Mujze i3 F4= H53E AdsfoF ot

20043 A F2 Y3 (FCC : Federal Communications Committee)= CALEA
1022 Al @)l A 715 A A A (telecommunications  carrier) & 74 &
o] VoIP ARl JAlEE A7 FAAG 2] Mool 28d + 9ol A

%9 %% A5 glrka o)A gk,

s

e
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FCCY fHslol we} =go] Ud7]|= o} 200513 8% =3 FCC order
(FCC 05-153 First Report and Order and Further Notice of Proposed
Rulemaking)oll A o] & W A|star @A oo gt 7|&xFtS 2Adskar ).
FHoles FA BrRed= EUl <% A H| Z(wireless broadband internet
access service)™= A X A H] 2~ (Information Service)= 7t 3sto] CALEA®S] A&
ol obds WA=

(4) HFEA7] 2 FA o] g w3 H(CFAA)

"AFEHA 2 Aol g #e H(CFAA : Computer Fraud and Abuse
Act of 1986(1994 7§17), 18 U.S.C §1030), <& wl= AF7]¢o] &Fstar YA
U AR o7 AMEEE AFEA AFE AR 1oF H
ZH =7 kR E 7Fgtetr] el A=A, CFAAT 712 A (confidentiality),

T A A (integrity), 7F-&4 (availability)S R A3s7] 9l&] ol FHES EH Y
A= A FA8kaL Ao

- Ao ® FAWA gAY

[e) 2~ =] = o
TS T A5

01)4
L
oL
Ho
et
SE
2
e

Huo] ool ssol B

- 34 BAL $9 WAS Hold Fuel A @9
1 <

- m Ao
- wAANAY 7 HAE A A gH6] AT AR HFHA &
AE op7lAL, ol & Putate A9

CFAACl meh Byso= Aud g2dte e Fuafelony)= 4o Teh.

T 25718 2 34 7] Baosta e 575 e AR

eMAoR Haskes A B3 FRFE AT
v R

daolldes HZ 5o FFctL e Atolw A W&yl flsto] AR



Mzbo]l Folst= divtR wad@dIE AAsa, 2001d
CSSA(Computing Services & Software Association), %1 &H]ZY
H =2 2 @ (National Hi-Tech Crime Unit: NHTCU)©¢] #o]ste] SAINT (Security
Alliance for the Internet and New Technology)gts Hotwha S =g o), w3
ol Mg Dos 40 Wk %27k Fobrtal e 7hed ol & A A3 A
A [ero] mpEE ol Al @ol GwmolAde 1990d AAT AHFH LW
(Computer Misuse Act: CMA)S 7NA st ol& Hsta Yt} 7|E CMAE
Ao R HFYH A"l s7bEA g HIsi A, dE

=

I

glo] Alz=dlel HstAY, s7F gle]l AFH Ed& WA=
A2 A g Ho] vt Z1ely DosE Al=Este AES AFE HAEA
S7PE A g2 FAI S o] detA ¥ AYAYA Vles FAdsiAY EHskes 7
T2 7] wWEel el AEHA Gevs $E7b AT S v 23
TdAE va G delguo] 2 td R E et de Zeo] &

oty =S 1996l mtEE FHATY dHolEMol2RTAF e FAS =
W A 7171 flsko] 1997 dlo] g o] 2o ek Azkd B Aol g
7+ A (The Copyright and Right in Database Regulations)& #]7 &1 d] o] €] 1
o]z el ol thato] gFAlsta Ak, L Qe Atolw{ o] thE i3
TEA SR, AR, =0 9 55, AEEAY, AR, dHolHR I

- ’

FEEaAysel o

(1) =AAe+AH

Fz AL g7 A B (RIPA: Regulation of Investigatory Powers Act 2000, &
FAGA He HEY. TR QAHUoY HAFHIE Ve wHo=R

Aol =dE Mom, dwtde EUHESEHY] AR Vles 7Ivte s sk 9t

1

" FE A AL (Computer Misuse Act 1990), & HFE Al ="l 14
AHEE AEekr] g Aol HE T stuE AFE AR A Fo H
ojuf MAS Wi FHE RAYE FEHI R FERAF Y] F5E WA

155) T7HAE Y- ARG, 12003 F7HAHEEWA, | p.220.
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A2} AAMHFAY o] F o 200 d0] ATe Fo| ARBANNA] WA PFY

W Ao M, A AAsE vt ag @ Aol
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202cx)olth, o] FAEL BT AF IT Hebs RIEHo = &3 vt 53] IT
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oA @& olyAES ® A o]t} 160)
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157) 7184401 A7FgAARRro] Ko HIT ¢ JEF AT dodS Ittt WE dolg, A|~d"
EE UEYIA Y] HIBAE rlsitt

158) 744 AuIt o4 A7pgAtatel] osjArt dd ¢ Qs FAT JadS gl

159) 4RI} s7bd BArL o= o wf o] 8E g < 23

160) Groseling/Hofinger, MMR 2007, S, 549.

161) Zweites Gesetz zur Bekimpfung der Wirtschaftskriminalitat (2. WiKG) v. 15.6.1986, BGBL. I, S.
721. o] MNA HEAdE AFE AP FHY T4 vlolHe] AxHE 23] Qi) old sl 4
Mgt W82 Tiedemann, JZ 1986, S. 865 ff. #x. YHAl] thsfA+= Mohrenschlager, wistra
1986, S. 128, 129f. 3=,

162) Groseling/Hofinger, MMR 2007, S, 549.
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Zefzmo] QlojA Hzxe AHHESo I WES 19789 1¥€d AAHE TAHR
71, g 2 RIS Aol w3 MECEET8-175), otk 1979d 7TH ol =
"HAAAR HE Aol #FF HEMIETE-T535), o] AA AT, o] & ol
IFg2x= TEU "ol % A3 (Directive 1995/46/EC); ©] Al A = 7] o] A ¥
WEo] AlgHa lti6d

(1) ICT FA B9

'ICT #4339, (Law No. 1988-19 of 5 January 1998 regarding ICT fraud)

- Zepzo] QoA Hxo HFEWE Aol w3 R E ot
(2) AbolmH = stol thgh AP 2o A5

TAbel Ml E K Ehel oidk Al EA 9] A8 (Law No. 2004-204 of 3 March
2004 adaption the organization of justice to evolutions in crime)< XA A Ak
Heafol sl FAF AEFAS A3 Rojth. FAHoRE AAAANA T A

9 A8 oz dx g

ol B

Aol EA ITHES "% AuE VEND A5 F4 7|29 AT
2, 20008 HE Al 1445), ot & WHELS 1E ARFA UESA ALY
Aol B AAL AGn FPAoR FAdE AL FEZ Fu glow

163) T/ EA-A B E4

5 2003 = 7F4HE WA, | p.223.
164) =7 R A-A RS

2007 7M. RSHA] | p.340.
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a7o) solel e o galsl Aa) 40009 AE AFE &AL FA

o® St THoldad FYRARY, B ANHn JAFADE solea

WA ARo R sto] (tolHAMA AN, 2 AAFAG solEa W)
BAEE 6001 AFHAEE FALNO T} gom Fasiol
BE A5, O AEA FAAL L Abeln] Fhel U@ 4N AABF

AAE FES BF Fol 9lrhieo)

Areleg Aol T3yl A% AR AWe 19879 wEE YrPyel A
Ao oo, o Aol ostel AFH FHLAlGL T F Yt
FANEA, AVH, AFEAHA, 5o Hg w2
ARA ARA 53 AR B S s
el e Aol oJske] AFE wx ARHUY Aol o3, 599 Fut
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165) e, “Alolmz]zeF &S 918k L] APy A A7, TP AT 195, 2006. 3. p.385.
166) http://cyber.copsclub.net/ #+Z.
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=
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2. #Be SLEB N

Aolu M= AFE G o]F QAATFE VEAZ BAW 23o] ArkE ofy

Aol HE WMAR FAF ] o9 AP HWHPYES AAF
AL e vE, 95, 48 T8 HEY ol FvtedAE mFH FAbe
Aoz Feso] glvh wekA Atel¥HAE Fetel= A= ol
HA G 7y HAQAJAEY FARXHFEAE T

NgE A gk g aeld Fote] AAsE A 58 o] &3le] HMAHES g
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T IR A s Hol AF WA Frbst dent A AA A= oY 7hA
o g Aol o] thale] e =S y]ola vk a2 o HdE A}
W= 20l IT ¥ ANk EA4o 5% 4 X3 =7EF giEEoltt
of 714 Al A 527 =0l thEk Atolw o] WHAS WHALEE Lotz 3T} 168)
(1) #+24 H="3 =7H9)
%3 Czech Republic, @& o] Ao}, Za = ~#Q, o= dulza, Ay, Babd,
(2) }H37F Hol A F2 = 7HE3)
dutyol, T2 E7kg ok, Burundi, 4k, =WIY7E ol RE, 9 A, Ik )
Hlof, g 7he], ofolgw =, ot olHy, aE2d JhAE AR BEHo} fhkE,
Lesotho, =&, %1}, 223, wAA= Yrtera, volAgol, =24 o], Fu}
Yol, dotx el g}, sk, WlEY, fraseknlol, ol FupBE 9.
(3) FAA == WH3} 45 =57H10)
2EZg ol Ay} o 2EYol Q% & Mauritius, @15, 7], 283, 7=,
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)
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168) McConnell linternational LLC, "Cyber Crime and Punishment? - Archaic Laws Threaten Global
Information". 2000. http://mcconnellinternational.com/services/cybercrime.htm <2005. 9. 26.> 3+=.
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2k o) o) o)
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vl 0 1) 0
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- A2 A & (Data Interception) : A&7 2] A3

- 25 7% (Data Modification) : A& 2] W 7 (Alteration), 33 (destruction), 2} (deletion)

- A& 4% (Data Theft) : A& 2] EA}(copying data)

- U ES Z A3 (Network Interference)th& Al#e] H&E wast= 39 (Impeding or preventing
access), IEY A Hsal= AHl2 A¥-(distributed denial of service:DDOS) &2 2 21 YlA
2 AFAu gArtolEo) i gk 3Rsts @ik

- YEYA 337 (Network Sabotage) : WEHIY A"l W7 = I3 (Modification or
destruction)

- A3 H <& (Unauthorized Access) @ Al2®lolu} g o H&el7] Y3 17 == A7)

- wlo] 8 &~ f-E(Virus Dissemination) @ Al =8lojy 285 E£43tE LAZEY 09 {4

- Aol W z/WAHAiding and Abetting) : Alol W F o] A o] 7lFIEE I H S

- AFE #4A ¢ =(Computer-Related Forgery) : 217838 Z 3 ¢ (as authentic) ®.o]7] $3 A=
H 7 (Alteration)

- A9 #>¥A7] (Computer-Related) @ F4 ¢ AMES T3l AAA o]d&

A= 9] W7 (Alteration)
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International Trade Law : UNCITRAL) M= AAAAZ AF 2
of AaAdAN 2 AdAAHA #F A= YUEF A, AAAH
s AWTtel=E AA o ZFs Fd& i glon, 2001. 6. 25. FEH 7. 13.
7} vl el (Vienna)oll A 7§ 3 ¥ UNCITRAL Al 342k A 3] o] o Al = A} A]

CEEEE R ERLER L RS

ta
n@
h

d

. #EEEW BB (OECD)

OECDx AR EAIW tg teg el 4oz vxetr] 93] 2002.
8 7. 'ABA 2RI YELAS] BEE 93 OECD 7tol=egid-AHH T F3}
£ 3o’ (OECD Guidelines for the Security of Information Systems and
Networks—-Towards A Culture of Security)S 344 o & d3x% 3t}

MAE 7hol=gkele 1992 Hx= SR FHAA K % 7}ol = ¢l (OECD
Guidelines for the Security of Information Systems)S 43 Ao 2 w3
BEAI 2" ALdE dolA AAAEAIY REE FAAY AHEITEIY
(culture of security)®] @A TS =Es= A7MA HEZ kol 1o, o] 9

AAE Y] <24 (awareness), # 9 (responsibility), ™ < (response), 2 (ethic),

d

1 55 9] (democracy), ¥ ¥ 7Hrisk assessment), 3 B W & A9} o] & (security

design and implementation)2] 97 R ot 2 & A Al Q). o] 7po] =gkl

TAFAGol 2t v WA FEHEHL gloy OECD 3|d=E529 AHES v
A

TE AU} AT S0 BEE e ANNE FES MGsy gkl

o
7

T 7tol =gl e ARA~HY YEYASZ HEsHY] e FsHoew 2E 3}
o] 2} (participants)E Alolol A AHHBHIFEIHE =Hsle] BE FHozxEo] A

Aun el g AN A% AN, Rz GF AP FE,

172) 7RG AR FAIE 12003 7R ESMA, | p.191, p.272.
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TRH4AHA HAA 9omg HA Ao A s}

. APEC

APEC-TEL(Asia-Pacific Economic Cooperation Telecommunication and
Information Working Group)< 1990. 5. APEC 2932 3] 2] (Senior Official
Meeting : SOM) ZA ol we} FA HAom HA| 3ot 4709 A~aw39 2
g SEAolgret ¥ Any 2 JagS A6k v APECAA = AR
SAEoE 7o - FAARE, AL 25 A, of-®H ARFA A=z}
(APOID 752 &% of - Bl AR3F AFS(APIS) +dS &l AAd7Ade] =
A, AR A 5o olmE FHHSA =29 vt 53 APEC TEL
o] Hl=z=y 2~ Y9&3t 15 (Business Facilitatation Steering Group : BFSG) 4t
sho] AR A F 1 F(E-Security Task Group : ESTG)S &8 &l 2
FEHAtelH A 3% T AREY & - dgol g dSHeS =96t o

& ESTGE Atolmzlel o thoat 7|0k Bo daAqgeds 2 HH

Ho7lee] B3 ol Wal w=olsta vk, APEC-TEL®] =923} &
AtE S APEC ARSI A3 oot vid Aol 73 %= A3 ool Badn

2002 59 2099 %-H 5¥ 30U7HA A T Aetolol A A5A APECH H-§ 4
3] 2] (The 5th APEC Ministerial Meeting on Telecommunications and
Information Industry : TELMIN5)7} 7H& & Ath. APEC A H F21433] o=
APEC 3= It ARFA ofoll Ao Fo - Fxo 73t B 7EsYdHds F
 dFTHAE =Ry ko] syt Akl wEk FAHE AomA 1A
o= A9 5¥)el A, 22 3] o= S (96 9€)ol A, 3xF 3= ATt
F2(98d 6€)oll A, 42+ 3] o= #WA (2000 5E)el A JHEE uE Q.

TELMIN 5+ ‘&% 2d& X877 93 gAE 7139 &8 (Leveraging
Digital Opportunities to promote Common Development)’'o]&t= FA = 2170
APEC3| =9 Z - Aak5 ] Eeto] G wzk T4 A4 A 3 A4 g%
400098 o] F7bete] ARG AAI A FA, ARES B YEHAL B, <l
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G5 FA8oF & HAleS AASL 2 Ay b ARz 5, A
T4 2 ARG AGA, ARESY X ARAANAN T& Fo FAR
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2717 (World Intellectual Property Organization @ WIPO)ol A &= Z¢keo] A
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of M= v 1,00001F 2] A= wholgf 7t yEhya Atk S0l € H
< vfol 29 ¥ALE Y, Awd, EgstHe FHSs W da, AGHHE
o] &sto] M= HAF voly a2k ALHHor YuY Ve T

HZol= AU o] YEtYHEA d AAL PCy #4S &3 Unt o= <l
= dd= v=2A dAAS, sk a Atk o]

el daket o I & WAskaL, ¢HE wlolglx #w¥VE B AKE ¥ Fot
A FAARJ]D @™ol v HaskA HAa, olet L ¥Eo H =
As FHAGAE 1919 4 =7tE TALE 2670=9] IPdo=m FAE
EICAR(European Institute for Computer Antivirus Research)®} VB(Virus
Bulletin)7} A g%l o o}alolo= AVAR(Association of anti Virus Asia

Researchers)7} A # ¥ o] &5 Fol St}

o

N
=

Of

2. AbolBIMLIE BUHH BRI Y
od ARE AFPAES A7) A FAAA =
AT FTUWA BT AL FARE FAL AW WA 2AE KY

o= Qgivh b ol Aal Sl Abol MW A WA £ oF(o] 5 Aol W H A

7}, Abol Wl H A WX = (ETS-Nummer 185)
Abol B H WA 2 of7) 2 A5 E B QEul o g Hxo mAXzFoRA

20044 7TRIAHE WEHACHID o zoe F /4X BAL A g,

174) 9ts]3, “Alolz | xeke] wra el b o ulgi, "AEUHEE, #235(2004.5), HHFH-
65-118 #=.

175) Aoz x| 220k F 2o XAl AFEHAYYZTFoZ At 20019 649 229 FHolAkg]
A507} FAPHH L3l 4] 1%—0% ek, 2001 11€ 8Y Zrs9lYsle] +91S wol, 2001 11€
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A5 (AR A3Z), o E N (R Adx), A 2d 53 (A52),
§ WAG6R), B4, AFHBAYAZA FFEBA 92T 2
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A (A132)7HA = A skar 3k

239 g7l FopuAEd A ZFAEATE AAE T 2004 3€18Y gFololr) 1Egtoma 3704
d Fd 7¢ 195 ZaFEdh 215mEdTd vjT Eeho] ojn] QAFES AA dEo] I}
o}, ¢lEske] wadE Yyt @ GulloH2004), o}2HUoK2007), HAUolk s 24 1 oK2006), B}
ZJoH(2005), @ntol=(2005), PFAIE=YoK2005), ol 2~EH=(2004), FH=(2007), ZH2~(2006), oL
A=(2007), AZ0}EJoH2004), #ET=(2007), BlFoloH2004), WE&E=(2007), =29°](2006),
FrloH2004), £EHLoH2005), $-A2telvH2006), 3 712](2004), A Z71(2005), 7]=(2007).

B zokS XS FHHI|(CE @ Council of Europe)e F5A9S Eakalo], da] 437)=0] 7143
A e FA|7|FEolH, 1808t HA= v} I7Rzke] 2o A& Fate], ARE nREtA
AT Fobol F49] 7S AAstn Atk 1 FHH )} Alo|HR o] gk FAA 5349
JoAs A48k, 19974 24, ZAELds(FHEelge HuoadA 7] Aol ostd, PR
AFHALS(CDPC = FAREA] e 5913 7P Ao T4FE gl AFEHAAEL
7}3)18HPC-CY : Committee of Experts on Crime in Cyberspace)S AA|a}a, 2ok 7|% &L 7
AlBIATE Bl Ayt otz el d 2 Fo] FAH(Observer) 2 371slo] Zokehs 2 3TE T4
ZYT AlolEzte] BAS 1Bt A - AR e - AR 5, 4] ZIEHAS 2E&dte
o] FolakA]= gkgkont, 2001 9€ 1949 Zsuig]slgoA] Adgteld ol23, 119 8Y Z&Y
slo|A] Ae=och a3 Z2 & 23U $lA] AFE A Po] BE GTAES X388 307172 A
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B 2ok ZEFAANE g ode] FHlolA oA YaTbs sttt
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& FEE ), T T o] §/hEH Aol BAHA bR A @3

!
A Fx A 4854 ¥ 498 402 5 dvn F4%n Uk

U, ARA 2" FA g 7|2 ZAAITI(ABL EU Nr. L 69 S. 67)17
S@ATLe 20054 2Y 249 ‘AHRA|2E] FA tE 7|2 AA19L T},
A% A= Al AR AMF oA HFEIMEAT &
2% ARG VRAIA Y] FRE 9 BE 2RSS drekA H A0
FHAY oA VEAALS FHAAI Y Akl AT F f7 9]
A3 = oju] 20029 49 19¥€ AF LAY Fx = A3
E4 Aoldy} REHE B4y 9 /| ERAFS Aok
T3 §9993 = 200049

o
&
FHAT el AAFPY xste A HAFAS AT 7124 Ed

3

177) 712ZA%(Rahmenbeschluss)ol& AT 2F A29U1A] #4230
ARZA] QelA AE F AR Fxol ial] Felate] Ulgls AAS Cekt

178) ol°ll gk iz E vkeq, Sdol Aol Alelwia] o] PAPEA o3l &3 A T3, AT
£ A1353(2006.5), W4, 75-77H =z

179) Rahmenbeschluss 2005/222/J1 des Rates iiber Angriffe auf Informationssysteme v. 24. 2.
2005, ABL EG Nr. L 69 v. 16. 3. 2005, S. 67. 712ZA | th3+ 443+ =2 2= Bier, DuD 2005,
473 ff.; Gercke, CR 2005, 468 ff. 3=,

180) 712 AR} ZdoAe] 8 2 U] A D aAo] siAE= Gercke, CR 2005, 468 ff. .

181) KOM 2002 173 - 2002/0086(CNS).
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Azope MNP AE Aol HEH A FHe FAH FRE
melstn gk 7 gl QelME Rolgol vk meFe EAARE Y
AAGY B oY, AAE L FANEITE FAE FA FARD YR

182) 7124 9] Aol tgt JAst Hd8-2 Sanchez-Hermosilla, CR 2003, 778.
183) /Aol = HRAIZ~H, AFEdolE, Hel, FAg 59 sido]l Aojxof Qi)
184) vzl =m o= oo AWt Z7tRE v=, Ayl &, dolggzolt).

185) oldl thalAl= Gercke, CR 2004, 782 ff.; ders., MMR 2004, 728 ff. 3=,
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