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ABSTRACT

Certification Protocol Improvement for Networked

Electronic Commerce

Kim, Sang-Eun
Advisor: Prof. Han, Seung-Jo, Ph.D.
Department of Information & Communications,

Graduate School of Chosun University

In 21st century, only the society having the information can have competitive
power. In this "Information Era”, with rapid growth of use of Internet, the
individual privacy and the personal information are becoming a major issue.

The method of payment is an important factor to success the commerce
using the Internet. One of them is an electronic cash (e-cash) that has all
characteristics of traditional commodity cash and ensures security for all
transactions. Accordingly, an Internet billing system based on electronic cash is
expected as the safe and efficient paying method in future e-commerce.

Though various services for the e-commerce on the Internet are being used,

there is still lacking measures for ensuring the essential certification, the

-V -



security for the purchase and payment processes and the protection against
information threats that may be happened in various types of transactions
through the e-commerce. Accordingly, the researches into the electronic
payment system are needed to guarantee the confidence and the service
maintenance for protecting information.

Due to the fact that the e-cash can provide several merits including
convenience, security and simplicity for an user and curtailment of cost such as
marketing management expenses for a member store, the paying method with
an e-cash also has lots of problems such as an individual information leakage
and illegal use that should be solved in accordance with the demands of users
because of the specificity of data being used in the network.

In this paper, we propose an electronic payment protocol with a
network-type e-cash based on Public Key Infrastructure (PKI). The proposed
protocol overcomes the problem of NetBill which deals with only contents and
can’'t ensure anonymity. It also prevents illegal copy and distribution and
insures the greatest safety by means of giving a certificating number to the
digital contents offered on the on-line.

The operation is based on an FE-mail sending program that has a
distinguished security, PGP. The technique about certification and security is
designed using Public Key Infrastructure. And the protocol is embodied in order
to guarantee all kinds of the safeties, the efficiencies and the trusts on the
threatening elements and the demands of the electronic payment protocol in the

greatest degree.
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CDE426128583B897EAF61 ASE3ABBODSD3AFACE552F1 D2659C2F5976E5749ABA61 063005DC42252A4
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TFC8E12ACESAB8311A71F8DOCEC2CDDOCOASOF3E84A24A63F1COA05SDCO3C0197D3C1E29ABOCFE3C3
3B751D3903208F 7DC5C6645CFA4982F321027C0C62924529B23308861 A2AFB3186BFBBE210B73100
69A785E1 E36CCFFBFES3CODDO6 7FCF2099E6ASFBA17D1 ABFCEASA4BO 1 E76EFED37ES1 796D9880202
B73CD23573851121FA307EEFEC41BOED9860718721EOOEAEEGBBS94ACBBB211F84280B4B4ES52888
A40DD280EAE679A60D2A5858D5 73EDFB3AZ2FO 73EAEOOEF68506A714B52B150E8784F2C52450ED3D9
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- - - - - B E G I N
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1. X4 E A4

££fa3f£7c6deaedd27343127ebbb81bel

2. 9593 A

££fa3f£7c6deaedd27343127ebbb81bel

3. 1+2 A%
f£fd3f£7c6deaedd27343127ebbb81bel%information%7%2007-11-20%20:24:02

4. Hash #%< 4vi#A9 Ad7=2 $z3
135D102A6C6103218694F2BDD4B484CB36BF18959198EEDDSACAF3EOB27ECD5352A15629A122B19B
2B105BC8B634A632777361BD01037EQES2254958DBFBCD79126CF6D597E3BBO923C8B16BC461BC34
CF5934BFASC2361D499935DF 766991 A6424B3FCES93FB2197ACEQ7AE1 FASE9S52AA771 ASFBOOFBSGE
13DCBF53746531EC

5 4+QFA+AF LAAZE
135D102A6C6103218694F2BDD4B484CB36BF18959198EEDDSACAF3EOB27ECD5352A15629A122B19B
2B105BC8B634A632777361BD01037EQES2254958DBFBCD79126CF6D597E3BBO923C8B16BC461BC34
CF5934BFASC2361D499935DF 766991 A6424B3FCES93FB2197ACEQ7AE1 FASE9S52AA771 ASFBOOFBSGE
13DCBF53746531EC%————-BEGIN CERTIFICATE-——MGgwVKADAGECAgAWDQYJKoZIhveNAQEEBQAA
ADAEFwAXAAAAMDIWDQY JKoZIhvcNAQEBBQADIQDt7Y46enbOcVmK5nwXv/FLBDIXDjfnuDWazEpw7wED
rzANBgkghk iGOwOBAQQFAAMBAA==————- END CERTIFICATE-—--- %20071120203020™
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6. 55 THiA FANNE dE 3}

21D4D92008A59CASF88C2AEA2CA9635945831B92163DESDASSAFCB1BEGEESSEAZ 7DC51FCEDO32C56
678276B6580F557DECOEOCA58630262DEACIFFCD5F68821 DAGEASBOD37585B2C31B7F8D05F923D33
DDOF960A971C5D11494E2BD86707A2BC7CF36BB1C1961 D88ES43A445991B8E94850A5845FF1F9521
BCACGEGZ2FBOATEGDS56B3721 A52403DD27FSFOBIBCBOBF0929F8AGFFC6183460C117FB70092E5519
47C1790600D6F86EFFEF66AESE137723D1B2D0037867F432AB6CEA303ESDAE 7B3CA30F 7308CDBATE
65BD1A3D5ABI8835CC1618A7AC52969C40B2C49A7945BADS50BF ADC7F3DODE31F40078FEOFD32198
B6A95474186A5E1 7TFB2E2369978F1AC451 FC7BE9ODOAZ4 7868BC5A0445FOBIESAEA2C1A73384376E
AED1E4ES8DD86601B3B255AFDAEGA6DASA37TDAA3DE4154968ADAAC01F 752F2FC42884895724273643
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