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Notation Description
AMP Authentication via Memorable Password
AODV Ad-hoc On-demand Distance Vector

AP Access Point
ARP Address Resolution Protocol
CA Certificate Authority
CBR Constant Bit Rate
DES Data Encryption Standard
DH Diffie Hellman
DN Destination Node
DLP Discrete Logarithm Problem
DOS Denial of Service
DSDV Destination Sequenced Distance Vector
DSR Dynamic Source Routing
EKE Encrypted Key Exchange
EtoE End to End
IA Interface Address
IEEE Institute of Electrical and Electronics Engineers
IETF Internet Engineering Task Force
LHAP Lightweight Hop-by-Hop Authentication Protocol
LL Link Layer
MAC Message Authentication Code
MAC Media Access Control
MANET | Mobile Ad-hoc Networks
MD Message Digest
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Notation Description
MN Mobile Node
NN Neighbor Node
OLSR Optimized Link State Routing
OTecl Object Tool Command Language
OTP One Time Password
PFS Perfect Forward Secrecy
PIN Personal Identification Number
PKG Private Key Generator
PKI Public Key Infrastructure
RERR Route Error
RFC Request For Comments
RREP Route Reply
RREQ Route Request
SHA Secure Hash Algorithm
SN Source Node
SPEKE Secure Password Exponential Key Exchange
SRP Secure Remote Password
TBRPF | Topology Dissemination Based on Reverse-Path Forwarding
TCL Tool Command Language
TDMA Time Division Multiple Access
UMTS Universal Mobile Telecommunication System
WG Working Group
WLAN Wireless Local Area Network
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ABSTRACT

A Robust OTP-EKE Authentication Scheme
in MANET Environments

Lee, Cheol-seung
Advisor : Prof., Lee Joon, Ph. D.
Department of Computer Engineering

Graduate School of Chosun University

Recently demands in construction of the stand-alone networks and
interconnection between convergence devices have led an increase in research on
IETF MANET working group, Bluetooth, and HomeRF working group and much
attention has been paid to the application of MANET as a Ubiquitous network
which is growing fast.

With performance both as hosts and routers, easy network configuration, and fast
response, mobile nodes participating in MANET are suitable for Embedded
computing, but have vulnerable points, such as lack of network scalability and
dynamic network topology due to mobility, passive attacks, active attacks, which
make continuous security service impossible. MANET has no fixed infrastructure
and lack of CA leads to mobile nodes cooperative key distribution and key
management, resulting in higher risk of attack by malicious nodes.

Authentication of mobile nodes in IETF MANET working group using Threshold
encryption authentication technique, LHAP  authentication technique, PKI

authentication technique, and One Time Password authentication technique is
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available but research is conducted on it on the assumption that it is safe. So,
routing security and authentication are not perfect. For perfect MANET setting,
very reliable authentication is required which can guarantee security and efficiency
through secure routing.

This study analyzes MANET authentication techniques to solve security
vulnerabilities and suggests a very reliable OTP-EKE authentication technique
providing authentication, confidentiality, integrity, availability and non-repudiation
service. OTP-EKE authentication technique consists of routing for securing safe
communication path, and verification and Kkey exchange for source node
authentication. In routing, hashed AODV 1is used to protect from counterfeiting
messages by malicious nodes in the course of path finding and setting, and
disguising misrouted messages as different mobile nodes and inputting them into
the network. In verification and key exchange, EtoE session keys are set and safe
exchange of session keys are performed through encryption as a verifier of the
hashed password for safe packet transmission and data encryption using OTP
S/key authentication technique and DH-EKE to verify source node’s possession of
the password.

The Linux-based NS2 simulator is used for testing the OTP-EKE authentication
technique. Stability and efficiency are measured through comparing the
authentication mechanisms using OTP S/Key authentication technique performing
the AODV routing, DH-EKE authentication technique performing the H(AODV)
routing, and the proposed OTP-EKE authentication mechanism.

The result shows that routing messages are protected from counterfeiting and
routing may be secured against impersonation and eavesdropping. Security can be
achieved against a replay attack, a man-in-the-middle attack, password guessing,
Denning-sacco, and a Stolen-verifier attack. For determining efficiency exponent
operation, packet delivery fraction and routing overhead are measured. The numbers

of message transmission, encryption, and exponent operation are lowered by one

_ix_



respectively than those of DH-EKE authentication technique. Packet transmission
rate can be said to be effective because existing AODV routing protocols and
approximate packet transmission rate after 400 seconds are achieved. Measurement
of routing overhead shows increase in overhead for path search, resulting from no
intervention of malicious nodes. With man-in-the-middle attacks by malicious
nodes, the proposed authentication can be more effective than the current
mechanism because of the decrease in the routing overhead. Therefore, OTP-EKE
authentication mechanism can be said to be a very reliable authentication technique

with enhanced security and efficiency.
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|A : Interface Address
RID : Router Identifier
SN : Source Node

DN : Destination Node
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Fig. 1. Stand-alone Structure of MANET
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Type = 2 fIRREP

Hop Count = 1 //Destination Node

Hop Count = Destination Hop + 1 //Intermediate Node

Destination IP Address

Destination Sequence Number = last Destination Sequence Number + 1 //Destination Node
Destination Sequence Number = last Destination Sequence Number //Intermediate Node
Source IP Address

Lifetime = Routing Effective Time

¢ 4. RREP #2247
Fig. 4. RREP Routing Setting
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SN : Source Node

DN : Destination Node
NN : Neighbor Node (::>"mjﬂ3§9“¢(::)
o “'.

RREQ.~"

RREE -
... RRER RREQ

RREG ™., i
@ RREQ : Route Request

RREP : Route Reply
RRER : Route Error

a9 5. AODV #@48® Z2eF
Fig. 5. AODV Routing Protocol
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Modify ‘ Eavesdropping J

Fabricate

Replay

Drop

149 6. MANET 324 /9%
Fig. 6. MANET Attack Pattern
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PKI Authentication I

-

1

Threshold SignatureJ [Time Synchronous}—

%

Fully Distributed
Threshold CA

-

[Challenge Response

L

Threshold PKG based on ID -—
. vy

PKI : Public Key Infrastructure

g OTP : One Time Password
Self Issued Certificates PKG : Private Key Generator

e >y

a9 7. MANET #7429 AdF7H
Fig. 7. Authentication Technique in MANET Environment
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ME B oY 28% & gk ARE D Qo] AFEY AF/W, A=
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Signer Verifier

Message (8bit) : 0100 1110 Public key : y,...y,
Message + OTP [0100 1110 + OTP“

] T

Message (11bit) : 0100 1110 ;00 0100 11ﬁ)_0 Compare
5 567 9 Verification orp
Private key : x,, Xz, X5, X7, Xg (OTP) X, X5, Xg, X7, Xg ( )
Public key : y,...y, y, = H(x,)
Y5 = H(X;)
¥z = HOG) ¥g = H(xp)
Vs = HOXe) ¥, = H(x)
¥s = HiXp) Yo = H(Xg)
y; = H(x;)
Yo = H(xg) OTP : One Time Password

a4 8 OTPY <
Fig. 8 Example of OTP
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1-1. 4583 HATSF

ANFsE gEs AMun we Sx9 doge ¥

A4e Azs, A @D
ol B ANFE 702 AAE AL WESN 1 e FEHF 54 1}
Bl o

Hix)) = Hixz) (2.1)

A= 2 99 o] MIAA S AAT AV]e MHE G E oA mA]
A HgolA2ES AATH. MMER Yozl MAAE $dd £F T XOr At

o

L Ek '—“@—b Ek —»@—b
H, H,

Hl :EK(MI)

Hz :EK(M2®H1)

H3 :EK(Ma@Hz)

HK _ EK(MK @)HK—I) M : Message

E : Encryption Block
HAM)=E (M, ®M,®.. @M, ®H,)  Ex:Encryption Key

"9, sA e

Fig. 9. Hash Function
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dolg F24 A9 OTPE &3 AT/l s BE A7 A= dx
Snefru, N-HASH, MD4, MD5, SHA% 0] Ab-&5 1 gt}

MD5[42]= MD4E 7NA3s Ao= mE HE9 LT EJ)]
PHoZRE A (22)5 ol§d 5I2VE 59 FHFT A g 1280 E WA A t}o]

AES AT

A B+ (A + @B C D)+ X/ + T/i)) <<< 5) (2.2)

¥ 1. MD5 ®j7j¥ <
Table 1. Parameters in MD5

o 7} R W&
A B, ¢ D MD5 H¥, @A we} Fold M2 Hof &

& AT £ G AL Fe sty

<<< s s HEo o3 320 E wi7/lAF &3 3 AZE

X%/ WAl 2] 2] 5120 E B2 Zo| A A 320 E

771/ g 7oA MAA 32 E

+ 2% g4

MD5%= OTPE o83 A7 dzstd == Aol AREH 1 inversion,
collision, forgerys 37F#] gk wrojFo] 9lojol o}, inversion= To1% Al F
O Z2RHEH WARAE doldl= Aol collision= T/ oo AMZ & WA A7 2
A e 2t Aotk 1Ela forgery B 7ol Wid A4 §lo] MACS 4b&E3}
Aolth, OTPE ©] 43 AZ7IHelA MD5E IEEE 802.119] 4 tjufo]x 9150
Tow AEHI dow fAFFE o] & dustE 2= A o= MANET

el AEA e OTP AsAAE +4F 4 Ut

Borle e

ot
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1-2. A&7 AW

MANET 2749 Alzts7] A5 7I1W[43] v w71 d420 OTPE A4 st
7] 91ete] G QaeF3 648 E =)o) w7 F Qs

% 102 o] Zb7be] MNelAl= S5A T 7171 2959 SN %538 =3 DN
°] Key_DBell A&#th SNe| 48 Au|2=F w7]9 s DNl A wAA] AES A =35
W, DN 4719 &A= o]Fo]zxl MNe Adws P/NI A7re] Z7|3 S 648 E H|
Ao 2§ F dFAN dagEs T 6719 £AR o] FoyR d4E Key_DB
of A7 gktt,

SN2 B2 ¢tol A4 vd7)ek A7he] 271¢S G444 dudES S8 6709
FAR o] Folx dFE A L2/NY d5E DNl A
H A$d 10709 =245 PNVE Q€927 &0 Key DBol oln] Ag 64U E 0]
715 ztol, AAH 6719 FF7F SN

SNell A HdE¥d d5¢ DN Key_DBel A%€ 7}

o
fr
4z
i
rN
of
i,
¢
offl 4y
fo,
e
Fy
rlr
N,
et
o
>
ot
i

Mol UlE o] §UFE HolF F A AT L
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SN DN

1. Token : Algorithm, Key DB
Time, prk(64bit) m———
Password create i |3. PIN_prk

H : ;
] i |4. Time + prk = R(6)
L .E. ; ‘
i |2. PIN(4) + R(6) i—| 5. R(6) compare R(6)
eurareeeeereereeesresemee e ereeereeenearentens j ]
PIN : Personal Identity Numbe 6. Authentication
R : Random Number :
prk : Private key P R EE RN EERAREREERERREEEERERRERAES ;

o9 10. AZFE7] I9F7H

Fig. 10. Time-synchronous Authentication Technique

_19_



E QAFS AgatE WS #Et 7 RAFS fAyrE gRow HAEsly WPE
AEE BAE7] A dolAl~E 5w S ALE S}

o
a9 113 o] SNo| AF 279 F7 SN PINS DNelA Agstyd, DN W
& A A Challenge WA AE SNo| Al A$33, DN SNe| PINo| 3]@3st= HHE
715 Key_DBolA FZ3te] DNo| A4dg e 37 DES ¢wsts Al #ghoh
Challenge WA A S B2 SNL Aol U719 DNeo] A% W= o] 43to DES
d53lE E3 OTPE AA s Aesponse WA A2 DNol Al Wt} DN2 SNo 2
B¥ LesponseE Wrol 5 U3 Challengest SN AR E o] &3] OTPE AA 3t SN
S 2RY FAE Lesponsedke nmlusto] A X st A g0 SNS A MNo=z 9l

oA

SN DN
1. PIN create PIN o|2. R create
3. E(prk + R) B @
A T e
Responseg 5. Compar;e
PIN : Personal Identity Number T
E SaEgdérTcr[;l;?o?qer i |6. Authentication

prk : Private key S

a9 11 A=eH A7

Fig. 11. Challenge-response Authentication Technique
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1-4. OTP S/Key %5719

OTP S/Key ¢1%7]1¥[45]% MANETIA OTPE o] &3 MN2| <o &3] A}
S5 JdE AF7IHelth. OTPE AT FE v 24 AEste 34 o2 A
F=E AT F7HAAS 3 F DNo| AAs gy dX oo we} SN& 53
t}. SN& OTPE AA i, DN& OTP7F ASEHolof dn, OTPY AAY} HFE

MD4, MD5$ 2Z& s|Af+E F3 sutole - 59 =g Aysoe oo g

rl
N
off
o
i

st = o] ol MU A EE MNeol BashA] ¥ 4 7FA

2% 12+ SNo| HE7]Ql sjia-xeol= A9 DNeolA AHT dofof 5 Seeds
A5 aAFsls Mts A dsE Fdstel OTPE AA Y. SN2 A4dd OTP
| A&"d OTPS & W 9 sirste] dEd OTPe <A

SN#} DNAlol o] ¢l @334 No] 428t & 79 DNo| O7P7)% A#sti 4l
oW, SN& O7P(2)2 DNolAl A$ 3t DN SNo =Ry FA% 0772)2 3 #
H slAlE e ZO7P2)E O7P7)3 wlaste] dX l E
Adz Fasta AT A o7P2)= dAs AFstt OTPY A4S EUESD
e 4949 mEE gg HAYgs 07PN + )2 AAHLE F S Aol A
Aol A SNo H7lE 4 X3t =] &7h5stA

OTP S/Key 157192 SNol| 93] a5 A5 71 shus 57 Wi
of ¢1% 2% 3¢ Aol 10] W, SN& A|2elS A %7]3}sfof o}

MANET®9 OTP S/Key A5 7% Bk SNo|Aw ezl vl o =-Z g o] 2o

1oz of&Esty, A vEdAdRE ofudt At FXNZE el & Qe FHZ A
T T AZEEY] AW, AESE A7 vE] ehdA, AeA 1

Ads &2 ZTAMS A o

ol
28
2

0) O o
o = 761

o

flo

HA o] FFstARE OTPE o] &3 AF7IHE
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SN DN

: H(), K
H( ), K (pass phrase) i [H(K+Seed), H(H(K+Seed)),|
: X Kok -
Seed, N, X, save
1. 1D : —1{2. user N
7
4. Hy, (K+Seed)=X,, |—=2endq T3 N, Seed

|

Response@ 6. H(X,~-1) compare X
: : N, X =»N-1, X -1

5. XN_»]

= 15 pwd (N=4) : OTP(1) = HH(H(H(K+Seed))))
= 25t pwd (N=1) : OTP(2) = H(H(H(K+Seed)))

a9¥ 12, OTP S/Key U571
Fig. 12. OTP S/Key Authentication Technique
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A7) AP BARE dEE QAN AN Al g@ B 2
Hofof gt} ol Aol At Ak FUT 57 Ya AGabe] WE
Aol 7k wasAl Bk L Aztel W@ F70t 2 U BEALE FE wso
Agete] S4 @ i v AFEY] AFIMe g 2 BAlE A
o] U go] ofUn AMAOoE Fuztel AA AGHE FHol7] Wi sFo] 3
zehE RolAAY wedt® B2 DN B/t ug @ 4 oo w8 wol
N OARE 5t AAgER AL
==7F MANET/ ¢ PIN# si~9=8 60xte]

=
=
MNO® AF8 5u, #e A== 99 7] wpe e wso £ o

~
(i
2
o
v}
it
rlu

=
[>
jg
[
s
do

NESHE AdF7 e BAHL ofy He A=gw HAZ 98 AgEH=rt =vA
v BAAY a9 7] #Fgolyg. AFHAHAA F A 22 FAdEA G5
2 B335} spsaforstar F-olwkx] 7)ol EAjEkA] ol DN Al Aol thd i

of EATH, LT Challengedkol A AT Hebdeol HAK 2AE + Uv. 5
AR A ZEE7] A7l v SR ol dakn b Aol =k

MANET®] OTPE °]&% <& s 223 Ag5 = OTP S/Key U57I

Lesponses 8531 AVA 9 TdoAES AL Ghallenged A3} vlud 4 Q&= A

AR AAE A gtk B
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MANET OTP Q%713

]

1l

(e}

2. MANET OTP

Table 2. Feature and Problem of OTP Authentication Technique in MANET
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AAZE A shtel AR g FEAwse MAAE GEE BE
3 4L Fadstn Ade]l FRAW WA 2¥HE uD FHoh AF A7)
Age ARAE AAZZRE MENT FAA AR Qe FANE FED 5 9

F R G weko] AlFH ook e
AA7IE AA7IE Ads] e 22EZ 7] @ Z2EF O

REZR ot A7) A4 ZREZ2 YEHSIC Fdste FFARE ALl
A

K
Y
)
gt
[

of AT dolE Ase A% 7 AYol:, 7] GO TEEZE F5

g4
T AE A7 w3 T2 EF 2= Diffie-Hellman X2 E o] &gt}

Diffie-Hellman AlA17] w3 2 & F[49]2> /7] dost A =" Hds
AA A7 wE s A BHOE & FA =3 e 7] wEE T o AdEH
Aol E AL HAA] k3T 3}ol )

Diffie-Hellman T2 EF A A& 7] 2do A= lu, I FAEAHLS AFs A
& 47 @, DLP Alnte] ool o &3tk DLPAlA 2 A5 poll dtiste] g9
HE7F mod pll o8l 1914 (p-D7HA 9] BE Ao AAss 5 po dAZolg
Aogth, g7 Z AT po YAZolH I AT oW =g EjelA 1A (p-1)
Abolel A B} #Z& AF=E FA4€H.

>~
=
of

o mod p, & mod p, -, & mod p (3.1)
21 (3.2)¢F #Zo] oJud AHF st T AT po YA g0 dEte U [AF
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b = & mod p (3.2)

25 poh po A AF g5 20 AHEETH
13& =X A9 pArelo] 7] wd dAsh A7 ARE molal glnh 49 Be
T AT po AT g5 AEEL g5 pRTE A& AFololof Fn, 4= pHTh AL
AR x5 Adestel polA 2 33)& S Axt® TH7] XE dE

X = & mod p (3.3)
LB P A9 wYe Yo m prT 2 dYAST pE AYste] A A 24 (3.4)

Y = & mod p (3.4)

A pe ox pE A% WMRAE AFHRL X P FANE ASBT A= FRRY
A5E 2 Aol 00T 2B ol gate] Fol Aol 4 35)% 2 AMT AE

A =Y mod p = &% mod p (3.5)

B BT AZFE FA xgrel Zo] vy yE AFFste] A (3.6)7 2o A7
As T3}

A =X mod p = &% mod p (3.6)

Diffie-Hellman A|A7] w3 Z2EFLS 4 F =& bo] ojud JrE §lo] HF
goll FHH AMAE TT 5 Ao £FA TAS e 5 Ak ooHe wEt
£ Aol A48 dolHE AL X ¥ g ot & F AAT™, AMINE T 9
AME w5k p& DoboF Tk koM wEsh 49 48 T3/ M= DLPE Eof
of a7l WEol Suie AMAE T 5 fol
sl 5o AgE I ek

24
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EUser A Key Generationg

Global Public Elements
p : Prime number
g g <pand g primitive root of p

Select private : x X=gmodp
X<p Y =¢g"mod p
Calculate public : X
X=g-'modp
............................................ K Compare K
K=g¥modp

13. Diffie-Hellman 7] %k
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{User B Key Generation
Select private 1y~ :
y<p
Calculate public ;Y
Y =g"mod p

Diffie-Hellman Key Exchange
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Table 3. Key Exchange Protocols based on Password
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1. EKE 25 & F

9= 7jwte] EKE L2 EZ[47]& d A7) 453 7|Hy F47] 453 71HS

o] gato] WENAG o] =3t 7B AF7]es AT

¥ 4. EKE Z2EFo| A &5 = A
Table 4. Parameters Involved in EKE Protocol

A F o 7
A 7 Aol2 A4 7
P ASt 7Y R ey e
PUK, PRK s 7171, "7
A7, 47 A9l TN, A2 ¥]EF
Ep(M) A A (NE H=HNEwE A das)
A% B A9 @5, po) G
A Al 3 7]

£ 49 & EKE Z2EZ9 A4E ol4d W=D Foix 4% 7t 44 7

A9 P2 A e A% BE ALY AZ T A% HAe e 2
a3 149 7E‘°l HEYZ FAx 45 TANU G AAN(A47He adeA A

freta ol P gastete] 479 §A4 4 37 2

o,
ol
2L
s
N

2

N
m
B
2
>
X
RS
OH

A EpA”) (3.7)

MES A Fola pe ARFE AFE ZxA77)E A9 THE PE ol gdte 477

2 Boglsla, pe dge A7 AS ARSY. A 4772 dseEa i o 4
9 FHE PE U538t 2 B8)Y ZE FHE Ao A AL
Er B K)) (3.8)
A= FRYEH 2N vAA Z LN m)SE PR BEEE ARS TR T A9
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G UANE Crallenge 707 AAsta, 2 (3.9)8F 2ol A= gmstate] polA HAE
g,
En(A") (3.9)
e AZRE Ad® WAA ZAT)E Bagstd 472 Adm, po w4 (FH
Challenges?ts A8e & 21 (310)7 2o] 477 F'e A= d53tste] 40074 A%
o},
Eu A", 57 (3.10)
Ae pRYY A4W guA” 72 Baslste 479 pE F2Z8 3, Challengeadt
A A" AgE A”cﬂ Tty 47 e AR THASL FAsz, 4 31D

3} o]

ﬂllﬁl
12
fots
bt
2L
2
Sy
=
X
rN
oy
o
o

i
i
2L
I

Q
§
N
°§

é?

%
)
>

e AZRE %9 mp)E wigstel ple
9 o) =asigd, gt e AA72 2ades Fosta 42 d=d

=)= Zwk EKE ZREZ2 p7h 349 2o 4778 Aestd as dsdd
A : 5
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AP, E _(APUK)

ER(EA"Y(K)

E(A%)

E (AR, BR)

E(BF)

Y 14, A=Y= 7)vke] EKE TR EZ
Fig. 14 EKE Protocol based on Password
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2. DH-EKFE Z=2 & &

B9 = 7|dte] DH-EKE Z 2 EZ[51]2 Diffie-Hellman 7] w3 T2 EZFS AL
g A7 g o g AAASF, 71 AIrA, 71 FQl, 7] 597t o] Foj A EKE Z
L EF Denning-sacco 5249 FHIAHS /MAs7] A MEHZ oAz 49 A7
77y G4 g BAAA A7 A AT DH-EKE Z2EF2 2= ()0 3

ANEF HP)E G5 37)|2 ALt 13 s A 28T Diffie-Hellman 7] 3 Z =2

¥ 5 DH-EKE Z2ZEZ| Al&5+= A
Table 5. Parameters Involved in DH-EKE Protocol

A = 9
A B oAz 4, »
A7 oz 49 7D
Vad 9=
o g 2 &5, dAS
Vw4 oAz 4, pe G
Ep(M) Mes H=9=2 A dest
Ca, Ny Aol Q& AAE Challenged =t T4
Ex(M) ME ARI AR A Gsst
Challenges, Challengen | Ak 52 A1) AL E:

¥ 55 DH-EKE Z2EZo| Al&5HE Aot MEYA FHox 4= L= A935
1 e AE AP Ee] HFEA AP)E VA Jon AR dFHEAE Y

159 Zt}.

A A dE 478 dEsta 2 45 po AT g0l 4% AFEste] 479
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A= AP/E ol &3kl A (312)¢ 22 dH= ¢

AP E )(g modp) (3.12)

R
pe A2%E A58 47 By, (¢" modp)E eHE A2 =r Hastete] 478 T

F F A dF Fe AFgete A (313)3 2ol AAY AT TR
K= (gAH)BHZ g RB”modp (3.13)

pe AN A e THE A= AR GEsan Al AR
Challenges® MA7) K% GEskste] 2 (314)% 2 Fejz Aol A A% @,

Eyp) (¢” modp), E,.(Challenge ) (3.14)

Ave PEHE HAEsdE wAA EH(P)(gBRmodp),EK(ChallengeB)% B astste] 2o F

F A9 AN AE AFsEtel AR K=" "s AgEn &

N
==
A
s}

&

i
o;
ro"

2 o83t hallengers EHw3 I A= 7] FIS A AAY AHAAG

Challengea®y Challengeyz=s % (315)¢F o] AZ tastste] oAl A4t

E(Challenge 4, Challenge ) (3.15)

B= ARREY AE59 Ep(Challengey, Challengep) S A= E353teto] g7 7FA 1 Q)

= Challengep$t AZFY AEE Challenges®) 2A o150 uweh 49 4T AA7
S v ies st A5 A 283 Gwrllengess 1 (3.16)3 Lol AlA17]

AR 43 3tste] AoAl AFsta, A= AFH Challenges®) LA AHEZ Feld &

E,(Challenge ) (3.16)

29 = 79k DH-EKE Z2EZ2 o9 w7l JEHI Fogzp 4, Zo I
295 47 $3A = Diffie-Hellman?] 71715 Zolofsld, FA71E &7 $3)
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A7 Ly (gAR mod p)

K=(g") =g¢g"” modp

Eqp (gBR mod p?,EK (Challenge,)

E (Challenge ,,Challenge,)

E (Challenge )

a9 15, 9= 7idke] DH-EKE Z2EF
Fig. 15. DH-EKE Protocol based on Password
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i ------------------------------------- QTP_E KE Authentlcaﬂﬁn ---------------------------------- E

H(AODV) Routing

1. Hash table crete
2. Path searching and setting | :
3. Path maintain :
Authentication

Verification :
1. SN_id and H"(P) : New H"(P) transfer
2. H(g®) of DN : ( ) —

¥
Key exchange
1. HYP), session key K

2. Password of SN verification
3. Verifier update of DN

1% 16 MANET 7%+ OTP-EKE 53 4 =}
Fig. 16. OTP-EKE Process based on MANET
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OTP-EKE Secure Authentication

Routing Security Authentication Security
L Modification - Reply attack
| Fabrication - Man-in-the-middle attack

| Impersonation - Off-line guess attack

L Eavesdropping - Denning-Sacco attack

- Stone-verifier

a9 17. MANET OTP-EKE % 2 A3t
Fig. 17. OTP-EKE Authentication Requirements in MANET
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| e DN

Broadcasting RREQ + OTP «

I
Compare OTP
Flooding RREQ + OTP4——|
Compare| OTP

Sending RREP + OTP Sending RREP + OTP

Sending RRER + OTP

Key Exchange for Authentication

+

IN : Intermediate Node

2% 18. OTP-EKE ¢ZF7|H9 98 oA
Fig. 18. Routing Step of OTP-EKE Authentication Technique
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Fig. 19. Hash Table of MNs
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a9 20. HRREQ) WA A
Fig. 20. H(RREEQ) Message
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SN : Source Node
DN : Destination Node

NN : Neighbor Node
IN : Intermediate Node @ @
Y

. s
. e
.

.,
*.
.
.
.

HRREQ) ., + @
C H(RREQ) : HRREQ) + h¥i(x)
IN1 : h¥'(r) compare v, —>r,

a9 2L B9y AEgA

Fig. 21. Routing Path Searching
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SNO RRE ARREQ) WAANE FAF DNE& HRREQN tWa S wA ]l
HRREP)S A3t SNollAl DN7MA AAE 9 AZE Tl HRREP) WAAE

Aot
a9 228k & ARREP) MAAE Typed 22 AAstn Z g2 apol=, 3
w0 F 7}$E, DNO P52, DN £2¥E, SN [PF2, 2to]x €4, 7h-&F
“1¥] 31 RREP EMPJ OTPE X gadrh
0 1 2 3

01234567890123456789012345678901
Type R|A Reserved Prefix Sz| 1(Hop Count)

Destination [P Address
Destination Sequence Number
Source Node IP Address

Lifetime

Counter

One Time Password

R : Repair flag
A . Acknowledgement required

Y 22, HRREP) WA A
Fig. 22. HA(RREP) Message
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2E" g7F 19 ZE o) tste]l zF MNelA A" Aol & (4-Ax oA
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Type = 1 /H(RREQ)

Hop Count=10

Broadcast ID += 1

Destination IP Address

Destination Sequence Number = Last Destination Sequence Number
Source IP Address

Source Sequence Number = Last Destination Sequence Number + 1
One Time Password

Type = 2 //H(RREP)

Hop Count = 1 //Destination Node

Hop Count = Destination Hop + 1 //Intermediate Node

Destination IP Address

Destination Sequence Number = last Destination Sequence Number + 1 //Destination Node
Destination Sequence Number = last Destination Sequence Number //intermediate Node
Source IP Address

Lifetime = Routing Effective Time

One Time Password

9 23. HAODY) A=EA 37
Fig. 23. HArAODV) Path Setting Process
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--------------------- MANET wireless link  H(RREP) : HRREP) + hki(x)

_____ -+ H(RREQ) IN3 : h¥'(r}) compare v,—r;
«———H(RREP)

a9 24 @Y 4244

Fig. 24. Routing Path Setting
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Type N Reserved DestCount
Unreachable Destination IP Address (1 ~ n)
Unreachable Destination Sequence Number (1~ n)
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One Time Password of H(RREP)
N : No delete flag
99 25 HIRRER) WA A
Fig. 25. HA(RRER) Message
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H(RRER) : H(RRER)) + h*i(x;)
IN1 : h"'(r) compare v,— T,

a9 26 #@d A=A

Fig. 26. Routing Path Maintain
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Table 6. Parameters Involved in OTP-EKE Authentication Technique
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SN 5% 2 AF aA9 2713 AAHA 55 @A 19 279 o] SN DNA}
HA dE ATE 98, SN AV /@ AT FE 2 AEste] A4E A
Ae HASA Hp)s dd FAAZA HAODV)E 53 DNol A d4 3ttt DN
SNo 2 HE HAFH SV /o A'P/g d=9= daEe ol AAsta SN# DNAF
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AAE oo g A 71987 diEel SNo #HagErt 44 =EHE AL

B 5 ogle ®uoohua ofg Al wEo] g AL HE 5 U
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SN DN
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a¥ 27, o5 9A

Fig. 27. Registration Step
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c2 41 YgSS F9EH DNY si29= gaegd AFHo d= AP)E U
AL 93 dEA2 BAes 9 s}

H'(Pi= OTP S/key A=7IW3 TL3A w AXAnith siA 71 3ty o &
7] W e A= AAZF T jr</<nAA A= SN P9t DN
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a9 28, AZF A

Fig. 28. Verification Step
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SN

Sneg[Lp-1.g"

DN

SN _id, E(H"™™(P),g™)

E(Hﬁ7i+l(P)’gDn)jgst(K H Ku)

D(H™ (pwd),g™)
Dne, [Lp —1],g™
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HEK|K).g'

D(Hﬂ_IH(P),gDn,gs)
H(g’ Ycompareg’

E,("(P),H(K))

H(H"™(P))

a9 29. SN} DNAloleo] 7] w3k
Fig. 29. Key Exchange of Between SN and DN
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19 30. OTP-EKE ¢lZ#H %
Fig. 30. OTP-EKE Authentication Process
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F 7. A EHol A B

Table 7. Simulation Environment

T & 2 9
CPU Pentium4 3.0G
RAM 640MB
OS Redhat Linux9 Kernel 2.4.20-8smp
Network Simulator ns—allinone-2.29
Language C, C++
MANET 1000 x 1000(m*), 50 nodes
Mobility Random waypoint, Random drunken, Trace based
Radio Model Noise Accumulating
Data Link(MAC) CSMA, IEEE 802.11 and MAC
Network Routing H(AODV)
Transport UDP (654 port)
Simulation Time 0~900 sec, Pause Time (5sec)
Packet 4 x 512byte/sec
Application CBR, FTP, HTTP, and Telnet
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1. NS2 A &dolH

OTP-EKE ¢lZ571¥9 AeH7E 93 AFE=F2 NS2 AlEHoHE WEAAS
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EYa AHYJE=R o]Fo]F Event-Driven WS A AlEdHo|E o], X2 1Y
1o)== TCL(tcl84.11) == HE dojo] AAA ] 7idS F7Hg OTcl(OTel-1.11)2
Cr+olth, C++& 2223 EF AHdtal, OTcl> MN9 Qe o]x~et wlHsy 58 A
o] skl o™ TelCL(telel-1.17)& AF&3te] OTcld C++& AF A7t

g 32 NS2 Al EdolE e OTcl Fdl AFTZEH, NS Object= MANET #
HAHEEQ MN, g4, 7, olo]dE7t 2gddt

OTcl E#d =9 FE& TclObject F; =8 s Aol OTcl olHHE SLHAE 4f
HZ g zolth OTcl gtolB ey QB AE = ~AF, MEHA HAHAWE, Eolw 1
23 NAMZ #d¥ QHAESo] th NsObject Fel2=E AL HYstes WMES
2 HAAVES xFste oI dzolal MNojy Ja9 2 vEYA SHAES
2353l Connector 28229} Classifier 8|22 vt}

WEYA QB AE= Connector Zef2ol wpg-g Fi Ql7] wfio] &2 3 749
=3¢ data path® 7FAH, 293 2B AE= (Classifier Fef2o vlgS T 917

ol o2 o] =8 data paths 2zttt
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Discrete Event Scheduler

C++ & OTCL Linkage

Object-Oriented Support

> Event Scheduler

NS2 (ns-2.29)

L| TelCL (telcl-1.17)

OTCL (otcl-1.11)

a9 31.

Fig. 31.

TCL (tcl8.4.11

Network
Components

(Node, Link,
Queue, Agent)

C/C++ Source

NS-2.29 #+x
Architectural View of NS-2.29
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I | 1
Snoop Address Mcast
Clueue ['Queue ] | Deley ‘ { Agant ‘ ‘ Tais [’Classifier] CIassifierJ

Drop
'{ i ‘ Tail ] g
oo )l

a9 32. NS-229 Fd= AFx+%
Fig. 32. Class Hierarchy of NS5-2.29
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MN
Link : CSMA, |IEEE 802.11, MAC

UDP

CBR, FTP, HTTP, Telnet

0 ~ 900 (sec)

Y 33. MANET =49 AA
Fig. 33. Design of MANET Model
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B. AEdolA A3 ¥4

OTP-EKE 57I1M 9 %7] dg2=9= HA5a A4S A& MD59 Fq3lT »s 4
I2 Ao F% WiARFA p g5 AAAT

% 349 34-1%-F 34-107HA = 128HE 16X F2 99 Al Edold Ay gholt}.
Aol AEHE p@t T gw2 999 AEE golH, pay gHSe tEA Ry
A A gk,

SN#} DNAFolol & A% p3ks 9972 3, g= po] YA Foll el 72 A9
FAach AAEE po AFAFS A& A5 [, p 1S dAdsA A=z, 29
TE WS p, g5 SNI DNALolo] AlAe] vpd uwf with Speill, p-1] AF s}
A A

o o

o4

£ ecbaalb7846082a2415f0902f0da88f2
g 07

% 34-1. pot g9 A4

Fig. 34-1. Simulation Result of p and &

DN SN3} DN Aol Abg& A7) wE7] s& 243t SN DN Afojel] #7]

TN g5 RS, s' AlAde] BuE WEA g gholth

s e4da3b7fbbce2345d7772b0674a318d5
g 8694959¢f2d53e57681d8fdc472468d6

% 34-2.0 s g AdAH

Fig. 34-2. Simulation Result of s and ¢’
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1. SN9 AFA A4 2 A%

SNE& %27] 52 dAA A9 SN 9 MDLHE 43 A L3te] AAE dA29=
AZA L P)S HAODNE o] 43 tds B4 22 E3) DNol|A #A4e)

H'(P)  0f9a156317d5bbd5ee8411643123487¢

a9 34-3. AP AP AT
Fig. 34-3. Simulation Result of Z7(7)

SN9 #~9l== MD5 168} 9= 2 3 zrow 1280 Eo =712 7}, SN& #4l
16}, DN SN ik H(P)g FA& F A7 347 g

Hig')  a07235a92149d6d0230d3e6d88(1dd89

9 34-4. Hig el AdAx
Fig. 34-4. Simulation Result of Z(g°/

H'(P) 3%EA= SN DN 3 AL 93 ALe¥a, ZP)’= OTP S/Key 2%
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449 ARe HEAE FEAE AAAA A5 B
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2. A57] 2@
OTP-EKE 157199 257 ad dAMe Z'P/e 7oz gostxel dil
oAf AbEE ¢ = FE AN AE AAsta, SNo| HA9EE da Es T
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E(H (P)g")  9cc8337286822829fe72067d800b6d1a

1% 34-5. Snet &7 w3 ECH P AP AT
Fig. 34-5. Simulation Result of .57, & and E(H'(P) ")

DN& SNoe2Re d4H 45 7] 425 o< DNo dfa9e gazgd A

N

A5 SN Z(P)= ol &3te] B35l st

DN dEetA A" vLg Dneldl, p-115 AdEsto]l 7] Ag5g o7 A
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Dn c9f0f895fb98ab9159f51£d0297e236d
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19 34-6. Dnd g7 Ad A
Dn

Fig. 34-6. Simulation Result of 2 and &

_72_



o] AT A = 277" AR 7] uEy] sB o] gt g MM AL b

25 ATA A= 2% Ad@

Ve 3¢14437d40671d67c816b98e423fe24
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Fig. 34-7. Simulation Result of A and A~
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A = 272 AN T 9 AdF WMAA AAARES A% 7] AF vA Ao o
= , SN& t& AXS 93 ZP)e HiAHE A= 5 3kste] DN

H(P) c8dd7cc459c3cc2fed1fbf26ad836710
H(A) 83d5121018497a02ad14fa8{4359fef2
E KH (P)LHK))  T4b0c4c4305dd0c5a017af910a716903

99 34-9. A(P)Sy HK) 1R E KTH (P)HK))S 28 A
Fig. 34-9. Simulation Result of Z7(2) H(KA) and E K1 (P)H(K))

A% SN3 DNWol 4% + 9t @02 A8 thg A SNo B=9= 43

=

a=

ZpM B g A EE Aese] A P))Y SN A RWE ZP)ko] e
s vwsty, AP AP AAdThE DN SNo| s~ =2

et AL AFH

A2 taseie] AEad AEAY. DNE A8 ol gale] #A/Z Han A5

ZHkz ¢

H(P)% DN sj=9= tjadEagd Agste] sfl~g= 7

HH(P)) 019a156317d5bbd5ee8411643123487¢
H ) 0f9a156317d5bbd5eed411643123487¢

a9 34-10. HH(PIY H (P2 HAE A
Fig. 34-10. Simulation Result of Z(Z(2)) and ' (P)
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DN
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07

45c48cce2e2d7fbdeal afc51c7cbad26

f840d8h30c54c6ebdceb670c79ef837

¢8dd7cc459¢3cc2fed1fhf26ad836710
83d5121018497a02ad14faBf4 359fef2

19 35

Fig. 35.

0f9a156317d5bbdbeeB411643123487¢

a07235a92149d6d0230d3e6d88f1 dd89

9ccB337286822829fe72067d800b6d1a

5754c858e267fde24103d3e 182883738

3¢1443704067 1d67c816b98e423ffe2
4f579861acf6ffb31d6992bd637 dbbe3a

74b0c4¢4305dd0c5a017af910a7 16903
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Hash Code of SN and DN
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0f9a156317cd5bbd5eeBd 11643123487¢
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Fig. 36. Execution of Simulation using NAM
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OTP= Mol IFs7] wol ofef#el w=7F AW MNo= 9173

H(RRER) = HIRRERD + F (x;) (5.3)

‘?’]
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1-2. A% 7] o kA
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iy
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=EE ol AAY WAAE AL YSHTE

it

Ayt Bshr] wEol AHE el Qb skt
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Dnel, p-1] (5.5)

FA A ¥4 Diffie-Hellman 71%be] 7] w@ 7|HS AL43 AZ7]HelA T2
Aol =l OTP-EKE =7 Diffie-Hellman 7]%¥+9] DH-EKEE A &3l7] W&
of A2 FAG Acka &+ Ark FAAw AT A ANI AEA A AEOR F
A FAL AT 5 Avk YEYNZL Fho] T oA vt A9 FE L
71 QElME &7 & FE Lololsln, OTP-EKE SZ71¥odAE 2 (56)7 #o]
g7 &0 HP)R Ry e ool = A9 A2 o F glth

olo} M el wrgl g7 e HEPL AT DLPY MD5 A4 4 57)E o &3

A A BRE o] &8 AT HTA AE & F jloenm T4 T4 et

T r) g7 (5.6)
A = (5.7)
A = gj'/zs (58)
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3 8. Al 29 F

Table 8 Two of Primitive Root

p =3 =2 p =05 g=2 p =99 g=2
7 =2 mod 37 7 =2 mod 53 7 = 2 mod 59
Z = 4 mod 37 Z = 4 mod 53 Z = 4 mod 59
2 = 8 mod 37 2 = 8 mod 53 2 = 8 mod 59
7 =16 mod 37 7 =16 mod 53 7 =16 mod 59
7 =32 mod 37 7 =32 mod 53 7 =32 mod 59
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OTP-EKE <¢I571WHe #z ddEs SAs7 #sl AODV #¢HS Fdst=
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