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ThegrowthoftheInternetuseandwirelessnetworkhasaccelerated
therapidimplementation ofubiquitousservices.Internetconnectivity to
wirelessaccessnetworksbasedIEEE 802.11Wirelesslocalareanetwork
(WLAN)havegainedpopularityduetofactthattheyminimizetheneed
forexpensivewiredinfrastructureandarerelativelyeasytodeployand
maintain.Furthermore,MobileAdHocNetworks(MANETs),whichare
systems of mobile nodes that dynamically self-organize in arbitrary
networktopologiesallowingnodestocommunicateeachotherwithoutany
pre-existingcommunicationinfrastructure,havetremendouspotentialtobe
thetechnology ofchoiceforproviding ubiquitousInternetconnectivity.
Even though multihopwirelessnetworksenabletruly pervasive,mobile
access, they significantly exacerbate several wireless networking
challenges thatmustbe addressed before these networks can become
practicalanduseful.
FutureapplicationsofwirelessnetworkssuchasMANETsareexpected

tobebasedonall-IP architectureandbecapableofcarryingmultitude
real-timemultimediaapplicationssuchasvoiceandvideoaswellasdata.
Itisnecessary forMANETsto havean efficientreliableand secure
routingtosupportdiverseapplications.
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Inthisdissertation,wefocusonsomechallengesthatareparticularly
aggravatedinmultihopscenarios,andthatwebelieveareamongthemost
significanthurdlesobstructingthewidespreaduseofthesenetworks.
We have depicted authentication scheme based on hash chain for

wirelessmobilenetwork.
Inthisthesis,wedealwithisolatedaswellashybridmultihopwireless

network.In thisregard,wehaveproposedamultipath adhocrouting
schemecalled"AdhocOn-demandDistanceVectorRouting - Multiple
AlternativePaths(AODV-MAP)",which isrobustandefficientscheme
forthe ad hoc network where frequentcommunication failure occurs.
Multipathrouting allowstheestablishmentofmultiplepathsbetweena
sourceand destination node.Itisbeneficialnotonly to frequentlink
breaksincommunicationbecauseofmobilityofnodesbutalsotoavoid
traffic congestion. The features of AODV-MAP scheme are path
accumulation technique,selectiverouterequestforwarding scheme,path
selectionstrategy,andpathlabelsettingstrategy.
We have devised traffic allocation strategy in AODV-MAP scheme

usingscalableaudiocodingandhenceevaluatedtheeffectivenessofsuch
atechniqueformultimediadeliveryovermultipathMANET.
AlthoughAODV-MAPprovidesrobustandefficientmultipathroutingin

MANETs,itisvulnerabletovariousattacks.Toprovidesecurity,we
have developed Secure AODV-MAP,which is robust not only to
topologicalchangesbutalsomaliciousactivities.
Moreover,wehaveillustrated an approach forglobalconnectivity in

hybrid multipath ad hoc network.This approach is suitable for the
integratedInternetwithMANET withmultiplegateways.Inthisapproach,
we have put forward a robust gateway selection scheme to select
optimum gatewayaswellasextendedversionofAODV-MAPtoadopt
wellinhybridenvironment.
Wehavealsoprovidedsecurityextensiontothisapproachconsidering

vulnerabilityofInternetconnectivityaswellasadhocrouting.Finally,
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wehaveanalyzedareliabledistributedmultimediadeliverynetworkover
hybridmultipathMANETusingunequalerrorprotection(UEP).
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III...IIInnntttrrroooddduuuccctttiiiooonnn

111...OOOvvveeerrrvvviiieeewwwsss

With therecentadventin wirelesstechnologiesand mobiledevices,
wirelessnetworkshavebecomeaubiquitouscommunicationinfrastructure.
Wireless communication systems [1] enable tetherless communication
betweenavarietyofnodesrangingfrom humanstocomputers.Theymay
roughlybeclassifiedbytheirgeographicalcoveragearea.Cellularsystems
provide globalcoverage,and unconstrained mobility.Wireless access
networksincontrastsupportlocallyconstrainedtetherlessconnectivityand
mobileaccesstoabackbonenetwork(typicallytheInternet).Additionally,
network serviceprovidersbenefitfrom therelativeeaseand speed of
deploymentandthereducedcostsofwiringandmaintenance,whichare
significantadvantagesovertraditionalwirelinenetworks.Fig 1.1shows
thetypesofwirelessnetworks.

Wireless Network

Infrastructure-
based

Ad Hoc

WMANWLAN WWANMANET WSN

FFFiiiggg111...111...TTTyyypppeeesssooofffWWWiiirrreeellleeessssssNNNeeetttwwwooorrrkkksss

Existing wirelessaccesstechnologiesrangefrom WirelessLocalarea
networks(WLANs),AdhocnetworksincludingMobileAdhocnetworks
(MANETs), and sensor network to Wireless Wide area networks
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(WWAN)/WirelessMetropolitanareanetworks(WMAN),whichprovide
fixedbroadbandwirelessaccesstotheinternet.
Among the emerging wireless technologies,IEEE 802.11 WLAN [2]

havegainedmuchpopularityinvariousapplicationssinceitsinceptionand
isnow well-positioned to complementmuch morecomplex and costly
technologiessuch astheThird Generation (3G).A MANET [3]isa
collectionofmobilenodesthatcancommunicatewitheachotherusing
multihop wireless links withoututilizing any fixed infrastructure and
centralizedmanagement.

Internet
AR

HA

MANET

AP

WLAN

AR

AR

FA
AP

FA
AP

Service ProviderMDS

MDS

WLAN

FFFiiiggg111...222...OOOvvveeerrrvvviiieeewwwsssooofffUUUbbbiiiqqquuuiiitttooouuusssWWWiiirrreeellleeessssssaaacccccceeesssssssssyyysssttteeemmm

A manifoldness offascinating new applications are enabled ifwe
succeedinprovidingmobilewirelessconnectivityforheterogeneousnodes.
Werefertothisbreedofsystemsasubiquitouswirelessaccesssystems,
whichisshowninFig1.2.From instance,ubiquitousnetworkofsensors
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and communication nodes in automobiles helps to substantially reduce
trafficcongestion andpollution by pollution awaretrafficrouting.This
willhavetremendousimpactonourlifestyleandisinconceivablewithout
ubiquitouswirelessaccessnetworks.In thefuture,ubiquitouswireless
accesssystemsratherthanhumaninitiatedcommunicationwillgenerate
thebulkoftrafficintheInternet.

222...RRReeessseeeaaarrrccchhhMMMoootttiiivvvaaatttiiiooonnn

Ubiquitous wireless access networks provide tetherless wireless
connectivityforavarietyofheterogeneousnodes.AccesstotheInternet
is provided by specially,deployed devices called access points.The
coverageofaccesspointbasedwirelessnetworkislimitedbytheradio
communicationrangeofthedeployedaccesspoints.
Aswirelesstechnologybecomesmorerobustandsophisticated,multihop

wirelessnetworksarerapidlygainingattention.Duetotheusers’interests
inaccessingtheInternet,itisanimportantrequirementtoconsiderthe
integrationofmultihopwirelessnetworkwiththeInternet.Thus,toput
themultihopwirelessaccesstechnologyintothecontextofreallife,we
consideranInternet-basedMANET,whichisanevolvingcommunication
infrastructurethatcombinesthewiredInternetandwirelessmobileadhoc
networks.Thesenetworksarealsoreferredtoashybridadhocnetworks.
Multihop wireless networks thus have tremendous potentialto be the
technology ofchoice forproviding ubiquitous Internetaccess and are
appliedtorealisticInternetapplicationsbecauseofitsflexibleaccessibility
andinformationavailability.
Eventhoughmultihopwirelessnetworkscanbedeployedquicklyand

havetheabilitytoself-configureandadapttotopologychanges,theyalso
presentanew setofchallenges.Robustness,reliabilityandsecurityissues
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areimportantfactorsthatsignificantlyaffecttheoverallperformanceof
theubiquitousservicedeliveryinwirelessenvironmentespeciallywhenit
isconnectedtoInternet.Theseissuesareofparticularconcerngiventhe
increasing popularity ofmultimediaapplications,such asVoice-over-IP
(VoIP),audio streaming,video streaming,online gaming,and video
conferencing.
In single path MANETs,previously created multi-hop route could

frequently break becauseofnodemobility and interference.New route
discovery would initiate for each failure,in turn,inducing routing
overheadsandlatency.Thusamultipathadhocnetworkisapromising
techniquetocopewiththefrequenttopologicalchangesandconsequently
unreliablecommunicationservices.Moreover,multipathroutingiseffective
meanstoachievefault-tolerance,loadbalancing andreduceend-to-end
delay.
Moreover,security provision for wireless system is an open and

challenging research problem duetousermobility,limitedresourcesin
wireless devices and expensive radio bandwidth.Thus the increasing
demandforubiquitousInternetservicesimposesmoresecuritythreatsto
communications.Somesecuritymechanismshaveimplementedandsome
havebeen proposedtoprotectcommunicationsoverubiquitouswireless
accessnetworks.
Thus,webelievethatrobustnessandsecurityissuesaretwoimportant

challengesobstructing thewidespread deploymentand useofmultihop
wirelessnetworkstoenableubiquitousInternetaccess.Inordertoprovide
ubiquitousservicesin wirelessnetworks,itisessentialtoaddressthe
robustnessandsecurityissuesinthesenetworks.
Theoverallgoalofthisthesisistoprovisionrobustnessandsecurityin

integratedwirelessmultihopnetworkwithInternetformultimediadelivery.
Inthisresearch,weinvestigateanefficientandrobustroutingscheme
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forisolatedadhocnetworkaswellasanapproachforglobalconnectivity
inhybridadhocnetwork.Furthermore,wepresentsecureschemesfor
singlehopwirelessnetworkaswellasformultihopwirelessnetwork.We
haveconsideredOPNETModeler[4]simulationtoolforourresearch.

333...TTThhheeesssiiisssOOOvvveeerrrvvviiieeewwwsss

333...111...MMMaaajjjooorrrCCCooonnntttrrriiibbbuuutttiiiooonnnsss

Inthisthesis,weaddressonrobustness,reliability,andsecurityissues
in multihop wirelessnetwork connected to Internetwhich isused for
efficientmultimediadelivery.Thusourmajorcontributionsareasfollows:
• OTP-basedAuthenticationFrameworkforwirelessmobilenetwork
• MultipathadhocroutingschemenamedAODV-MAP
• ApproachfortrafficallocationusingAODV-MAP
• SecureschemeforAODV-MAP
• ApproachforInternetconnectivityinAODV-MAPbasedHybridadhoc
network

• SecureframeworkforInternetconnectivityinAODV-MAPHybridad
hocnetwork

333...222...TTThhheeesssiiisssOOOuuutttllliiinnneee

The restofthis thesis is organized as follows.In Chapter2,we
describebasicbackgroundofsingle-hopwirelessnetworkandmultihop
wirelessnetworkincludinghybridadhocnetwork.InChapter3,wedeal
withproposedapproachesforubiquitouswirelessaccesssystems.Incase
ofsingle-hop wirelessnetwork based on 802.11WLAN,wepresenta
secureauthenticationframeworkformobilewirelessnetwork.Incaseof
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multihopwirelessnetwork,weproposeamultipathadhocroutingprotocol
calledAODV-MAP formultihopwirelessnetwork thatutilizesmultiple
alternativepathstoreduceroutediscoveryfrequency.Weformulatetraffic
distribution strategy using AODV-MAP scheme as wellas devise a
secure scheme forAODV-MAP routing protocol.In this chapter,we
presentan approach forglobalconnectivity in hybridmultipathadhoc
network.Wealsobuildsecureframeworkforglobalconnectivityinhybrid
multipath ad hoc network.And we putforward AODV-MAP based
distributedmediadeliverynetwork.
In Chapter 4,we presentanalysis and evaluation ofthe proposed

approaches.WeevaluatetheperformanceofOTP based authentication
scheme for wireless mobile network.We also conduct performance
evaluationofproposedmultipathroutingprotocol(AODV-MAP)withand
withoutsecurity.And weanalyzetheuseofAODV-MAP in efficient
audio streaming overmultipath MANET.In thischapter,weevaluate
proposed approach forglobalconnectivity in hybrid multipath ad hoc
network and analyze AODV-MAP based framework for reliable
distributed multimediadelivery.Finally,in Chapter5,weconcludeand
mentionsthefutureworks.
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111...SSSiiinnngggllleee---hhhooopppWWWiiirrreeellleeessssssNNNeeetttwwwooorrrkkk

111...111...WWWiiirrreeellleeessssssLLLAAANNNsss
Wirelesslocalareanetworks(WLANs)arequicklybecomingubiquitous

inoureverydaylife.Withtheavailabilityofcheapwirelesssolutions,
they are seeing exponentialgrowth which is expected to continue in
future.
TheIEEE 802.11standard[5],whichispopularly knownasWireless
Fidelity“Wi‐Fi”,specifiestheMediaAccessControl(MAC)andphysical
(PHY)characteristicsfordevicescapableofoperationintheunlicensed
radio frequency band ofoperation.The unlicensed radio frequency is
dividedinto2.4GHzand5GHz.TheIEEEhasreleasedaseriesof802.11
WLAN standards.Theterm IEEE 802.11isalsousedtorefertothe
original802.11,whichisnow sometimescalled"802.11legacy".TheIEEE
802.11aisanextensionofthe802.11standardthatoperatesinthe5GHz
bandandusesOFDM (orthogonalfrequencydivisionmultiplexing)with
maximum datarateof54Mbps.802.11bstandardusesthe2.4GHzband
andhasamaximum datarateof11Mb/s.802.11gstandardworksinthe
2.4GHzband(like802.11b)butoperatesatamaximum datarateof54
Mb/s.[6]The802.11TaskGrouphasbeenformedtodevelop802.11n
standardforWLAN.Itstheoreticaldatathroughputwillbeabout270
Mbit/sandshouldbeupto20timesfasterthan802.11b,andupto3
timesfasterthan802.11a.
IEEE802.11definestwotypesofwirelessLAN configuration,whichare

Infrastructure(BasicServiceSet)WirelessLAN andadhoc(Independent
BasicServiceSet)WirelessLAN [6].AninfrastructurewirelessLAN is
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alsoacell-basedwirelessLANs.Inthiskindofinfrastructure,therewill
bea specialnode,called access point(AP),to connectone ormore
wirelessLANstothepresentwirednetworkdistributedsystem.Eachcell
is composed ofan access pointand severalmobile nodes.The AP
providessomeclientsinthewirelessLAN tocommunicatetotheclientin
anotherremotewirelessLAN.

111...222...MMMooobbbiiillleeeIIIPPP
WhenaMN wantstoroam betweendifferentWLANs,theMN needsa

fixednetworktoaccessandthetrafficshouldberedirectedwhiletheuser
movestodifferentplaces,sothatthetrafficwillberedirectedtothenew
locationwhentheMN moves.IETFdevelopedastandard,MobileIP[17]
to provide the described mobility.Mobile IP architecture is mainly
composedofthecomponentsdescribedasfollows:
• MobileNode(MN):A hostthatcapableofapplyingwhilechanging
location.ItiscapableofchangingitslocationwithoutchangingitsIP
addressandusingIPaddressestocommunicatewithothernodeatany
locationcontinually.

• CorrespondentNode(CN):A nodethatmobilenodecommunicateswith.
• HomeAgent(HA):TheagentonthehomenetworkofMN.When
mobilenodeisawayfrom home,HA willtunnelsdatagram anddeliver
packettoit,meanwhilerecordcurrentlocation information ofmobile
node.

• Foreign Agent (FA):The agent on MN's visited network that
de-tunnels and delivers datagram while mobile node registered.In
principle,MN'sregistrationmessagewillsendtotheHA passthrough
theFA.FA servedasadefaultrouterforregisteredMNs.

• Care-of-Address(CoA):TheaddressthatHA forwardsthemobileIP
packet.WhenamobilenodeemploysFA,theforeignagentwillprovide
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aCare-of-Addressformultiplenodes,ifamobilenodedoesnotusean
FA,theCare-of-AddresswillbetheaddressoftheMN.Inthiscase,it
issocalledaCo-locatedCare-of-Address(Co-CoA).

Undermostcircumstances,IPaddressindicatesthelocationofadevice.
Usersneed to changeIP to moveto a new network whileapplying
mobile devices and itbecame a challenge to currentpacketdelivery.
MobileIP recordsthetwoIP addressesrelatedtothemobiledeviceto
offertransparentmobility:thehomeaddresslocatedinthehomenetwork
andthechangeableCoA locatedinthenetworkuserpresentlyconnected.
ManyapplicationsneedafixedIPaddressfirstsoalldatatrafficcouldbe
senttothehomenetworkwhereaHA located.TheHA compressesthe
incomingpacketsandforwardsthem totheCoA.AftertheFA receives
thepacket,itwillcompressanddeliverthepacketstotheforeignnetwork
toreachtheMN.Sincereceiversusuallydonotverifythesender,the
trafficcouldbesentfrom theuserdirectlytothehostwithoutpassing
theHA.Fig.2.1showsthearchitectureandworkingprincipleofMobile
IPv4.

FFFiiiggg222...111...MMMooobbbiiillleeeIIIPPPvvv444AAArrrccchhhiiittteeeccctttuuurrreee
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AlthoughMobileIPv4providedtheabilityofIP mobility,itsstillhas
someshortcomingssuchaslimitedaddressspace,trianglerouting,and
handoffpacketlose,signaling costand signaling delay.In order to
improvetheshortcomingsofMobileIPv4,MobileIPv6protocol[18]has
beenproposed.

111...333... SSSeeecccuuurrriiitttyyy IIIssssssuuueeesss iiinnn SSSiiinnngggllleee---hhhoooppp WWWiiirrreeellleeessssss
NNNeeetttwwwooorrrkkk
aaa...SSSeeecccuuurrriiitttyyyiiinnnWWWiiirrreeellleeessssssLLLAAANNN
WiththeadventofwirelessLANs,arisestheissueofsecurityina

wirelessenvironment.AsregardsthesecurityofWLAN,TheIEEE802.11
standards specify the Wired EquivalentPrivacy (WEP)forlink layer
security.[7]However,duetothepublicationofthestandard,WEPhave
beenaddressedofhavingmanyexistingweaknesses.Therefore,WEPis
notconsideredusefultoday.AsWEPisknowntobevulnerable,[8]other
securityprotocolssuchasWPA andIEEE802.11iarebeingdevelopedto
offerthehigherlevelofprivacy.[9]The802.11ispecification[10]includes
bothRC4-basedencryptionTemporalKeyIntegrityProtocol(TKIP)and
AES (Advanced Encryption Standard)based algorithm [11]called the
CounterModeCBC-MAC Protocol(CCMP)forencryptionandintegrity
protection,and 802.1x [12]forauthentication and key distribution.The
TKIPisaninterim solutiontofixtheknownproblem withWEP,which
iscompatiblewith802.11products.AlthoughTKIPismuchsecurerthan
WEP,itisnotconsideredassecureastheAESsolution.[13]
The802.1x [12]isa port-based network accesscontrolmechanism,

which uses the Extensible Authentication Protocol (EAP) [14] for
end-to-end mutualauthentication between a Mobile Station and an
AuthenticationServer.IEEE 802.1xdefinedaspecialframeformatcalled
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EAPoverLAN (EAPOL)toallow EAPmessagetobesentovertheLAN
beforehigherlayerprotocol.By using EAPOL,anunauthenticateduser
can deliverauthentication packetto the AP forfurtherauthentication
procedure.TheEAPauthenticationtakesplacebetweenMN (mobilenode)
andAS (AuthenticationServer)andistransparenttotheAP.Afterthe
APreceivedEAPmessage,theAPwillencapsulatestheEAPmessagein
anAAA protocol,e.g.inRADIUSorDIAMETERandforwardtotheAS.
Once the authentication is successful, the AS will send a
RADIUS/DIAMETER-AccessAcceptmessagetotheAP.AP willknow
that the user has been authenticated by the AS and then send
EAP-SuccessmessagetotheMN.Asaresult,theAPstartsforwarding
datato/from theMN.
EAPisapoint-to-pointprotocol,anditismainlyusedtoprovideextra

authenticationmechanism forremotelogin.TheadvantageofusingEAP
isthatitallowsmany differentmethodsofauthentication tobeused.
Based on differentsecurity requirementand user consideration,EAP
provides different authentication mechanism to be transported. The
followingistheexamplesofEAPmechanisms:[15]
• EAP-MD5:baseonMD5-Challengehandshakeauthentication.
• EAP-TLS:BaseonSSLv3.0,forcertificate-basedauthentication
• EAP-SIM:forGSM SIM-basedauthentication.
• EAP-AKA :forUMTSUSIM-basedauthentication

EAP-TransportLayerSecurity(EAP-TLS)definedinIETF RFC 2716
[16]isaPoint-to-PointProtocol(PPP)extension supporting additional
authentication methodswithin PPP.EAP-TLS isbasedonacertificate
approach,andrequirestrustedCertificateAuthorities(CAs).Thesecurity
ofEAP-TLS thusdependsonthesecurityofTransportLayerSecurity
(TLS),well-know,welltested and widely used cryptographicprotocol,
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whichisastandardizedversionofSecureSocketLayer(SSL)protocol.
EAP-TLSsupportsmutualauthenticationbetweentheclientandtheAS
iftheclientalsohasacertificatesignedbyaCA thattheAStrusts.
In wireless mobile networks,the challenges ofauthentication lie in

obtainingthecredentials,suchaskeys,forMN authenticationwhenMNs
areroaming among wirelessnetworks.Toprovideefficientandsecure
authentication in wireless IP networks,authentication architecture and
authenticationschemearetwomainissues.Theobjectiveofauthentication
architectures is to provide secure interconnection between wireless
networks.Theauthenticationschemeisdesignedtoverifytheuserand
generatecredentialswithmutualtrust.Sincethemutualtrustistoprotect
thecommunicationbetweennetworksandMNs,authenticationprocessis
necessarytoprovidesecurity.

FFFiiiggg222...222...OOOvvveeerrrvvviiieeewwwsssooofffEEEAAAPPP---TTTLLLSSSppprrroooccceeeddduuurrreee

EAP-TLS alsoderivesaper-session key between theAP and the
clientafter successfulTLS authentication.Authentication overview of
EAP-TLSprocedureisshowninFig.2.2.
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bbb...RRReeelllaaattteeedddSSSeeecccuuurrriiitttyyyTTThhheeeooorrryyy
Weaddresssomerelatedcryptographictheoriesinvolvedinourstudy.

While the need for encryption is typically fulfilled by employing
appropriate cryptographic mechanisms, e.g. shared secret keys,
authenticationfunctionsandprotocolsareimplementedatdifferentlayers
ofTCP/IPprotocolstack.[19]
• AuthenticationFunctions:Therearetwomainclassesofauthentication
functions,whichproduceanauthenticator,avaluethatisusedtoverify
theidentityofanentitysuchasadeviceoruser.Itisassumedthat
thekey,usedinthefollowingtechniques,isknownonlytotheclaimant
(entitybeingauthenticated)andtheverifier.

• MessageEncryption:Theciphertextofthemessageisusedasthe
authenticatorsinceonlyauthorizedentitieswouldhavepossessionofthe
encryptionkey.Eithersymmetricorasymmetric(publickey)encryption
can beused.Whilesymmetricencryption providesconfidentiality and
authentication,asymmetricencryption,which employsapublic-private
key pair,providessupportfornon-repudiation aswell.Thissecurity
serviceisrealizedbyhavingtheinitiatorcreateadigitalsignatureby
encryptingtheMACofamessagewithhis/herprivatekey.

• Keyed-HashMessageAuthenticationCode(HMAC):Providingawayto
check the integrity ofinformation transmitted over in an insecure
network environment is a very important issue. The "Message
authentication codes" (MAC) mechanism is used to provide such
integrity check based on a secret key. In general, message
authenticationcodesareusedbetweentwopartiesthatshareasecret
keyinordertovalidateinformationtransmittedbetweentheseparties.
A MAC mechanism based on cryptographichash functionsiscalled
HMACwhichisdescribedinRFC2104[20].HMACcanbeusedwith
any iterative cryptographic hash function, e.g., MD5, SHA-1, in
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combinationwithasecretsharedkey.Inotherwords,thetwoparties
thatshare a secretkey can use HMAC to achieve the message
integrity checks.The mostcommon form ofHMAC is as follows:
Hash(key,Hash(key,message))orMACK(M)

• DigitalSignature:Thedigitalsignaturepresentsadigitalcodethatcan
be attached to an electronically transmitted message thatuniquely
identifiesthesender.Likeawrittensignature,thepurposeofadigital
signatureistoguaranteethattheindividualsending themessageis
exactlywhoheorsheclaimstobe.Digitalsignatureisespeciallyvital
forelectroniccommerceandisakeycomponentofmostauthentication
schemes.Tobeeffective,digitalsignaturesmustbeunforgettable.

• Hash Chaining: Lamport[21]proposed one-time password/hash
chaining technique.Let's assume h(s) be a one-way function and
computehm(s)=h(h..(h(s)..)).Next,generateadigitalsignatureofhm(s)
and send to authenticator.When theclaimantloginsthesystem,it
sendstheithpasswordwhichequalshm-i(s)tosomefixedmessages.
Thentheauthenticatorwillauthenticateitbycomputingh(hm-i(s))and
subsequentlymemorizingthelastpasswordsentbytheclaimant.Only
theclaimantknowstheseed s,sotheclaimantcan proveitselfto
authenticatorform times and generate one-time password in each
authentication;moreover,eachhashchainingvaluecanbetakenasthe
non-repudiationevidence.

222...MMMuuullltttiiihhhooopppWWWiiirrreeellleeessssssNNNeeetttwwwooorrrkkk

222...111...WWWiiirrreeellleeessssssAAAdddhhhooocccNNNeeetttwwwooorrrkkk
Wireless ad hoc network,both mobile ad hoc network and sensor

network,isemergingasanimportantareafornew developmentsinthe
ubiquitousnetwork.A mobileadhocnetwork(MANET)[26]isasystem
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ofwirelessmobilenodesthatdynamicallyself-organizeinarbitraryand
temporarynetworktopologiesallowingpeopleanddevicestointernetwork
withoutanypreexistingcommunicationinfrastructureasshowninFig2.3.
Forthenodesthatarenotwithinthedirectcommunicationrange,other
nodesinthenetworkworkcollectivelytorelaypacketsforthem.
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A MANET ischaracterizedbyitsdynamictopologicalchanges,limited
communicationbandwidth,andlimitedbatterypowerofnodes.MANETs
havereceivedtremendousattentioninthepastfew years.

222...222...RRRooouuutttiiinnngggiiinnnAAAdddhhhooocccNNNeeetttwwwooorrrkkksss
Routinginadhocnetworksisclearlydifferentfrom routingfoundin

traditionalinfrastructurenetworks.Routinginadhocnetworksneedsto
takeintoaccountmany factorsincluding topology,selection ofrouting
pathandroutingoverhead,anditmustfindapathquicklyandefficiently.
Adhocnetworksgenerallyhaveloweravailableresourcescomparedwith
infrastructurenetworksandhencethereisaneedforoptimalrouting.
In wirelessadhocnetworks,thecommunication rangeofanodeis

oftenlimitedandnotallnodescandirectlycommunicatewithoneanother.
Nodesarerequiredtorelaypacketsonbehalfofothernodestoallow
communication across the network.Since there is no pre-determined
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topologyorconfigurationoffixedroutes,anadhocroutingprotocolis
used to dynamically discoverand maintain up-to-date routes between
communicatingnodes.
Designingaroutingprotocolforadhocnetworksischallengingbecause

oftheneedtotakeintoaccounttwocontradictoryfactors:anodeneeds
to know at least “reachability” information to its neighbors for
determiningapacketroute;andthenetworktopologycanchangequite
often.
According totheirrouting strategy,existing adhocrouting protocols

canbegenerallycategorizedintothreeclasses:table-driven(orproactive),
on-demand(orreactive),andhybrid.[27]
Proactiveprotocolsrequirethatnodesin awirelessad hocnetwork

shouldkeeptrackofroutestoallpossibledestinationssothatwhena
packetneedstobeforwarded,therouteisalready knownandcanbe
usedimmediately.Anychangesintopologyarepropagatedthroughthe
network,sothatallnodesknow ofthosechangesintopology.Examples
include Destination Sequenced Distance vector (DSDV) routing [28],
WirelessRoutingProtocol(WRP)[29],andOptimizedLinkStateRouting
protocol(OLSR)[30].
On-demandprotocolsonlyattempttobuildrouteswhendesiredbythe

source node so that the network topology is detected as needed
(on-demand).Whenanodewantstosendpacketstosomedestinationbut
hasnoroutestothedestination,itinitiatesaroutediscovery process
withinthenetwork.Oncearouteisestablished,itismaintainedbya
routemaintenanceprocedureuntilthedestination becomesinaccessible.
ExamplesincludeAdhocOn-demandDistanceVectorrouting (AODV)
[31],andDynamicsourcerouting(DSR)[32].
Proactiveprotocolshavetheadvantagethatnew communicationswith

arbitrary destinations experience minimal delay, but suffer the
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disadvantage of the additional control overhead to update routing
informationatallnodes.Tocopewiththisshortcoming,reactiveprotocols
adopttheinverseapproachbyfindingaroutetoadestinationonlywhen
needed.On-demandroutingprotocolsadaptwellwithdynamictopologyof
wirelessadhocnetworks,duetotheirlowercontroloverheadandquick
response to route break.Reactive protocols often consume much less
bandwidththanproactiveprotocols,buttheywilltypicallyexperiencea
long delay fordiscovering aroutetoadestination priortotheactual
communication.However,because reactive routing protocols need to
broadcastrouterequests,theymayalsogenerateexcessivetrafficifroute
discoveryisrequiredfrequently.

aaa...DDDyyynnnaaammmiiicccsssooouuurrrccceeerrrooouuutttiiinnnggg
Dynamicsourcerouting(DSR)[32]isanon-demandroutingprotocol

forwirelessadhocnetworks.DSR isbasedontheconceptofsource
routing,in which asourcenodeindicatesthesequenceofintermediate
routesin theheaderofadatapacket.Theoperation ofDSR can be
dividedintotwoprocedures:routediscoveryandroutemaintenance.
Eachnodeinthenetworkkeepsacacheofthesourceroutesthatit

haslearned.Whenanodeneedstosendapackettosomedestination,it
firstchecksitsroutecachetodeterminewhetheritalreadyhasanup‐to
dateroutetothedestination.Ifnorouteisfound,thenodeinitiatesthe
route discovery procedure by broadcasting a route request (RREQ)
messagetoneighboring nodes.TheRREQ containstheaddressofthe
sourceanddestinationnodes,auniqueidentificationnumbergeneratedby
thesourcenode,andarouterecordtokeeptrackofthesequenceofhops
takenbytheRREQ asitispropagatedthroughthenetwork.Whenan
intermediatenodereceivesaroutediscoveryrequest,itcheckswhetherits
ownaddressisalreadylistedintherouterecordoftheRREQ.Ifnot,it
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appendsitsaddresstotherouterecordandforwardstheRREQ toits
neighbors.Fig 2.4aillustratestheformationoftherouterecordasthe
RREQpropagatesthroughthenetwork.
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WhenthedestinationnodereceivestheRREQ,itappendsitsaddressto
therouterecordandreturnsittothesourcenodewithinanew route
reply (RREP)message.Ifthe destination already has a route to the
source,itcanusethatroutetosendthereply;otherwise,itcanusethe
routein theRREQ tosendthereply.Thefirstcaseisforsituations
whereanetworkmightbeusingunidirectionallinksandsoitmightnot
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bepossibletosendthereplyusingthesameroutetakenbytheroute
requestmessage.Fig.2.4bshowsthetransmissionofrouterecordbackto
thesourcenode.
Route maintenance uses route error (RERR) messages and

acknowledgement messages.If a node detects a link failure when
forwardingdatapackets,itcreatesaRERRandsendsittothesourceof
datapackets.WhenthesourcenodereceivestheRERR,itremovesall
routesfrom itsroutecachethathavetheaddressofthenodeinerror.It
mayinitiatearoutediscoveryforanew routeifneeded.Inadditionto
RERRmessage,acknowledgementsareusedtoverifythecorrectoperation
oflinks.

bbb...AAAdddHHHooocccOOOnnn---dddeeemmmaaannndddDDDiiissstttaaannnccceeeVVVeeeccctttooorrrRRRooouuutttiiinnnggg
Adhocon-demanddistancevector(AODV)routing[31]adoptsbotha

modifiedon-demandbroadcastroutediscoveryapproachusedinDSRand
theconceptofdestinationsequencenumberadoptedfrom DSDV.
Whenasourcenodewantstosendapackettosomedestinationand

does nothave a valid route to thatdestination,itinitiates a path
discoveryprocessandbroadcastsarouterequest(RREQ)messagetoits
neighbors.Theneighborsinturnforwardtherequesttotheirneighbors
untiltheRREQ messagereachesthedestinationoranintermediatenode
thathasanup-to-dateroutetothedestination.Fig2.5aillustratesthe
propagationofthebroadcastRREQsinanadhocnetwork.
In AODV,each node maintains its own sequence number and a

broadcastID.EachRREQ containsthesequencenumbersofthesource
and destination nodes and is uniquely identified by the sourcenode’s
addressandabroadcastID.AODV utilizesdestinationsequencenumbers
toensureloop-freeroutinganduseofup-to-daterouteinformation.
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IntermediatenodescanreplytotheRREQ onlyiftheyhavearouteto
thedestinationwhosedestinationsequencenumberisgreaterorequalto
thatcontainedintheRREQ.Sothatareversepathcanbesetup,each
intermediate node records the address ofthe neighborfrom which it
receivedthefirstcopyoftheRREQ,andadditionalcopiesofthesame
RREQ are discarded.Once the RREQ reaches the destination (oran
intermediatenodewithafreshroute)thedestination(ortheintermediate
node)respondsby sending a route reply (RREP)packetback to the
neighborfrom whichitfirstreceivedtheRREQ.AstheRREPisrouted
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backalongthereversepath,nodesalongthispathsetupforwardpath
entriesintheirroutingtables(Fig2.5b).
Whenanodedetectsalinkfailureorachangeinneighborhood,aroute

maintenanceprocedureisinvoked:
• Ifasourcenodemoves,itcanrestarttheroutediscoveryprocedureto
findanew routetothedestination.

• Ifanodealongtheroutemovessothatitisnolongerconnectable,its
upstream neighborsendsalinkfailurenotificationmessagetoeachof
itsactiveupstream neighbors.Thesenodesin turn forwardthelink
failure notification to theirupstream neighbors untilthe link failure
notificationreachesthesourcenode.

222...333...MMMuuullltttiiipppaaattthhhAAAdddHHHooocccRRRooouuutttiiinnnggg
Multipathadhocroutingenablestofindmultiplepathsbetweenasource
and a destination in a single route discovery.[33]Multipath ad hoc
routinghasdrawnextensiveattentioninMANETsrecently.

aaa...NNNeeeeeedddooofffMMMuuullltttiiipppaaattthhhaaadddhhhooocccrrrooouuutttiiinnnggg
The network topology of a MANET can change frequently and

dramatically.One reason is thatnodes in a MANET are capable of
movingcollectivelyorrandomly.Whenonenodemovesoutof/intothe
transmissionrangeofanothernode,thelinkbetweenthetwobecomes
down/up.Another reason thatcauses the topologicalchanges is the
unstablewirelesslinks,which mightbecomeupanddown duetothe
signalfading (obstaclesbetween thetwoendnodes),interferencefrom
othersignals,orthechangingoftransmissionpowerlevels.Mostofthe
mobilenodesarebatterypowered,whenthenodesrunoutofthebattery
power,thenodefailurewillalsocausethetopologicalchanges.
The dense deploymentofnodes in MANETs makes the multipath
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routing a nature and promising technique to cope with the frequent
topologicalchangesandconsequentlyunreliablecommunicationservices.
Theauthors[34]provedthattheuseofmultiplepathsinDSRcankeep

correctend-to-end connection fora longertime than a single path.
Therefore,bykeepingmultiplepathstoadestination,frequencyofcostly
routediscoveryismuchlower.Moreover,inasinglepathroutingcase,
whenanodefailstotransmitapackettoitsnexthop,arouteerror
messagewillbesentbacktothesourceindicatingbreakageofthepath.
Withmultiplepathsavailable,nodescanactivelysalvagethepacketby
sendingittoanalternatepath,arouteerrorwilloccuronlywhenallthe
availablepathsfail.Althoughthesearchformultiplepathsmayneedmore
route requestmessages and route reply messages in a single route
discoveryprocess,numberofoverallroutingmessagesisactuallyreduced.
Twoprimarytechnicalfocusesinthisareaare,(a)multipathrouting

protocolsthatareabletofindmultiplepathswithdesiredproperties,and
(b)policieson usageofmultiplepathsand trafficdistribution among
multiplepaths.Inordertoachievefault-toleranceandrobustnessofdata
delivery,to improve reliability,to balance traffic load,to reduce the
end-to-enddelayandfrequencyofroutediscoveries,andtoimprovethe
networksecurity,multipathroutingprotocolsarerequired.
MultipathroutinginMANET wasoriginallydevelopedasameansto

provideroutefailureprotection.Forexample,DSR protocoliscapableof
cachingmultipleroutestoacertaindestination.Whentheprimarypath
fails,an alternateonewillbeused tosalvagethepacket.Temporally
OrderedRoutingAlgorithm (TORA)[35]alsoprovidesmultiplepathsby
maintaining destination-oriented directed acyclicgraph (DAG)from the
sourcenode.Multipathextensionsofsinglepathrouting protocolshave
also beproposed,such asAlternativePath Routing (APR)[36],Split
MultipathRouting(SMR)[37],andAODV-BR[38].
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bbb...BBBeeennneeefffiiitttsssooofffMMMuuullltttiiipppaaattthhhRRRooouuutttiiinnnggg
Weoutlinesomeoftheapplicationsofmultipathroutingthatimprove

theperformanceofad hocnetworks.In orderto achieveperformance
benefitsfrom multipath routing algorithm,itdependsnotonly on the
availabilityofthedesiredmultiplepathsbutalsoonthecapabilityofthe
multipathfindingtechnique.
Multipath routing protocols can provide fault tolerance by having

redundantinformationroutedtothedestinationviaalternativepaths.This
reducestheprobability thatcommunication isdisruptedin caseoflink
failure.Moresophisticatedalgorithmsemploysourcecodingtoreducethe
trafficoverheadcausedbytoomuchredundancy,whilemaintaining the
samedegreeofreliability.Thisincrease in routeresiliency islargely
dependedonmetricssuchasdiversity,ordisjointness,ofavailablepaths.
Anotherwayofusingmultiplepathsistohavethetrafficflow through

multiplepathssimultaneously.Bysplitting datatothesamedestination
intomultiplestreams,eachroutedthroughadifferentpath,theeffective
bandwidthcanbeaggregated.Thisstrategyisparticularbeneficialwhen
anodehasmultiplelow bandwidthlinksbutrequiresabandwidthgreater
than an individuallink can provide.End-to-end delay may also be
reducedasadirectresultoflargerbandwidth.
Anotherbenefitofmultipathroutingisreductionofroutingoverhead.

An importantobjective ofmultipath routing is to provide quality of
service,morespecifically,toreducetheend-to-end delay,toavoid or
alleviatethecongestion,andtoimprovetheend-to-endthroughput,etc.It
hasbeen shown thatmultipath routing helpssignificantly in providing
QoSbyreducingtheend-to-enddelayforpacketdelivery.[39]Thereare
twotypesoflatency causedparticularly by adhocon-demandrouting
protocols.Oneisthelatencytheprotocoltakestodiscoveraroutetoa
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destinationwhenthereisnoknownroutetothatdestination.Multipath
routing effectively reduces frequency ofroute discovery therefore the
latencycausedbythisreasonisreduced.Theotheroneisthelatencyfor
asendertorecoverwhenaroutebeingusedbreaks.Thelatencycaused
byrouteerrorsisasignificantcomponentintheoverallpacketlatency.
Multipath routing reducestheoccurrenceofrouteerrorsthereforethe
packetlatencyisfurtherreduced.
Someeffortshavebeenmadetoimprovethenetworksecuritybyusing

multipathrouting.

ccc...MMMuuullltttiiipppllleeepppaaattthhhSSSeeellleeeccctttiiiooonnnCCCrrriiittteeerrriiiaaa
Themultipath routing protocolisapromising techniquetoovercome

problemsoffrequenttopologicalchangesandlinkinstabilitysincetheuse
ofmultiple paths could diminish the effectofpossible node and link
failures.Therearevariouscriteria a protocolcan usewhen selecting
multiplepathssuchasdisjointness,pathselection,handlingduplicateroute
request.However,creatingmultiplepathsinthewirelessadhocnetwork
efficientlywithdesiredpropertystillremainsakeychallengeinresearch.

Disjoint
Differentmultipathroutingprotocolshavedifferentapproachestocreate

multiplepaths.Dependingonhow muchthecreatedpathsaredisjointed
from eachother,wecanclassifythepathsinthreecategories:[33]a.
Non-disjointpath;b.Node-disjointpathc.Partiallydisjointpath.(Fig2.6)
Increating non-disjointpaths,wedonotcareofjointpointsofthe

path.Instead,thealgorithm focuseson finding thepathsasmoreas
possible.Node-disjointpathsdonothaveanynodesincommon,except
thesourceanddestination.
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FFFiiiggg222...666...TTTyyypppeeesssooofffmmmuuullltttiiipppllleeeaaalllttteeerrrnnnaaatttiiivvveeepppaaattthhhsss

Incaseofpartiallydisjointpath,itdependsoncertainfactors.Onetype
ofpartially disjointpaths is link-disjointpath,which does nothave
commonlinks,butmayhavenodesincommon.Anotherpartiallydisjoint
pathisafail-safealternatepath[40].Itisapathbetweensourceand
destinationifitbypassesatleastoneintermediatenodeontheprimary
path. Fail-safe multiple paths are different from node-disjoint and
link-disjointmultiplepaths,in thesensethatfail-saferoutepathscan
havebothnodesandlinksincommon.
Thehigherdegreeofdisjunction,theprobabilityofsimultaneousfailure

ofallpathsdecreases.Itisduetorarechanceoflocatingoftwodisjoint
pathsnearsamesourceofnoiseorerror.Incontrast,probabilityofan
internalcompetitionforacquiringthesharedchannelbecomesmorewhen
therouteshavemorejointpoints.Furthermore,twojointfactorsdefineto
measure jointdegree ofroutes:[41]correlation (the numberoflinks
connectingdisjointpaths)andcoupling(averagenumberofblockednodes
byotherongoingtransmissions).
Given the trade-offs between using node-disjoint and non-disjoint

routing paths,partially disjointpath may offer a better compromise
betweentwoextremes.
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Pathselection
Inthecaseofsinglepathrouting,thedestinationisresponsibleforpath

selection.Formultipathrouting,oneapproachisthatafterreceivingall
RREQ packets,thedestinationchoosesthedesiredroutesandsendsthem
towardssourcenodebymeansofRREP packet[42][43][44].Another
approachisthattheintermediatenodescanparticipateintheprocessof
selectingthepathsinadistributemanner[45][46][47][48].

HandlingduplicateRREQ
Oneofimportantissuesinmultipathroutingistohandleaduplicate

RREQ bytheintermediatenode.A duplicateRREQ hasprobablypassed
morehopstoreachdestinationthanpreviousRREQ.Inconsequence,it
hastraveledlongerdistanceandcanbeagoodcandidateforrejection.On
theotherhand,re-broadcastingofitcouldprovideusbymorealternate
route paths.However,re-broadcasting may cause increase in RREQ
transmission,in turn,broadcaststorm.Hence,the intermediate nodes
shouldhandleduplicateRREQpacketsmorecarefully.

222...444...MMMuuullltttiiimmmeeedddiiiaaaSSStttrrreeeaaammmiiinnngggooovvveeerrrMMMAAANNNEEETTT
aaa...RRReeeaaalll---tttiiimmmeeeTTTrrraaannnssspppooorrrtttPPPrrroootttooocccooolll
Real-timetransportprotocol(RTP)[54]isIP-basedprotocolproviding

supportforthetransportofreal-timedatasuchasvideoandaudio.Thus
RTP provides end-to-end delivery services for data with real-time
characteristics.TheservicesprovidedbyRTPincludetimereconstruction,
lossdetection,securityandcontentidentification.ButRTPitselfdoesnot
provideanymechanism toensuretimelydelivery.RTPdoesnotaddress
resource reservation and does not guarantee quality-of-service for
real-timeservices.RTPapplicationsusuallyrunitontopofatransport
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protocolsuchasUDP(UserDatagram Protocol).[55]
RTP isdesigned to work in conjunction with theauxiliary control

protocol,Real-TimeControlProtocol(RTCP),togetfeedbackonquality
ofdatatransmissionandinformationaboutparticipantsintheon‐going
and to provideminimalcontroloverthedelivery ofthedata.RTCP
providessupportforreal-timeconferencingofgroupsofanysize.

bbb...SSSeeecccuuurrreeeRRReeeaaalll---tttiiimmmeeeTTTrrraaannnssspppooorrrtttPPPrrroootttooocccooolll
TheSecureReal-timeTransportProtocol(SRTP)[56]wasdesignedto

createanefficientsecuritysolutionfortheRTP,whichwouldworkin
constrained environments.So SRTP offers confidentiality,authenticity,
integrityandreplayprotectionforRTPandRTCPpackets,providingall
theimportantelementstosecureamediastream.Fig2.7showsoverview
oftheSRTPpacket.

RTP Header RTP Payload MKI Auth

encryption

authentication

FFFiiiggg222...777...OOOvvveeerrrvvviiieeewwwsssooofffSSSRRRTTTPPPpppaaaccckkkeeettt

Confidentiality protection isachievedby encrypting RTP payloadand
integrityprotectionisachievedbyapplyingamessageauthenticationcode
(MAC)ontheRTPpacket.Tomakeiteasiertosynchronizeswitchingof
keysforSRTP,especiallywhenmultiplestreamssharethesamekeys,an
optionalMasterKeyIdentifier(MKI)canbeused,withvariablesize.And
for efficiency reasons and to avoid error-propagation the encryption
algorithm currently defined is AES,but in a stream cipher mode.
HMAC/SHA-1isusedformessageauthentication.Topreservebandwidth,
theoutputmessageauthenticationtagisbydefaulttruncatedto4bytes.
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ccc...CCChhhaaalllllleeennngggeeesssaaannndddIIIssssssuuueeesssiiinnnmmmeeedddiiiaaassstttrrreeeaaammmiiinnngggooovvveeerrrMMMAAANNNEEETTT
Formediastreaming overMANET,thetransmissiondelay budgetis

tightduetomultihoproutingandhighbiterrorrates.Alsothepacket
lossratecanbeveryhighunderadverseconditions,suchashighchannel
noiseorheavy trafficwith multipleconcurrentcommunication sessions
causingahighcollisionrate.Generally,re-transmissionofpacketsisnot
desirableforvoiceoverMANETssinceitaddsextradelayandwastes
bandwidth.Furthermore,communicationmightbelostifthepacketloss
rateistoohighoracommunicationlinkisconsideredbroken.
To meet these challenges,effective network protocols and audio

processing techniquesareneeded.Following network measurementsare
commonlyusedtoobjectivelyevaluateperformance:
• Packetlossrateisthefractionoftransmittedpacketsfrom thesource
thatarenotreceivedatthedestination.

• Jitteristherandom variationofthepacketinter-arrivaltimeatthe
destination.Jittercanbemanytensofmillisecondsin802.11.A jitter
bufferatthereceivingendcancontroltrade-offbetweenspeechquality
anddelay.

• End-to-endpacketdelayisdifferencebetweenpackettransmissiontime
atthesourceanditsreceptiontimeatthedestination.

ddd...VVVoooiiiccceeeCCCOOODDDEEECCCSSStttaaannndddaaarrrdddsss
WhileaVoice-over-IP(VoIP)devicecanacceptadigitalcalldirectly,a

coder-decoder(CODEC)mustconvertanalog callsbeforethey can be
transportedoverapacket-switchednetwork.Totransmitvoicedataover
datanetwork,thevoicedatamustfirstbedigitizedandthencompressed
intosmallunitsknownaspackets.Thecompressionalgorithm determines
thesizeandthetransmissionintervalofthesepackets.
Inordertotransportthesevoicepacketsoverthenetwork,theyare
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encapsulatedasRTPpacketsusingUDPasthetransportprotocol.These
protocolsincuranoverheadof40bytesforeachpacketsent.
Themostpopularcodingstandardsfortelephonyandvoicepacketare:

G.711,G.723.1andG.729.[22]Table2.1summarizestheircharacteristics.

CODEC
Bit rate 
(kbps)

Framing 
size (ms)

Compression 
delay (ms)

Data size 
(bytes)

IP packet 
size 

(bytes)

Packet 
interval 
(ms)

G.711 64 0.125 5 240 280 30

G.723.1 5.3/6.3 10 30 24 64 30

G.729 8 10 15 20 60 20

TTTaaabbbllleee222...111---CCCOOODDDEEECCCpppaaarrraaammmeeettteeerrrsss

eee...SSScccaaalllaaabbbllleeeaaauuudddiiiooocccooodddiiinnnggg
Scalableaudiocoding[57]consistsofaminimum ratebitstream that

provides acceptable coded speech quality,along with one or more
enhancementbitstreams,whichwhencombinedwithalowerratecoded
bitstream,provideimprovedspeechquality.Fig.2.8showsthetypical
diagram ofa scalablespeech coding system.Basically,therearefour
scalable mechanisms: data partitioning, temporal scalability, SNR
scalability,andspatialscalability.

Encoding 1
Input Core Output

Refined Output

Decoding 1

Decoding 1

Encoding 2 Decoding 2

FFFiiiggg222...888...TTTyyypppiiicccaaalllDDDiiiaaagggrrraaammm ooofffSSScccaaalllaaabbbllleeeaaauuudddiiiooocccooodddiiinnngggsssyyysssttteeemmm

The standards for scalable speech coding are G.727 [58],and the
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MPEG-4speechcodingtools[59].TheG.727speechcodingstandard[58]
isbaseduponadaptivedifferentialpulsecodemodulation(ADPCM)and
operatesatdataratesof16,24,32,and40kbps.Thecorebitrateis
16kbps,anduptothree8kbpsenhancementlayerscanbeincluded.
MPEG-4NaturalSpeechCodingToolSet[59]providesagenericcoding

frameworkforwiderangeofapplicationswithspeechsignals.Itsbitrate
coveragespansfrom aslow as2kbit/sto23.4kbit/s.Twodifferent
bandwidthsofinputspeechsignalarecovered,namely,4kHzand7kHz.
MPEG-4 coding contains two algorithms:HVXC (Harmonic vector

excitation coding) and CELP (Code excited linear predictive coding).
HVXC isusedatalow bitrateof2or4kbit/s.Higherbitratesthan4
kbit/sinadditionto3.85kbit/sarecoveredbyCELP.Thealgorithmic
delay by either ofthese algorithms is comparable to thatofother
standards for two-way communications; therefore, MPEG-4 Natural
SpeechCodingToolSetisalsoapplicabletosuchapplications.Thebit
rate scalability ofany ofthese core layer bitrates is possible in
incrementsof2kbps,withuptothreeenhancementlayers.

FFFiiiggg222...999...MMMPPPEEEGGG---444CCCEEELLLPPPbbbiiitttrrraaattteee(((SSSNNNRRR)))ssscccaaalllaaabbbllleeecccooodddeeerrr

TheblockschemaofMPEG-4CELPbitrate(SNR)scalablecoderis
showninFig.2.9.
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fff...SSSeeellleeeccctttiiivvveeeEEEnnncccrrryyyppptttiiiooonnn
Selectiveencryptionisatechniquewhereinonlyaselectedsubsetofthe

transmitteddataisprotectedandtheremainderofthedatastream issent
in theclear.By notencrypting theentiredata stream,valuablenode
resourcescanbeconserved.
Basic requirementin selective encryption is to encryptsome media

packetsandnotencryptsomeother.Thisrequiresthateverypacketshall
carry an indicatorwhich indicateswhetherpacketisencryptedornot.
Thisdoesnotinterferewith othersecurity requirements,likemessage
integrityorauthenticationofsourceetc.Thescalablecodingschemewith
selectiveencryptionisdepictedinFig.2.10.

FFFiiiggg222...111000...SSScccaaalllaaabbbllleeecccooodddiiinnngggwwwiiittthhhssseeellleeeccctttiiivvveeeeeennncccrrryyyppptttiiiooonnn

Theauthors[60]havesuggestedsomeenhancementstoSRTPprotocol
inordertoenableSRTP tosupportselectiveencryption.SRTP usesa
optionalparametercalledMKI(MasterKeyIndex)ineverySRTPpacket.
CurrentdefinitionofSRTP protocoldefinessecuritycontextatboththe
endsofcommunicationwhichisestablishedusingothermechanismsand
alsocreatesmasterkey.Masterkeyisusedtocreatesessionkeysfor
encryptionandintegrity.SRTPallowsmultiplemasterkeystobeusedto
provide enhanced security features where masterkey can bechanged
duringmediacommunicationoverSRTPbyindicatingdifferentMKIvalue
in SRTP stream.However,it does not include encryption (cipher)
algorithm to be partofMKI,so basically while establishing security
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contextatbothendsofthecommunication,cipheralgorithm isnegotiated
and multiplemasterkeysareestablished and allthekeysusessame
ciphersuite.SRTPalsoallowsNULLencryptiontobesupportedasvalid
cipheralgorithm.
IfSRTP definitionischangedbylinking encryptionalgorithm tothe

masterkey and each masterkey can hold itsown cipheralgorithms,
SRTPcansupportselectiveencryptionwithoutchangingprotocolsyntax.
Inordertosupportselectiveencryptionbetweentwoendpoints,security

contextestablishmentshallestablishatleasttwomasterkeys(twoMKI
values)andoneofthemasterkeycarriesacipheralgorithm andother
oneusesNULLCipher.DuringRTPpacketprocessingbySRTPstack,if
encryptionforthatpacketisneeded,MKIvaluewillbesettotheone
thathascipheralgorithm attachedandifencryptionisnotneeded,MKI
valuewillbesettoonethathasNULLCipher.

222...555...SSSeeecccuuurrriiitttyyyIIIssssssuuueeesssooonnnAAAdddhhhooocccrrrooouuutttiiinnnggg
Routingsecurityisachallengingtaskinmobileadhocnetworkssince

the lack offixed infrastructure makes routing an obvious targetfor
adversaries.

aaa...SSSeeecccuuurrriiitttyyyAAAttttttrrriiibbbuuuttteeesss
Toclassifydifferentsecurityneedsforapplicationsofadhocnetworks,

thefollowingattributesareconsidered,
• Authentication:notonlyitmatterstokeeptheinformationsafefrom
eavesdroppersorotherwiseunauthorizedusers.Theneedforknowing
thatthesenderisactuallywhoclaimstobeisimportantsecurityissue
foradhocnetworks.

• Integrity:whentheinformationissentthroughawirelesslink,riskis
thatmaliciousattackerscouldchangesomeimportantdataandre-sends.
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The integrity is ability ofthe network to guarantee thatreceived
messagehasnotbeenforgedormodified.

• Non-Repudiation:Itistheabilitynottobeabletodenysendinga
message.Thismaybeofgreatimportanceinsomesituations.

bbb...TTThhhrrreeeaaatttsssaaannndddaaattttttaaaccckkksssooonnnaaadddhhhooocccrrrooouuutttiiinnngggppprrroootttooocccooolllsss
Someattacksonadhocroutingprotocolsareasfollowings.[67][68]

AAAttttttaaaccckkksssuuusssiiinnngggmmmooodddiiifffiiicccaaatttiiiooonnn
Oneofthesimplestwaysforamaliciousnodetodisturbgoodoperation

ofadhocnetworksistoannouncebetterroutesthantheothernodes.
Thiskindofattackisbasedonmodificationofmetricvalueforaroute
orbyalteringcontrolmessagefields.
• Redirectionbychangingroutesequencenumber:Inadhocnetworks,
like in wired networks,betterpath to reach a destination node is
determinedbyaspecificvalue,whichisthemetric.Smallerthisvalue
is,betteristheroute.That’swhyasimplewaytoattackanetworkis
tochangethisvaluewithasmallernumberthanthelast“better”value.

• Redirectionwithmodifiedhopcount:Whenanodecannotdecidewhat
thebestrouteisregardingtodifferentmetrics,itcanusenumberof
hopstodecidewhichpathisthebestroutetoreachaspecificnode.In
AODV protocol,ituseshopcountvaluetodeterminethebestroute.A
maliciousnodecandisturbthenetworkbyannouncingthesmallesthop
countvaluetoreachthenode.Ingeneral,hackersusevaluezerotobe
suretohavethesmallesthopcountvalue.

• DoS attackswithmodifiedsourceroutes:InDSR,itutilizessource
routes,therebyexplicitlystating routesindatapackets.Theseroutes
lackanyintegritychecksandasimpleDoSattackcanbelaunchedby
alteringthesourceroutes.
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• Tunneling:Adhocnetworkshaveimplicitassumptionthatanynodecan
belocatedadjacenttoanyothernode.Thisleadstoatypeofattack,
calledtunneling,wheretwoormorenodesmaycollaboratetofalsely
representthelengthofavailablepathsbyencapsulatingandtunneling
betweenthem legitimateroutingmessagesgeneratedbyothernodes.In
thiscase,tunneling preventshonestintermediatenodesfrom correctly
incrementingmetricusedtomeasurepathlengths.

AAAttttttaaaccckkksssuuusssiiinnngggiiimmmpppeeerrrsssooonnnaaatttiiiooonnn
Theseattacksarecalledspoofingsincethemaliciousnodehideitsreal

IP addressorMAC addressandusesanotherone.Asadhocrouting
protocolslikeAODV andDSRdonotauthenticateIPaddress,amalicious
nodecanlaunchmanyattacksbyusingspoofing.

AAAttttttaaaccckkksssuuusssiiinnngggfffaaabbbrrriiicccaaatttiiiooonnn
• Falsifyingrouteerrormessages:ThisattackisquitecommoninAODV
andDSRbecausetheseprotocolsuseroutemaintenancetorecovergood
pathwhennodesmoveaway.Whenanodemoves,theclosestnode
sendsan“error”messagetootherstoinform thattherouteisnomore
available.Ifamaliciousnodeusurpstheidentityofanothernodeby
using spoofing and send errormessagestoothers,thesenodeswill
updatetheirroutingtableswiththisinformation.

• Routecachepoisoning:ThisisapassiveattackthatcanoccurinDSR
especially becauseofpromiscuousmodeof.In addition to learning
routesfrom headersofpackets,routesin DSR may alsobelearned
from promiscuously receivedpackets.A nodeoverhearing any packet
mayupdateitsroutingtable,evenifthatnodeisnotonthepathfrom
source to destination.Vulnerability is thatan attackercould easily
exploitthismethodoflearningroutesandpoisonroutecaches.
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AAAttttttaaaccckkksssbbbyyydddrrroooppppppiiinnngggpppaaaccckkkeeetttsss
• BlackholeandGreyholeattack:Inblackholeattack,theattackersends
outforgedroutingpackets.Itcansetuparoutetosomedestinationvia
itselfandwhentheactualdatapacketsgetintheyaresimplydropped,
forming a black hole where data enters butneverleaves.Another
possibility isfortheattackerto forgeroutespointing into an area
wherethedestinationnodeisnotlocated.Everythingwillberoutedinto
thisareabutnothingwillleave,thuscreatingablackhole.A special
caseofblackholeattackisagreyhole.Inthisattack,theadversary
selectivelydropssomekindsofpacketsbutnotother.Forexample,the
attackermightforwardroutingpacketsbutnotdatapackets.

ccc...VVVuuulllnnneeerrraaabbbiiillliiitttiiieeesssooofffmmmuuullltttiiipppaaattthhhrrrooouuutttiiinnngggppprrroootttooocccooolllsss
Severalvulnerabilitiesorsecurityattacksmayaffectroutediscoveryof

multipath routing protocols,allowing a smallset,or even a single
maliciousnode,tocontroltheroutingpathsofcriticalnodes.[69]

RRRaaaccciiinnngggppphhheeennnooommmeeennnooonnn
With several multipath routing protocols, each intermediate node

processeseachRREQ onlythefirsttimeitreceives.Then,itdropsany
succeeding duplicates RREQ.This happens despite the fact that a
succeeding instance ofalready processed RREQ may have propagated
throughadifferentpath.Whethersuchprotocolsdiscoverthecompleteset
of node-disjoint paths,depends on the racing conditions of RREQ
propagationthroughdifferentpaths.Ifan intermediatenodehappensto
receivefirstRREQthatpreventsdiscoveryofanotherpaththatbelongsto
setofnode-disjointpaths,thenRREQ willendupwithoutdiscoveringall
existing disjointpaths.Note thata node thatexperiences the racing
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phenomenon willbehaveasifitwasunderRushing attack [70],even
thoughnomaliciousactstakeplace.

IIImmmpppeeerrrsssooonnnaaatttiiiooonnnaaannndddlllaaaccckkkooofffaaauuuttthhheeennntttiiicccaaatttiiiooonnn
Ifaprotocolrequiresonlyend-to-endauthenticationandintermediate

nodes participating in a routing path are notauthenticated,then the
protocolissubjectto impersonation sybilattacks[71],underwhich a
maliciousnodemaypresentmultipleidentities.Inthisway,amalicious
nodemayparticipateinmorethanone,seeminglynode-disjoint,routing
paths,bypresentingdifferentidentityineachpath.Theadversarymay
then compromise a smallfraction ofnodes in selected areas ofthe
network to controlrouting paths.The effects ofthis attack can be
maximizedifitiscombinedwith“black-hole”attack,wheretheattacker
respondstoallrouterequests,withnon-existentshortpathlinks.Then,
adversarymaymanipulatecommunicationbydroppingallroutingpaths.

IIInnnvvviiisssiiibbbllleeennnooodddeeeaaattttttaaaccckkk
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The broadcastnature ofad hoc network makes multipath routing
protocols subjectto a specialcase ofMan-In-the-Middle attack,the
invisiblenodeattack [72].In thissituation,amaliciousnodedoesnot
revealitspresenceintheroutingpath.Instead,theinvisiblenodesilently
repeatscommunicationbetweentwo-hopawaynodes,whichassumethat
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they communicate directly as one-hop neighbors.Indeed,a node may
legitimately participate in one routing path and may also participate
“invisibly”inotherroutingpathsasshowninFig2.11.

WWWooorrrmmmhhhooollleeeaaattttttaaaccckkk
Inthewormholeattack[73]anattackerusesapairofnodesconnected

insomeway.Itcanbeaspecialprivateconnectionorthepacketsare
tunneledovertheadhocnetwork,whichisshowninFig.2.12.Every
packetthatoneofthenodesseesisforwardedtotheothernodewhichin
turnbroadcastthem out.Thismightcreateshortcircuitsfortheactual
routingintheadhocnetworkandtherebycreatesomeroutingproblems.
Tunneling attacksareasecurity threatto multipathrouting protocols,
whichlookformaximallydisjointpaths[37].Itisdifficulttoguarantee
integrityofpathlengthswithmetricslikehopcount.

S

A

C

B

D

E

Malicious node

F

G

Malicious node

Tunneling

FFFiiiggg222...111222...WWWooorrrmmm hhhooollleeeaaattttttaaaccckkk

333...HHHyyybbbrrriiidddAAAdddHHHooocccNNNeeetttwwwooorrrkkk

333...111...HHHyyybbbrrriiidddMMMAAANNNEEETTT
AnisolatedMANET isanetworkthatisautonomouslyset-upamong

wirelessmobilenodeslocalizedinthesamegeographicalarea.Inthistype
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ofMANET,thereisnoconnectiontoanexternalnetwork:alltrafficis
generatedbyMANET nodesanddestinedtoMANET nodes.However,in
hybridMANET (H-MANET),anodeisconnectedtoanexternalnetwork
(e.gInternet)bymeansofoneormoregateways.A MANET nodecan
exchangedatatrafficwitheveryothernodethroughmultihoppathsand
communicate with hosts located in the externalnetwork,routing its
upwardtraffictowardsagateway.Suchgateway,in turn,willreceive
returntrafficfrom theexternalhost(s)andwillrouteittothesource
node.ItisalsocalledconnectedMANET.AlthoughisolatedMANET is
usefulinmanyapplications,connectedorhybridMANET ismuchmore
desirableinmanyapplications.

333...222...IIInnnttteeerrrnnneeetttGGGaaattteeewwwaaayyyiiinnnHHHyyybbbrrriiidddMMMAAANNNEEETTT
Because ad hoc routing protocols were designed forcommunication

within isolated MANET,ithas the limited communication range.To
increase communication range and enhance the usability ofMANET,
InternetGateway(IGW)isusedfortheconnectionofaMANET nodeto
theglobalInternet.TheInternetconnectivity canbeachievedviauser
nodeswithaccesssubscriptiontoother(infrastructure-based)networks,
such as WLAN,WMAN or WWAN.[85] The infrastructure-based
network (WLAN)andadhocnetwork (MANET)can beintegratedto
moreflexibleandwiderconnectivity.WLANsoffermobilenodestoaccess
theservicesofInternet.Ifamobilenodemovesintoanareawherethe
radiosignaloffan accesspoint,itmay reconfigureitselfintoadhoc
modeandusemultihopmechanism toconnecttheInternetbyMANET’s
gateway.TheintegrationoftheInternetandadhocmobilehostscanbe
usedtoeliminatedeadzonesinwirelessnetwork.
However,adhocroutingprotocolsonlymaintainrouteswithinthead

hocnetwork,anddonotprovideawaytoutilizeanaccesspointtothe
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wirednetworkwhenoneisavailable.Soadhocroutingprotocolsneedto
be modified in order to achieve routing between a mobile node in
MANET domainandafixeddeviceinawirednetwork(e.g.Internet).To
achievethisnetworkinterconnection,gatewaysthatunderstandprotocols
ofbothMANET protocolstackandTCP/IPsuiteareneeded.

aaa...IIInnnttteeerrrnnneeetttGGGaaattteeewwwaaayyyDDDiiissscccooovvveeerrryyy
WhenanadhocnetworkisconnectedtotheInternet,itisimportant

formobilenodestodetectavailableInternetgatewaysprovidingaccessto
theInternet.MobileIPagentdiscoverymethodsarediscussedin[86-88].
Therearetwomajorapproaches-reactiveandproactive:
• Proactive Discovery: The FA periodically broadcasts Agent
Advertisementthatcanbere-broadcastbyadhocnodestofloodthe
entiread‐hocnetwork.AllmobilenodescanregisterwiththeFA once
theyhavereceivedtherebroadcastingmessage,andperiodicallyrefresh
theregistrationinformation.

• Reactive Discovery: The FA does not broadcast advertisements
periodically,butinsteadmobilenodesbroadcastsolicitationmessagesin
searchofanagent.TheFA unicastsitsadvertisementtothemobile
nodeviathemulti‐hoprouteonceitreceivesthesolicitation.Inthis
method,mobilenodesmayelecttoseekaForeignAgentandregister
onlywhentheyhavedatatotransmitacrossthegatewaytothewired
network.

InaHybridapproach,thegatewaysendsproactiveHELLOmessagesto
alimitedgroup(e.g.thenumberofhopsfrom thegateway)andletthe
nodesfurtherawayreactivelyfindthegateway.Foraminimaloverhead,
anoptimalsizeofthegroupmustbefound.Asshownin[34]optimal
sizeofgroupvariesdependingonscenarioandnetworkconditionsosome
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sortofestimationmustbemadebythegatewayontheseparameters.
Intheproactiveapproach,floodinggatewayadvertisementswillenable

MANET nodestoselectaclosergateway.Thiswillreducenumberof
packettransmissionsrequiredtotransferuserdatabetweengatewaysand
MANET nodes.Dependingonuseractivity,thisreductioncanbelarger
than theoverheadofflooding controlpackets.Thusproactiveapproach
leads to lower delays and better throughput performance.With the
increasing sizeofad hocnetwork,theperformanceofproactiveagent
discoverygenerallydecreases.

bbb...IIIssssssuuueeesssaaannndddCCChhhaaalllllleeennngggeeesssiiinnnIIInnnttteeerrrnnneeetttGGGaaattteeewwwaaayyysss
Inasimplercasewherethereisonlyonegateway,theissueisquite

simple how to discover the gateway and configure a globally valid
addresstothemobilenodeforincomingandoutgoingtraffic.Inamore
complicated case where severalgateways co-exist,the availability of
multiplegatewaysprovidesthenetworkwithhigherrobustnessandmore
flexibility for globalInternet connectivity.Therefore,it is important,
especiallyforsuchanetwork,todiscoverandselectagatewaythatis
the ‘optimal’one among allavailable gateways,according to certain
criteria.
Wheneveramobilenoderoamstoanew wirelessaccessnetwork,it

mustdiscoveramobileagent/internetgateway andregisterwithit.In
caseofsinglegatewayscenario,thetrafficbetweenMANET nodeand
theInternetmusttravelthroughthesameinternetgateway.Simultaneous
useofinternetgatewaybyseveralMANET nodesresultsinheavytraffic
congestionaroundthegatewaynode.Also,useofsinglegatewayhasthe
drawback ofsinglepointoffailure.In ordertosolvetheseproblems,
multiplegatewayscan beused fora particularMANET domain.The
multipleinternetgateway scenariosmay havemultipleofFAsatthe
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border.
AnotherchallengingcaseiswhentheInternetconnectivityisprovided

toadhocnetworknodesbythosenodesthathappentoalsohave3G or
LAN connectivity,suchscenariowith multiplegatewaysisvery likely.
Undersuchscenario,weexpectthatadhocnetworknodeswillbeableto
selectthemostappropriategateway.This,andthefactthatgatewaysto
thesamead hocnetwork may generally beconnected todifferentIP
subnetworks,leadstochallengessuchasMobileIP handoversbetween
gateways,discoveryandselectionofgateways,allocationofadhocnodes
togateways,andmanyothers.
WithmultipleIGWs,ifanyoneoftheIGWsfails,anotherIGW can

take overthe failed one.To increase the overallthroughputofthe
MANET totheglobalInternet,balancingtheloadonIGWsisrequired.
Thenetworkperformancecanbeimprovediftheloadisbalancedwell
amongthegateways.

ccc...HHHaaannndddooovvveeerrrSSStttrrraaattteeegggyyy
To extend the coverage or performance ofintegrated Internetwith
MANET,usually multiple gateways are used.In general,a handover
betweengatewaysisinitiatedbecauseofmobility,packetlossortoreach
a betterpath.Afterthe handoveris done,allpackets mustbe sent
through the new gateway. Conventional wireless networks perform
handoversdependingonthelinkquality.However,inmultihoptopologies,
usuallyjustafew nodeshaveadirectconnectionwiththegatewayand
mostofmobilenodesaccessthewirednetworkthroughmultiplenodes.
Handoveris also usefulto load balance between differentgateways,
avoidingpacketdropsbecauseofbufferoverflow ornetworkcongestion.
Two different kinds of handover can occur:Forced and optimizing
handovers.
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Forcedhandoverisinvoluntary.In somesituations,communication is
notpossiblewiththegatewayduetobrokenrouteorjustthatamobile
nodehasbeendisconnected.Thenanew gatewaydiscoveryhastobe
started,justlikethefirsttimethatthenodeappearsin thenetwork.
Forced handover is possible in all gateway discovery approaches,
proactive,reactiveandhybrid.
Optimizinghandoverisvoluntaryandfindsabettergatewayinterms

ofnumberofhops,aswellasotherparametersthatmaybeinfluentto
the delivery of packets.Not allgateway discovery approaches can
implementthishandoverbecauseadvertisementsfrom thegatewaysare
required,asinproactiveandhybrid.From thisinformation,mobilenodes
candecideifanothergatewayisbetterthanthecurrentone.IfMobileIP
isused,tomaintaintransmissionswhilechangingIPaddress,themobile
nodewillstartaregistrationwiththenew accessrouterbeforeitbreaks
thelinkwiththeoldone.
Itis importantto determineprecisely when an optimizing handover

really isbeneficial,instead ofwaiting fora forced handover.Thisis
becauseeachoptimizinghandoverintroducesadelayandabreakinthe
flow ofpacketstransmitted.

ddd...AAAddddddrrreeessssssiiinnngggiiinnnMMMAAANNNEEETTT
MANET nodesdesiringtocommunicatewiththeglobalInternetshould

have a setofglobalIPv4 address(es) to allow the packets to be
originatedfrom anInternetnode,thatis,itmusthaveagloballyroutable
IP address.When a node has IP address thatis valid on its home
network,normalMobileIPoperationapplies;thenodemustobtainaCoA
on thevisited network to obtain Internetconnectivity.Thenodemay
obtainsuchanaddressinoneofthreeways:
(i)ItmaywaitforreceptionofAgentAdvertisementmessage,initiatedby
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FA.
(ii)ItmayrequestaddressbyissuingAgentSolicitationmessageforFA.
(iii)Itmayacquireaco-locatedCoA throughsomeexternalmeans.

ForeignagentsperiodicallybroadcastAgentAdvertisementmessageson
theirwirelesschannels.ThesemessagescontainIPaddressoftheFA and
optionally oneormoreadvertisedCoAs.When amobilenodereceives
suchanadvertisement,itselectsoneoftheadvertisedCOAstobeits
new CoA.
Alternatively,accordingto(ii)above,anodemaysolicitaCoA from a

FA byissuingAgentSolicitation.A mobilenodethatdoesnotknow IP
addressofanyFAsmustdiscoveraroutetoitsclosestFA.Itispossible
foramobilenodetonothavereceivedAgentAdvertisementifthenode
has justjoined the network and is in the intervalbetween Agent
Advertisements,orifnetwork collisionsprevented thebroadcastAgent
Advertisementfrom reaching themobile.Finally,anodemay obtain a
co-locatedCoA throughsomeexternalmeans,suchasaDHCPserver.
In order to access the Internet,MANETs need to one or more

gateways,which enable each node's interfaceto have auto-configured
globaladdress(es).Forthepurposeofannouncing thegateway prefix
information,routeadvertisementandroutesolicitationmessagesshouldbe
processedinmultihopfashionateachgatewayandnode. Alongwiththe
prefix information, the stateless mechanisms for IP address
auto-configuration and duplicate address detection for valid globalIP
addressesshould beexecuted.In thecaseofmultiplegateways,each
node'sinterfacecanbeassignedmultipleglobalIPaddressesduetothe
presence ofmultiple gateways.However,since mostad hoc routing
protocolsdid notconsidermultipleaddressesofonenetwork interface,
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theyshouldbemodifiedtosupportnotonlyMANET localaddressbut
alsomultipleglobaladdresses.

333...333...SSSeeecccuuurrriiitttyyyIIIssssssuuueeesssiiinnnHHHyyybbbrrriiidddMMMAAANNNEEETTT
ThesecurityinIEEE 802.11WLAN connectedtotheInternetiswell

studied.Howeverinterconnection between Internetand MANET isstill
challenging task. To support global connectivity in MANET,
infrastructure-based network (WLAN)route to corresponding node is
required by following theMobileIP.Therearetwocriticalissuesfor
providingasecuremultihoproutediscovery:Internetconnectivityandad
hocroutingprotocol.
To obtain Internetconnectivity,each MS has to registerwith the

visitingFA andcreatesamobilitybindingatitsHA.IftheMSismisled
byaforgedFA oramaliciousintermediateMS,itcannotgetacorrect
Internetconnection with servicesastheregistration messagesmay be
modified by amaliciousintermediateMS and may notallow MSsto
registerwith its HA correctly.The existing ad hoc routing security
approachescannotprovideasecureFA discovery.TheexistingMobileIP
protocolcannotprovidethesecurityprotectionforamultihopregistration.
Thus,forprovidingglobalconnectivitytoconnectedMANET,twomajor
schemesarerequired:asecureFA discovery and asecureMobileIP
registrationforMS.

aaa...VVVuuulllnnneeerrraaabbbiiillliiitttyyyiiinnnhhhyyybbbrrriiidddMMMAAANNNEEETTT
Vulnerability in theconnected MANET can becategorized intotwo:

vulnerabilityinadhocnetworkandvulnerabilityinInternetconnectivity.
Adhocrouting protocolsarevulnerabletodifferenttypesofattacks

thathavebeenextensivelystudiedinchapter2section2.5.
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AAAttttttaaaccckkksssooonnnttthhheeeIIInnnttteeerrrnnneeetttCCCooonnnnnneeeccctttiiivvviiitttyyy
Maliciousnodescanmodify,drop,forgeorgenerateMobileIPmessages

(e.g.,advertisement,registrationrequest,orregistrationreply)anddisrupt
mobileIP supportforMANET.ThreemaintypesofattacksinInternet
connectivityarebogusregistration,replayattack,andforgedFA.[96]
• Bogusregistration:IntheintegratedMANET,bogusregistrationoccurs
whenamaliciousnodemakesafakeregistrationbymasqueradingitself
assomeoneelse(agenuineone).Forinstance,MN1 may attackthe
InternetconnectivitybybogusregistrationinthedisguiseofMN2,and
thereafterthepacketsofMN2willbeforwardedtothemaliciousMN1.
ThemaliciousMN1couldsendbulkpacketsonbehalfofMN2totake
upthebandwidthofInternetgatewayandmaydisallow theInternet
connectivitytootherMNs,causingDoS.

• Replayattack:Thereplayattackoccurswhenanattackerobtainsa
copyoflegitimatepacket(e.g.,aregistrationmessage)sentbyaMN
andthenreplaysthepacketlater.Forexample,MN1storessomemobile
IPmessageswhichweresentbyotherMNs.Then,MN1resendsthese
messagestotheFA toimpersonateasthesenders.IftheFA istricked
intobelieving thatthegenuinemessages,theattackercould perform
validbutunwantedoperationsafterwardsbysendingoldmessages.

• ForgedFA:ForgedFA attackcanbeimplementedbyusingfraudulent
beacons orrecorded beacons.By advertising fraudulentbeacons,an
attackermightbeabletoenticeMSsinaMANET toregisterwiththe
attackerasiftheMN hasreachedtheInternet.Thistypeofattackis
difficultforanattackertoimplementbecausetheattackermusthave
thedetailedinformationabouttheFA.Whilebroadcastingtherecorded
beacons,theattackerenticesotherMNstoregisterwiththeforgedFA.
When MN hearsthefraudulentorrecordedbeaconsfrom theforged
FA,MN assumes thatitis a genuine FA,and then initiates a



- 46 -

registrationprocedure.A registrationrequestisissuedfrom theMN to
theforgedFA.Furthermore,afterreceivingtheregistrationresult,the
MN assumesthatithasobtainedtheInternetconnectionthroughthe
forgedFA anddisconnectsitscommunicationfrom thegenuineFA.

333...444...DDDiiissstttrrriiibbbuuuttteeedddMMMeeedddiiiaaaDDDeeellliiivvveeerrryyy
Initially Content Delivery Network (CDN) [98] was developed to

overcomeperformanceproblems,suchasnetworkcongestionandserver
overloadinthenetworktopology,whicharisewhenmanyusersaccess
popularcontents.CDNshavebeenwidely usedtoprovidelow latency,
scalability,faulttolerance,and load balancing forthedelivery ofweb
contentand more recently streaming media.CDNs improve end-user
performancebycachingpopularcontentonedgeserverslocatedcloserto
users.Delivering contentfrom a nearby edgeserverreducesresponse
time,probabilityofpacketloss,andtotalnetworkresourceusage.[99]
With theemerging wirelesstechnology,streaming high-fidelity audio

overwirelesschannelsisindemand.Meanwhile,IP-basedarchitecturefor
wirelesssystemspromisestoprovidenext-generation wirelessservices
suchasvoice,high-speeddata,Internetaccess,audioandvideostreaming
onanallIPnetwork.Itisknownthatreal-timeaudiostreamingcanonly
tolerate very few errors.Moreover,bandwidth fluctuates in wireless
channelspresentnew challengestoaudiostreaming.Thus,itisimportant
thataudio streaming scheme has the ability to adaptaudio bitrate
according tonetworkconditions.Withscalableaudiocompression[100],
[101],a singlecompressed bitstream can begenerated with different
subsetsofitcorrespondingtothecompressedversionofthesameaudio
clip atvarious rates.This is very beneficialforaudio delivery over
time-varyingnetworkswithbandwidthfluctuation.
Like in otherwireless multimedia applications,efficientcompression
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techniques mustbe employed to meetbandwidth limitations in audio
streaming.Sourcecompressionisachievedatthecostofsensitivity to
transmissionerrors,whichhavesevereadverseeffectsondecompressing
thereceivedbitstream andsometimescompletelycrashthedecoder.
Two techniques have been proposed in the literature to dealwith

transmissionerrors:errorresilienceanderrorprotection[102].

EEErrrrrrooorrrRRRooobbbuuussstttnnneeessssss
Errorrobustnessmeansthattheencodedaudiodatacanbetransported

overerrorpronechannelswithoutunacceptablelossinsignalquality.
MPEG-4 ver.2 has included two kinds of techniques - "Error

Resilience" and "Error Protection". MPEG-4 Audio ver. 2 coding
algorithmshaveabilitytogeneratesucherrorresilientbitstreamsthat
can be decoded with minimaldegradation even ifthey are partially
corrupted,ifthecorruptedpartisdistinguished.
MPEG-4ver.2containsErrorProtection(EP)Toolwhichcanbeused

byallMPEG-4audiocodingalgorithmsandisabletoadapttoawide
range of channel error conditions. MPEG-4 algorithms provide a
classification ofeach bitstream fieldaccording toitserrorsensitivity.
Basedonthis,thebitstream isdividedintoseveralclasses,whichcanbe
separatelyprotectedbytheEPtool,suchthatmoreerrorsensitiveparts
areprotectedmorestrongly.ThistechniqueisknownasUnequalError
Protection(UEP).MainfeaturesoftheEPtoolare
• providing a setoferrorcorrecting/detecting codes with wide and
small-stepscalability,inperformanceandinredundancy

• providingUEPconfigurationcontrolwithlow overhead

FFFooorrrwwwaaarrrdddEEErrrrrrooorrrCCCooorrrrrreeeccctttiiiooonnn
Forward ErrorCorrection (FEC)[103]is used mainly forreal-time

communicationswhereaneffectivewaytodealwithchannelunreliability
isneeded.Theideaistoaddalevelofredundancyasafunctionofthe
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networkstate.Thenthislevelofredundancyshouldbedecreasedwhen
thenetwork iswell-behaved and increasedwhen itisnot.Supposea
blockofK encodedatthesenderusingFEC K+R soatotalofN=K+R
packetsaresentperblock.TheRedundancypacketsarecalculatedusing
block codes that are a class of codes with memory. Normally
Reed-Solomoncodesareused.
Toserveasanerrorresilienttool,scalablecodingmustbepairedwith

UEP inthetransportsystem,sothatthebaselayerisprotectedmore
strongly,e.g.,byassigning amorereliablesub-channel,using stronger
FECcodes[104],orallowingmorere-transmissions.
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IIIIIIIII...PPPrrrooopppooossseeedddAAApppppprrroooaaaccchhheeesss

111... AAAuuuttthhheeennntttiiicccaaatttiiiooonnn sssccchhheeemmmeee fffooorrr WWWiiirrreeellleeessssss mmmooobbbiiillleee
nnneeetttwwwooorrrkkk

Many authentication protocolsforthewirelessmobilenetworkshave
been proposed.Further,thereisadesiretoincreasethesecurity and
performance ofauthentication mechanisms in wireless network due to
strong user authentication, protection of user credentials, mutual
authenticationandgenerationofsessionkeys.Asdemandforstronguser
authenticationgrows,one-timepassword(OTP)-basedauthenticationstend
tobecomemorecommon.

111...111...PPPrrreeevvviiiooouuusssWWWooorrrkkksss
Lamport[21]proposedaone-timepassword/hashchainingtechnique,

which has been used in many applications. S/KEY [23] is an
authenticationsystem thatusesOTP.TheS/KEY system [24]isdesigned
toprovideuserswithOTPswhichcanbeusedtocontroluseraccessto
remotehosts.
The IETF RFC 3748 [14] has defined that with Extensible

Authentication Protocol(EAP),OTP method can beused.Furtherthe
Internet draft [25] defines OTP method, which provide one‐way
authenticationbutnotkeygeneration.Asaresult,theOTP methodis
only appropriate foruseon networks where physicalsecurity can be
assumed.ThismethodisnotsuitableforusinginwirelessIPnetworks,
orovertheInternet,unlessEAPconversationisprotected.
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111...222...OOOTTTPPP---bbbaaassseeedddAAAuuuttthhheeennntttiiicccaaatttiiiooonnnSSSccchhheeemmmeee
aaa...OOOvvveeerrrvvviiieeewwwsss
Weputforwardaschemeforimplementingauthenticationmechanism

basedon thehash function.Theauthentication protocolisproposedto
solvetheweakauthenticationandsecurityflaw problem ofWEPin802.11
WLAN.
Wedeviseconceptofauthenticationschemeusingone-timepassword

forIEEE 802.11network.Inthisscheme,theAPreceivesthepassword
which isprocessed from theclientand theserver'soriginalpassword
exclusive-OR (XOR)thestream bits,in ordertodefendmaliceattack.
Theclientneedsremoteauthentication,sotheAP notonlyreceivethe
passwordfrom theclientbutfetchclient'sbasicdatafrom HomeNetwork
Server(HNS)byroaming,thentheAPcomputesandcomparesthehash
valuetoaccomplishmutualauthentication.Thekeyexchangebetweenthe
clientandtheAPgeneratesasessionkeyandresponsesnew stream bits
toHNStoupdateclient'sdatabase.Finally,theclientsendsOTPtothe
AP,andtheclientrefreshessecretkeyofWEPinIEEE802.11,todefend
replayattack.
InordertopreventclientandAPinthisprotocolfrom severalattack

methods.Thetechniquesincludeper-packetauthenticationandencryption,
etcareadopted.

bbb...WWWooorrrkkkiiinnngggPPPrrriiinnnccciiipppllleee
Therearefourphasesinthisauthenticationscheme,whichare:

• Phase0:Discoveryphase;
• Phase1:OTPAuthenticationphase;
• Phase2:Securekeyexchangephase;
• Phase3:RefreshingOTPphase.
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TheconversationphasesandrelationshipbetweenthepartiesinOTP
basedAuthenticationschemeisshowninFig3.1.

FFFiiiggg333...111...CCCooonnnvvveeerrrsssaaatttiiiooonnnppphhhaaassseeesssooofffOOOTTTPPPAAAuuuttthhheeennntttiiicccaaatttiiiooonnnsssccchhheeemmmeee

PPPhhhaaassseee000:::DDDiiissscccooovvveeerrryyyppphhhaaassseee
Inthediscoveryphase(phase0),theclientorthestation(STA)and

AccessPoint(AP)locateeachotheranddiscovereachother'scapabilities.
IEEE802.11providesintegrateddiscoverysupportutilizingbeaconframes,
allowingtheSTA todeterminetheMAC addressandcapabilitiesofAP.
When theclientreceivesbeacon frame,itknowsitselfisin Visiting
Network,andrequiresauthenticationfrom HomeNetwork.

PPPhhhaaassseee111:::OOOTTTPPPaaauuuttthhheeennntttiiicccaaatttiiiooonnnppphhhaaassseee
The authentication phase (phase 1) begins once the client and AP
discovereachother.ThisphasealwaysincludesOTP authentication.In
this phase,the clientauthenticates itself as a legalmember for a
particularAP andneedsremoteauthentication.Thestepsareshownas
thefollows:
Step1:
TheAPsendRequestmessage.

Step2:
Theclientwillsend{IDC||IDHNS||YC||H(IDC,A)}.WhereIDC is

client’sidentity;IDHNSisIdentityofHomeNetworkServer(HNS);YC=
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aRC modq;RC israndom numberproducedbyaclient;H()isoneway
hashfunction;A =PWC ⊕ SB;PWC isclient'spassword;andSB is
stream bitsgeneratedbytheservertosharewiththeclient.
Step3:
Afterreceiving{IDC||IDHNS||YC||H(IDC,A)}from theclient,the

APsends{IDHNS||IDC||IDAP}totheVisitingNetworkServer(VNS)
WhereIDAP isAP’sIdentity.
Step4:
AfterreceivingIDHNS from theclient,theVNSwillencryptIDC and

IDAP withKVH whichisasecretsharedkeybetweenVNSandHNS.
Thenitsends{IDHNS||EVH(IDC||IDAP)}totheHNS.
Step5:
DependingonIDC,theHNSexaminesPWC,SB,andclient’sprivacy

key(KC)from user'sdatabase,andgeneratesanew stream bits(SBN)
andA.TheIDC andSBN areencryptedwithprivatekeyKC producing
EKC(IDC||SBN).ThenEKC(IDC||SBN),IDC,IDAP andAareencrypted
by HNS withsymmetriccryptosystem togetEVH(IDC||IDAP||A||
EKC(IDC||SBN)).ThenHNSwillsend{IDVNS||EVH(IDC||IDAP||A||
EKC(IDC||SBN))}totheVNS.
Step6:
Upon receiving {IDVNS||EVH(IDC||IDAP||A||EKC(IDC||SBN))}

VNSwilldecryptitusingKVH,thenEKC(IDC||SBN),IDC andA are
encryptedbyVNS withsymmetriccryptosystem using KAS,whichis
sharedkey between AP andVHS.Then,itsends{IDA||EAS(IDC||
A||EKC(IDC||SBN))}toAP.
Step7:
Upon receiving {IDA||EAS(IDC||A||EKC(IDC||SBN))}from the

VNS,thentheAPcomputesandverifiesH(IDC,A)betweentheclient
andtheserver.Iftrue,itwillsendauthenticationsuccessframe{IDC||
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YA||EKC(IDC||SBN)}totheclient.WhereYA =aRA modq;RA is
random numberproducedbyAP.YA willbeusedforkeyexchangein
latersteps.
Step8:
Theclientaccomplishesauthenticationprocedure,thenitsends{IDC||

IPAHNS||H(SBN)}toAP.WhereIPAHNSisIPaddressofHNS.
Step9:
APwillsend{IDC||H(SBN)}totheHNStoupdateclient'sdatabase

intheHNS.
Step10:
TheclientandtheAPapplyYA orYC togenerateasessionkey(K),

thentheclientsends{IDC||EK(otp||ctr||IDC)}totheAP.Whereotp
istheclient’sone-timepasswordsharedwiththeAP;andctristhe
counterofotp.
Step11:
TheAPrespondswith{IDC||H(otp,ctr)}totheclient.

Itshouldbenotedthecounterisapositiveintegerandwilldecreaseby
oneoncetheotpischanged.

PPPhhhaaassseee222:::SSSeeecccuuurrreeekkkeeeyyyeeexxxccchhhaaannngggeeeppphhhaaassseee
TheSecurekeyexchangephase(phase2),beginsafterthecompletion

ofOTPauthentication.Inpractice,thephase2isusedtonegotiateanew
secretkeybetweentheclientandtheAP.Similartotheauthentication
phase,aMAC isaddedtoeachpacketandthenisencryptedtogether,
andthereceivershouldchecktheMAC.Thestepsoftheprotocolareas
showninthefollowing:
Step1:
Theclientsends{IDC||EK(otpI+1||H(otpI,ctr,IDC))}toAP.Itshould

benotedthatH(optI+1)isequaltootpIandK issessionkeybyphase1.
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Step2:
TheAPchecksMACandIDC bycheckingifH(otpI+1)isequaltootpI.

Ifthisistrue,theclientisalegalmember.ItwillreplaceotpIbyotpI+1
anddecreasethecounterby1.AndAPtransmitsH(otpI,ctr)toclient.
Step3:
TheclientchecksHashvalueanddecreasesthecounterby1.
Bythesethreesteps,theclientandtheAP canachievethegoalof

mutualauthentication.Inthisphase,boththeclientandtheAPhavethe
samenew secretkeyofWEPjustforthissession.

PPPhhhaaassseee333:::RRReeefffrrreeessshhhiiinnngggOOOTTTPPPppphhhaaassseee
Whenthecounterdecreasestozero,theclientshouldchangeitsOTP,

otherwisetheAPhasrighttoprohibittheclientfrom usingitsservices.
Thestepsoftheprotocolareshowninthefollowing:
Step1:
Theclientsendsits{IDC,||EK(otpI+1||otpN||ctrN H(otpI+1,otpN,ctrN,

IDC))}toAP,whereH(otpI+1)isequaltootpI,otpN isitsnew OTP,ctrN
isanew counterandK issessionkeybyauthenticationphase.
Step2:
TheAPverifiesMAC andotpI+1(checkH(otpI+1)isequaltootpI).If

thisistrue,theclientislegalmember,andAPreplacesotpIbyotpN and
resetsctrtoctrN.ThentheAPsends{IDC||H(otpI,ctr)}totheclient.
Step3:
TheclientcheckshisIDandthehashvalue.

222...MMMuuullltttiiipppaaattthhhMMMuuullltttiiihhhooopppWWWiiirrreeellleeessssssNNNeeetttwwwooorrrkkk

Forubiquitousservices,therobustnessandsecurityissuesinmultipath
multihopwirelessnetworkhavetobeconsidered.
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222...111...EEExxxiiissstttiiinnnggg AAApppppprrroooaaaccchhheeesss fffooorrr MMMuuullltttiiipppaaattthhh AAAddd hhhoooccc
NNNeeetttwwwooorrrkkk

aaa...EEExxxiiissstttiiinnngggMMMuuullltttiiipppaaattthhhAAAdddHHHooocccRRRooouuutttiiinnngggPPPrrroootttooocccooolllsss
Someofwell-knownmultipathprotocolsbasedonreactiveroutingare

Ad hoc on-demand multipath distance vector(AOMDV)[46],Ad hoc
on-demanddistancevectormultipath(AODVM)[47],andSMR[37].

AAAdddhhhooocccOOOnnn---dddeeemmmaaannndddMMMuuullltttiiipppaaattthhhDDDiiissstttaaannnccceeeVVVeeeccctttooorrr
AOMDV [46]isanextensiontoAODV protocolforcomputingmultiple

loop-freeandlink-disjointpaths.Loop-freedom isguaranteedbyusinga
notion of“advertisedhopcount”.Link-disjointnessofmultiplepathsis
achievedbyusingaparticularpropertyofflooding.
Tofinddisjointroutes,eachnodedoesnotimmediatelyrejectduplicate

RREQs.EachRREQ carriesanadditionalfieldcalledfirsthoptoindicate
the firsthop neighbor ofthe source taken by it.Also,each node
maintainsafirsthoplistforeach RREQ tokeeptrack ofthelistof
neighboursofthesourcethroughwhichacopyoftheRREQ hasbeen
received.Inanattempttogetmultiplelink-disjointroutes,thedestination
replies to duplicate RREQs regardless oftheir firsthop.To ensure
link-disjointnessinthefirsthopoftheRREP,thedestinationonlyreplies
toRREQsarrivingviauniqueneighbors.TrajectoriesofeachRREPmay
intersectatanintermediatenode,buteachtakesadifferentreversepath
tothesourcetoensurelink-disjointness.

AAAdddhhhooocccOOOnnn---dddeeemmmaaannndddDDDiiissstttaaannnccceeeVVVeeeccctttooorrrMMMuuullltttiiipppaaattthhhRRRooouuutttiiinnnggg
AODVM [47] is an extension to AODV for finding multiple

node-disjoint paths. Instead of discarding duplicate RREQ packets,
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intermediatenodesarerequiredtostorethem.Foreachreceivedcopyof
RREQ,theintermediatenoderecordsthesourcethatgeneratedtheRREQ,
the destination for which the RREQ is intended,the neighbor that
transmittedtheRREQ,andsomeadditionalinformation in RREQ table.
Furthermore,intermediaterelaynodesareprecludedfrom sendingRREP
directlytothesource.

SSSpppllliiitttMMMuuullltttiiipppaaattthhhRRRooouuutttiiinnnggg
SMR[37]isanon-demandmultipathsourceroutingprotocolthatbuilds

multipleroutesusingarequest/replycycle.SMR canfindanalternative
routethatismaximallydisjointfrom thesourcetothedestination.When
thesourceneedsrouteto thedestination butno routeinformation is
known,itfloodsRREQstotheentirenetworkinordertofindmaximally
disjointpaths,sothisapproach hasdisadvantageoftransmitting more
RREQ packets.Because this packetis flooded,severalduplicates that
traversedthroughdifferentroutesreachthedestination.Thedestination
nodeselectsmultiplemaximallydisjointroutesandsendsRREP packets
back to thesourcevia thechosen routes.In orderto chooseproper
maximallydisjointroutepaths,thedestinationmustknow theentirepath
ofallavailableroutes.Therefore,SMR usesthesourceroutingapproach
whereinformation ofthenodesthatcomprisetherouteisincludedin
RREQ.
UnlikeDSR,intermediatenodesdonotkeeparoutecache,andtherefore,
donotreplytoRREQs.Thisistoallow thedestinationtoreceiveallthe
routessothatitcanselectmaximallydisjointpaths.Maximallydisjoint
pathshaveasfew linksornodesincommonaspossible.Thealgorithm
onlyselectstworoutes.Inthealgorithm,thedestinationsendsaRREP
forfirstRREQ itreceives,whichrepresentstheshortestdelaypath.The
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destinationthenwaitstoreceivemoreRREQs.From thereceivedRREQs,
the maximally disjoint path from the first RREQ is selected.The
destinationthensendsRREPfortheselectedRREQ.

bbb...AAAdddhhhooocccssseeecccuuurrriiitttyyysssccchhheeemmmeee
Inmanyapplications,secureroutingofpacketsiscriticallyessentialfor

thewirelessadhocnetwork.Therearemanyalgorithms[74]thatprovide
securityontopofroutingprotocolssuchasAODV andDSR.Someofthe
well-known ad hoc security protocols are SRP[75], ARAN[68],
ARIADNE[76],SEAD[77] and SAODV[78].Almost all of them are
designedforsinglepathadhocrouting.
Withthegrowingpopularityofmultipathrouting,severalstudieshave

been conducted on providing protection on datatransmission by using
multiplepathsbetween sourceand destination [79].Someexamplesof
securedata transmission using multipath routingsareSecureMessage
Transmission(SMT)protocol[80]andSecureProtocolforReliableData
Delivery(SPREAD)[81].
In multipath ad hoc networks,secure routing schemes designed for

singlepathadhocroutingmaynotbesuitable.Thussecurityissuesin
multipathadhocroutingarestillopenchallenge.

SSSeeecccuuurrreeeRRRooouuutttiiinnngggPPPrrroootttooocccooolll
Secure Routing Protocol (SRP) [75] proposed by Haas and

Papadimitratos,isbasedonDSR,andcouldbeappliedtoexistingreactive
routingprotocols.TheSRProutingprotocolguaranteestheacquisitionof
correcttopologicalinformationandcouldcopewithmaliciousattackssuch
as disrupting discovery process,modifying,replaying and fabricating
routingmessages.
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Main SRP’s assumption is the existence ofan underlying security
association (SA)between the source node and the destination node.
Because only the end nodes need to perform previous cryptographic
operation,thiscouldbedoneefficientlybyusingmessageauthentication
code(MAC).
RREQ include the source and destination addresses,query sequence

numberandqueryidentifier.ThesourcenodegeneratesMAC bykeyed
hashalgorithm.ThedestinationnodeverifiesreceivedRREQ.IftheRREQ
isvalidthenthedestinationgeneratesRREPmessagebacktothesource,
elsetherequestmessageisdiscarded.
SRPsuffersfrom routecachepoisoningattackbecausemaliciousnode

canfabricatetheroutinginformationthatgatherroutinginformationand
operateinpromiscuousmode.
SRP suffers also from lack ofvalidation ofroute errors packets.

However,the source node could verify thatthe provided route error
feedbackreferstotheactualrouteandisnotgeneratedbyanodethatis
notpartofthe route.A malicious node can harm only the route it
belongs.
SRP isvulnerabletothewormholeattack,astwocolludingmalicious

nodescanmisroutetheroutingpacketsonaprivatenetworkconnection
andalterthenetworktopologyvisionabenignnodecancollect.
SRPhasnodefenseagainstthe“invisiblenode”attackthatsimplyputs

itselfsomewherealongthemessagepathwithoutaddingitselftothepath,
thereby causing potentially big problems as far as routing goes.A
maliciousnodecouldinSRPinsertitselfinthenetworkanddodamage
bydelayingordroppingpackets.Thisdecreasesthenetworksperformance
andaffectstheshortestpathrequirementaswellasexposingthenetwork
topologytoadversaries.
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222...222...RRReeelllaaattteeedddWWWooorrrkkksss
We briefly present the related works to multipath routing.Some

multipath routing protocols have been proposed for wireless ad hoc
networks[42][47][49].Multipathroutingprotocolsbasedonthesource
routingprotocolDSR arefoundsuchasMultipathsourcerouting(MSR)
[49]andSMR[37].
Multipathprotocolsbasedondistancevectorroutingschemehavealso

beenproposedforwirelessadhocnetworks.AOMDV [46],AODVM [47],
AODV-BR [38],and Caching and multipath routing protocol(CHAMP)
[50]aresomeofwell-knownprotocolsofthiskind.LiandCuthbert[43]
proposedastableNode-disjointmultipathrouting(NDMR),whichapplies
path accumulation feature of DSR to AODV and achieves multiple
node-disjointpathswithlow routing overheads.AndScalablemultipath
on-demand routing (SMORT)[40]uses theidea offail-safealternate
path,whichbypassesatleastoneintermediatenodeontheprimarypath,
todeterminemultiplepaths.
Wealsoaddressthetechniquesforstreamingthroughmultiplepaths.

Basically wecan stream thewholeflow through asinglepath asin
RMPSR [45]ordividethecontentintomultipleminorflowsandstream
them throughtheavailablepathsasinMDSR[61].
Theauthors[62]havedevelopedmodelsformultipledescription(MD)

streamingovermultiplepathsandbasedonthesemodelsweproposea
multipathselectionmethod.
Severalstudiesofselectiveencryptionforvideoandimagecompression

havebeenperformed[63][64],andsomeonselectiveencryptionofcoded
speechhavebeenpresented[65].
Futhermore,wediscussonsecureroutingschemesformultipathadhoc

routing.Some ofthe proposed secure multipath routing schemes are
SRP[75],SecMR[82]andBurmester’sapproach[83].
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SRP [75] is a multipath routing protocolwhich uses end-to-end
symmetriccryptographytoprotectintegrityoftheroutediscovery.Itis
efficientbutstillvulnerabletosomeattacksofmaliciousnodes.
Burmester[83]proposedasecuremultipathroutingprotocolbasedon

Ford-FulkersonMaxFlow algorithm.Thisprotocolsatisfiescompleteness,
i.e.,itdiscoversallexistingpathsboundedbyaTTLfield.However,the
propagationofRREQ isnotefficient,incontextofcomputationandspace
costs.Furthermore,theuseofdigitalsignaturesbyintermediatenodesof
eachRREQmessagecostsbothindelayandprocessingpower.
R.Mavropodi[82]proposed acompleteon-demand multipath routing

protocol,Secure Multipath Routing (SecMR) protocol,which provides
protectionagainstDoS attacksfrom aboundednumberofcollaborating
maliciousnodes.SecMR discoverscompletesetofexisting non-cyclic,
node-disjointpathsbetweensourceandtargetnode,forgivenmaximum
hopdistance.

222...333...AAAOOODDDVVV---MMMAAAPPPRRRooouuutttiiinnngggSSSccchhheeemmmeee
Inthissection,weproposeamultipathroutingschemefordiminishing

theeffectoffrequentcommunicationfailures.Ourmainintentionsareto
lower frequencies of costly route discoveries; to keep end-to-end
connection forlongertime;and to provide labeled multiple alternative
pathsforefficienttrafficdistributionamongthesepaths.

aaa...OOOvvveeerrrvvviiieeewwwsss
Theproposedmultipathroutingprotocolformobileadhocnetworkisa

modification ofsinglepath AODV protocol.Itisbasically intendedfor
highlydynamicadhocnetworksinwhichcommunicationfailuresoccur
frequentlyanddesignedtocomputenotonlynode-disjointpathsbutalso
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fail-safepaths.Sothecombinationofthesepathsallowsthecomputation
ofmorealternativepathsthaninnode-disjointorlink-disjointmultipath
routings.ThustheproposedschemeisnamedasAODV withMultiple
AlternativePaths(AODV-MAP).
InAODV-MAP scheme,eachnodein MANET keepsandmaintains

tables-routingtable,andneighbornodetable.Neighbornodetableis
usedtorecordneighborhoodinformation,whichisperiodicallyupdated.
Thestructureofroutingtableentryisasfollows:
<dest_ipaddr, dest_seqno, hop_cnt, nxt_hop, route_flag, path_label,

innode_full,fsnode,route_path>
Where
dest_ipaddr-DestinationIPAddress;
dest_seqno-DestinationSequenceNumber;
hop_cnt-Numberofhopsneededtoreachdestination;
nxt_hop-NextHop;
route_flag-Routingtableentryflags(egvalid,invalid,repair)
path_label-Pathtype;
innode_full-Numberofintermediatenodesintheroutepathwhichare
notprotected;
fsnode- Numberofintermediatenodesin theroutepath which are
protected
route_path-Wholeroutingpathlist

AsinAODV,ithascontrolmessages– RouteRequest(RREQ),Route
Reply(RREP)andRouteError(RERR).
RouteRequest(RREQ)MessageStructure
• src_ipaddr-IPAddressoftheoriginator
• src_seqno-Thesequencenumberoftheoriginator
• dest_ipaddr-IPAddressofthedestination
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• dest_seqno-Thesequencenumberofthedestination.
• bcast_ID(RREQ_ID)-A sequencenumber
• hop_cnt-Numberofhopsfrom thesourcetothecurrentnode
handlingtherequest.
• route_path-pathaccumulationlistoftheroutepath.

RouteReply(RREP)MessageStructure
• dest_ipaddr-IPAddressofthedestination
• dest_seqno-Thesequencenumberofthedestination.
• src_ipaddr-IPAddressoftheoriginator
• hop_cnt-Numberofhopsfrom thesourcetothedestination.
• route_path– pathaccumulationlistoftheroutepath.
• path_label– typeofpathtodetermineprimary,node-disjointor
fail-safe.

RouteError(RERR)MessageStructure
• dest_cnt- Numberofunreachabledestinationsincludedinthe
message.
• unreach_destipadd-IPaddressofthedestinationthathasbecome
unreachableduetoalinkbreak.
• unreach_destseqno-Sequencenumberintheroutetableentryfor
thedestinationlistedinthepreviousUnreachableDestinationIP
Addressfield.

bbb...OOOpppeeerrraaatttiiiooonnnsss
AsinAODV,AODV-MAPhastwophases:

-RouteDiscovery
-Routemaintenance.
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RRRooouuuttteeeDDDiiissscccooovvveeerrryyy
RREQGeneration
A sourcenodeS initiatesroutediscoveryprocess,whenitwantsto

communicatetoadestinationD,forwhichitdoesnothaveavalidroute.
Validrouteisaroutetothedestination,whoselifetimehasnotexpired.
The source node S inserts lastknown destination sequence number
(DSN),address of the destination,RREQ ID,its own address and
sequence numberinto a route requestpacketand broadcasts it.The
sourcenodeappendsownaddresstotheroutepathinRREQmessage.
TheRREQIDisincrementedeverytimewhenthesourcenodeinitiates

aRREQ.Inthisway,broadcastID andtheaddressofthesourcenode
form auniqueidentifierfortheRREQ.

RREQprocessingandforwardingatIntermediatenodes
WhenanodereceivesaRREQ,itcheckstodeterminewhetherithas

receivedaRREQ withthesamesourceandRREQ ID.Ifanodereceives
aRREQforthefirsttime,itsearchesforareverseroutetothesource.If
noreverseroute,thencreateone.Intermediatenodesarenotallowedto
sendRREPsbacktothesourceevenwhentheyhaverouteinformationto
thedestination.Thisisessentialtofind desired multiplepathsatthe
destination.

S 1 2 3 4 D

S-1 S-1-2 S-1-2-3-4S-1-2-3

S-1-2-3-4-D

S

S-1-2-3-4-DS-1-2-3-4-DS-1-2-3-4-DS-1-2-3-4-D

RREQs

RREPs

FFFiiiggg333...222...PPPaaattthhhaaaccccccuuummmuuulllaaatttiiiooonnnddduuurrriiinnngggrrrooouuuttteeedddiiissscccooovvveeerrryyy

Further,whenRREQ isforwardbyintermediatenodesinthenetwork,
each node appends its address to it.Path accumulation during route
discoveryisshowninFig.3.2andthepathinformationensurestosend
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RREP to the source as wellas enables to set path labelat the
destination.
AODV-MAP allows intermediate nodes to forward duplicate RREQ

packets thatcome from differentneighbors than previous RREQ and
whosehopcountisnotlargerthanthatofpreviousRREQ.Thisensures
todiscoverdesiredalternativepaths.

RREQprocessingandRREPgenerationatDestination
In thisscheme,thedestination isresponsiblefornotonly selecting

primarypath,nodedisjointandfail-safepathsfrom allthereceivedroutes
butalsodefiningthepathwithspecificpathlabel.
WhenreceivingthefirstRREQ,thedestinationrecordstheroutepath

ofRREQ andsetsitwithpathlabel1.Thenaftercopyingroutepathof
RREQ toaRREP packet,thedestinationnodesendsRREP toS using
path information in it.Hencetheintermediatenodescan forward this
packetusingpathinformationinRREP.
WhenthedestinationreceivesaduplicateRREQ,itwillcompareroute

pathofRREQ tothatoftheroutingtable.Ifonlysourceanddestination
nodes are same,a path is said to be a node-disjointpath and the
destinationdeterminesitaspathlabel3.Ifatleastoneofintermediate
nodesintheroutepathintheroutingtableisdifferentfrom nodesinthe
routepath oftheRREQ,a routeissaid to bea fail-safepath and
destinationdeterminesitaspathlabel2.Aftersetting appropriatepath
labelin RREP,thedestination sendsitto thesourcealong thepath
informationinit.Partialflowchartforsettingpathlabelatthedestination
isshowninFig.3.3.
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If CompareNDP(rt(), p)
or

CompareFSP(rt() , p)

If lookupuh(src, sender) == NULL

Add route table entry

Generate RREP and initial its 
path_label  to 3 or 2

Copy route_path of p to 
route_path of RREP

Send RREP to src along 
route_path of it

Yes

No

Yes

Drop packet

No

If index == dest

Update route_path  of rt()
 Set rt() -> path_label = 1

Generate RREP and initial its 
path_ label field to 1

Copy route_path of p to 
route_path of RREP

Send RREP to src along 
route_path  of it

Yes

Yes

If index == dest

a. for primary path b. for alternative paths 

FFFiiiggg...333...333...PPPaaarrrtttiiiaaalllffflllooowwwccchhhaaarrrtttfffooorrrssseeettttttiiinnngggpppaaattthhhlllaaabbbeeelll

WhendestinationreceivesaduplicateRREQ,thedestinationusesthe
modulesshowninFig3.4aandbtodecidewhethertheroutepathof
thepacketisanode-disjointpathorfail-safepath.

RREPforwardingatIntermediatenodes
RREPsfollow thereversepathstoreachthesourcenode.Afterstoring

theroutinginformation,intermediatenodesrelayRREPpackettothenext
hopaccordingtoroutepathfieldtowardthesource.
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Module CompareNDP(entry, packet) 
Begin 

For each intermediate node in the route_path of entry
For each intermediate node in the route_path of packet 

If the node in route_path of entry == the node in route_path of packet
Return TRUE 

End If 
End For 

End For 
Return FALSE 

End 

aaa...FFFooorrrdddeeettteeerrrmmmiiinnniiinnngggnnnooodddeee---dddiiisssjjjoooiiinnntttpppaaattthhh

Module CompareFSP(entry, packet) 
Begin 

If entry -> innode_full > 0 
For each intermediate node in the route_path of entry 

If the node in the route_path of entry is not protected 
For each intermediate node in the route_path of packet

If the node in the route_path of entry != the node in route_path of packet
Else
Break 

End For 
If all intermediate nodes in route_path of packet are different from node in route_path of  entry 

Set the node in the route_path of entry is protected 
entry-> innode_full --
Return TRUE 

End If 
End If 

End For 
Else 

Return FALSE 
End 

bbb...FFFooorrrdddeeettteeerrrmmmiiinnniiinnngggfffaaaiiilll---sssaaafffeeepppaaattthhh
FFFiiiggg333...444...MMMoooddduuullleeesssfffooorrrdddeeettteeerrrmmmiiinnniiinnngggaaalllttteeerrrnnnaaatttiiivvveeepppaaattthhhsss

RREQForwardingApproach
WeformulatetwoapproachesforRREQ forwardingbytheintermediate

nodes.Initially,weputforwardfirstRREQ forwardingapproachinwhich
anintermediatenodewouldforwardduplicateRREQsfrom twoneighbor
nodesonly.Asthisschemeisnotscalable,wereplaceitby second
approach.
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Inordertomeetneedofrobustnessandscalability inourmultipath
routing scheme,we have used second approach - selective RREQ
forwarding scheme,inwhichRREQ shallbeforwardedbyintermediate
nodeifonlysatisfiesfollowingcriteria:

hop_cntRREQi≤ hop_cntprevRREQ
nnRREQi≠ nnprevRREQ
wherennisneighbornode

SelectiveRREQ forwarding schemeispreferred in ordertodiscover
desiredmultiplealternativepaths.Fig.3.5presentstheintialprocessof
discoveringmultiplepathsduringroutediscovery.
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FFFiiiggg...333...555...DDDiiissscccooovvveeerrriiinnngggmmmuuullltttiiipppllleeepppaaattthhhsssddduuurrriiinnngggrrrooouuuttteeedddiiissscccooovvveeerrryyy

Fig.3.6showstheprocessofRREQ forwardingprocessinintermediate
nodes.Suppose an intermediate node N2 receives RREQ from three
differentneighborsieN1,N6andN10.SinceN2hasnotseenRREQ from
theseneighbors,itwillforwardallthereceivedRREQs.Incaseofan
intermediatenodeN3,italsoreceivesRREQsfrom threedifferentneighbor
nodesN5,N2,and N11.Only firstRREQ from each neighborwillbe
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forwarded by N3 while other RREQs taking differentpaths willbe
discarded.
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FFFiiiggg333...666...SSSeeellleeeccctttiiivvveeeRRRRRREEEQQQ fffooorrrwwwaaarrrdddiiinnngggppprrroooccceeessssss

FinallyD canreceivealltheRREQ packetsfrom itsneighbornodes–
N7,N3andN12.Fig3.7showsthemultiplesalternativepathsavailablefor
dataforwarding.
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FFFiiiggg...333...777...MMMuuullltttiiipppllleeeaaalllttteeerrrnnnaaatttiiivvveeepppaaattthhhsssaaavvvaaaiiilllaaabbbllleeefffooorrrdddaaatttaaafffooorrrwwwaaarrrdddiiinnnggg

Afterroute discovery process,there willbe a primary path and a
numberofmultiplepathswhichareshowninTable3.1.
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Primary path S‐N1‐N2‐N3‐D

Node-disjoint paths
S‐N5‐N6‐N7‐D 

S‐N10‐N11‐N12‐D

Fail-safe paths

S‐N5‐N2‐N7‐D 
S‐N1‐N6‐N3‐D
S‐N1‐N2‐N12‐D 
S‐N10‐N11‐N3‐D

TTTaaabbbllleee333...111MMMuuullltttiiipppllleeeAAAlllttteeerrrnnnaaatttiiivvveeepppaaattthhhsssfffooorrrdddaaatttaaatttrrraaannnsssfffeeerrr

RRRooouuuttteeemmmaaaiiinnnttteeennnaaannnccceee
Normallyroutelinksinwirelessadhocnetworksarebrokenfrequently

due to the mobility ofnodes,congestion and packetcollisions.The
proposed scheme is capable ofrecovering broken routes immediately.
Whenanodefailstodeliverthedatapacketstothenexthopoftheroute
by receiving a link layerfeedback from link layerorreceivesRERR
packet,itremovesentriesinitsroutetablethatusesthebrokenlinkand
looksupitsroutingtableifthereisanotherentryforthedestination.
Ifithasanotherentryforthedestination,datapacketsthereforecan

bedeliveredthroughthealternateroute.Ifithasnoanotherentryforthe
destination,itsendsaRERR packettotheupstream node.When the
sourcehasnoentryforthedestinationandthesessionisstillactive,it
wouldinitiateanew routediscovery.
A nodeinitiatesprocessingforaRERRmessageinthreesituations:

• Ifitdetectsalinkbreakforthenexthopofanactiverouteinits
routingtableandithasnootherentrytothesamedestinationwhile
transmittingdata.

• Ifitgetsadatapacketdestinedtoanodeforwhichitdoesnothave
anactiveroute.

• ItreceivesaRERRfrom aneighborforoneormoreactiveroutesbut
itcannotprotectallofunreachabledestinations.
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222...444...TTTrrraaaffffffiiicccaaallllllooocccaaatttiiiooonnnaaapppppprrroooaaaccchhhuuusssiiinnngggAAAOOODDDVVV---MMMAAAPPP
WedeviseatrafficallocationapproachusingAODV-MAPschemeand

scalableaudiocodingformediastreaming.Attheinitial,thesourcenode
beginstosendcorebitstream orbaselayer(BL)ontheprimarypathand
enhancementbitstream orlayer(EL)onthenode-disjointpath.Sincethe
primarypathandthenode-disjointpatharenotcorrelated,sourcenode
usesthenode-disjointpathtoprovideloadbalancing.
Generally,amultihoppathisupordownforrandom periodsoftime,

leadingtoburstypacketlosses.Accordingourapproach,whenforwarding
pathsbreak,nodesreceiving baselayerorenhancementlayermayuse
differentpaths in the routing table to forward packets.The traffic
distributionisasfollows:incaseofBL,theproposedapproachfirstfinds
alternatefail-safepathforeachnodeontheprimarypathasithashigher
packetdeliveryrate.Ifnofail-safepathsareavailablethenonlyituses
node-disjointpaths.IncaseofEL,theproposedapproachfirstfindsan
alternatefail-safepath.Ifnofail-safepathsareavailablethen only it
usesprimary path.Theflowchartformultimediapacketforwarding is
showninFig,3.8.
ExampleoftrafficallocationusingAODV-MAPisshowninFig3.9-

3.11.InFig.3.9,itcanbeseenthatinitiallyBLisforwardedthroughthe
primary path ("S-N1-N2-N3-D") whereas EL is passed through the
node-disjointpath("S-N5-N6-N7-D").
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Start

Receive a packet p

Set rt is entry in the routing 
table

If type of p is BL

rt=lookuppathtype(dest,1)

Return rt

If rt == NULL

Yes

No

No Yes

No

If type of p is EL

rt=lookuppathtype(dest,2)

If rt == NULL

Yes

rt=lookuppathtype(dest,3)

rt=lookuppathtype(dest,3)

Return rt

If rt == NULL No
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No

rt=lookuppathtype(dest,2)

If rt == NULL
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FFFiiiggg...333...888...FFFlllooowwwccchhhaaarrrtttfffooorrrmmmuuullltttiiimmmeeedddiiiaaapppaaaccckkkeeetttfffooorrrwwwaaarrrdddiiinnnggg

FFFiiiggg...333...999...IIInnniiitttiiiaaallltttrrraaaffffffiiicccdddiiissstttrrriiibbbuuutttiiiooonnniiinnnAAAOOODDDVVV---MMMAAAPPP



- 72 -

aaa...uuusssiiinnngggfffaaaiiilll---sssaaafffeeepppaaattthhh
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bbb...uuusssiiinnngggnnnooodddeee---dddiiisssjjjoooiiinnntttpppaaattthhh
FFFiiiggg333...111000...BBBaaassseeelllaaayyyeeerrrfffooorrrwwwaaarrrdddiiinnngggiiinnnAAAOOODDDVVV---MMMAAAPPP

AsinFig.3.10a,assumenodeN1movesaway,thentheprimarypath
breaks.Inthiscase,thesourcewilllookuppathintheroutingtableand
canuseoneoffail-safepaths("S-N10-N2-N3-D")toforwardBL tothe
intendeddestination.AsinFig.3.10b,ifnodeN10movesaway,thenthe
fail-safepathalsobreaks.Iftherearestillfail-safepathsavailable,the
source will use them. If not, then it uses node-disjoint path
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("S-N5-N6-N7-D")toforwardBLtotheintendeddestination.
In caseofenhancementlayerforwarding,thesourcechoosefail-safe
pathsfirstthenonlyprimarypath.

aaa...uuusssiiinnngggfffaaaiiilll---sssaaafffeeepppaaattthhh
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bbb...uuusssiiinnngggppprrriiimmmaaarrryyypppaaattthhh
FFFiiiggg333...111111...EEEnnnhhhaaannnccceeemmmeeennntttlllaaayyyeeerrrfffooorrrwwwaaarrrdddiiinnngggiiinnnAAAOOODDDVVV---MMMAAAPPP

AsinFig.3.11a,assumenodeN6movesaway,thenthenode-disjoint
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pathbreaks.Asalongasthereisanothernode-disjointpath,thesource
willusethatone.Butthereisnonode-disjointpaths,thenthesource
usesfail-safe path ("S-N5-N2-N7-D")toforward EL totheintended
destination.AsinFig.3.11b,ifnodeN5movesaway,thenthefail-safe
pathalsobreaks.Iftherearestillfail-safepathsavailable,thesourcecan
usethem.Ifnot,then itwilluseprimary path ("S-N1-N2-N3-D")to
forwardELtotheintendeddestination.

222...555...SSSeeecccuuurrreeeAAAOOODDDVVV---MMMAAAPPPSSSccchhheeemmmeee
Normallyaccordingtosecurityneeds,adhocnetworkscanbeclassified

intothreeenvironments:open,managed-open andmanaged-hostile.[84]
Amongthem,themanaged-openenvironmentisprobablytheonewhere
most research is being done today and needs to satisfy security
requirements[84]listedinTable3.2.

TTTaaabbbllleee333...222SSSeeecccuuurrriiitttyyyrrreeeqqquuuiiirrreeemmmeeennntttsssfffooorrrAAAOOODDDVVV---MMMAAAPPPrrrooouuutttiiinnnggg

Multipathroutingprotocolsshouldberobustagainstnotonlydynamic

S e c u r i t y 

Requirement

Details

SR1 Fabricate routing messages cannot be injected into the 

network by malicious node

SR2 Routing loops cannot be formed through malicious nodes

SR3 Routes cannot be redirected from the shortest path by 

malicious nodes

SR4 Routing messages cannot be altered in transit by malicious 

nodes
SR5 Routing signaling cannot be spoofed

SR6 Unauthorized nodes should be excluded from route 

computation and discovery
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topologicalchangesbutalsomaliciousattacks.SinceAODV-MAP does
nothaveany security mechanism,itisvulnerabletospecifictypesof
attack.SAODV-MAP is a security extension to AODV-MAP routing
protocol.Ittargetsanenvironmentsimilartomanaged-openenvironment.
In addition,multipath ad hocrouting protocolshould havelightweighttt
computation, that means, need for lengthy and demanding
computationsshouldbeavoidedwhenpossible.Ifnot,computationsshould
beaffectingasfew nodesaspossible.
Themain objectiveofSAODV-MAP isto securemultipath ad hoc

routinganddetectnodemisbehaviorwhilereducingloadofcryptographic
processing.SAODV-MAP has acquired similarapproach as in Secure
RoutingProtocol(SRP)[75].SAODV-MAPimplementsHMACsharedkey
andrequiressecurityassociation(SA)betweentwocommunicatingnodes.
Further, SAODV-MAP also implements public key cryptography,
certificate to ensure secure routing thus it also requires a trusted
certificateserver.
InSAODV-MAP,anodeonlyacceptsroutingmessagesfrom verified

one‐hopneighborsbeforeincludingthem intheroutingprocess.Hence
SAODV-MAPmaintainsneighbornodetable,andsrc-rreqidtable.

aaa...OOOpppeeerrraaatttiiiooonnnsss
SAODV-MAPhastwophases.Thefirstphaseisthesecureneighbor

discovery phase,which involves the mutualauthentication ofneighbor
nodes.Thesecond phaseofSAODV-MAP istheroutediscovery and
maintenancephase,whichinvolvestheestablishmentandmaintenanceof
multiple paths between the source and destination nodes securely.
NotationsusedfortheproposedsecurityschemeisshowninTable3.3.
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KA+ PublickeyofnodeA
KA- PrivatekeyofnodeA
MACK(M) MACvalueofmessageM underkeyK
SignKA-(M) MessageM digitallysignedbynodeA
EKA+(M) EncryptionofmessageM withKA+
certA CertificatebelongingtonodeA
t Timestamp
te Certificateexpirationtime
IPA IPaddressofnodeA
MACA MACaddressofnodeA

TTTaaabbbllleee333...333...NNNoootttaaatttiiiooonnnsssuuussseeedddfffooorrrSSSAAAOOODDDVVV---MMMAAAPPPsssccchhheeemmmeee

SSSeeecccuuurrreeeNNNeeeiiiggghhhbbbooorrrDDDiiissscccooovvveeerrryyyPPPhhhaaassseee
Itisrequiredthateachnodehaveaccesstoatrustedcertificateserver

priortoparticipateinthenetwork.Thusbeforejoiningtothenetwork,
eachnodewillobtainacertificateconsistingofnodeaddress,itspublic
key,timestampt,andtimeteatwhichthecertificateexpires.

T → A :certA =SignKT-(IPA,MACA,KA+,t,te)

ItrequireseverynodetousecertificatesthatbindtheirIPandMAC
addresseswiththeirpublickey.EachnodewillpossesT’spublickeyso
itcandecryptcertificatesofothernodes.It'snotpossibleforanynodeto
changecontentsofthecertificatebeingencryptedinT'sprivatekeyKT-.
Everynodemustauthenticateitselfwithitsonehopneighbor(s)togain

accesstothenetwork.Neighborsmutuallyauthenticateeachotherwhena
node enters a neighborhood.Thereafter,nodes observe each otherto
ensurethatnodescontinuetousethesameIP andMAC asprovided
duringtheauthenticationprocess.
AssumeanodeA isjoinedMANET domain.ThenitbroadcastsaHello
packettoone-hopneighborsinordertogainaccesstothenetwork.The
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HellopacketgeneratedbyA containsitsIPaddress,MAC address,the
certificatefrom atrustedthirdparty(T).

A → *:[Hello,IPA,MACA,certA]

Neighbornode(saynodeB)verifiesthecertificatesignedbyT using
T'spublickeyKT+.Ifthecertificateisexpired,neighbornodesdiscard
theHellopacketandnodeA cannotgainaccessthroughitsneighbors.
TheneighbornodeverifiesifnodeA isusingthesameIPandMAC

as in the certificate.Ifeitherofthese changes,neighbornodes can
identifythisspoofingaftercomparingIPandMACoftheHellopacketto
thecertificateIP and MAC.Thusa misbehaving nodeisdenied any
networkaccess-sinceneighbornodescannotauthenticatesuchanode.
IfthecertA isvalid,thenneighbornodeBcreatesanentryforA inthe

neighbornodetablewhereA’spublickeywillbestored.
In responseto such Hello packet,neighbornodeunicastsHello_rep

packettothenodeA.AfterreceivingHello_reppacket,thenodeA also
authenticatesitsneighbors.

B→ A:[Hello_rep,IPB,MACB,certB]

Attheendoftheneighbordiscoveryprocess,eachnodehasalistof
itsone-hopneighborswiththeirIPaddresses,MACaddresses,andpublic
keys in neighbor node table.This data structure is used in local
monitoringtodetectmaliciousnodes.
BindingtheMACstrengthensrobustnessoftheprotocolbydisallowing

nodesfrom appearing asmultipleonesatthedatalink layerand by
assistingagainstDoSattack.
Insingle-hopneighborauthenticationprocess,Hellopacketisrepeated

periodicallytoensurethatonlynodescurrentlyintheneighborhoodhave
accessandnomaliciousnode(s)gainaccessthroughstaleauthentication.
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RRRooouuuttteeeDDDiiissscccooovvveeerrryyy
Theroutediscovery processissimilartoAODV-MAP scheme,with

additionofkeyed-hashmessageauthenticationcodestoRREQ andRREP
packetsforend-to-endsecurity.Thepartofroutediscoveryprocessis
showninFig.3.12.

S A C

B D

E

FFFiiiggg...333...111222...RRRooouuuttteeedddiiissscccooovvveeerrryyyppprrroooccceeessssssiiinnnaaadddhhhooocccrrrooouuutttiiinnnggg

RREQGeneratingandProcessingatSourceNode
A sourceS initiatesaroutediscoveryforadestinationnodeD ifno

routediscoveryisunderwayforthesamenodeD.S generatesRREQ
withthemostrecentDestinationSequenceNumberithasreceivedfrom
thedesireddestination.
ThesourcealsocomputesandappendsHMAC toRREQ thatcovers
RREQ ID,SrcIP,DestIP,andSequenceNumbers.ThekeyKSD usedin
thisHMACistheonesharedbythissourceanddestination.

AUTH =MACKSD(RREQ_ID,IPS,IPD,seq_no)

Afterappending itsaddressinroute_path,itwillbroadcastRREQ to
neighbors.

S→ *:[RREQ_ID,IPS,IPD,seq_no,route_path,AUTH]

RREQ_ID,IPS being unique,S maintains src-rreqid table thathas
RREQ_ID,srcipaddrandforwarded_node_list.S addseachneighborto
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forwarded_node_listifitoverhearsrelayingRREQwithroute_path{S,A}.
Toupdate,theentry ofscr-rreqidtable,information ofsrc-rreqidis

piggybackedwithneighbordiscoveryupdates:

B → A:EKA+(Hello_rep,IPB,MACB,certB,SignKB‐(RREQ_ID,IPS,
forwarded_node_list))

Theinformationisessentialtoensuretheneighbornodesarecorrectly
forwardinggivenRREQ.

RREQProcessingandForwardingatIntermediateNodes
Intermediate nodes cannotverify the HMAC in RREQ packets,but

forwardtheduplicateRREQaspertheselectiveRREQforwardingscheme
specifiedinAODV-MAPscheme.
Intermediatenodeextractslastentryofroute_pathandverifiesifthis

address is in neighbor node table. If not, RREQ is discarded;
Intermediatenodecheckstheroute_pathforduplicateentries;ifaloopis
detected,RREQ isdiscarded.Thenintermediatenodeappendsit’saddress
toRREQandbroadcast.
Intermediate node maintains src-rreqid table,so it appends each

neighbor to forwarded_node_list if it overhears relaying RREQ with
route_path{S,B,C,E}

RREQProcessingandRREPGenerationatDestination
ThedestinationcheckstheDestinationSequenceNumberinincoming

RREQpacketsanddiscardsstalerequests.TheHMACfrom thesourceis
checked,andillegitimaterequestsarediscarded.
Therecipientrecomputestheauthenticationtagonthereceivedmessage

usingthesharedkey.Theintegrityofthemessageisdeemedvalidonly
ifthetwoauthenticationtagsmatch.
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Further,thedestinationisresponsiblefordiscoveringmultiplealternative
paths– node-disjointand fail-safepathsasspecified in AODV-MAP
scheme.
D generatesaroutereply(RREP),whichcomprises:RREQ_ID,IPS,IPD,

seqnos,route_path.RREPpacketcontainsthediscoveredpathsandalso
servesastheinformationnecessarytobeforwardedacrossthenetwork
towardsS.
Todetermineroute_path,D extractstheidentifiersoftheintermediate

nodespreviouslyaccumulatedroute_pathintheRREQ,D storesthem in
reverseorderintheRREP.And,itcomputesauthenticator

AUTH1=MACKSD(IPS,IPD,seqno,route_path)

The destination unicasts RREP along the path information in itie,
transmitstheRREPtothefirstentryoftheroute_path.

RouteReplyProcessingatIntermediatenodes:
Eachintermediatenodeverifiesthatitssuccessorisindeedthenode

thatnow forwards the RREP.Ifnot,itdiscards RREP.Otherwise,
intermediate node verifies that RREP sending node is in
forwarded_node_list.Ifnot,itdiscardsRREP.Otherwise,intermediatenode
checksifthereisanyduplicateentryinRoute;ifyes,itdiscardsRREP.
Otherwise,intermediatenoderelaysthereplytoitspredecessor,i.e.,the
nextentryintheroute_pathuntilRREPreachesthesourceS.

RouteReplyProcessingatSource:
OncesourceS receivesRREP,itverifiesthatitssuccessorisindeed
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the node that now forwards the RREP.If not,it discards RREP.
Otherwise,ScalculatesandcomparesAUTH1’toAUTH1.Ifthereisnota
match,S rejectsthereply.Otherwise,S acceptsthereply,andextracts
therouteentries.

RRRooouuuttteeeMMMaaaiiinnnttteeennnaaannnccceee
Nodescontinuallymonitorconnectivitytotheirneighborsbyexchanging

HELLO messages.In responsetoan outageon an activelink,nodes
generateRERRmessagetoinform thesourceanddestinationnodesofall
activeroutesusingthislinkofthelinkbreak.Anynodethatparticipates
in the broken route marks the particular route as invalid and
re-broadcaststhemessageuntilsourceanddestinationareinformedabout
thepathbreakage.
SAODV-MAP uses a timestamp,along with digitalsignature that

coverstheRERR fields,toauthenticatethepacketandensurefreshness.
Iftheerrormessagesarenotsigned,maliciousnodesmightfloodthe
network with fake errormessages even forroutes thatthey do not
participatein,andinthiswaydisablecommunication.
Accordingtotheoperationmode,anendnodemayrestarttheroute

requesteitherwhen athresholdnumberofpathsorallexisting paths
from sourcetodestinationarebroken.

333...HHHyyybbbrrriiidddAAAdddHHHooocccNNNeeetttwwwooorrrkkk

333...111...EEExxxiiissstttiiinnngggAAApppppprrroooaaaccchhheeesssfffooorrrHHHyyybbbrrriiidddMMMAAANNNEEETTT
MMMooobbbiiillleeeIIIPPPfffooorrrMMMooobbbiiillleeeAAAdddHHHooocccNNNeeetttwwwooorrrkkksss
Jonssonetal[86]proposedMIPMANET (MobileIPforMobileAdHoc

Networks) enabling visiting nodes to get wireless Internet access.
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MIPMANET uses Mobile IP with foreign agentcare-of-address and
reverse tunneling,and exploits the mobility services of Mobile IP.
MIPMANET combines Mobile IP protocol,which guarantees location
independentrouting,and AODV routing protocol,which isreactivein
nature.Whenvisitingnodewishestocommunicatewithacorrespondent
nodeontheInternet,itshouldtunnelitspackettotheMobileIPforeign
agentitiscurrentlyregisteredwith,whichwillde-tunnelitandforward
ittotheInternet.ItisclearthatMobileIPforeignagentsactasdefault
routersforthevisitingnode.Theuseoftunnelinghelpsimplementthe
notion ofdefaultrouterwithin a MANET.Mobile IP foreign agents
advertisetheirpresenceby broadcasting theiragentadvertisements.A
visiting nodewillbeabletoselectaforeign agentbasedon thehop
countmetric.AccordingtoMIPMANET cellswitching(MMCS)algorithm,
aregisteredvisitingnodeshouldswitchtoanew foreignagentiffortwo
consecutiveagentadvertisements,itisatleasttwohopsclosertothis
foreign agent than to its current one. Any message sent by a
correspondentnodetoavisitingnodewillbereceivedbytheMobileIP
foreignagentcurrentlyservingthevisitingnode.Theforeignagentwill
forwardthemessagetothevisitingnode.

SSSuuunnn’’’sssAAApppppprrroooaaaccchhh
Sunetal[87]proposedanapproachusingAODV routingprotocoland

MobileIPtoprovideMANET nodeswithInternetconnectivity(seeFig.
3.13).Furthermore,theysuggestedasimpleschemeallowingmobilenodes
toobtainco-locatedCoA whenCoAsarenotavailable.Co-locatedCoA
assignmentrequiresatleastonegatewaybelocatedbetweenaMANET
andtheInternettoadvertiseroutablenetworkprefixesontheunderlying
network.Mobilenodesshouldalsorunaduplicationaddressdetectionto
guaranteeuniquenessoftheirselectedIPaddresses.Whenforeignagents
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exist,MobileIP protocolisusedtoprovidemobilenodeswithcare‐of
addresses,whileAODV isexploitedforroutediscoveryandmaintenance
within MANET.MobileIP foreign agentsadvertisetheirpresencevia
periodicalagentadvertisement,which arebroadcastwithin a MANET.
The interested mobile nodes unicasttheirrequestregistration to the
selectedforeign agentusing availablefresh routes.Then,mobilenodes
canstarttheirInternetaccesssessionandcommunicatewiththewired
InternetthroughtheirselectedMobileIP foreignagents.Alternatively,a
mobilenodecandiscoverexistingforeignagentsbyproactivelysendinga
route request targeting all mobility agents multicast group address
224.0.0.11.In ordertofindwhetheraparticulardestination iswithina
MANET oron theInternet,amobilenodebroadcastsarouterequest
withinaMANET.Ifthesourcenodereceivesaroutereplyfrom amobile
node,itconcludes thatthe destination is located within a MANET.
Otherwise,thedestinationisontheInternetifthesourcenodereceivesa
specialroutereplyfrom aforeignagent.

Internet

FA

FA

FFFiiiggg...333...111333...NNNeeetttwwwooorrrkkkAAArrrccchhhiiittteeeccctttuuurrreeefffooorrrSSSuuunnn’’’sssAAApppppprrroooaaaccchhh

333...222...RRReeelllaaattteeedddWWWooorrrkkksss
LotsofresearchworkshavefocusedontheintegrationofMANETs

andtheInternet[89].TheideaofintegratingtheInternetandMANETs
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wasoriginallyintroducedbyLeiandPerkins[90].
ErgenandPuriproposedtwoprotocolarchitectures-MEWLANA-TD

andMEALANA-RD [91].Broch etal.[92]proposed asolution tothe
integrationofMANET withMobileIPwhileJonssonetal.[86]proposed
MIPMANET.Sunetal.[87]proposedanapproach,whereAODV routing
protocolandMobileIPcooperatetoprovideMANET nodeswithInternet
connectivity.
RatanchandaniandKravets[93]proposedahybridscheme-reactive

and proactive approaches using Mobile IP to provide globalInternet
connectivity toMANET nodes.Ahlund and Zaslavsky [94]proposed a
multihomedMobileIP-basedsolution.XiandBettstetter[95]proposeda
solution forInterworking between wireless ad hoc networks and the
internet.RyujiWakikawa et al.[88] specifies a method for global
connectivityforIPv6MANETnetworks.
Furthermore,theauthors[94]haveproposed theconceptofdynamic

gateway,whichactsasaninterfacebetweenMANET andtheInternet,
theload-balancingproblem isconsideredonthedynamicgatewayforad
hocInternetconnectivity,andsecDSDV protocolisproposedtoenhance
securityperformanceforthenetwork.
Bin Xieand et[96]proposed theinfrastructure-supported distributed

authentication protocolto enhance trustrelationships amongstad hoc
hosts.In addition,an effectivesecurerouting protocolisdiscussed to
protectthemultihoprouteforinternetandadhoccommunication.Inthe
integratedadhocnetworkswithInternetaccessibility,theadhocrouting
security deployed with the help ofinfrastructure,has a fundamental
impact on ad hoc hosts in term of internet access,integrity,and
authentication.
And severalerror protection schemes had been studied for audio

streamingovertheInternetandwirelesschannels.Errorcontrolscheme
basedonFECisproposedin[105]foraudiostreamingovertheInternet.
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Yungetal.describedafixedUEPschemeforMPEG audiooverwireless
channels [106]. In [107], the authors introduce error resilience in
conjunction with error protection for scalable audio streaming over
wirelessnetworks.

333...333... AAApppppprrroooaaaccchhh fffooorrr IIInnnttteeerrrnnneeettt cccooonnnnnneeeccctttiiivvviiitttyyy iiinnn
AAAOOODDDVVV---MMMAAAPPPbbbaaassseeedddHHHyyybbbrrriiidddMMMAAANNNEEETTT

WeputforwardanapproachforIProutinginadhocnetworkbasedon
MobileIP.NetworkArchitectureofMANET integratedwiththeInternet
isshowninFig.3.14.

Internet
Router

Router

Router
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Correspondent Node

Internet Gateway 
(Foreign Agent )

Home Agent

Internet Gateway 
(Foreign Agent )

Foreign MANET 

Home Network

FFFiiiggg...333...111444...NNNeeetttwwwooorrrkkkAAArrrccchhhiiittteeeccctttuuurrreeefffooorrrAAAOOODDDVVV---MMMAAAPPPHHH---MMMAAANNNEEETTT

Weassumethenetwork underconsideration comprisesthefollowing
elements:
• MANETconsistingofmobilenodeswithwirelessinterfacesandrouting
capabilitiestoperform multihopcommunications.

• CorrespondentnodesarenodesconnectedtotheInternet,(i.e.Internet
node),and connectivity is possible with allother nodes,including
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MANET nodes.
• InternetGatewayscanconnectedtheadhocnetworkvia,wirelessLAN
interface and access to the Internet via other interfaces.In this
architecture,multiplefixedInternetgatewaysareconsidered.

ThechallengewithintegratingMANET withtheInternetistoensure
the MANET nodes and Internetnodes can communicate seamlessly.
Hence,weneedtoutilizeMobileIP,combinedwithenhancementstocope
with the additionalcomplexities introduced by the wireless ad hoc
network.
AccordingtoMobileIPprinciples,whenanoderoamstoanew foreign

domain,itcanreceiveaCoA from theFA,andallpacketsaddressedto
thisnode’shomeaddresswillbetunneledtotheCoA.Inthecaseofa
connected MANET,the mobile ad hoc network becomes the foreign
domainfortheroamingnode,andthegatewaynodebecomesitsserving
FA.ThehomeIPaddressoftheroamingnodewillthereforehavetobe
theIPaddressidentifyingthenodeglobally,anditalsohastoberetained
astheroamingnode’sidentifierwithintheforeignMANET domain.
Themobileadhocnetworkisvisiblefrom theInternetsideviatheIP

addressofthegateway.ThisgatewayalsohappenstobeaFA forthe
nodescurrentlyinthemobileadhocnetwork.However,MANET nodes
willhavetheirhomeaddressesfeaturinganetworkprefixdifferentfrom
thatofthegateway,andthereforewillhavetoregisterwiththegateway
astheirFA.
Thissectionpresentsanarchitectureframeworksuitableforintegration

ofadhocnetworkswiththeInternetviamultiplegateways.Wediscuss
gatewaydiscoveryandselectionschemesuitablefortheMobileIPbased
routingofIPpacketsacrossthemultiplegateways.
Specifically, this approach integrates Mobile IP and AODV-MAP

protocols(refertochapter3section 2.3),such thatmobilenodesmay
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obtainaCoA andaccesstheglobalInternet,evenwhentheyaremultiple
hops away from the access point.The proposed approach utilizes
AODV-MAProutingfordiscoveryandmaintenanceofrouteswithinthe
MANET,whereasMobileIP protocolisutilizedsuchthatmobilenodes
mayobtainCoAs,andhenceInternetconnectivity,throughmultihoppaths
toFA.However,sincethescopeofAODV-MAPschemeislimitedtothe
interioroftheMANET,wehavemodifiedAODV-MAPschemetosupport
Internetconnectivity viagateway.In thisarchitecture,weassumethat
fixedmultipleIGWsconnecttheMANET totheInternetandbroadcast
theirownglobalprefixinformationtotheMANET.

aaa...OOOpppeeerrraaatttiiiooonnnsss
Intheproposedapproach,therearefollowingoperations:
• FA discovery
• MultiplegatewaySelection
• MN registration
• RouteDiscovery

FFFooorrreeeiiigggnnnAAAgggeeennntttDDDiiissscccooovvveeerrryyy
Foreign agentdiscovery procedure is operated as follows.When a

mobilenodewishestoreactivelydiscoveraforeignagent,itmaydoso
byissuingRREQ.ThisRREQ issameasinAODV-MAPthathasthe
destination IP address set to 224.0.0.11,the “All Mobility Agents”
multicastgroupaddress.ThemobilecannotputtheIPaddressoftheFA
intotheRREQ becauseitmaynotknow FA'saddress.Themobilenode
thenbroadcaststhisRREQtoitsneighbors.
WhenaneighbornodereceivesthisRREQ,itfirstchecksitsForeign

AgentListtodeterminewhetheritiscurrentlyregisteredwithaFA.If
thenodeisnotrunningMobileIP,thenitdoesnothaveaForeignAgent
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List,andsoitsimplyre-broadcaststherequest.Also,ifthemobilenode
isnotregisteredwithanyFAs,thenitlikewisere-broadcaststherequest.
If,ontheotherhand,themobilenodeiscurrentlyregisteredwithaFA,
thenthemobilecheckswhetherithasacurrentroutetothatFA.Itis
possibleforthenodetoberegisteredwithaFA whileitsroutetothat
agenthasexpiredorbeeninvalidated.Ifthemobilenodedoesnothavea
currentroutetotheFA,thenitre-broadcaststherequest.Otherwise,ifit
doeshaveacurrentroutetotheFA,itcreatesaroutereplywiththeIP
addressoftheFA.Theagent'sIPaddressisplacedintheForeignAgent
IP Addressfield oftheRREP extension.Theforeign agentgroup IP
address(224.0.0.11)isplacedintheDestinationIP Addressfieldofthe
RREP.TheRREP isthenunicastbacktothesourcenode.Incaseof
AODV-MAP,severalRREPswithsameFA’saddressorwithdifferent
FA’saddresswillbereceivedbythesourcenode.IfitreceivesRREPfor
sameFA’saddress,itwilldiscardotherthanthefirstone.
WhenthesourcenodereceivesaroutereplyforaFA,itcanthenuse

thatroutetounicastAgentSolicitationmessagetotheFA.TheTTLof
theAgentSolicitation should besetappropriately,so thattheFA is
ensuredofreceivingtheSolicitation.UponreceivingtheAgentSolicitation
message,theFA unicastsan AgentAdvertisementbacktothemobile
node.
AfterreceivingtheAgentAdvertisementmessagesfrom differentFAs,

themobilenodeproceedsby selecting theoptimum gateway and then
selectsoneoftheadvertisedCoAstobeitsownCoA.

ThegatewaybetweentheadhocnetworkandInternetisconfiguredas
a MobileIP Agent.On thewirelessinterface,ithasto advertiseits
existence by broadcasting Agent Advertisement, an ICMP Router
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DiscoveryProtocol(IRDP)packet.TheICMPpacketisgeneratedinorder
tobroadcasttheaddressofarouter.TheAgentAdvertisementhasanIP
headerwithlocalbroadcastasadestinationaddress,andanICMPheader.
The Registration Requestand Registration Reply packets in standard
MobileIP[17]areapplicationlayerpacketsusingUDPasthetransport
protocol.ThestandardAgentAdvertisementmessageisadirect(local)
broadcastpacketwhichwillnotbepropagatedfurtherthanone-hopaway.
Henceintheadhocnetworkwheremajorityofmobilenodesarelocated
multiplehopsawayfrom thegateway,theapproachtopropagatingthe
ICMPandregistrationpacketsmultiplehopsawayfrom thesourceisthe
key for mobile nodes to receive the appropriate agent discovery
information.

MMMuuullltttiiipppllleeeGGGaaattteeewwwaaayyySSSeeellleeeccctttiiiooonnn
Thedifferentmethodsformultiplegateway selectioncanbeusedto

forwardpacketsbetweentheInternetandadhocnetwork.Thechallenge
stemsfrom theneedtoinform adhocnodesaboutavailablegatewaysand
their associated capabilities in an infrastructure-less and extremely
dynamicenvironment.
A straightforward solution for gateway selection is to select the

gatewaythathastheshortestnumberofhopstothemobilenodeasthe
‘working’gateway.Thismeansthatwhenamobilenodeisclosertoa
new gatewaythanthepreviousone,themobilenodewillusuallyswitch
tothesecond gateway fortheglobalconnectivity.Generally speaking,
selectingagatewaybasedononlytheshortestnumberofhopsdoesnot
appeartobegoodenough.
However,in acaseofmultiplegateways,theavailability ofmultiple

gatewaysprovidestheadhocnetworkwithhigherrobustnessandmore
flexibilityforglobalInternetconnectivity.Therefore,networkwithmultiple
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gateways,itisimportanttodiscoverandselectagatewaythatisthe
‘optimal’oneamongallavailablegateways,accordingtocertaincriteria.
The existing IGW selection mechanisms forMANET with multiple

IGWstakethehopcountbetweenMANET nodeandIGW,theloadof
IGW orthereceivingintervalofIGW advertisement(IGWADV)messages
asthemetric.
Inthisapproach,wehaveconsideredtwometrics-distance-basedhop

count(shortestpathtoIGW)andofferedloadbyIGW.Basedonthese
metrics,weproposerobustIGW selectionscheme.Inthisscheme,aMN
firstcomputestheoptimum IGW andchoosesadefaultIGW amongthe
IGWs.Totalofferedloadthatisthesum ofallloadsonanyIGW;

i

n

i
iκλµ ∑

=

=
1

whereλ istheaveragetrafficarrivalratepersecond,κ istheaverage
packetlengthpersecond,nisthenumberofnodesconnectedtoanIGW.

Theselectionformulaiscalculatedasfollows:
IGW = α ×sp+ β × μ ;α + β =1

IGWopt=min{IGW1,....IGWn}= { }n

iiIGW 1min =

where
sp– distancebyhopcount
μ  -offeredload
α,β -weightingfactors

MMMSSSRRReeegggiiissstttrrraaatttiiiooonnnwwwiiittthhhFFFooorrreeeiiigggnnnAAAgggeeennnttt
WhenamobilenodereceivesanAgentAdvertisementwith'R'bitset,

themobilenodemustregisterwiththeforeignagent,asspecifiedin[17].
IfthemobilenodereceivesanAgentAdvertisementwithout'R'bitset,
then itMUST registerwith the foreign agentifitrequires Internet
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connectivity.ToregisterwiththeforeignagentafterreceivinganAgent
Advertisement,thenodecreatesaRegistrationRequestandfillsinthe
fieldsoftheRegistration Requestasindicated in [17].Thenodethen
unicaststheRegistrationRequestmessagetotheforeignagent.Thenode
shouldhaveavalidpathtotheforeignagentbecauseithasjustreceived
an AgentAdvertisementfrom theagent.In theeventthatthemobile
node'sroutetotheforeignagenthasbecomeinvalid,thenodecaninitiate
aroutediscoveryproceduretofindanew routetotheforeignagent.It
canthenusethatrouteforthetransmissionoftheRegistrationRequest.
Theforeign agentprocessestheRegistration Requestasspecified in

[17],withtheexceptionthat,whenitreceivestheRegistrationReplyfrom
thehomeagent,itunicaststhisReplyalongthe(possibly)multihoppath
backtothemobilenode.UponreceptionoftheRegistrationReply,ifthe
foreign agent's route to the mobile node has timed out or been
invalidated,theforeignagentmustdiscoveraroutetothemobilenode.
Forinstance,itmay use the route discovery procedure described in
AODV-MAPscheme.

RRRooouuuttteeeDDDiiissscccooovvveeerrryyy
InanisolatedMANET,theroutediscoveryisbaseduponaquery-reply

cycle,withfloodingofqueriestowardsatargetofanunknownaddress.
InHybridAdhocnetwork,ifthetargetnodeislocatedoutsidethead
hocnetwork,thesourcenodewillnotreceiveareply from thetarget
directly,butviaothernodesactingasproxiesforthetarget.
A mobilenodethatneedsaroutetoadestinationdoesnotinitially

know whetherthedestination nodeiswithin thead hocnetwork,or
whetheritisreachablethroughthewiredinterfaceoftheFA.Ittherefore
mustfirstsearchtheadhocnetworkforthedestination.Ifaroutetothe
destinationisnotdiscoveredwithinthemobileadhocnetwork,themobile
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canconcludethatthedestinationisnotintheadhocnetwork,andhence
itcanusetheforeignagentasadefaultrouterandsendthedatapackets
forthedestinationdirectlytotheFA.
Thegatewayshallbeabletorespondpromptlyifitcanmaintainmore

routinginformationinitsIProutingtable.SincethegatewayisaFA,it
shouldhaveinformationaboutalladhocnodesregisteredwithit.Onthe
otherhand,thegatewaymaygatherexternalroutinginformationinaway
typicalofanedgerouter.Thegatewaycanusetheinformationaboutthe
exteriorandabouttheregisteredadhocnodestoform responsestoroute
requestqueries.
IfMANET nodeshaveIPaddresses(e.g.homeaddresses)witharange

ofnetwork prefixes,theinitiatorwillnotknow whetherthetargetis
withintheadhocnetworkornot.Tobeginthesearchforthedestination,
thesourcenodecreatesarouterequestforthedestination,asspecifiedin
AODV-MAPscheme.ItwillbroadcastaRREQ toenquireaboutaroute
tothetarget.Attheintermediatenodes,therouterequestisprocessedas
specifiedinAODV-MAProutingaswell.TheRREQ packetfloodsthead
hocnetworkandeventuallywillalsobereceivedbythegateway.
Foragatewaytoknow whichhostsareintheadhocnetwork,the

AODV-MAPprotocolrequiresinformationfrom thevisitorlistintheFA.
Allhostshomedintheadhocnetworkhavetohavethesamenetwork
numberasthegatewayinterfaceconnectingtotheadhocnetwork(the
visitorlistisapartoftheMIPinformationdistributedintoAODV-MAP).
When a route is requested fora destination with a network number
differentfrom thead hocnetwork,thevisitorlistissearched by the
AODV-MAPprocesstoseeifthedestinationisavailableintheadhoc
network.
To manage multiple FAs covering mobile ad hoc network,visitor

information need to be synchronized between the FAs. Without
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synchronization,agatewaymayconcludethatadestinationiswithinthe
wired IP network and send a proxy RREP to the source,while the
destination is in factwithin the ad hoc network butregistered with
anotherFA.
TheFAsupdatetheirvisitorlistsusingthewiredIPnetworktorelieve

theadhocnetwork.Theinformationissynchronizedwhenanentryis
addedordeletedfrom thevisitorlistinagateway.Allgatewayswill
thusbeabletoseeifavisitinghostiswithinthemobileadhocnetwork
evenifitisnotregisteredwiththegatewayreceivingtheRREQ.The
gatewaylooksupitsIProutingtableandvisitorlisttofindamatching
networkprefixforthetargetaddress.
WhenaFA receivesaRREQ,itchecksitsroutetabletodetermine

whetherithasanexplicitrouteentryforthedestinationnode.TheFA
mayhavesuchanentryifthedestinationisaregisteredmobilenode
withintheadhocnetwork.Ifthedestinationisknowntobewithinthe
mobilead hocnetwork,thegateway willfunction asan ad hochost
forwardingtheRREQandthedestinationwillrespondwithaRREP.
IfthetargetaddressisconfirmedtobeoutsidetheMANET domain,

thegateway willcreateaproxy RREP containing theroutefrom the
targettotheinitiator.TheinitiatorcanusetheproxyRREPtoupdatethe
routetothetarget.IftheinitiatoroftheRREQ doesnotreceiveany
RREPwithintherequestexpirytime,itwillconcludethatthetargetis
anunknownaddressontheInternetandsendpacketstothegateway.

SinceAODV-MAP routing protocolhasfeaturessuch asdiscovering
multiplealternativepaths,path accumulation approach and setting path
labels,problemsarisewhenexternalroutesareincorporatedintoisolated
adhocroutes.
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Everydatapacketexchangedbetweenhostsontheadhocnetworkwill
haveAODV-MAPheaderwithpathaccumulationlistingallintermediate
addressesofnodesalongthepathtothedestination.
Nodesfrom outsidetheadhocnetworkareexcludedfrom AODV-MAP

routediscovery procedures,hencepacketsto and from externalnodes
cannotnormallyberoutedbymeansofAODV-MAPprotocol.Therefore,
itisessentialtodevelopextensionstoad‐hocroutingtofacilitaterouting
ofpacketsacrossagateway.
InthecasewhenthegatewayreceivesfirstRREQ from thesource,it

appendsitselfasthelast-hop-externalnodeandalsosetspathtypeto1
toindicatethatthispathisprimary path.Thenitsendsproxy RREP
backtotheinitiatoroftheRREQ.FortheduplicateRREQsfrom same
source and same RREQ ID,it will follow same procedure as in
discoveringmultiplealternativepathsforAODV-MAPscheme.
When an IP packetarrives atthe gateway from the Internet,the

gatewayinsertstheAODV-MAPheader,includingroute_path,andmarks
theAODV-MAPpacketasfirst-hop-externalnode.Thepacketindicates
thesourceistheInternetcorrespondentnode,androute_pathcontainsthe
gatewaynodeasthefirstintermediatenode,followedbytherestofthe
routetothedestinationadhocnetworknode.ThedestinationMANET is
responsibletodiscovermultiplealternativepathstothefirst-hop-external
node,thatis,thegateway.

333...444...SSSeeecccuuurrreeeFFFrrraaammmeeewwwooorrrkkkfffooorrrIIInnnttteeerrrnnneeetttcccooonnnnnneeeccctttiiivvviiitttyyyiiinnn
AAAOOODDDVVV---MMMAAAPPPbbbaaassseeedddHHHyyybbbrrriiidddMMMAAANNNEEETTT

WeproposeasecureframeworkforglobalIPconnectivityinMANET
connectedtoInternet.NetworkarchitectureforhybridMANET isshown
inFig3.15.
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FFFiiiggg333...111555...NNNeeetttwwwooorrrkkkaaarrrccchhhiiittteeeccctttuuurrreeefffooorrrssseeecccuuurrreeeAAAOOODDDVVV---MMMAAAPPPHHH---MMMAAANNNEEETTT

aaa...OOOpppeeerrraaatttiiiooonnnsss
OurproposedapproachaccountsboththeMobileIPsecurityandadhoc

routing security.Thus the approach for secure connected MANET
includestwoportions:MobileIPsecurityandadhocsecurity.Inorderto
communicatewith theMNswithin MANET domain oroutside,aMN
performsthefollowingfouroperations:
• NeighborDiscovery
• FA discovery
• MN registration
• RouteDiscovery

Intheproposedapproach,whenamobilenodeisaddedtoMobileIP
system,HA willallocatenew mobilenodepermanentaddress(MNHM),
secretkey(SMN-HA)andnonce.ThisdataisconsignedtoMN onasecret
channel.Aftertheuserregistrationstep,MN storesrecordsofamobile
nodepermanentaddress(MNHM),secretkey(SMN-HA)andnonce.HA also
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storessamerecordsinthelocaltable.
A secretkeySMN-HA isusednotonlyforcalculationandvalidationof

MAC (Message Authentication Code) but also for data encryption.
Certification Authority,HA,andFA haveapairofpublicandprivate
keysseparatelyfortheirmutualauthentication.

NNNeeeiiiggghhhbbbooorrrDDDiiissscccooovvveeerrryyy
MN usesakeygenerationfunctiontocalculateapairofprivateand

publickeys.Priortothejoininginthenetwork,eachnodegetscertfrom
Trusted CA which is located athome network.Neighbor Discovery
processissameasin secureAODV-MAP scheme(refertochapter3
section2.5).

SSSeeecccuuurrreeeFFFAAA DDDiiissscccooovvveeerrryyy
A FA periodicallybroadcaststhisadvertisementtoMNs.

FA→ MN :M1,SignKFA‐(M1),CertFA
whereM1isAdvertisement,SeqNo,FAid,NFA andMNCoA.

The sequence number is incremented every time when a new
advertisementisissuedbytheFA.Whilereceivinganadvertisementfrom
theFA,theMN decryptstheadvertisementbyusing FA’spublickey,
andcomparestheFA’saddress,nonce,andthesequencenumberwith
thoseofpreviouslyreceivedadvertisementinitstable.MN discardsthe
duplicateadvertisements.Ifitisafreshadvertisement,MN recordsthe
FA’scertificate,IP address,anonceandsequencenumber.A MN may
rebroadcastthisadvertisementonitsinterfacetosendadvertisementto
theseMNswhomighthaverecentlymovedintoitsdomain.
Inthiscase,amobilenodeisnotallowedtodiscoverreactivelythe

gatewayanddependsupontheproactivediscovery.Whenamobilenode
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receivesAgentadvertisementsfrom multipleFAs/gateways,itwillfirst
selectoptimum gateway.

MMMNNN RRReeegggiiissstttrrraaatttiiiooonnnwwwiiittthhhFFFAAA aaannndddHHHAAA
EachMN mustregisterwiththeFA beforeadhocroutediscovery.

There are two features forMS registration:1)mutualauthentication
betweenMS andvisitingnetwork(FA)and2)mobilitybindingforMS
asperMobileIPprotocol.Full-fledgeregistrationandauthenticationwith
FA andHA isshowninFig3.16.

HAMN2

IGWADV

Registration Request

Registration Reply

Registration Request

Registration Reply

FA/IGW

FFFiiiggg...333...111666...MMMSSSRRReeegggiiissstttrrraaatttiiiooonnnPPPrrroooccceeessssssiiinnnAAAOOODDDVVV---MMMAAAPPPHHH---MMMAAANNNEEETTT

Step1
MN → FA:M2,MACSMN-HA(M2)
whereM2 =RegistrationRequest,FAid,HAid,MNHM,MNCOA,NHA,
NMN,hn(s),NFA
Computehashchainwithrandom seeds:hn(s)=h(h..(h(s)..))

WhentheMN receivestheagentadvertisement,theMN willissuea
registration requestalong with theactualaddressMNHM,HA address
HAid,HA'snonceNHA,FA addressFAid,mobileuser'scareofaddress
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MNCOA,FA'snonceNFA andrandom nonceNMN andhn(s).Itusesthe
secretkey SMN-HA tocreateMAC forregistration requestin orderto
protecttheintegrityofmessage.ThenitwillsendittoFA.

Step2
FA→ HA:EKHA(M3,SignKFA‐(M3)),HAid,CertFA
whereM3=MACSMN-HA(M2),MNHM

WhenFA receivesthemessage,itwillvalidateNFA.Ifthenonceis
lawful,theFA willuseHA'spublickeytoencryptthemessageafter
digitalsignatureofmessageMACSMN-HA(M2)andMNHM generatedusing
FA'sprivatekey.
Finally,themessageissenttoHA with HAid and FA'scertificate

CertFA.Ifthenonceisn'tlawful,FA willignoretheregistrationmessage
andreturnanerrormessagetotheMN.

Step3
HA
HA checksiftheCertFA islawful,andusesitsprivatekeyandFA's

publickeytodecryptandverifythemessageintegrityandvalidity.Ifthe
message integrity and validity are lawful,itwillproofthe message
contents,otherwiseitwillaborttheregistration requestandreturn an
errormessagetoFA.
The HA use the MNHM find the common secure key to decrypt

messageM2.ThentheNMN isvalidatedinthedatabasewiththereceived
messageand theMNCOA corresponding totheMN issaved afterthe
messageiseffective.
IfHA verify themessagehaveany error,HA willreturn an error

messagetotheFA andaborttheregistrationprocedure.
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Step4
HA→ FA:M4

whereM4=EKFA(SignKHA-(M5,Ssk,NFA,hn(s),MNCOA),M5,Ssk,NFA,
hn(s),MNCOA),FAid,CertHA
andM5 =ESsk(RegistrationReply,Result,FAid,HAid,MNHM,N’HA,),
ESMN-HA(Ssk,NMN)
Ifthe authentication messages are lawful,the HA produces a new

random nonceN’HA,sessionkeySskandsaveindatabase.
HA response(RegistrationReply,Result,FAid ,HAid,MNHM,N’HA )

usethesession key encryption and responseSsk,NMN usesecretkey
SMN-HA encryption.The HA sends message M5,Ssk,hn(s),NFA and
MNCOA andusetheHA privatekeytogeneratethemessage'sdigital
signatureanduseFA'spublickeyencryptiontosendtoFA withFAid
andCertHA.

Step5
FA→ MN:M5

whereM5=ESsk(RegistrationReply,Result,FAid,HAid,MNHM,N’HA,),
ESMN-HA(Ssk,NMN)
WhenFA receivesthemessage,itusesit'sprivatekeytodecryptthe

message.It then uses HA's public key to decrypt and verify the
message's integrity and validity with CertHA.Then FA willcheck if
receivedNFA isequaltothepreviouslysentnonce.Ifthenonceislawful,
FA usestheSsktothedecryptmessageandchecktheregistrationresult.
FA willkeep Ssk forfuture communication.Ifthe registerresultis
successful;theFA willsendM5tothecorrespondingMN.Afterthetest
and verification,the FA willdeliverthe message with mobilenode's
encryptedmessageusingthesessionkeySsk.
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Step6
MN
WhentheMN receivesthemessage,itusestheSMN-HA decrypttheSsk

withtheNMN.IfthereceivedNMN isequaltothepreviouslysentnonce,
the MN uses the Ssk to decrypt the registration result. If the
authenticationsucceeds,theMN savesthenew nonceN’HA andSsk.The
MN willusetheSsktocommunicatewiththeFA whereastheN’HA for
nextfullauthentication.

In MobileIP protocol,aMN mustperform thehomeregistration to
registerwithHA frequently.IftheFA isfarfrom thehomenetwork,full
authentication processes need more computation cost and the
authentication time delay willbe long.To reduce the time delay of
authenticationathomeregistrationeverytime,efficientlocalauthentication
canbeusedtoachieveefficiency androbustness.ThuswhentheMN
roamsintothesameMANET foreignnetwork,thefastre-authentication
protocolisused.

MN2

ADV

Re-registration Request

Re-registration Reply

FA/IGW

FFFiiiggg...333...111777...FFFaaassstttRRReee---aaauuuttthhheeennntttiiicccaaatttiiiooonnnppprrroooccceeessssssiiinnnAAAOOODDDVVV---MMMAAAPPPHHH---MMMAAANNNEEETTT

The detailed authentication message exchange of the fast
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re-authenticationprotocolisshowninFig3.17.Theauthenticationmethod
isbasedonthehashchainingtechnique.

Step1
FA → MN
Adv:N’FA
FA willsendAdvwithnonceN’FA.

Step2
MN → FA:M1

M1=Auth1,MNHN,hn-i(s),t
WhereAuth1=MACSsk(MNHN,N’FA,hn-i(s))

MN computeshn-i(s)andthenAuth1byusingsessionkey.MN sends
M1 to FA.(the MN willcompute hn-1(s),hn-2(s),hn-3(s) for each
re-authenticationprocedure,soitcanproveitselfbyntimes),theAAA
serververifytheh(hn-1(s))=?hn(s).

Step3
FA
ValidateN’FA
Verifyh(hn-i(s))=?hn-i+1(s)
Auth2=MACSsk(hn-i(s))
S’sk=prfSsk(Auth2)
whereprfSskispseudo-random functionwithkeySsk

WhenFA receivesthemessage,itwillvalidateNFA.ThenFA verifies
hashchain(one-timepassword)byh(hn-i(s))=?hn-i+1(s).Ifpassed,the
foreignAAA serverhasauthenticatedtheMN.Thehn-1(s)isstoredfor
nextre-authenticationprocess.FA computesasAuth2=MACSsk(hn-i(s))
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andcomputessessionkeyS’sk=prfSsk(Auth2).

Step4
FA → MN
Auth2,S’sk
FA responsesachallengebysendingAuth2,S’sk

Step5
MN
VerifyAuth2
S’sk=prfSsk(Auth2)
MN firstverifiestheAuth2bytheSsk.MN derivestheS’sk byS’sk =

prfSsk(Auth2)

IfAuth2islawful,itmeansthereplyistrustworthy.Otherwise,theMN
willignorethismessage.Ourschemeprovidesthemutualauthentication
forMN andIGW/FA.Andlocalizedauthenticationisefficienttodecrease
theauthenticationtimedelay.

RRRooouuuttteeeDDDiiissscccooovvveeerrryyy
MN musthave SA with FA in orderto precede route discovery

process. Secure route discovery is same as specified in Secure
AODV-MAP(Refertochapter3section2.5).

333...555... AAAOOODDDVVV---MMMAAAPPP bbbaaassseeeddd DDDiiissstttrrriiibbbuuuttteeeddd mmmuuullltttiiimmmeeedddiiiaaa
dddeeellliiivvveeerrryyynnneeetttwwwooorrrkkk

aaa...OOOvvveeerrrvvviiieeewwwsss
In this section,we presenta framework for media delivery over

AODV-MAPbasedhybridadhocnetwork.Wenotonlyfocusontheuse
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ofanapproachforglobalconnectivityasspecifiedinchapter3section3.3
butalsouseofrobustscalableaudiostreamingovermultipathMANET.
WiththecomprehensiveconsiderationofconceptsofCDN andscalable

audiocoding,aframeworkfordistributedmultimediadeliverynetworkis
putforwardinordertoprovideaudiostreamingservicesinhybridadhoc
network.The network architecture forDistributed multimedia delivery
networkbasedonAODV-MAPhybridMANET isillustratedinFig.3.18.
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IGW/ 

FA

MDS

Router

MDS

FFFiiiggg...333...111888...NNNeeetttwwwooorrrkkkaaarrrccchhhiiittteeeccctttuuurrreeefffooorrrDDDiiissstttrrriiibbbuuuttteeedddmmmuuullltttiiimmmeeedddiiiaaadddeeellliiivvveeerrryyy
nnneeetttwwwooorrrkkk

Distributedmultimediadeliverynetworkisanapproachforthedelivery
ofstreamingmediaovermultipathhybridMANET.Theaudiostreaming
servicesarepushed to theedgeserverso thatthedelivery timefor
services is significantly reduced by the media delivery network.The
scalable speech coding is deployed foraudio streaming purpose.The
scalableaudiocodingalonemaynotbeagoodmatchtotheunreliable
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network,theabilitytoperform prioritizedre-transmissionorunequalerror
protectionattheendhostscanprovideavirtualend-to-endchannelthat
canbetterexploitthescalablecodingproperties.Thuswehaveusedbasic
coding technique of MPEG-4 audio coding, which is capable of
provisioningUEPforscalableaudiocoding.
The media streaming services are pushed to the edge ofdelivery

networksothatthedeliverytimeforservicesissignificantlyreducedby
themediadelivery network.In each mediadelivery network,asetof
distributed MediaDistribution Servers(MDSs)interactand collaborate
with each access network formedia delivery to mobile nodes in the
wirelessaccessnetwork,ieMANET.EachMDSstorestheaudiocontents
thatwere originally downloaded from the service providerduring the
streamingservicepublication.
The distributed multimedia delivery network helps to dealwith the

followingproblems:
• Network congestion and serveroverload problemsin thestar-type
networktopology.

• Thestreamingmediaisdeliveredfrom theclosestedgeserverandnot
from theorigin server,thestreaming media issentovera shorter
networkpath,thusreducingthemediaservicedeliverytime(end-to-end
delay),theprobability ofpacketloss,andthetotalnetworkresource
occupation.

• Thehighrequirementofstorage,reliabilityandloadbalancingamong
the distributed media edge servers and thus high costofnetwork
componentsintheconventionalCDN.

InMANET domain,wehaveimplementedAODV-MAP schemeasa
routingprotocolwhichisdescribedinchapter3section2.3.Asperour
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study,whenweusescalableaudiocoding,thedifferentlayersofmedia
traffic can be forwarded in differentpaths as specified in chapter3
section2.4.
In thisframework,theaudiotrafficcoming from Internetentersthe

integratedMANET throughthegateway,sowheneithercorebitstream
orenhancementbitstream ofMPEG-4audiotrafficreachesthegateway,
thegatewaywilldeliverBLorELontheappropriatepath.Thisscheme
canprovidebettertrafficallocationandeasilyprovideload-balancing.
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IIIVVV...EEEvvvaaallluuuaaatttiiiooonnn

111...NNNeeetttwwwooorrrkkkSSSiiimmmuuulllaaatttiiiooonnnTTToooooolll

Thereareseveraldifferentsimulationprogramsthatcanbeusedforthe
simulationsuchasns2,OPNET,QualNet,Glomosim etc.
OPNET isasimulationtoolthatisdevelopedbyOPNET Technologies

Inc. OPNET can be used in different areas like, performance
troubleshooting; deployment planning; auditing; network capacity and
resiliencyplanning;andnetworktechnologyresearchanddevelopment.
OPNET isgraphicuserinterface(GUI)and userfriendly.OPNET is
basedonhierarchicalmodeling– Process,NodeandNetwork,whichis
showninFig.4.1.Forourresearchwork,wehaveconsideredOPNET
Modeler.[4]

FFFiiiggg444...111...HHHiiieeerrraaarrrccchhhiiicccaaalllMMMooodddeeelllooofffOOOPPPNNNEEETTT
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222...OOOTTTPPP---bbbaaassseeedddAAAuuuttthhheeennntttiiicccaaatttiiiooonnnSSSccchhheeemmmeeefffooorrrWWWiiirrreeellleeessssss
mmmooobbbiiillleeennneeetttwwwooorrrkkk

OTP-based Authentication Scheme for wireless mobile network is
proposedinchapter3section1.2.

222...111...AAAnnnaaalllyyysssiiisssooofffOOOTTTPPP---bbbaaassseeedddAAAuuuttthhheeennntttiiicccaaatttiiiooonnnSSSccchhheeemmmeee
AAA...SSSeeecccuuurrriiitttyyyAAAnnnaaalllyyysssiiisss

TheOTP-basedauthenticationmechanism isanalyzed:
• Maliceattack Protection – In thisscheme,theAP receivesthe
password which is processed from the client and the server's
originalpasswordXORingwithstream bitsandverifyitinorderto
defendmaliceattack.
• MutualAuthentication-Thisschemeprovidesmutualauthentication.
Strong mutual authentication can prevent user from being
impersonated.

• ReplayProtection-Thisschemeisinherentlydesignedtoavoidreplay
attacks by choosing one-time password is thatitrefreshes secret
key ofWEP in IEEE 802.11anytime.Becauseofrefresh OTP,the
lifetimeofthesharekeycanbeextended.
• Confidentiality‐ Eachtheelementofthekeyexchangeisprotected
byasharedsecretthatprovideshighconfidentiality.

BBB...PPPeeerrrfffooorrrmmmaaannnccceeeEEEvvvaaallluuuaaatttiiiooonnn

Ithasbeenconceivedasystem architecturalmodelinordertoanalyze
theauthenticationmechanismsinwirelessnetwork.Inordertoevaluate
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the performance of the above authentication scheme in Wireless IP
network,we have designed experimentalmodeland simulated using
OPNET Modeler[4].
We have considered EAP-TLS and proposed authentication scheme

basedonOTPprotocolasauthenticationschemes.Theroamingusercan
be authenticated in the Visiting Network by Home Network Server
(HNS).Thus forthe experimentalpurpose,two scenarios have been
designed.FirstonewiththeimplementationofOTP-basedauthentication
scheme whereas second with implementation ofEAP-TLS in wireless
network.Thesystem architecturalmodelisshowninFig.4.2.
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Foreign Agent
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Home Network

FFFiiiggg...444...222...SSSyyysssttteeemmm aaarrrccchhhiiittteeeccctttuuurrraaalllMMMooodddeeelllfffooorrrWWWiiirrreeellleeessssssmmmooobbbiiillleeennneeetttwwwooorrrkkk

aaa...SSSiiimmmuuulllaaatttiiiooonnnEEEnnnvvviiirrrooonnnmmmeeennnttt
For the experimental evaluation, we have assumed the various

performance metrics in order to analyze the effect of proposed
authenticationschemeandtheEAP-TLS.Wehaveconsideredfollowing
performancemetrics:
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• AuthenticationDelay-thetimeinvolvedinanauthenticationphaseofa
givenprotocol.

• ResponseTime-thetotaltimerequiredfortraffictotravelbetween
two points.Itincludes connection establishment,security negotiation
timeaswellastheactualdatatransfertime.

WehaveimplementedtheOTP-basedauthenticationmechanism andthe
EAP-TLS in ourexperiment.ForVoIP services,a base voice codec
schemeisconsideredtobeG.729.
Forthe wireless users,we have considered IEEE 802.11b as our

WLAN protocol.Andthetransmissionspeedis11MbpsbetweentheAP
andtheclients.Wehaveconsideredthescenariothatamobileclientis
roamingintovisitingnetworkdomains.

bbb...RRReeesssuuullltttsssaaannndddAAAnnnaaalllyyysssiiisss
In orderto investigatetheperformanceofOTP-based authentication

schemeandEAP-TLSauthenticationschemeinwireless802.11network,
we have analyzed different aspects of experimentalresults obtained.
Particularly wehaveinvestigated theimpactofproposedauthentication
schemeandEAP-TLSinWirelessIPnetworkontheresponsetimeand
authenticationdelaywithnumberofconcurrentVoIPcalls.
Fig 4.3 illustrates the mean response time for differentnumber of
concurrentVoIP callswithimplementationofOTP-basedandEAP-TLS
authentication schemes.Theresultshowsthatwith increasein no of
concurrentVoIPcalls,themeanresponsetimeincreases.Itcanbeseen
thattheresponsetimeinsecondscenarioshasslightlyhigherthanthatof
firstone.
The Authentication delays fordifferentnumbers ofconcurrentVoIP

calls with implementation ofOTP-based and EAP-TLS authentication
schemes is depicted in Fig.4.4.On analyzing two scenarios ofthe
experiment,itcanbeseenthattheAuthenticationdelayforOTP-basedis
reducedthanthatforEAP-TLS.
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333... AAAOOODDDVVV---MMMAAAPPP bbbaaassseeeddd FFFrrraaammmeeewwwooorrrkkk fffooorrr MMMuuullltttiiihhhoooppp
WWWiiirrreeellleeessssssNNNeeetttwwwooorrrkkk

InChapter3section2,wehaveproposednotonlynovelAODV-MAP
adhocroutingprotocolbutalsoitsapplicationfortrafficdistribution.We
havealsoconsideredsecureschemeforAODV-MAProuting.
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333...111...EEEvvvaaallluuuaaatttiiiooonnnooofffAAAOOODDDVVV---MMMAAAPPPrrrooouuutttiiinnngggsssccchhheeemmmeee

Inordertoevaluateperformanceoftheproposedprotocolandcompare
withnode-disjointmultipathroutingandAODV,wehavesimulatedusing
OPNET Modeler.[4]

aaa...IIImmmpppllleeemmmeeennntttaaatttiiiooonnnooofffAAAOOODDDVVV---MMMAAAPPP
WepresentimplementationdetailsofAODV-MAP routing schemein

OPNET Modelersimulation tool.[4]The implementation details include
networkmodel,nodemodelandseveralprocessmodels.

NetworkModel
ThenetworkmodelisshowninFig.4.5.Thenumberofmobilenodes

canmovearoundaspecifiedarea.Nodescommunicateoverwirelesslinks
withatransmissionrangeof250m.

FFFiiiggg...444...555...NNNeeetttwwwooorrrkkkMMMooodddeeelllfffooorrraaadddhhhooocccnnneeetttwwwooorrrkkk

NodeModel
AsshowninFig.4.6,thenodemodelhasaprotocolstack.Eachnode

withinthenetworkisuniquelyidentifiedbyitsIPaddress.
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FFFiiiggg444...666...NNNooodddeeemmmooodddeeelllfffooorrrMMMAAANNNEEETTT nnnooodddeee

• srcmodule:Thisisthepacketsourcemodule.Itgeneratespackets
according tospecificpacketsizeandinter-arrivaldistributions.Once
generated,packetsaresenttotheimmediatelowerlayer.
• appli_managermodule:Thismodulesetsarandom destinationaddress
totheincomingpacketfrom srcmodule.Thesrcandappli_manager
modulesform applicationlayer.
• aodvmap_routing module:Thismoduleisdeployedtodiscoverand
maintain routing information ofmobilead hocnetwork.Receiving a
datapacketfrom theapplication layer,themodulefirstly checksits
route table. The module implements AODV-MAP routing to
discovermultipleroutepathstoadestinationnode.
• wlan_mac_intfandwlan_macmodules:Thesemodulesrepresentdata
linklayer,whicharemeantforinterfacingandimplementationofthe
IEEE802.11standard[5]medium accesscontrol(MAC)protocol.
• wlan_txandwlan_rxmodules:Thewlan_txmoduletransmitspackets
from wlan_macmoduleandsendsthesepacketsontheradiochannel
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whilethewlan_rxmodulereceivespacketsfrom theradiochanneland
forwardspacketstowlan_macmodule.Thesemodulesareimplemented
tosatisfyspecificationsoftheIEEE802.11standardphysicallayer.
• mobilitymodule:Eachmobilenodehasapositionandvelocityand
movesaroundonawidearea.Thismoduleperformsthemovementof
the currentnode by changing its position according to the actual
movementscheme.

ProcessModel
Processmodulerepresentsbehaviorofamodule.OPNET usesFinite

statemachine(FSM),whichisdefinedbystatesandtransitionsbetween
thosestates.Twostatesarepossible:blockingandnon-blockingstates.

ApplicationmanagerProcessModel
Themainfunctionoftheapplicationmanagerprocess(Fig.4.7)isto

allocate a destination IP address foreach incoming packetfrom src
module.

FFFiiiggg444...777...FFFSSSMMM fffooorrrAAAppppppllliiicccaaatttiiiooonnnmmmaaannngggeeerrr

Eachnode,atthepre-initstate,randomlypicksawaitingperiodbefore
transiting to the initstate.The idea is to introduce some sortof
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differentiationbetweentheexisting nodes.Thus,asnodesconsecutively
transitintotheinitstate,remaining flowsareprogressivelygrantedto
arriving nodes until no more flows are available.Depending upon
communicatorattributes,thenodewillbeallowedtocommunicatewith
anynoderandomlyorwithspecificnodeornone.Whenanodeisinthe
idlestate,itcantransiteithertotherxstate(uponpacketarrivalfrom
routelayer)ortxstate(uponpacketarrivalfrom thesourcelayer).

RoutingProcessModel
The aodvmap_routing process implements AODV-MAP routing as

specifiedearlier,whichisshowninFig.4.8.

FFFiiiggg...444...888...FFFSSSMMM fffooorrrRRRooouuutttiiinnngggppprrroootttooocccooolll

• Initstate:Thisstateconsistsofinitializationoftheprocessmodel.User
defined attributes are loaded and routing information tables are
initialized.A self-interruptis scheduled to initiate the firstHello
Interval.Once the initialization step is accomplished,the process
transitstotheidlestate.

• Rcv_App state:Therouting processtransitsto thisstatewhen a
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servicerequestisreceivedfrom theapplicationlayertotransmitadata
packetto a given destination.The currentstate firstextracts the
destinationIP addressfrom thereceivedpacket,andthenchecksthe
routetable.Ifaroutepathexistsinitsroutetable,thecurrentstate
insertstheIPaddressofthenexthoptothedatapacketandforwards
ittonexthopnode.Otherwise,thecurrentstatesavesthedatapacket
toawaitingqueueandinitiatesaroutediscoveryprocess.

• Rcv_Macstate:Thisstatereceivestheincomingpacketstream from the
MAC layer.Itfirstcheckstypeofthereceivedpacketandthencalls
appropriate function to proceed.Ifa packethas reached its final
destination,thecurrentstateunencapsulatesitspayloadandsendsitto
theapplicationmodule.

• RREQ_Rebroadcaststate:ThisoccurswhenRREP_WAIT_TIMEOUT
timerexpiresforagivendestination.Thismeansthatthecurrentnode
stilldid notreceivearoutereply to itsrequest.In thiscase,the
currentstate checks whether a rebroadcastis possible or not.If
maximum authorizednumberofretriesisreached,discoveryprocessfor
thatdestinationisaborted.Consequently,anydatapacketwaitingfor
this route is dropped from buffer.In othercase,RREQ packetis
rebroadcast.

• RREQ_Processstate:Thisstateisresponsibletoprocessingreceived
RREQ packet.Basicallyitcandiscovermultiplealternativepathsand
settingpathtypeatthedestination.

• Update_Route_Tablestate:Thisstateoccurswhen thetimerofan
entryexpires.

• Say_hello state:Node should broadcasthello message in orderto
advertiseitspresencetotheneighborhood.

• Link_Breakagestate:Whenanodedetectsthatthereisalinkbreakto
aneighbornode,itsendsaRERRpackettoitsupstream node.
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• Statstate:Thecurrentprocessperiodicallytransitstothisstateinorder
tocollectdifferentglobalstatistics.Thesestatisticsarewrittenintoa
filewhichiscreatedatthebeginningofeachsimulationrun.

Medium AccessControlModel
OPNET supportsmodelsforsimulating adhocwirelessnetworkson

physicallayermodelandmedium accesscontrol(MAC)layermodel.The
IEEE 802.11protocolwithDistributedCoordinationFunction(DCF)[5]is
deployedastheMAC layerinthesimulation.DCF isthebasicaccess
methodusedbymobilestosharewirelesschannelandavoidhiddenand
exposedterminatorproblems.TheaccessschemeisCarrierSenseMultiple
Access/Collision Avoidance (CSMA/CA) with acknowledgements.The
nodes can make use of Request-To-Send/Clear-To-Send (RTS/CTS)
channelreservationcontrolframesforunicast,virtualcarriersense,and
fragmentationofpacketslargerthanagiventhreshold.Inthemodel,the
RTS/CTSandvirtualcarriersensearedeployedtominimizetheeffectof
collisionsoverthewirelessmedium.

MobilityProcessModel
Themobilityprocessmodel,showninFig.4.9,implementsarandom

waypointmobilityscheme[51]thatisdescribedbelow.

FFFiiiggg444...999...FFFSSSMMM fffooorrrmmmooobbbiiillliiitttyyy
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Intheinitstate,eachnodepicksarandom positionwithinthespecified
grid.Afterthat,each node checks the mobility attribute in orderto
determinewhetheritshouldmoveornot:ifthemobilityattributeisset
toDisabled,thecurrentnodetransitsimmediatelytotheidlestateand
remainsatthesameposition during thewholesimulationtime.In the
othercase,themobility attribute issetto Enabled,thecurrentnode
transitstotheinit_movestateinordertoinitializeitsnextmovement
parameters.

bbb...SSSiiimmmuuulllaaatttiiiooonnnEEEnnnvvviiirrrooonnnmmmeeennnttt
In the simulation,network coverage areas are 1000m x 1000m and

1500m x1500m for50nodenetworkand100nodenetworkrespectively.
Nodescommunicateviaradiosignalswith250m ofpropagationrangeand
thechannelcapacityof2Mbps.TheIEEE 802.11DCF isusedasthe
MAClayerprotocolandDCFusesCSMA/CA technique.
Themobilityandtrafficmodelssimilartothepreviousarticle[52]are

used.Thenodesareinitiallyuniformlydistributedthroughoutthenetwork
areaandtheirmovementisdeterminedbytherandom waypointmobility
model.Accordingtothismodel,anoderandomlyselectsalocationwith
inthenetworkareaandmovestowardsitwithaspeeduniformlychosen
betweenapredefinedminimum andmaximum values.Thenodestaysin
thatpositionforaperiod,iepausetime,andthenagainselectsanother
random locationtomove.Thepausetimeisconstantat30sec.
Constantbit-rate(CBR)sessionsbetweensourceanddestinationpairin

thenetworkwereoccurredwitheachCBRsessiongenerating10packets/
secandthesizeofeachdatapacketis512bytes.Eachnodebuffersall
data packets while waiting fora route.Allpackets (both data and
routing)sentbytheroutinglayerarequeuedatbufferuntiltheMAC
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layercantransmitthem.Routingpacketsaregivenhigherprioritythan
datapacketsinbuffer.Sourcesanddestinationsarechosenrandomlywith
uniform probabilities.Eachrunexecutes800secondsofsimulationtime.
In order to evaluate performance ofthe AODV-MAP scheme and

comparewithotherrouting schemessuchasAODV andnode‐disjoint
multipath routing in differentnetwork conditions,two parameters are
variedinthesimulation:
• Numberofnodes(50nodesand100nodes)
• Maximum velocityofthenodes

Toevaluateperformanceoftheseprotocolsinmobilitycondition,20and
40 sources are modeled respectively to study the effectofvarying
mobilityinnetworksof50and100nodes.
Inoursimulation,fourfollowingperformancemetricsareused:[53]

• Routediscoveryfrequencywhichistotalnumberofroutediscoveries
initiatedpersecond.

• Average end-to-end delay includes allpossible delays from the
momentthepacketisgeneratedtothemomentitisreceivedbythe
destinationnode.

• Packet delivery ratio: Ratio of data packets delivered to
destinationstothosegeneratedbyCBRsources.

• Normalizedroutingload:Numberofroutingcontrolpacketstransmitted
perdatapacketdeliveredatthedestination.

ccc...SSSiiimmmuuulllaaatttiiiooonnnRRReeesssuuullltttsss
Theseriesofexperimentswereconductedwithmaximum velocityfor

20sourcesof50nodesnetworkand40sourcesof100nodesnetwork.
Themobilitywasvariedinordertoobserveeffectsofroutediscovery
frequency,averageend-to-enddelay,packetdeliveryratio,andnormalized
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routeload.A nodecanchooseaspeedbetweenminimum (0m/s)and
maximum speed(20m/s).

Routediscoveryfrequency
Routediscoveryfrequency(RDF)isaveryimportantmetricassmaller

routediscoveryfrequencyofagivenroutingprotocolimpliesthatitcan
increaseopportunitiesforsettingupmorealternativepaths.
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Fig.4.10aandbshow theroutediscoveryfrequencywithrespectto
themaximum speedfornetworksof50nodesand100nodesrespectively.
Inbothcases,AODV-MAP hassmallerroutediscoveryfrequencythan
AODV andthenode-disjointmultipath routing.Itcan beseen thatin
caseofAODV-MAPschemeandnode-disjointmultipathrouting,anew
routediscoveryisinvokedonlywhenallpathsfail.
In Fig 4.10a,atthe maximum speed of10 m/s,route discovery

frequency in AODV-MAP is lesser than AODV and node-disjoint
multipathrouting by about34% and20% respectively.WhereasinFig
3.22b,atthemaximum speed of10m/s,routediscovery frequency in
AODV-MAPislesserthanAODV andnode-disjointmultipathroutingby
about62% and40% respectively.AODV-MAP schememaintainsalow
routediscoveryfrequencycomparedtonode-disjointmultipathroutingand
singlepathAODV.Thisindicatesthattherobustnatureoftheschemeto
mobilityofnodesandtopologicalchanges.

Averageend-to-enddelay
Averageend-to-enddelayofdatapacketswhichincludesallpossible

delayscaused by buffering during routediscovery latency,queuing at
interfacequeue,lengthofroutingpaths,re-transmissiondelaysatMAC,
propagationandtransfertimes.
Fig.4.11aandbillustratethechangeintheaverageend-to-enddelay

asafunction ofspeedofnodesfornetworkswith 50nodesand100
nodesrespectively.Itcanbeseenthatgeneraltrendofallcurvesisan
increaseindelaywiththeincreaseofvelocityofnodes.Thereasonis
mainlythathighmobilityofnodesresultsinincreasedprobabilityoflink
failurethatcausesanincreaseinnumberofroutingrediscoveryprocesses.
AODV-MAP exhibits thesmallestend-to-end delay whereas AODV

incursthelargestdelay.DelaysofAODV-MAPschemeandnode-disjoint
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multipath routing aregradually increased afternodevelocity of10m/s,
whiledelay in AODV increasesquickly asvelocity increases.Thisis
becauseavailabilityofalternatepathsinAODV-MAP andnode-disjoint
multipath routing eliminate route discovery latency thatcontributes to
delaywhenactiveroutefails.ThisresultshowsthatAODV-MAPscheme
iseffectiveespeciallyinsituationswherenodesmovefrequently.
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PacketDeliveryRatio
Packetdeliveryratio(PDR)isoneofimportantmetricssinceitshows

lossrate,whichinturnaffectsmaximum throughputofthenetwork.
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ThepacketdeliveryratiosofthreeprotocolsareshowninFig.4.12a
andb.Thefiguresdescribethevariationofthepacketdeliveryratioasa
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functionofthenodespeed.Theprobabilityoflinkfailureincreaseswith
increaseinthenodespeed,andhencethenumberofpacketdropsalso
increases. AODV-MAP scheme and node-disjoint multipath routing
producehighpacketdeliveryratioduetopresenceofmultiplepaths.So
whenanactiveroutingpathisbrokenduetomobilityofnodes,these
protocols still can manage the communication between source and
destination without pause or interrupt.Since AODV-MAP has both
node-disjointandfail-safealternativepaths,itcansurvivelonger.Thus
AODV-MAP schemehasmuch higherpacketdelivery ratio than both
node-disjoint multipath routing and AODV. This mechanism of
AODV-MAPassureshighpacketdeliveryratio.

Normalizedroutingload
Normalized routing load is an important metric to compare the

performanceofdifferentprotocolssinceitcan giveameasureofthe
efficiency ofprotocols,especially in a low bandwidth and congested
wireless environment.Fig 4.13 a and b show the routing load for
networksof50nodesand100nodesrespectively.
ItcanbeobservedthatthenormalizedroutingloadinAODV-MAPis

slightlybetterthanthatofnode-disjointmultipathroutingwhereasmuch
better than that of AODV.The normalized routing load in AODV
increasesmorequicklythanthatinbothAODV-MAPandnode-disjoint
multipath with theincreaseofvelocity.Thisisduetofactthatboth
AODV-MAP and node-disjointmultipath can find multiple alternative
route paths in a route discovery process,so the protocoldecreases
tremendously thenumberofrouterediscovery process.Whereas,since
AODV encountersmorelinkfailureswiththeincreaseinmobility,they
havetotriggermorenew routediscoveryprocesseswhichcausemore
routingcontrolpacketstobesenttothewholenetworks.
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In ordertoevaluatetheperformanceoftheproposed framework for
audiostreamingoverAODV-MAPbasedMANET,wehaveconductedthe
performance evaluation ofaudio streaming overAODV-MAP MANET
usingscalableaudiocodingschemesandselectiveencryptiontechnique.
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AAA...EEEvvvaaallluuuaaatttiiiooonnn ooofffssscccaaalllaaabbbllleeecccooodddiiinnnggg ttteeeccchhhnnniiiqqquuueeesssfffooorrrmmmuuullltttiiipppaaattthhh
MMMAAANNNEEETTT

In order to evaluate the performance ofthe framework for audio
streamingoverAODV-MAP basedMANET usingscalableaudiocoding
techniques,we havedesigned experimentalmodeland simulated using
OPNET Modeler[4].

aaa...SSSiiimmmuuulllaaatttiiiooonnnEEEnnnvvviiirrrooonnnmmmeeennnttt
Inthesimulation,MANET consistsofsixteenmobilenodesarelocated

insidea600m x600m region.Eachnodeisrandomlyplacedintheregion
initially.Weconsiderthecontinuousmobilitycaseonly.A mobilenode
movesaroundcontinuouslywithusingrandom waypointmobilitymodel
withpausetimeof0sandamaximum speedof5m/s.WeusetheIEEE
802.11protocolintheMAClayerworkingintheDCFmode.Thechannel
hasabandwidthof1Mb/s.Thetransmissionrangeis250m.UDP is
usedastransportprotocol.
Amongthesenodes,oneisrandomlychosenasthestreamingsource

with differentscalable speech coding techniques and anothernode is
chosen as the destination.Five UDP traffic flows are introduced as
background traffics.Each ofthese flows has the traffic rate offour
packetspersecond.Thesizeofdatapayloadwas512bytes.Thesource,
destinationanddurationofthesebackgroundflowsaresetrandom.Each
ofnodeshasaqueuesizeof10packets.
Fortheexperimentalpurpose,twoscenarioshavebeenconsidered– a

frameworkusingG.727codingtechniqueforaudiostreaminginmultipath
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MANET whereas anotherusing MPEG-4 speech coding technique for
audio streaming in multipath MANET.In the simulation,to evaluate
performance ofthe proposed framework following performance metrics
werecomputed:Packetlossrateandend-to-endpacketdelay.

bbb...SSSiiimmmuuulllaaatttiiiooonnnRRReeesssuuullltttsss
Inordertoanalyzepreliminaryresultsfortheframeworkforstreaming

audio over mobile ad hoc network using AODV-MAP scheme,we
compare the performance oftwo scalable speech coding techniques -
G.727andMPEG-4audiocodingintermsofpacketlossratewithrespect
tobiterrorrate(BER)andend-to-enddelay(latency).
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Fig.4.14showspacketlossrateforthebothscenarioswithrespectto
BER.ItcanbeseenthatthepacketlossrateinG.727codingscheme
increasesrapidlythanincaseofMPEG-4CELPscheme.AtBERof10-3,
packetloss rate forG.727 coding scheme is about10% whereas for
MPEG-4CELPschemeitisabout8.1%.
Fig 4.15 illustrates the end-to-end delay forscalable speech coding

techniques.Itcanbeseenthatend-to-enddelayforG.727codingscheme



- 127 -

hashigheraverageend-to-enddelaythanthatofMPEG-4CELPscheme.
ItcanbederivedthatforaudiostreamingoverMANET,MPEG-4CELP
showsbetterperformancethanwithG.727codingscheme.
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Inordertoevaluatetheperformanceoftheframeworkforsecuremedia
streaming over AODV-MAP based MANET, we have designed
experimentalmodelandsimulatedusingOPNETModeler.

aaa...SSSiiimmmuuulllaaatttiiiooonnnEEEnnnvvviiirrrooonnnmmmeeennnttt
Inthesimulation,MANET consistsofsixteenmobilenodesarelocated

insidea600m x600m region.Eachnodeisrandomlyplacedintheregion
initially.Weconsiderapopularrandom waypointmobilitymodel.Wehave
usedapausetimeof1.0sforalltheexperiments.Thespeedofnodes
variesfrom 1m/sto10m/s.WeuseIEEE802.11protocol,theMAClayer
working in DCF mode.Thechannelhasabandwidth of1Mb/s.The
transmissionrangeis250m.UDPisusedastransportprotocol.
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Fig.4.16showsthesimulationmodeloftheframeworkforsecureaudio
streamingovermultipathMANET.Amongthesenodes,oneisrandomly
chosenasthestreamingsourcewithMPEG-4speechcodecandanother
nodeischosenasthedestination.FiveUDPtrafficflowsareintroduced
as background traffics.Each ofthese flows has traffic rate offour
packetspersecond.Thesizeofdatapayloadwas512bytes.Thesource,
destinationandthedurationofthesebackgroundflowsaresetrandom.
Eachofnodeshasaqueuesizeof10packets.
Forexperimentalpurpose,two scenarios have been considered - a

frameworkforsecureaudiostreaming using single-pathAODV routing
whereasanotherforsecureaudiostreamingusingAODV-MAP scheme.
In thesimulation,wehaveused following performancemetrics:packet
lossrateandend-to-endpacketdelay.

bbb...SSSiiimmmuuulllaaatttiiiooonnnRRReeesssuuullltttsss
Inordertoanalyzepreliminaryresultsfortheaboveframeworks,we

compareperformanceofAODV-MAPschemewithnode-disjointmultipath
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routing schemeand AODV schemein terms ofpacketloss rateand
end-to-enddelaywithrespecttomaxspeed.
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Fig.4.17showstheaveragelossrateforthreescenariosatdifferent
mobility,thatis,rate ofnode movement.As the velocity ofnodes
increases,theprobabilityoflinkfailureincreasesandhencethenumberof
packetdropsalsoincreases.Itcanbeseenthatthemeanpacketlossrate
inbothmultipathrouting schemesarereducedthanincaseofAODV.
AODV-MAP scheme has slightly lower packet loss rate than
node-disjointmultipathschemewhereasmuchlowerlossratethanAODV
scheme.Withspeedof6m/s,averagelossratesforAODV-MAPscheme
andnode-disjointmultipathschemeareabout6.1%,and7.5% respectively
whilethatofAODV isabout12%.
Fig4.18illustratestheaveragepacketdelayasafunctionofspeedof

nodes.Fortheallthescenarios,itcanbeseenthatthereisincreasein
average delay with the increase ofvelocity ofnodes.Both multipath
routingschemesprovidesmallerend-to-endpacketdelaythanincaseof
AODV.Thisisbecausemultipathroutingprotocolshavealternatepaths
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andneedsmallerroutediscoverytime.
However,when comparing twomultipath routing schemes,itcan be

seenthataveragepacketdelayinAODV-MAP schemeissmallerthan
thatofnode-disjointmultipath scheme.This is due to factthatin
AODV-MAPscheme,frequencyofroutediscoveryprocessislesserthan
thatofnode-disjointmultipathrouting.Delaysofbothmultipathschemes
aregraduallyincreasedafterspeedreaches4m/s,whiledelayinAODV
increases quickly as velocity increases.After the maximum velocity
reaches4m/s,thedelaysinbothschemesarelowerthanthatinAODV.
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AAA...SSSeeecccuuurrriiitttyyyAAAnnnaaalllyyysssiiisss

Inthissection,weprovidesecurityanalysisofthesecureAODV-MAP
routing scheme (SAODV-MAP) by evaluating its robustness in the
presenceoftheattacksdescribedinsecurityrequirementsinchapter2
section2.5.
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UUUnnnaaauuuttthhhooorrriiizzzeeedddnnneeetttwwwooorrrkkkaaacccccceeessssss
SAODV-MAPschemeallowsnetworkaccessonlyfornodesthathave

beenauthenticatedusing thecertificateissuedby thetrustedauthority,
andonlysolongastheyusethesameIPandMACaddressesboundby
thatcertificate.Packetsarediscardedfornodesthatarenotauthenticated.
Trustedauthorityisasinglepointoffailureandattack,however,multiple
redundantauthoritiesmaybeused(e.g.,asbyZhouandHaas[79]).

IIImmmpppeeerrrsssooonnnaaatttiiiooonnnaaattttttaaaccckkksss
MainideaofSAODV-MAPschemeistopreventIPorMACspoofing.

During theneighbordiscovery phase,a nodeentering a neighborhood
mustauthenticatewith itsneighborsand storetheirpublickeys.And
everynodecreatesneighbornodetableandmaintainsbyfrequentupdates,
soitcanlocallymonitorneighbors.ThisprocedureensuresthatIPand/or
MAC spoofing by any nodecan beeasily detected.And during route
discovery,sinceHMACsharedkeyisused,onlythecommunicatingnodes
can verify theauthenticity and nodescannotspoofothernodesduring
route discovery.This prevents impersonation attacks where eitherthe
sourceordestinationnodesisspoofed.

FFFooorrrmmmaaatttiiiooonnnooofffrrrooouuutttiiinnngggllloooooopppsss
Routingloopsareformedbecauseofthefollowingmisbehavior:IP/MAC

spoofing,and stale routing information within the intermediate nodes.
SAODV-MAP can detectany IP/MAC spoofing,thusamaliciousnode
cannotspoofidentity,withoutdetection,andcreateroutingloops.Also,the
sourceandthedestinationmaintainadestinationsequencenumberthatis
usedonlyby theseendnodes.Moreover,modificationofthissequence
numbercanbeeasilydetected.
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MMMooodddiiifffiiicccaaatttiiiooonnnooofffrrrooouuutttiiinnngggiiinnnfffooorrrmmmaaatttiiiooonnn
Modification of routing information like hop-count and destination

sequencenumbercouldbeusedinaDoS attack.Itdefeatsmodification
attacksbyemployingtwosecuritymechanisms.OneistheuseofHMAC
used by the source and destination nodes that can detect such a
modification.Andsecond,theintermediatenodesensuretheintegrityof
the message transmitted by the nexthop node by the use oflocal
monitoringmechanisms.Thelocalmonitormechanism candetectsomeof
misbehavingnodesduringRREQforwardingprocess.

FFFaaabbbrrriiicccaaatttiiiooonnnooofffrrrooouuutttiiinnngggiiinnnfffooorrrmmmaaatttiiiooonnn
• RERRFabricationattack:Itistrivialtodisruptanestablishedrouteby
generating fakeRERR packetsand forcing theintermediatenodesto
relaythem tothesourceofarouteandmayalsoinitiateanew route
discovery.SAODV-MAP defeats this fabrication attack because all
RERR messages are authenticated link-by-link.RERR message is
digitally signed by the senderin orderto ensure authenticity and
integrityofRERRmessages.

• BlackholeandGrayholeattacks:Theseattacksinvolveforgingrouting
packetstocauseallroutestogothrough amisbehaving node.The
maliciousnodethendropsallorsomepacketsforthedestination,thus
carrying out the black hole or gray hole attack respectively.In
SAODV-MAP,forgedroutingpacketsaredetectedanddiscarded.

RRReeeppplllaaayyyaaattttttaaaccckkksss
• MaliciousRouteRequestfloods:Maliciousnodesmay forge RREQ
packetsand flood thenetwork.In SAODV-MAP,RREQ packetsare
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authenticatedbythedestinationnodeonly.However,intermediatenodes
willbeforcedtoprocesstheseRREQsthuscarrying outaresource
depletionattack,althoughlesscostlythaninprotocolssuchasSAODV
whichauthenticateRREPsateachhop.

• Rushing attack:SAODV-MAP issecureagainstRushing attack.As
discussed above,rushing attack exploits duplicate RREQ suppression
employedinallon-demandroutingprotocols.Forexample,amalicious
node rushes RREQ by transmitting with excessive power,reaching
nodes more than one-hop away (at normal power). However,
SAODV-MAP schemedoesnotallow nodesto acceptpacketsfrom
nodesthathavenotbeenauthenticatedbyneighbordiscoveryprocess.
Because SAODV-MAP ensures that all the one-hop links are
bidirectional,nodecannotauthenticatewithnodestwohopsaway.

WWWooorrrmmm hhhooollleeeaaattttttaaaccckkk
Theworm holeattackiscarriedoutbytwomaliciousnodesthathave

anoutofbandlinkbetweenthem.Thesenodesusethisspeciallinkto
offerthequickestroutebetween many source-destination pairs,forcing
thosesourcestochoosethisrouteovertheotherslowerbutlegitimate
routes.ThispaircanthencarryoutaDoSattack.However,incaseof
theworm holeattack,theupstream maliciousnodecanignoretherouting
protocolmaintenanceprocedurebynotgeneratingaRERRforanypackets
droppedbyitscollaboratingdownstream node.
SAODV-MAP scheme is vulnerable to this attack. End-to-end

acknowledgmentsprovideareasonablesolution,especiallywhencollective
ACKscanbesentviaalternateroutes(identifiedduringroutediscovery
andretainedbythedestination).
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IIInnnvvviiisssiiibbbllleeennnooodddeeeaaattttttaaaccckkk
In SAODV-MAP,packetsareonly accepted between neighbornodes

one-hopawayfrom eachotheranditmaintainsnotonlyneighbortable
butalsosrc-rreqidtabletomonitoritsneighborhood,thisistoavoidthe
“invisiblenodeattack”.

BBB...PPPeeerrrfffooorrrmmmaaannnccceeeEEEvvvaaallluuuaaatttiiiooonnn

In ordertoevaluateperformanceoftheproposedsecurity schemein
wireless multipath multihop network,we have designed experimental
modelandsimulatedusingOPNETModeler.[4]

aaa...SSSiiimmmuuulllaaatttiiiooonnnEEEnnnvvviiirrrooonnnmmmeeennnttt
We compare through simulation performance ofSAODV-MAP with

AODV-MAPinaswellaswiththeexistingSRProutingprotocol.[75]
Inthesimulation,thenetworkcoverageareais1000m x1000m square

with 50 mobile nodes,each having radio powerrange of250m.The
channelcapacityis2Mbps.TheIEEE802.11DCFisusedastheMAC
layerprotocol.WeusedCBRtrafficoverUDP.
Theinitialpositionsofnodeswereuniformlydistributedthroughoutthe

network.Nodemobilitywassimulatedaccordingtotherandom waypoint
mobilitymodel,inwhicheachnodetravelstoarandomlyselectedlocation
ataconfiguredspeedandthenpausesforaconfiguredpausetime,before
choosing anotherrandom location and repeating thesamesteps.Node
transmission range was 250m.We ran simulations forconstantnode
speeds from 0 to 20m/s,with pause time fixed at30 seconds.We
simulated 20 CBR sessions in each run,with random source and
destinationpairs.EachCBRsessiongenerates10packetspersecondwith
datapacketsof512bytes.Simulationtimeis800seconds.
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Forthesimulation,twoscenarioshavebeen designed- firstoneis
underbenignsetting,iethereisnomisbehavingnodes,whereassecondis
underadverseenvironment,theremay besomeindividualmisbehaving
nodes.
For the experiment with benign setting,we have considered the

followingperformancemetrics:
• PacketDeliveryRatio:Thisistheratioofthedatapacketsgenerated
byCBRsourcesthataredeliveredtothedestination.Thisevaluatesthe
abilityoftheprotocoltodiscoverroutes.

• AverageRoutingLoadforbyte:Thisistheratioofoverheadbytesto
delivereddatabytes.Thetransmissionateachhopalongtheroutewas
countedasonetransmissioninthecalculationofthismetric.

• AverageEnd-to-EndDelayofDataPackets:Thisistheaveragedelay
betweenthesendingofthedatapacketbyCBR sourceanditsreceipt
atthecorrespondingCBR receiver.Thisincludesallthedelayscaused
duringrouteacquisition,bufferingandprocessingatintermediatenodes,
re-transmissiondelaysattheMAClayer,etc.

Andfortheexperimentwithadverseenvironment,wehaveevaluated
packetdeliveryratioonly.

bbb...RRReeesssuuullltttsssaaannndddAAAnnnaaalllyyysssiiisss
Inthesimulation,wehaveexaminedtheperformanceoftheproposed

securityschemeunderbenignandadverseenvironments.

SSSccceeennnaaarrriiiooo111:::UUUnnndddeeerrrbbbeeennniiigggnnneeennnvvviiirrrooonnnmmmeeennnttt
Under benign environment, AODV-MAP and SAODV-MAP are

comparedinordertoverifycostoftheproposedsecurityscheme.Fig4.19
shows the packetdelivery ratio plotted againstmaximum speed for
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AODV-MAP and SAODV-MAP.As shown in Fig 4.19,the packet
deliveryratioobtainedusingSAODV-MAPisabove90% inallthenode
speedandalmostaliketothatobtainedusingAODV-MAP.Thissuggests
thatSAODV-MAPiseffectiveindiscoveringandmaintainingroutesfor
deliveryofdatapackets,evenwithhighnodemobility.
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Fig4.20showstheaveragedelayplottedagainstmaximum speedfor
AODV-MAPandSAODV-MAPschemes.Itcanbeseenthattheaverage
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packetdelay ofSAODV-MAP schemeis slightly higherthan thatof
AODV-MAP scheme. This is due to security measures used in
SAODV-MAPscheme.
Fig.4.21 shows average byte routing load for AODV-MAP and

SAODV-MAPschemes.Itcanbeobservedthataveragebyteroutingload
in SAODV-MAP significantly increasesthanAODV-MAP schemeafter
maximum speedof10m/s.Atthenodespeedof10m/s,averagebyte
routing load for SAODV-MAP is about 40% higher than that of
AODV-MAPscheme.
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SSSccceeennnaaarrriiiooo222:::UUUnnndddeeerrraaadddvvveeerrrssseeeeeennnvvviiirrrooonnnmmmeeennnttt
Inthisscenario,theproposedschemeischosentocomparewithSRP

underadverseenvironment.Wehaveconsideredthemaliciousnodesare
existedinthenetworkandtheycancorrupttheaccumulatedrouteinall
therequestpacketsandre-broadcast.Weanalyzedtheeffectofmalicious
nodesinSAODV-MAPwithvaryingthenumberofmaliciousnodesand
comparedwithSRP.Wehaveused10CBRpairs.
Fig4.22aandbshow packetdeliveryratioplottedagainstnodespeed

whenpercentageofmaliciousnodesare10% and20% respectively.Itcan
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beseenthatthepacketdeliveryratiosinbothSAODV-MAPschemeand
SRP decreases as the maximum speed increases.When percentage of
malicious nodes is 10%,packetdelivery ratios are almostsimilarin
SAODV-MAP andSRP schemeforallthenodespeed.However,when
thepercentageofmaliciousnodesisincreasedto20%,thenSADOV-MAP
schemehasbetterperformanceintermsofpacketdeliveryratiothanin
caseofSRPschemeforallthenodespeed.
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444... AAApppppprrroooaaaccchhh fffooorrr IIInnnttteeerrrnnneeettt cccooonnnnnneeeccctttiiivvviiitttyyy iiinnn
AAAOOODDDVVV---MMMAAAPPPbbbaaassseeedddHHHyyybbbrrriiidddMMMAAANNNEEETTT

Inchapter3section3,wehaveproposednotonlytherobustapproach
forglobalconnectivityinAODV-MAPbasedhybridadhocnetworkwith
multiple Internetgateways butalso security framework for such an
approach.And also we have shown distributed approach for audio
streamingovermultipathhybridMANET.

444...111... EEEvvvaaallluuuaaatttiiiooonnn ooofff AAAOOODDDVVV---MMMAAAPPP bbbaaassseeeddd HHHyyybbbrrriiiddd
MMMAAANNNEEETTT

Inthissection,wehaveconsideredtwoapproachesforourexperiment
-oneisourproposedapproachandanotherisanapproachusingAODV
routing and Mobile IP with shortestpath criterion.We analyzed and
evaluatetheproposedapproachusingOPNET Modelerandcomparewith
above-statedAODV.

FFFiiiggg444...222333...SSSiiimmmuuulllaaatttiiiooonnnMMMooodddeeelllfffooorrrHHH---MMMAAANNNEEETTT
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Fig4.23showsbasicmodeloftheapproachforconnectingAODV-MAP
basedMANET withInternetusingtwoInternetgateways.

aaa...SSSiiimmmuuulllaaatttiiiooonnnEEEnnnvvviiirrrooonnnmmmeeennnttt
Inthesimulation,thenetworkcoverageareaisa800m x800m square

with50mobilenodes.Initiallytheinternetisconnectedwithtwoforeign
agents/gateways,whichareplacedatoppositeendsofthesimulationarea.
Thenodesareinitiallyrandomlydistributedthroughoutthenetworkarea
Nodescommunicateviaradiosignalswith250m ofpropagationrangeand
thechannelcapacityof2Mbps. InordertosupportwirelessLAN inthe
simulator,DCFoftheIEEE802.11isadoptedastheMAClayerprotocol.
DCFusesCSMA/CA technique.
Sourcenodescommunicatewithcorrespondingnodes(CN)usingCBR

sourcetraffic.EachCBRsessiongenerates4packets/secandthesizeof
eachdatapacketis512bytes.CBR sourcesarerandomlydistributedin
thenetwork.Asamobilitymodel,weusetherandom waypointmobility
modelThe pause time is constantat30 sec.In order to evaluate
capability oftheseapproachesfordifferentnodemobility,wechanged
nodemobility by varying themaximum speed.Each nodemovesata
speedthatvariesfrom 0to20m/s.Eachrunexecutes800secondsof
simulationtime.

SSSiiimmmuuulllaaatttiiiooonnnRRReeesssuuullltttsssaaannndddAAAnnnaaalllyyysssiiisss
Inthesimulation,wehavecomparedtheperformanceofourapproach

withtheconventionalapproach,usingfollowingperformancemetrics:
• Packetdelivery ratio is the ratio ofthe amountofdata packets
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deliveredtothedestinationandtotalnumberofdatapacketssentby
source.

• Averageend-to-enddelayisdefinedasallpossibledelaysfrom the
sourcenodetothedestination.

• Packetlossrateisthepercentoftransmittedpacketsthatneverreach
the intended destination due to incorrectroute information,mobility,
collisions,andcongestion.

Twoscenarioswereconsidered– oneundervariousspeedsandanother
under various loads.The first experiment was conducted with the
maximum velocityfor10sourcesof50nodesnetwork.Themobilitywas
variedinordertoseetheeffectsofaveragedelayandpacketdelivery
ratio.Thepacketsendingrateisfixedat4packets/sec.
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Fig.4.24showsthepacketdeliveryratioforvariousmaximum speeds
forourapproachandAODV withshortestpath.Inbothtechniquespacket
deliveryratioschangeinsimilarmannerwiththechangeinnodespeed.It
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canbeseenthatpacketdeliveryratioinourapproachesisslightlybetter
thanthatofAODVwithshortestpath.
Fig.4.25showstheaverageend-to-end delay forvariousmaximum

speedsforourapproachandAODV withshortestpath.Ourapproachhas
significantly loweraverageend-to-enddelay than AODV with shortest
path.Afterthemaximum speedof10m/s,averagedelayinourapproach
graduallyrisesthaninAODVwithshortestpath.
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Thesecondexperimentwasconductedbyvaryingtrafficloads.Fig.4.26
plotsthepacketlossrateversustrafficloadatIGW.Inbothcasepacket
lossriseswhentrafficloadincreases;thereasonsforpacketlossinclude
incorrectinformation,mobility,collisionsand congestions.Theproposed
approachexhibitslowerpacketlossthanAODV withshortestpathunder
heavytrafficload.
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aaa...fffooorrr222IIInnnttteeerrrnnneeetttgggaaattteeewwwaaayyysss
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bbb...fffooorrr333IIInnnttteeerrrnnneeetttgggaaattteeewwwaaayyysss

FFFiiiggg...444...222777...PPPaaaccckkkeeetttdddeeellliiivvveeerrryyyrrraaatttiiiooofffooorrrHHH---MMMAAANNNEEETTT wwwiiittthhhvvvaaarrriiiooouuusss
nnnuuummmbbbeeerrrooofffgggaaattteeewwwaaayyysss
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Fig.4.27aandb show thepacketdelivery ratioforvarioustraffic
loads.Itcan beseen thathighertrafficload resultsin lowerpacket
delivery ratio.Theproposed approach exhibitsbetterperformancethan
AODV withshortestpathundertheheavytrafficload.Furthermore,when
thenumberofgateway isincreased,iefrom 2to3gateways,packet
delivery ratio isalso increasein both thecases.Butin caseofthe
proposed approach theincrementin packetdelivery ratio issignificant
thanincaseofAODV withshortestpath;thisisduetofactthatour
schemeusesnotonly hopcountbutalsoofferedloadasitsgateway
selectionmetrics.

444...222...AAAnnnaaalllyyysssiiisssooofffSSSeeecccuuurrreeeAAAOOODDDVVV---MMMAAAPPPbbbaaassseeedddHHHyyybbbrrriiiddd
MMMAAANNNEEETTT

AAA...SSSeeecccuuurrriiitttyyyAAAnnnaaalllyyysssiiisss

Inthissection,securityanalysisofAODV-MAPbasedhybridMANET
has been preformed. The security analysis illustrates security
achievements on the Internetconnectivity as wellas the integrated
MANET.

aaa...SSSeeecccuuurrriiitttyyyAAAnnnaaalllyyysssiiisssooonnnIIInnnttteeerrrnnneeetttCCCooonnnnnneeeccctttiiivvviiitttyyy
WeassumethatSMN-HA iskeptsecretmeaningthatamaliciousnode

cannotobtainSMN-HA.WealsoassumethesecurityoperationsattheFA
andtheHA arestrongenoughfrom beingcompromised.Inthissecure
protocol, the multihop route can only be established among the
authenticatedMNs.Theproposedsecurityschemeachievesthegoalsof
preventing theattacksofbogusregistration,reply attacks,unauthorized
routing,andforgedFA.
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BBBoooggguuusssRRReeegggiiissstttrrraaatttiiiooonnn
WhenamaliciousMN makesafakeregistrationbymasqueradingitself

assomeoneelseintheintegratedMANET,themaliciousMN issuesa
forged registration with an invented or spoofed address.The forged
registration will be stopped when validating MACSMN-HA(M2) using
SMN-HA atHA becausethemaliciousnodedoesnothavetheknowledgeof
secretkey(SMN-HA),whichisassociatedbetweentheinventedorspoofed
addressandtherelatedHA.

RRReeeppplllaaayyyAAAttttttaaaccckkksss
Thenonce(e.g.,NMN,NHA,andNFA)andtimestampareusedinall

mobile IP and routing messages to ensure a registration or routing
message contains a unique data to prevent replay attacks. Each
registration orroute requesthas a nonce,and a new nonce in the
registrationorroutereplymessageindicatesthenextnonceforthenext
request.

FFFooorrrgggeeedddFFFAAA
When a node advertises itselfas a fraudulentFA,there are two

possibilitiesforMNsthatareunderthecoverageoftheforgedFA
• MNsthathavenotyetregisteredwithHA viaacorrectFA,and
• MNsthathavesuccessfullyregisteredwithFA andHA.

WhenMN1wantstoregisterwithFA,itstartsFA discovery.Assume
theforgedFA repliestheMN1 directly becausetheMN1 isunderthe
coverageoftheforgedFA.ThenMN1proceedwiththeregistrationwith
theforgedFA.A registrationmessagewithaMACassociationcreatedby
usingMN1'ssecretkey(SMN-HA)issenttotheforgedFA.However,the
forged FA cannotverify themessagewith SMN-HA.Iftheforged FA
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sendstheregistrationmessagetoMN1'sHA,theregistrationisdeclined
whilevalidatingCertFA anditsdigitallysignedmessage.IftheforgedFA
usesanearlierregistrationreplyinattempttocheattheMN1,theMN1
can detect forged FA during fast re‐authentication since MN use
temporary session key Ssk to compute MAC and also use hi(s) for
re-authentication.ThereforetheforgedFA cannotcheatMN1andit’sHA.

GGGuuueeessssssiiinnngggaaattttttaaaccckkk
Inthisscheme,thesecretkeyKMN-HA,sharedbetweenMN andhome

domain,isforauthenticationpurpose.Therefore,itisnotpossibleforan
attackertoobtainthesecretkeyKMN-HA.During fastre-authentication
process,thehashchaininghn(s)willbeusedasaone‐timepasswordto
gettheaccessrighthenceitisuselesstoobtainthepassword.SinceSsk
isfrequentlychangedsothiswillpreventguessingattack.

DDDaaatttaaacccooonnnfffiiidddeeennntttiiiaaallliiitttyyy
TheSsk thatisdistributed by theHA can beused toencryptthe

communicationsdata.Only theFA and MN can read thedatain the
wirelessenvironment.ThisprovidesdataconfidentialitybetweentheFA
andMN overtheair.TheFA andHA communicatethroughtheInternet
environment.In theproposed method,theuseofencryption technique
providesdataconfidentiality.

bbb...SSSeeecccuuurrriiitttyyyAAAnnnaaalllyyysssiiisssooonnncccooonnnnnneeecccttteeedddMMMAAANNNEEETTT
InSAODV-MAP,anodeonlyacceptsmessagesfrom verifiedone-hop

neighbors.TheproposedsecureframeworkforAODV-MAPbasedhybrid
ad hoc network prevents attacks in terms ofintegrity,impersonation,
confidentialityandnon-cooperation.
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IIInnnttteeegggrrriiitttyyy
AsagentadvertisementissignedbyusingtheprivatekeyofFA,the

receiver verifies the certificate and signature of the FA.Thus the
signatureandverification preventanti-integrity attacks.Theattacksof
modificationandroutingloopcanbepreventedbyintegrityprotection.

IIImmmpppeeerrrsssooonnnaaatttiiiooonnnaaattttttaaaccckkk
Intheconnectedadhocnetwork,theproposedapproachbindstheMN’s

home IP address and MAC address with public key in the ad hoc
network.ThebindingisuniqueduetouniquenessofMN’shomeaddress
and its MAC address. Neighbor discovery process assures the
communicationbetweenauthenticatedone-hopneighbors.Thesecretkey
encryption preventsimpersonation on registration.Therefore,itbecomes
difficultforany MN tomasqueradeitselfby spoofing orinventing an
addresseitherduringregistrationorinroutediscovery.Fabricationcanbe
avoidedbyprotectingtheidentityofeachMS.
Thehn(s)isknowntotheFA during fullauthentication.Soin fast

re-authentication phase,the attackercannotcompute hash chaining to
impersonate the MN because withoutthe random seed s,one cannot
computebackwardvalueusingthepublishedone-wayvalue.

NNNooonnn---cccoooooopppeeerrraaatttiiiooonnn
Inthisscheme,neighborswithvalidcertificatescanparticipateproperly

in ad hocrouting and communication protocol.On thehand,wecan
considersomeMNsareselfishandarenotwilling torelaytrafficfor
otherMNs in order to save theirown resources.Each neighboris
monitoredsoitcanbeeasilydiscardedduringtheroutingprocess.
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BBB...PPPeeerrrfffooorrrmmmaaannnccceeeEEEvvvaaallluuuaaatttiiiooonnn

Inordertoverifytheproposedsecurityextensioninourframeworkfor
globalconnectivity in hybrid ad hoc network,experiments have been
carriedoutusingOPNET Modeler[4].Wehaveconsideredtwoscenarios
forourexperiment– oneisundernormalconditionandanotherisunder
adverse environment.We evaluate the effectofthe proposed security
scheme in the approach forglobalIP connectivity in hybrid ad hoc
network.

aaa...SSSiiimmmuuulllaaatttiiiooonnnEEEnnnvvviiirrrooonnnmmmeeennnttt
Inthesimulation,thenetworkcoverageareaisa800m x800m square

with50mobilenodes,whichcanbeconnectedtotheInternetwithtwo
foreignagents/gateways.Thesegatewaysareplacedatoppositeendsof
the simulation area. The nodes are initially randomly distributed
throughoutthenetworkarea.Nodescommunicateviaradiosignalswith
250m ofpropagationrangeandthechannelcapacityof2Mbps.Inorder
tosupportwirelessLAN inthesimulator,DCF oftheIEEE 802.11is
adoptedastheMAClayerprotocol.DCFusesCSMA/CA technique.
Sourcenodescommunicatewithcorrespondingnodes(CN)usingCBR

sourcetraffic.EachCBRsessiongenerates4packets/secandthesizeof
eachdatapacketis512bytes.Asamobilitymodel,weusetherandom
waypointmobilitymodel.Thepausetimeisconstantat40sec.Eachrun
executes300secondsofsimulationtime.

bbb...RRReeesssuuullltttsssaaannndddAAAnnnaaalllyyysssiiisss
Inordertoevaluateandcomparetheperformanceofourapproachfor

globalIP connection in hybrid MANET with security and without
security,weusedfollowingperformancemetrics:
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• Packetdelivery ratio is the ratio ofthe amountofdata packets
deliveredtothedestinationandtotalnumberofdatapacketssentby
CBRsource.

• Averageend-to-endlatencyisallpossibledelaysfrom thesourcenode
tothedestination.

In the simulation,we have considered a scenario under adverse
environment.Themaliciousnodesselectivelydropormodifypacketsthey
areaskedtoforward.Inourexperiment10CBR sourceswasselected
randomly in 50nodesnetwork.Thepacketsending rateisfixedat4
packets/sec.A nodespeedisconstantat20m/s.Toanalyzetheeffect
ofsecurity schemeused in ourapproach,wevary thepercentageof
maliciousnodes.
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Fig.4.28showsthepacketdelivery ratio forvariouspercentagesof
maliciousnodes.Itcanbeseenthatourapproachwithsecuritywasable
tomaintaindelivery ratioofover90% evenwhen30% percentofthe
nodesaremalicious.With theincreasein thepercentageofmalicious
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nodes, the packet delivery ratio of our approach without security
drasticallydrops.Thustheproposedsecureapproachisveryeffectivein
deliveringpacketseveninthepresenceoflargeproportionofmalicious
entities.
Fig.4.29showstheaveragepacketlatencyforvariouspercentagesof

maliciousnodes.Infigure,thetrendshowstheriseinaveragelatencyfor
bothwithsecurityandwithoutsecuritywiththeincreaseofpercentageof
maliciousnodes.Itcanbeseenthataveragelatencyintheapproachwith
security is higherthan thatwithoutsecurity when the percentage of
maliciousnodesarehigh.
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We have conducted simulation to show the effectiveness of our
proposedapproachforaudiostreamingoverhybridadhocnetworkusing
OPNET Modeler[4].Wehaveconsidered a scenario in which hybrid
MANET using AODV-MAP andMobileIP forglobalconnectivity.We
haveconsideredUEPinordertoproviderobustnessandefficiency.
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aaa...SSSiiimmmuuulllaaatttiiiooonnnEEEnnnvvviiirrrooonnnmmmeeennnttt
Inthesimulation,thenetworkcoverageareaisa800m x800m square

with 50 mobile nodes. Internet is connected with one foreign
agent/gateway.Thenodesareinitiallyrandomlydistributedthroughoutthe
network area.Nodes communicate via radio signals with 250m of
propagationrangeandthechannelcapacityof2Mbps.DCFoftheIEEE
802.11isadoptedastheMAClayerprotocol.
Asamobilitymodel,weusetherandom waypointmobilitymodel.The

pausetimeisconstantat40sec.Intheexperiment,wehaveconsidered
MPEG-4standardaudioclip“horn23_2”.Andinaddition,fiveUDPtraffic
flowsareintroducedasbackgroundtraffics.Eachoftheseflowshasthe
trafficrateoffourpacketspersecond.Thesizeofdatapayloadwas512
bytes.Thesource,destinationandthedurationofthesebackgroundflows
aresetrandom.Eachofnodeshasaqueuesizeof10packets.Eachrun
executes300secondsofsimulationtime.

bbb...SSSiiimmmuuulllaaatttiiiooonnnRRReeesssuuullltttsss
In thesimulation,wehavecompared theperformanceofframework

using UEP in scalablecoding with framework withoutusing UEP in
scalablecoding.Wehaveconsideredfollowingperformancemetrics:
• Noise-mask-ratio(NMR):[108]Thequality ofdecodedaudiocan be
evaluated through the objective measurementofNMR.Fora given
band,NMRistheratioofthenoiseenergytothemaskingthreshold.It
mayequivalentlybeviewedasaweightedsquarederrormeasure.It
canbeseenthatalowervalueofNMRshowsabetteraudioquality.

• Averageend-to-enddelayisdelayfrom thesourcenodetoIGW.

Infirstexperiment,wehavedemonstratedeffectivenessofusingUEPin
scalablecoding.Fig.4.30showsaverageNMR forvariouspacketloss
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ratios when BER is constant at 2.532×10e-3.It can be seen that
frameworkusingUEPinscalablecodinghasmuchbetterqualityofaudio
incomparedtothatofframeworkwithoutusingUEPinscalablecoding.
Whenpacketlossrateisabove10%,averageNMRinaframeworkusing
UEPisalmostdoubleincomparedtoaframeworkwithoutusingUEP.
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InFig.4.31,averagedelayisplottedagainstBER.Itcanbeseenthat
theaveragedelayincreaseswithBER.Andaveragedelayinframework
usingUEPislesserthanthatofframeworkwithoutusingUEP.
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VVV...CCCooonnncccllluuusssiiiooonnnsss&&& FFFuuutttuuurrreeeWWWooorrrkkksss

111...CCCooonnncccllluuusssiiiooonnnsss

ThegrowthoftheInternetuseandwirelessnetworkhasaccelerated
therapidimplementationofubiquitousservices.Thenetworkofthefuture
willbe comprised ofmostly wireless devices notonly be capable of
simpledelay-tolerantpacketdelivery,butalsoreal-timeapplicationssuch
asvoiceandvideo.Inordertoovercomethechallengesandproblemsin
existing wirelessnetworks,wehavedevelopedsomeapproachesin the
areas ofsingle hop wireless network,multihop wireless network,and
interconnectionofInternetandMANET.
Design ofefficient,reliable and secure routing in multihop wireless

networkarechallengingissues.Inthisthesis,robust,efficientandsecure
multipathroutingschemeinmultihopwirelessnetworkhasbeenproposed.
Thisschemecanbeusedinisolatedadhocnetworkaswellasinhybrid
adhocnetwork.
In chapter3,we have proposed severalapproaches such as secure

authenticationschemeforwirelessmobilenetwork;robust,efficientand
securemultipathroutingschemeforwirelessadhocnetwork;androbust
and secureapproach forglobalconnectivity forconnected MANET.In
chapter4,wehaveevaluatedtheproposedapproaches.
Incaseofsinglehopwirelessnetwork,weputforwardauthentication

scheme based on hash chain (one-time password)in wireless mobile
network.Proposedauthenticationschemehasadvantagethatitmakesthe
simplercomputationalcomplexitywithsufficientsecurity.Theconceptof
refresh passwordisproposedtorenew thesecretkey oftheWEP in
IEEE802.11.Moreover,itwillbeconvenientforausertoregisteronceto
a serverforroaming every AP.We have simulated the experimental
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scenarioswith implementation ofOTP-basedschemeandEAP-TLS in
WirelessIPnetworkBothmeanresponsetimeandauthenticationdelayis
reduced in case ofOTP-based authentication scheme.However,this
authenticationschemeisnotsuitableformultihopwirelessnetwork.
Incaseofmultihopwirelessnetwork,wehaveproposedthemultipath

adhocroutingschemecalledAODV-MAP,whichisrobustandefficient
schemeforthead hoc network wherefrequentcommunication failure
occurs.A simulationshowedthattheperformanceoftheproposedscheme
ismuchbetterthanAODV andnode-disjointmultipathroutinginterms
ofroutediscoveryfrequency,end-to-enddelay,packetdeliveryratioand
normalizedroutingload.
Furthermore,wehavedepicted framework formedia streaming using
multipathroutinginwirelessadhocnetwork.Forthispurpose,wedevise
traffic allocation scheme using AODV-MAP. To investigate the
performanceofscalablespeechcodingtechniques-G.727andMPEG-4
CELP,we have simulated.Itcan be seen thatthe performance of
MPEG-4CELPschemeismuchbetterthatG.727intermsofpacketloss
rateandend-to-enddelay.Wehavealsodepictedaframeworkforsecure
mediastreamingusingmultipathroutinginwirelessadhocnetwork.We
have simulated the experimentalscenarios with implementation ofthe
aboveframeworkusingproposedscheme,node-disjointmultipathrouting
schemeandAODV inwirelessadhocnetwork.Itcanbeseenthatthe
performance of the proposed protocol is much slightly better than
node-disjointmultipathroutingschemewhereasmuchbetterthanAODV
intermsofpacketlossrateandend-to-enddelay.
Inordertoprovidesecurityintheproposedmultipathroutingscheme,

wehaveprovidedsecurityextensiontoAODV-MAP(SAODV-MAP).It
SAODV-MAP is intended to have minimum load of cryptographic
processing.Thesimulationresultsshow thatSAODV-MAPisasefficient
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asAODV-MAPindiscoveringandmaintainingroutes.Itcanbeobserved
thattheperformanceoftheproposedschemeismuchbetterthanSRPin
termsofpacketdeliveryratioinpresenceofmaliciousnodes.
Incaseofhybridadhocnetworks,weanalyzedseveralissuesarising

when an ad hoc network is connected to the Internetvia multiple
gateways.We proposed an architecture framework for supporting IP
mobilityandcommunicationsacrosstheboundarybetweenadhocnetwork
and the Internet.This robustapproach is suitable forthe integrated
InternetwithMANET withmultiplegateways.Inthisapproach,wehave
putforwardarobustgatewayselectionschemeinordertoselectoptimum
gateway.Thesimulationresultsshow thattheproposedapproachwith
hybridgatewayselectionhasbetterperformancethanAODV withshortest
path only.Moreover,itcan be observed thatincreasing number of
gatewayintheconnectMANET domain,thepacketdeliveryratiocanbe
increased.
Moreover,wehavealsopresentedasecureframeworkforglobalIP

connectivityforhybridMANET.Theproposedsecurityschemeprovides
protectionforinterconnectionofmobilenodeswiththeInternetaswellas
secureadhocrouting.Securityanalysisshowsthattheproposedscheme
is robustagainstvarious attacks in Internetconnection and ad hoc
routing.Thesimulationresultsshowscomparisonbetweentheproposed
globalconnectivity approach with andwithoutsecurity.Itcan beseen
thateventhoughthereishigheraveragelatencyintheapproachwith
security,the packetdelivery ratio is much higherthan thatwithout
security.
Wehaveanalyzedthereliabledistributedmultimediadeliverynetwork

overhybridmultipathMANET usingrobusttechniquesuchasUEP.We
haveputforwardedaconceptofadistributedmultimediadeliverynetwork
using scalablecoding.Itisprimarily used todelivery audiostreaming
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overhybridadhocnetwork.ItcanbeseenthatwhenUEPisusedwith
scalableaudiocoding,theperformanceofsuchaframeworkisrelatively
good.

222...FFFuuutttuuurrreeeWWWooorrrkkksss

Ourresearch work can beexpanded in severaldirections.In orderto
modelthe ubiquitous wireless network more robust,and reliable,this
research needs to beextended by including otheraspectsofwireless
networks.Thuswehavelistedsomefutureworks,whichareasfollows:

• IIInnnttteeerrrcccooonnnnnneeeccctttiiiooonnntttoooooottthhheeerrrWWWMMMAAANNN///WWWWWWAAANNN
Currentlywehavefocusedonlyon802.11basedWLAN andMANET
andinterconnectionbetweeninfrastructure-basedandadhocnetworks.
Infutureweneedtoextendtheheterogeneousnetworkwheredifferent
technologiescanbeintegratedseamlessly.

• EEExxxttteeennndddtttooouuussseeeooofffMMMooobbbiiillleeeIIIPPPvvv666
Inthisthesis,wehaveconsideredMobileIPv4whichisquitepopular
nowadays.ButforfuturenetworkweneedtomigratetoMobileIPv6.
We can use Mobile IPv6 and Hierarchical Mobile IPv6 mobility
management(HMIPv6)formoreflexibleandrobustsolutions.

• EEExxxttteeennndddttthhhiiisssnnnooovvveeelllrrrooouuutttiiinnngggtttoooeeemmmeeerrrgggiiinnngggwwwiiirrreeellleeesssssseeennnvvviiirrrooonnnmmmeeennnttt
Currentlywehaveproposedanovelmultipathadhocroutingscheme
whichisdesignedforisolatedMANET aswellashybridMANET.In
nearfuture,we can adoptthis novelscheme in emerging wireless
environmentsuchasNetworkMobility(NEMO)technology.
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• PPPrrrooovvviiisssiiiooonnniiinnnggg QQQuuuaaallliiitttyyy ooofff SSSeeerrrvvviiiccceee (((QQQoooSSS))) wwwiiittthhh rrrooobbbuuusssttt DDDiiiffffffSSSeeerrrvvv
ttteeeccchhhnnniiiqqquuueee
Currently we have used FEC to provide UEP in the distributed
multimediadeliverynetwork.However,weareplanningtodesignmore
robustapproachforprovidingUEPusingDiffServ.

l EEExxxttteeennndddtttooovvviiidddeeeooocccooommmmmmuuunnniiicccaaatttiiiooonnnaaannnddduuussseeeooofffMMMuuullltttiiipppllleeeDDDeeessscccrrriiippptttiiiooonnnsss
CCCooodddiiinnnggg
In this thesis,we have used scalable audio coding formultimedia
deliveryinthedistributedenvironment.Wecanextendsuchanetwork
to video communication such real‐time video conference and other
services.Moreover,wecanuseMultipleDescriptionsCoding(MDC)for
flexiblesolutions.
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