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ABSTRACT

A Secure Renewal Mechanism of Group Key

Employing the Fiat-Shamir on Mobile Environment

Dong-Kil Tak
Advisor : Prof. I1I-Yong Chung, Ph.D.
Department of Computer Science,

Graduate School of Chosun University

The number of remote, computer-based conferences have been
increasing, and the supply of mobile terminals and the use of Mobile
Radio Communication have been increasing in an alarming way.
Simultaneously, the requirement for securing safe communication channels
also has been steadily increasing . In order to protect the terminals from
the illegal use, technologies that keep off the surreptitious use of
conversation and protect the legal terminal by utilizing formal
identification have been developed. In this paper, we proposed an improved
scheme for renewing and distributing a group key in order to secure the

safety of the remote conferences and digital mobile communication



systems. It is a security service based on the group key which is
necessary for encryption and authentication. It is an efficient and safe
scheme for renewing and distributing a group key by using a digital
signature and a key distribution scheme based on a secure ID technique.

The proposed protocol is so designed as to create a new secret key
within the group when the center wants to renew the group key for any
reason, when the terminal losses the group key or the secret information,
when any user losses their terminal, or when the center wants to exclude
specific terminals from the security service.

For example, in the case of excluding a specific terminal from the
group, the protocol must be able to keep off illegal tapping or the
surreptitious use of the conversation from the excluded terminal.
Therefore, in this case, the key distribution center must re-share the
group key as fast as possible and must make normal communication
possible and must have no influence upon the existing communication and
must prevent the excluded terminal from intercepting the new group key
when re-sharing it. The proposed protocol can keep off the illegal change
of the transmission information and illegal key renewal because it employs
the safety scheme based on the ID-based key distribution scheme and
Fiat-Shamir’s digital signature. In particular, while the existing scheme
can be disclosed to the various attacks, our protocol can cope with them
because it adds a digital signature. Also it can prevent the transmission

information from being changed or can verify the authority of the digital

_Vi_



signature of the center that this information is transmitted by the key
distribution center.

The proposed protocol doesn’t have more distinguished advantages about
an amount of computation and the number of communications than the
existing one. However, it can be effectively managed even if the terminals
have small storage capacity and computing power, and can consecutively
renew the group key more than two times. Even if many terminals are
simultaneously excluded from the group, the center can reflect the various
changes and can create the secret information in a lump and can handle
the various changes at once. It can easily renew the group key when it

intends to alter the group key without the change of terminals.
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(S2 Y Y™ PO Vi ;s Py) faon T Db
a,0S;,+ b, [0S, =1
Information > T1 (a,,b,0{1,2})

- WRIEIOE T, T, T. «NZR2 283l 3

IR EDIY B3R B T, a8, <0, Ky = (%) ™ mod Py
Ky = (Yiz-l)_az D(kzbz mod P,

Tn_1 b b, <0, Ky =Y, 0,y ™) ™ mod P,
Ky = szaz [{%,™") ™ mod P,
- t
Tn K=(M'i=a K;)modn
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® @@y T e po] 1 WY JE AW

if aj,a, <0, Ky = (¥;')™" - ¥Yimod P,

(4

K= (Y;')"+ ¥4 mod P,

if b17b2 < 07 l(l = Yﬁ‘ ' (Y;c_ll)_blm()dpl

K=Yy (¥5') " mod 7,
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Job WAl e D Bk 7o 7S = fxd A9, 712y 7]HES o] &5}

A
aF vE71e] Eejek S A EEAR TREFS ARbdr. A

[H
f
f

9o ¢t Fiat-Shamire] ID 7]¥ke] tjxd AW 3} Diffie-Hellman®] 7] 4l
WAS o] §ato] oAbt ofH ol At o wdr|e] AT H I Ao

5ol A8 A4E Adas £98 & ALV WE o] 1F MAAE

Sl A WAt A T ow, TF W v A ehd
A Aol Ao AL YA A o By £F 9UE grgow
WA & ks golth AR 1FY AN WA Ax" AFE [F 3419 2

ot

[ ]
Q
Y
M
=
2
o

o GK : 2% 18 v 7
o UK : A= 7AA4d aF vd 7
e US(1<i<n): s 7] AAL 943 7 gd@7jo v Hr

e UX(1=<i=n) A2 I2F7 298 41
e ID(1<i<n) AL&A i9 IDAR

o fohEME @ W d5

o Un: 15 7] BAE A% & &F

Dn: A€ Awe A8 & &%




Center (C) Terminal (T,)
Information 1, T1
- @83 44 K « OLOICI S5 /D,
.344 44 U,D, GK
c NYBE M4 DSc, (1</< k) D
Y n-1
* Flat-Shamir &4 Hg
GK T
— ; > n-1

Dlc; = f (IDc,j) D,

Dic;* = DSc;? mod Dn

DIC]- 0 QRp, GK Tn

(QRp, , the Set of quadratic residue for modulus Dn )

[T3 39] Metel O5F7 YAl (7126 ME ZH| A 1)
O 71&4 AECOxe 2 927 TEYE AUAE IDE 5 B2 5 Hx 1
= 9 7] GKE WHEHA wAST. ey vd o] Bad 3 7 gk
Al bAskA wi E g
@ AH e A & s A 5 o¥de] BAgT
@ DSc;(1<j<k) & AT F SrdetA Easty oz HEg o] H¥stA
Fol= F o,
Dic;= f(ID,,j)
chf = DScf mod Dn
Dic; € QRp,, (QRp~>= modulus Dnoll tEE o]zt o] HFAA )
@ 2F 7] AL A% GV EY wEAgR US(1<i<n)s $A3 F, v

Dol Basta 24 gdrjgolA rdshA vl E

GCD(US;, US,) = 1,i = j



® 1% 7 ANe A% wwrse F
UX, & vaee] nasta gobw fh

UX, = UK mod Un

Center (C) Terminal (T,)
Information @ Us, > T,
+ 18 31 34 HIYIE 44
Us: (1< /< k)
GCD (US:i ,USj )=1 (i#j)

ANE O\ Y 48 K ot b0, Y, Wy | T

Sumw 44 UX @
UX, = UK " mod Un

* Broadcasting
(Dn,f,h, IDc, (ID,, OOID ,), (UX ,,00UX ,))

[& 3.10] MetEl ag7| Al (7|28 ME Z=H[CHA 2)
T 9V EA vs ARE FMH R 5 HHF(broadcasting) gk

(Dn, f,h, ID,, ID, --- ID,, UX, --- UX,)

A ghobm .

DIi; ' = DSi} mod Dn
DE; € QRp,, (QRp,= modulus Dnoll thgk o] x}Jof JokdA])



Center (C) Terminal (T,)

Us;

Information

\
v
—
~—

o QHEGHN B2 NB
Us, (Dn, f,hDc, (1D, 1D,) (UX,,0MUX,))

cNYFB MY DS, (1</< k)
A1, hiDc, 10, TN, X mux) | To-r DIi; = f(IDi, )

Dli;* = DS;? mod Dn
T, Dli; 0 QRy,

(QRp, , theSet of quadratic residuefor modulus Dn )

(23 311] Metel &7 244 (I8 Eold ZEH[CHA )

2. % 7] 7AA @A

@ 71 Bl AE7} oj® A2 s wns] T2 wAetna g,

@ A ANHE UK o F, AL AF 1F Y /] UKE AT 0

X, = US™ - UX; mod Un

J J



Terminal (T,)

CWEEL! T, Center (C)
U818 B FE T,

2B W

- 242 Un ,

- %53 t”%‘gi IﬂfOdethl

UX | = UK," mod Un,
X;=US ;" DUX  mod Un |

CONEAY B 44 X, v,
WY 3 84 R ez,

X,.=R,’mod Dn
(€ Iy ) = h(GKID D | OIYID ,, X ;)
Y, = R, I]|'| DS (mod) Dn

e4=1

(O3 3.12] Mot O&7 @A (7I28 EHold

@ X" AR X, Y, AT

. R4 F R € Zp e AA

L. X,= R?>mod Dn

- (eqi ”./eq.) :h(GK;[D(‘ ” [Dl ” o ” [Dni)({‘)

I

2. Y.=R.-, _ 1DS;(mod) Dn

c

® Y ARE EE Huldd FrRAS
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7H Al
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(ljﬁﬁi llx;: 551;1229 JZ)1||4X3:"' ” 1221||‘X:u ;X;; y;)

® o= 257 AAS A ARE HE el Ry

GK = UK, UK = UK,, Un = Un,

ZH|chA 1)




Center (C)

- BRSO T,

« Broadcasting

(US., UX;, Un, ID,, 1D [IX,, (] 1D,J| X, X,.Y,)

+OSs 839 OB 3| YoE 7St FE WY&

GK = UK
UK =UK,
Un =Un,

Information

Terminal (T,)

(US, UX;, Un, 1D, ID [|X, 00 1D,]] XX, Yc)
> | Ty
Tn—l
Tp

[Z28 3.13] Meotel O&7|

@Al (7126 Efold

Al

()

ZH| A 2)

b. Z+ & 27]
Center (C) Terminal (T,)
-T2 X2 5 E-]
Information. | (S, UX,, Un, 10, DJX, I 1D X, XY (US;, UX;, Un, 1D, 1D 1Xy, T 1] X X, Ye)
> 7
- HY 32 44 $ HE AF
(ecy, ey ) = h(GK,IDJ|ID}| MHID,, X.)
T, Dic; = f(IDc,j)
Z.=Y,” 7] Dl (mod)Dn
6;=1
T ZC == XC
n

(28 3.14] MetEl a7 ¢4

D H(n)E okde JuE A
EREAE I

(US,, UX,, Un, ID,, ID, || X,.-
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1. (ec,) Y eck) = h(GK [Dc ” [-Dl ” ” [-D

ns *X:)

. 2=+, "L Dit;(mod) Dn

J

2. 7 =X2 nEaEA 74Aete] WA AE dFe

1 O
@ 2% vWAE AN S a-US +b- US=1% @Eet a,b 2=tk

(a<0), GK=(UX; ') "+ UX,"mod Un

(b<0),GK= UX"+ (UX; ) "mod Un

@ t& 2% HE 7] LS A% dE]e ARE A

UX; = US; “* - X; (mod Un)

= US; - US™ - UX, (mod Un)
= UX; (mod Un)

Genter (C) Terminal (T,)
« N22 31 ddl
Infarmation (Usv UXx;, Un, ID,, IDjllxl!qu IDn” Xn!xchc) T *a, bMA
> 1

als,+ bWs; =1
a<0 ,GK =(UX; ™)™ WX ;"mod Un
b<0, GK =UX,;*UX ;™)™ mod Un

T,., * M N2E 089 2 3%

UX ; =US; "% X (mod Un)
=US; % Ws;* wx ;(mod Un)
T, =UX ;(mod Un)

(2" 315 MetEl & 7 &4 Fl=6f Holgd da etA )

oA Hod To 44 448 gus Ao v Folme 488 a, b

3 F A Hd. F, B4 d2VlE =WAeR 5T Bre MEE OF



Aol s wiAEY. web g

AL g2t o8] wiAlE Y, 282 7] 73 A A mebok

X
)
(d
I
o,
o
o
.
ol
o
rE  do
Al
o
>,
&

Mz Ungks wixsta #H7ljstnz dadrvise] Az v AR UX 9 UXE

aRtol IF FRIIE AT F OE BEE @G@UE wiActs A97F A 9

gA4g Ay E o]fFTomxA AlQ A ERAd AHES FrIH R 49 4
AF3te] Jeldoz MAYL & Ao
Center (C) Terminal (T,)
Xer Ye
Information > |7
- NYEE M4 = Broadcasting Xer Yo 1
Xer Ye
.Y 2 AN R
R, O0Zp,
X, =R.2 mod Dn To-1
(eq.0Mey ) = h(GK,ID J|ID 4| OIYID ,, X )
Y. =R.* ] DS ;(mod) Dn
e;=1
Ty
(T3 3.16] A etEl a7 wal (st27] &l A 1)
@© 71 SWiAdEE AR X, v.&8 A4 5, BE BHude v1 Ao

@ FA9) 5 R € 2, BH B



X.= R?mod Dn
(6017 "'7€ck) = h(GK ID@ " ]Dl " " ]Dm Xc)

Y.=R.- ecz 1DSc; (mod) Dn
Center (C) Terminal (T,)
- EDIEo NYF2NS
Xer Ye
Information > T, (e, MMy ), Vi)
X Ye . YA Y A

R O2zn
X; =R? mod Dn

(g My ) = h(GK,US;, ID|ID| D, X;)
Y, =Y, 2[R DS ; (mod) Dn

A

Information
oS @WMQMQ\

(23 3.17] MetEl a7 2 (SHE2] &l oA 2)

cHEZ B
((&y. (B ), Yi)

@ 7t 9@ T2 A AR n((e, e ) V)5 AT F,
Al Al dF o
@ T4 F R € Zye AR
X, = R?mod Dn
(e, - ¢,)=h(GK US, ID, | ID, | - | ID,, X;)

V.= V.- R -, L DSi, (mod) Dn
HE 72 gy 7179 AuARZYE A godelz

AN R
. Dk, = f(IDc, )
. Dk, = f(IDi, j)




I i
C.Z=Y-, :lD]cv-eijle]ij (mod) Dn

X J
2. (e, -e,) == h(GK US, ID.| ID, | - || ID,, Z)& WF 3=
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Center (C) Terminal (T,)

XC’ YC
o Information
o S| Eol
XC' YC
Dic; = f(IDc, )
DIi ; = £(IDi, j)
Z;=Y,20[] Dic O] Dli ;(mod) Dn
o el:L J e-.l-!1 I Information e
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V. A3 9 %97}

[3141]. B&o = W dost A4S 3 2§ °2 7] S S ARE BE
7o TR AEse wWaelt. o]y wAoE= Matsuzaki-Anzai(MA)W

2l Sm-Park-Won(SPW) "2 18] 12 Park-Lee(PL) ®W2lo] 9lt}[16,29,35]. &3]
ol wAF SPW W2 9 PL WS ~AwE =2 o] gsle] thge A= 1
w Y7l AR 9 ARE 296t zF dirlo] wjxd. ey o] WA
dr) el AEFsvl e Ygd = Ao Y 3t AntE Jt=o] gl we

A £33 SPW W42 ARGARRE ggtel o3 5 "I frES HE T

glth. =3 Modular A RS vlg] A&sty] ol 27§ o]do @&7]E T2l

A

A e W @2vIEe]l aAF HEVE AT Y, 2E] dFel o8 2
g ol 2% ¥R 71E v @ o AuH29] wbdel PLRW4 2 Modular A B

@i A W ovin dgFdo=n g 9%
a5 vET A EAE sAdstar. =3 Al Gl NS AT A

BE Ao AFsta 259 AMdE T 2F HE JE BTN FA

Al FAE A AT AW wwy] A FAsh AN AeE x
e sleel g3e mek AREE BAL wed 2ot o BHEe 1§ wY

7 ANE s Bad BA A5 A; wwvlEe] aF wE S AAHo=

Aistnz, gAd ols T4 A" Ageivta & 4 gltH42,43]



B. 2 A wm 24 A3
17 3Aa 7 A4 v BAE

Zogad 7 A4S A% delHe dz FARE} 24T AYD 25 g2
o) g 59 WS Aol AU WA MA FHAAE MASA FAL
Agaele w (29 421 2ol wuy] oA WA F 2F] AN ool
Buo] 40AE AR W E WA Bt 2§74l Aol sefu

gE 9HE HoFErh vasbA 2vtE =S o] 43lE o ® SPWHA S gEE
A9 de w st=Y % ARE A2 A5 F 10WMeR hAs gEy] 3WA
E A AS (29 4.6]7% b2 @iy 5HAE A A 9 wiAE o
717 25718 A B e e A dAste A9E BoAFEH AgE 1E7
WAL [ 41013 [27 4110004 B Aol o] A% wjAlz He 4
FolE Ak @ wiAE ddvE 257 E A BAE ¢ ogle 29%E BoFEr

CENTER

D GK 2321 Center HI2 AL A A A
P =127, 0 =563 N = 24558, K = 165 GCD(S 1, sl =1
565 0 S[8] =7, 127, 67, 197,101, GCDX[I, MY =1
¥[E] = 1496, 289, 454, 1740, 2453 ®[i] = powlk, S0 mod N
‘ Tl T2 T3 T4 =]
D 1734 62 1088 1443 1068
GK 0 0 0 0 0
3=7 5,=127 3,=67 3, =197 3,=101
HI=E | oy = 1408 ¥, = 269 ¥, = 454 W= 174D ¥, = 2453
Ed N =2459 N = 2459 N = 2459 N = 2459 N = 2459
HIA s,=0 3=0 3=0 g=0 S,=0
=] H=0 ¥=0 ¥=0 =0 H =0
P Fles] a*S+h3=1 arS+b+3 =1 arS+b+3 =1 a+S+b+S=1a=0 |a*S+brg=1
(14 a=0b=0 a=0b=0 a=0b=0 b=0 a=0,b=0
a<d, a<d, a<d, a<l, adl,
K = powlinv(x), -al « K = powlinwi¥), -a) « K = powlinvi¥), -a) « K = powlinvix), -al = K = powlinv(x), -a) =
powiX, bl mod M paow(i, bl mod N pow(i, bl mod M powli, bl mod M powiE, bl mod M
h<0, b<0, b<0, b<0, b<0,
il e K = powl(¥, a) = K = powl¥, a) = K = powlX, al = K = pow(X, a) = K = pow(¥, a) =
powlinv(=], -b) mod N powlinv(X), -} mod N pow(inv(X), -} mod N pow(inv(X), -} mod N pow(inv(X), -b) mod N

(28 4.1] MA &
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Zulgh
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CENTER

1D K 253 Center W2 ESZ & & 4
P =127, 0 =53 N = 2455, K = 165 GCDEE[], S0 =1
568 165 S[8] = 7,127, 67, 197,101, GCOERT, M =1
¥[6] = 1496, 289, 454, 1740, 2453 X[i] = powik, S[1) mod N
‘ T1 T2 T3 T4 1L
D 1734 62 1068 1443 1068
K 165 1379 165 165 165
_ S = S =127 S, =67 S =197 3 =10
UHE=E )y = 1406 Xj =289 i = 454 Xi=1740 Wi = 2453
a5 M = 2453 N = 2459 N = 2459 N = 2459 W = 2459
A S, =127 S=127 S =127 S, =127 S, =127
=] ¥, =289 X =289 X =289 X, =289 X, =289
Hdk= a+S+b+35=1 a=5+h+35=1 a=35+hb+3=1 a=35+hb+3=1 a*3S+bh+5=1
af a=1.hb=-18 a=0b=1 a=19b=-36 a=-76hb=49 a=35b=-44
a<l, a<l, a<l, a<l, a<,
K = powlinv(x), -a) « K = powlinw(®), -a) = K = powlinw(X), -a) = K = powlinw(X), -a) = K = powlinu(x), -a) =
powi, b) mod N powlX, b) mod M pow(x, b) mod M powlX, b) mod M ol 4, b)) mod N
<0, b<0, b<0, b<0, b0,
A M A K = pow(X, a) « K = pow(X, a) « K = pow(X, a) « K = pow(X, a) « K = pow(X, a) «
powdinul =), k) mod M pow(iny(x), b mod N powliny(), b mod N powline(), -b) mod N powiinelX), -b) mod N

(23 42] MA €A OF7] Ao oA (B2 2 vl A)

CENTER

ID K 2E3| Center H|2Z A2 & A A
P =127, 0 =53 N=2488,K = 165 GCOIS I, s =1

563 165 S[H] =7, 127 67, 197,101, GCDCRT, M) =1
®[5] = 1496, 289, 454, 1740, 2453 %001 = powlk, ST mod N

K 165 165 165 2099 165
5,=7 5 =127 S =67 g, =197 5, =10
Hiz=E Ki = 1486 Ri=283 =454 K =1740 ®)=2453
aw N = 2459 N = 2459 N = 2459 N = 2459 N = 2459
HHA 5,=197 S,=197 S,=197 5,=197 5, =197
f= =l K, =1740 R =1740 R =1740 ®=1740 ¥ =1740
HaE a+S+b+35 =1 a+3+b+5 =1 asS+b+5 =1 a+8+b+5 =1 a*S+b+5=1
af a=1h=-28 a=49 b =-T6 a=-17.b =50 a=0b=1 a=20b=-39
a<l, a<l, a<l, a<l, a<h,
K = powl(inv(x), -a) = K = powlinw(X), -a) = K = powlinw(®), -a) = K = pow(inw(X), -a) = K = pow(inu(x), -a) =
powlX, b) mod M pow(x, b) mod N pow(x, b) mod M pow(x, b) mod M powl#, b) mod M
b0, b<0, b<0, b<0, k<0,
A A AL K = pow(¥, a) = K = powl(¥, a) = K = pow(X, a) = K = pow(X, a) = K = pow(X, a) ~
powliny(=), —b) mod N powliny(X), -b) mod M powliny(¥), -b) mod M powdiny(), -b) mod M powdinvl ), -b) mod N

(23 43] MAZA] (EH27] 4 A = s & CH272 2F 7] AL @)



1D GK 2831 Center 0l 3= H2 A MM
AOME 1= 222 M4 10 i=A0FEFE HE, | = 228 HE
1175 o] HIE{ L A5 ~OtEF = B GCDTGIG], TR Y = 1
EOIE (=10 K, P, T, ¥, inw(y) Y0101 = pow(KID 01, TOI 0T mad PLD
T T2 T3 T4 11
K P. T. Y. im(¥) K. P, T, Y, imaY) K P, T.Y, imAY) K P, T.Y, imAY) K P, T. Y. inv(Y)

Slot ] 1045, 25771, 1277, 19867, 1574 043, 3577, 487, 1288, 548 0453, 3571, 1978, 1166, 1761 1045, 3571, 121, 20, 1607 1045, 2577, 287, 700, 1805
S|0t2 167, 23447 2683, 3456, 223714 BT, 23447 1657 16248 14154 BT, 23447 12718380 1424 (167, 25447, 1608, 8408, 97134 167, 23447 17335, 17586, 7356
Slot 3 205, 400 1087104, 24 G5, 400, 79, 487, 20 G5, 400 1973, 201 487 265, 400, 1607, 118, 251 205, 400 1482170, 186
Slot 4 17107, 15081, 1613, 6408, 2N8 107, 15087, 727, 1481, 7212 107, 15087, 1217, 12658, 12528 (1707, 15087, 457, 172, 22580 17107, 15027, 607, 6940, 3095
Slots 88, 2671538 127, 26388, 4078 HE8. 267152 1483 18267, 23060 HEs. 267152 761, 18825, 1078 [Hes 28158 1657 7765, 23838 ME8. 267152 12806 18065 5062
S|0t6 1546, 6059 478 3668 3019 346, 8058 1537, 4160, 1513 346, 8058 58 7216 3000 1346 5038, 1423, 1056, 7814 1546, 6059 58 1364 4967
Sl()t 7 950, 8741, 437, 58335, 701 050, 8741, 373, 7827, 4380 050, 8741.18717,. 1715, 8583 @50, 8741, 107, 6043, 5722 950, 8741, 487, 3052, 7730
S|0t8 606, 19558 807 4667, 4480 G08. 18588, 1517, 13503 1987 G086, 10580 583 55801 16825 1606 10668 503 5352, 165458 1606, 195888 547 8507, 2658
S|ot9 1775 12650 787 6516, 4670 TT5. 12658 17163 6778, G402 TT5. 12658 12731500, 10642 177512658 1811 7864 2545 1775 12650 1823 876773
Slot 10 1728 32707 283 31078 18023 TES B2TOT. T04 35711 25711 TE8. 32707, 353 27771, 17036 (1728 32707 80 677618700 1728 22707 718 200846, 24601

(22 44] SPW &4 (&7 d4l Center =8| EHA)

CENTER
D GK 2321 Center A0FE 3lE AY A& A
A0HE 31 2220 2= 10 i=ADMEFE HE, | =222 HE
175 o] MIEDH MMEE ANKEIS B2 GCODITOIOL, TOD kDY = 1
EOIE (=13 K. P, T, ¥, inw(¥) YT = paw(KDD 0. TO ) mod P (1]
‘ T T2 T3 T4 L]
D 1343 1940 643 1893 1580
K 0 0 0 0 0
mES P, TV inWYi) P, T in¥i) P, TV inw(vi) P, TV inu(Vi) P, T i
AQIE |51 95T11ET1967,15T [51: 3571,431,1388,548 S1: 9571,1913,1168,1761 [E1: 9571,131,20, 1607 [F1: 3571, 281, 798, 1895
_9}5_ 52 123447,283,3456,22314  [52: 23447,1657,16249, 14134 |52 23447,127,19380,1424 F2 £3447,1609, 9406,9154 B2 £23447,1733,17596, 7356

o) : ; : : :

HHA Slot: P, Ty . inwl¥) Slott P, Ty ine(Y) Slot: P, T, inely) Slott P, Ty ine(Y) Slat: P, Ty e inwl¥)
a2 0.0, 0,0 0,0 00 0,0 00 0,0 00 0,0, 0,0
AL a+*T+b+T=1 a+Ti+b+T =1 a+T+h+T =1 a+T+b»T =1 a+T+b+T =1

& a=0b=0 a=0b=0 a=0b=0 a=0b=0 a=0b=0
a<, a0, a<0, a0, adl,
K = powdinu(y), -al = K = powlinu(y,), -a) + K = powlinw(y,), -a) + K = powlinu(y,), -a) + K = powlinu(¥), -al «
powlY, b} mad P powl, k) mod P powlY, b) mod P powl, b) mod P powlY, b) mod P
beD, b<0, B<0, B<0, be0.
HALR K= pow(Y, a) = K. = powlY, al = K = powlY, al « K. = powlY, al = K = powlY, a) =
powdinu(v), -b) mod P pow(iny(Y,), -b) mod P pow(iny(¥,), -b) mod P pow(iny(Y,), -b) mod P powliny(Y,), -b) mod P
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CENTER

1D GK 2521 Center A0HE 3lE B2 AMM
20t F1E 222 M= 10 i=ANERE HE, | = 222 HE
175 1045 AIEDH M ASE ADESS B GCOITHILL T k]) =1
OIS (=13 K P, T, ¥, inw(¥) WO 0] = pow kT 01, TOD 0y maod PTG
‘ m T2 T3 T4 i1
D 1348 1940 643 1893 1580
K 1045 1045 2692 1045 1045
=S P T Wi invivi) P,OTLOWL inv(vi) P, T Wi inv(vi) P, T Wi invivi) P, T Wi invivi)

AQIE |51 3571,1277,1967,1574 [51: 3571, 431,368,548 51: 3571,1913,1166,1761 [E1: 3571,131,20, 1607 [F1: 3571, 281, 798, 1855
_3}':_ [52: 123447,283,3456,22314  [52: 23447,1657,16249, 14134 |52 23447,127,19360,1424 F2: 234471609, 9406,9154 B2 23447,1733,17588, 7356

ol ’ : ’ ’ ’

Al Slatt © P, T, Vi, nulvj) Siotl | P, T, ¥, melv) Siott | P, T, ¥, melv) Siotl | P, T, ¥, melv) Slot! 1 P, i, ¥, nvl+)
9429 3571,1913,1165,1761 3571,1913,1166,1761 3571,1913,1166,1761 3571,1913,1166,1761 3571,1913,1166,1761
HAME | s T 4b+T, =1 arT4beT =1 arT4b+T =1 AT 4beT =1 BT 4beT =1

ab a =255 b =332 a=187. b = -830 a=0b=1 a=-63 b =020 a=26b=-177

a<0, a<l, a0, a<l, adl,
K = powlinu(), —a) « K = powl(inv(¥), -a) = K = powlinv(¥), -a) = K = powlinv(¥), -a) = K = powl(inv(y), -a) =
pow(Y, b) mad P powl, k) mod P powlY, k) mod P powlY, k) mod P powl¥, b) mod P
beO, b0, bel, bed, b<D,
HAR K= powly, al « K = powl¥, a) = K = powlY, a) = K = powlY, a) = K = powly, a) =
pawlinv(,), -h) mad P powliny(Y)L -b) mod P powdiny(¥)), -b) mod P powliny(Y)) ~b) mod P powtineY)), -b) mod P

(28 46] SPW 24l (257 A& 27| 3 viA|)

CENTER

D GK OS2I Center A0IE 1= Y il e}
A0LE 21 222 4= 10 i=A0ERIE HE, | = 222 HE
1175 187 HIEPDH MMS AntESLS BE GCOCTOIL, TOD k] =1
OIS i(=10 K P, T, ¥, inw(¥) Y = pow(KID 0, TOI 1) mod PLT
643 1893 1580
K 187 187 187 187 19232
=S P, TV inWYi) P, T in¥i) P, TV inw(vi) P, TV inu(Vi) P, T i
AE
31 [51: 3571,1277,1967,1574 [51: 3571,431,1368,543 51: 3571,1915,1166,1761 [E1: 3571,131,20, 1607 [B1: 3571, 251, 798, 1855
H; 52 123447,283,3456,22314  [52: 23447,1657,16249, 14134 |52 23447,127,19380,1424 F2 £3447,1609, 9406,9154 B2 2:47,1733,17598, 7356
oA SlotZ: P, T Y. nviy)) Slotz: P, T, i, nvivi) Stz P, Tj, i, nvivi) Slotz: P, T, i, nvivi) Slotz : P, Ti. . nvl)
cHn)| 23447,1733,1 7588, 7356 23447,1733,1 7598, 7356 23447,1733,1 7598, 7356 23447,1733,1 7598, 7356 23447,1733,17588, 7356
AlAE a+T+b+Ti=1 a+T+b+T =1 a+T+b+T =1 a+T+b+T =1 a+* T +h+Ti=1
af a=-97 b =534 a=-109. b =114 a=-43 b =855 a=-532b=573 a=0b=1
a<0, a<0, a<0, a<0, adl,
K = powdinu(y), -a) = K. = powl(inv(¥), -a) = K. = powl(inv(¥), -a) = K. = powl(inv(¥), -a) = K = powlinv(Y), -a) =
powlY, bl mod P pow(Y, b) mod P pow(Y, bl mod P pow(Y, bl mod P powlY, bl mod P
k<0, k<, =41 k<, k<,
IAEA K = powly, al = K = powl(¥, a) = K= powl(Y, a) = K= powl(¥, a) = K = powl¥, al =
powlinv(y,), -b) mod powlinuy ), —b) powliny). -b) mod powlinu). -k) mod powliny(y,), -k} mod P
mod P P P
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CENTER

1D KaS3l Center HIZ2EE a &k Al
P =127, 0 =97, N = 12318, K = 293 GCD(sI], =01 =1
491 157 s008] = 0.00,00 ®0[5] = 0,0.0.0,0 GCD(xT, WY =1
S[5] =191,149,431,419,83  X[5] = 1019,1972.9167.9786.,4451 *[i] = powl(k, S0 mod N
1 T2 T4 5
948 1var 733 1342 1686
K 157 157 157 157 157
ol w=s | S0 = S0,=0 S0,=0 50,=0 S0,=0
R H0 =0 H0,= 0 H0,=0 H0,=0 H0 =0
_ 5 =181 5 =149 5, =431 5, =49 5, =83
A WZE | = 1019 ¥, =1972 ¥, = 9167 ¥, = 9786 X, = 4451
3= W =12318 N =12319 N =12319 N =12319 W =12319
HilA 5=0 5=0 5=0 5=0 =0
o0l =0 ®=0 ®=0 w=0 X =0
H A= g thg = ar5+h+35=1 a+5 th+35 =1 a+5+h+S=1a=0 |a*S+b+5=1
at a=0,b=0 a=0b=0 a=0,b=0 b=0 a=0.b=0
a<l, a<l, a<l, a<l, a<l,
K = powlinu(®), -a) = K = powlinw(®), -al = K = powlinw(®), -al) = K = powlinw(x), -al = K = powlinu(X), -a) =
pow(X, b) mod N pow(, b) mod N pow(, b) mod N pow(, b) mod N pow(, b) mod N
@ b be<n, ben, ben, b, b<n,
== K = pow(X, a) = K = pow(x, a) = K = pow(x, a) = K = pow(X, a) = K = pow(X, a) «
powliny(®], -b) mod N powlinv(X), -b) mod N powlinv(X), -b) mod N powliny(X), -b) mod N powlinv(x,), -b) mod N
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=1
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48] MetE 1

g7 Bl

(i)

7l 4

MY

H EHA

CENTER

ID KE3l Center HI2Ew AL A
P =127, Q=97 N= 12319, K = 367 GCD(SI, shily =1
491 293 S0[5] = 191,149,431,418,83 ¥0[5] = 1018,1972,3167,9786,4451 GCDL=[T, Wy =1
S[5] = 307,3607,439,12197,9767 x[5] = 7B18,3696,9225,860,3671 %[il = powik, S[1) mod N
T1 T2 T3 T4 11
ID 948 1707 733 1342 1686
K 293 5541 293 293 293
olH == | S0,=191 S0, =148 S0, =431 50, =419 S0, =83
fal=] ®O = 1019 RO =1972 X0, = 8167 HO, = 9786 #0, = 4451
_ _ 5, =307 S, =2897 S, =439 S, =12197 S, =9787
SMMES |y - 7818 ¥, = 3696 ¥, = 9225 ¥, = 860 ¥ = 3671
35 N =12319 N =12319 N =12319 N =12319 N =12319
HilA 5,=149 5,=149 5,=149 S,=149 S,=148
==l ¥, = 1972 X =1972 X =1972 X, =1972 ¥, = 1972
Hi2k a*S+bh+3 =1 asS +b+5 =1 asS +b+5 =1 a+S+b+S=1a=0 [a+S+b+g=1
aF a=0hb=0 a=0hb=0 a=0hb=0 b=0 a=0b=0
a<l, a<l, a<l, a<0 adl,
K = pow(inv(x), -a) « K = powlinwX), -a) = K = powlinw(X), -a) = K = pow(inw(X), -a) = K = powlinv(x), -a) =
powi®, b) mod N powl(x, b) mod M pow(x, b) mod M powlX, b) mod M powd 2, b) mod N
@ 0 & b<0, k<0, k<0, b<0, b<o,
== K = pow(X, a) « K = powlX, a) = K = powlX, a) = K = powlX, a) = K = powl(X, a) «
powlinglx), -b) mod N powliny(x), -b) mod N powline(x), -b) mod N powliny(x), -b) mod N powdinvlx,), -b) mod N
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CENTER

ID K =3I Center HIZ &S H LA
P =127, Q=97 N=12319,K = 357 GCD(SI, SO =1
491 367 0[5l = 307,3607,439,12197,9787  X0[E] = 7818,3696,9225,860,3671 GCDL=T, Wy =1
S[5] = 12157,9511,4327,8081,7823  X[5] =7557,6525,8144,5747,4322 %[i] = powik, S[1) mod N
T 3 " i
ID 948 1707 733 1342 1686
K 367 5541 367 293 367
olF wi== | 50 =307 S0, = 2397 S0,=439 S0,= 12197 S0, = 9787
Ay HO, = 7818 KO, = 3696 HO, = 9225 X0, = 860 HO, = 3671
_ _ S, =12157 S, =8147 S =4327 S, =6733 5= 7823
amﬂuu:g %, = 7557 ¥, = 5525 ¥ = 5144 ¥, = 5747 ¥, = 4322
3= W =12319 N =12319 N =12319 N =12319 W =12319
HIA S, =12197 S, =12197 S, =12197 ;= 12197 S, =12197
f= )| ¥, =860 X, =860 X, =860 X, =860 ¥, =860
HAkE a+Si+h+5=1 a+S+b+5 =1 a+S +b+5 =1 a+S,+b+5=1a=0 |@*S+b+5=1
ot a=0,b=0 a=0b=0 a=0,b=0 b=0 a=0b=0
a<l, a<l, a<l, a<l, a<,
K = pow(inv(x), -a) = K = powlinw(X), -a) = K = powlinw(®), -a) = K = pow(inw(X), -a) = K = powlinv(x), -a) =
pow(X, b) mod N pow(x, b} mod N pow(X, b) mod N pow(X, b) mod N pow(X, b) mod N
& A bed, b<0, b<, b<, b<d,
== K = pow(X, a) = K = pow(X, a) = K = powl(¥, al = K = pow(X, a) = K = pow(X, a) «
powiinulx), -b) mod M pow(iny(x), bl mod N powlinv(X), -b) mod N powlinv(X), -b) mod N powlinv(x), -b) mod N

(22 4100 MetEl D57 HA(HH7] 24 A% viH)

CENTER

D KS3I Center H|Z! A& SR
P=127,G=97,N=12319,K =41 GCD(S, S0 =1
49 397 S0[8] = 12157,9511,4327,8081,7823  X0[5] =7557,5625,8144,5747,4322 GCD{=[], Wy =1
5[6] = 5471,3181 ,5501,10037 9689 x[5] =750,2711,5349,1666,6265 K01 = powll, S0 mod M
D 948 1707 733 1342 1686
K 397 10161 397 9303 6352
oA g== | S0,=12157 S50, =8147 S0, = 4327 S50, = 6733 S0, = 7823
Fal=] ®0O, = 7557 KO, = B525 X0, =8144 RO, =5747 KO, = 4322
_ S, =5471 3, =8807 3, =5501 S =641 g, = 12203
SR B )y = Te0 X =271 ¥, = 5349 X; = 1666 ¥, = 5268
38 W =12319 N =12319 N =12319 N =12319 h=12319
oAl 5;= 1823 5,=7823 5, =1823 5, = 1823 S, =7823
Cha)] ®, = 4322 no= 4322 R =4322 R =4822 ¥, = 4322
HarE a*S+h*3 =1 a=5 +h+35 =1 a*S5+h+3 =1 a+S+th*S=1a=0 | a*3+b*g=1
a4 a=0,b=0 a=0b=0 a=0,b=0 b=0 a=0b=0
a<l, a<l, a<l, a<l. a<,
K = powliny(<), -a) = K = powdinv(x), -a) = K = powlinv(x), -a) = K = powlinvix), -a) = K = powlinyx), -a) =
pow(X, b) mod N powlx, b) mod M pow(x, b) mod M powlx, b) mod M ol %, b)) mod N
A b0, k<0, k<0, b<0, b<0,
SR K = pow(¥, al = K = powlX, a) = K = pow(X, a) = K = powlX, a) = K = pow(¥, al =
powlinu(<), -b) mod N powliny(x), -b) mod N powiny(x), -b) mod W poswCinyCx), ~b) mod N powlinvlx,), -b) mod N
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