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ABSTRACT

Design and Implementation of the Improved Contents

Security System in the P2P Environments

Lee, Jeong—Gi
Advisor : Prof. Lee, Joon, Ph.D.
Dept. of Computer Engineering

Graduate School of Chosun University

The word P2P implies significant changes in current business dynamics.
The P2P service enables individuals to be connected to the Internet for
provision information directly and even downloads from without the
conventional method of passing through search engines. This can be utilized
to extend the path of retrieving information from limited web sites to
personal and enterprise databases. That is, it 1S now possible for individuals
to manage their own information on a national or global scope, share
various iInformation with other members, form communities of users
interested in sharing homogeneous information, and utilize remote conference
and remote education using groupware.

To incorporate protection to digital contents while they are distributed
freely via networking, Microsoft, IntelTrust, and other firms have attempted
to apply DRM. However, due to stagnation in the digital music and
electronic document market, which constitute the initial market, increased
complaints for content-owner oriented DRM technology, and incompatible
DRM technologies between DRM providers led to the use of DRM only in

very limited areas. Not only expression of content, but production,



distribution, and transmission methods of consumption structure are all
being developed unilaterally without much consensus. Thus content
providers, managers, and users are faced with the task of solving the
problem of compatibility.

This thesis aims to design and implement a DRM system that would
protect digital contents exchanged in P2P networks while retaining the
freedom to exchange desired contents to and from networked computers.

The copyright protection model suggested in the thesis uses relevant
DRM technology to protect digital contents that are being distributed
through P2P networks. The implemented DRM technology retains the
characteristics of the network - free distribution and file sharing - and is
structured to be cooperative with P2P technology.

It also provides content owner verification, content authentication structure,
content protection structure, indirect source acquisition effect, and indirect
fee-charge effect which are the mandatory criterion for fee based models.

To sustain the advantages of P2P technology, the model is structured to
have paid services and free services run parallel to each other rather than
implementing only paid service. The problems of current paid video and
music services lie on the fact that the DRM server must have a constant
connection with users. Realtime streaming download format induces
increased traffic to DRM servers and content cutoffs. The suggested method
acquiesces downloads while enforcing connection to DRM for authentication,
decoding, and license downloading for cases of charged contents. This can
retain the merits of P2P technology to its full extent while solving the

biggest issue addressed: copyright problems.

_Vi_
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m @)
> D
(2] (2]
< <
=S =S
o o
] ]
Application
Ekug)
—
E: Encryption
Key rzag{a;grﬁment K': Security key
Y KU : Public key of Receiver

[1% 1] 2d= 57+ 35%

[Fig. 1] A flowchart of contents encryption technique




G gA" A B Axge 74

DRM T4 84% ZHlx #7]A, Zdcolo], o]z g7 Al 74A #
ToR UE vk A, 2Hzx FEe Y AdY 98 Zdx Jdust F
WO R o] FolX18]. HT Al WA ZHZ AFFARZTH AT e

_

H FZdx=zo IS F7Fst=d URL(Uniform Resource Locator) A X ¢ o

A dg7ied H357] Aol 2o AR T oy AEES sy F7ista

= duste dast 715 LSt 42 ZRzxE das) g st
of 485 717} E¥olo] wolA Felxe HFgdE ALEHE U] g
%] DRM &FA40] wo] Aesugiti2l]. & ARQlste olf+ gho]dx
AF 7oA o] FYe] EoldE BEE7] A AR WE §FFF AP 7] 9
Aoty A4, ALEA7 dEdtE Z2ux=s AT w o] &
th. DRMel AF8-5 = Ay Zeolojet RE 750l Tdstd, ZHlx QA A
ARE-AE PCOl ghol iz A Lol dAl AAsA dhe dEstd Fulzx ol
M27h EAEAE A ol art 9& Afdds Holadzo Eogle
Tz ARt Ael] met ZRlxE AAste] Frh ol d 2Tt AW Ve F

o] At F& goldad Afoles ZH=9 sl e ol 49 URL

rSL

2 ZHx syl = 4% AR ygeo A PCl n#3 HARE AF

TRz 3y FEo 5o v 7] #HE AHRE olfste HIIE AAPst
CPe} AFEA rel Foj¥l Felz= ARG 73S o] d 2ol wobal AFE-ALY
PCz &t

[19" 2]9} #o] Clearinghousex #old 28 WA, AFstr] A AL&A7}
gho]d 2o g 74 A &SNS Clearinghousedt 5% F§7|#o=zy

o Eruwet



1815

Content Server Package Protection Multimedia Content

| .
(2) License Issuing Clearing House

request
Shopping mall
(5) The CONTENT which \(1.1) Cofitent Use right (4) Use right 4 icense Server
becomes password anger discussion DecryptiopKey
(3) Payment/
Notice

% (1-2) Payment
Financial sanction

The content it searches/in purchase/use
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[Fig. 2] A flowchart of DRM process
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[Fig. 3] A DRM System of InterTrust company
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Request License

.
License
Consumer’s player License issuer

1. The media file execution reading which

becomes password anger 3. This sense request sleeping
2. Lisence request confirmation and is, cung
5. Lisence confirmation
6. The media file execution which becomes 4. Lisence issue

password anger

[72% 4] MicrosoftAt?] DRM o] A2 5344

[Fig. 41 A DRM License acquisiting process of microsoft company
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s dag S 2R a&A Aol g A &s] ol FojAa gl

2. RSA
W.Diffiee} M.E. Hellmanol ¢l&]iA =& Al¢td 7] 7] (Puplic Key) &3 A
2" 19783 Rivest, Shamir % Adleman ©] A ¢3 RSA U5 Al=dof A

B} AAAo)m orAE Axseloz rAE Frl RSA U5 AlxEe J)E
o) % 7] (Private Symmetric Key)7} 7] #al ¢} A4S 98 obd e xdo] g
F IdHS SEIFAoH E ARG IF % HAE AHo] Jhesite A4S
7FA AL 9l 23]

ole] gk RSA Al2=gle] o3t Host Ao AHALNS ZEd

L
N

o
e
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(Modular Exponentiation, C : 44 mod M)2.24 ¢ 53t HEE FdA7]A
$ste] S12¥E o]l & Fo EEd A dAbs AMEste] B2 7o HA
2 AgetA gl we A Sxo FAAE 7HAA HA

A
o
[o

dutaow wE FH7] gaolA 2ol

+ Fo sisk FE ol
4% a ok bel Aolzk 1uth 2 AAF no WEAW “a b b ng

e
4

o 2 gs(congruence)oltt” kil A oJetil ‘a = b mod n’ &= 227]&E Fhr}
T F A AR A AgolA o tas S 8T Hol ns

OF nHt AL AFE gdsE Aoz sy, AgHAS AYsta A

AA AHsE WAl Ao wEFT 0 Yo e £EI Y

s thest g,

n: ¢us AR HaRgo] ol &= ¥

D, q:nd AR e 2FE F/HHEA ¥ &5, F n=p - q

(it
L
8
1S
A,
g
=
@

e TME AF(HEF 3 B 216 + 1)

d: TMHA & A= de=1 mod (p-D(g-D& wHHst= Fo AT
M =gty Ao B (de d4)

C: dzstd da(de A

E: ¢tadsd 3o, 5 EM)=C

D: HawWsg g 5 DIC)=M

RSA 7171 4= =z

et
N
lo
e
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riet
)
¥
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= E(M) = 4F mod n,
M = D(C) = ¢ mod n
o7 AHogrt ol FME F e} nS o I A FAZIE st dE N

Aol Heoks {A ok st QN7 st
d& =9, A © di(message)ol #AA1e] MW (signature) ¢F a1l 74

71 d& ol&3t (,=.¢, mod n & AFste] BelA o5 BUiHE, B A9
TN es ol &t g = ymod n& AitEte] o& Tt AdEe FAIG

Abgrol

>
jils
tlo

3}
ol

o

sl ol guT B, BE A% ME Ad FAY] eF o

d

$3hel YEE ooy mod n AT A oA CE HUW, AR A9 )

‘

A7 dE o188t g= e mod ns ATt dEw CE A& Moz Hog
t}.

o] AL kAT dwvt HelwW FNE 7 e®t noEFE ALF] TE
ox d& 27 olg ek s C = EMM) = g mod n = Mo] & HZo] gl
ol of gt}

T Ad AEEY ofdeld AUl ALALE FAHLE Hlusd

(3% 1]9F 2o
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123

(% 1] A A=EY ofdlole] A7k A2 A7t

[Table 1] The processor possibility and processor time of Linear systolic

array

A7 AAA 2 solZEAF7] | dEHAEF
(1) n(A) + 1 2n(A)+n(B, M)+ 2 1 0(n(A))
2 nB, M) + 1 2n(A)+3n(B, M)+ 3 2 O(n(B, M)
(3) |n(A)+n(B, M) + 2| 3n(A)+n(B, M)+2 1 O(n(A))
(4) |n(A)+n(B, M) + 2| 4n(A)+n(B, M)+ 2 3 o)

U, 953 3A
dojo] 2AAF meol dste] mET 23 md} A2 AAFE s T
Fow VA= 4= Euler Totient $Fe) 3t 7|22 ¢m)o= YEeEA

o

_/‘,:
t}. A
?(2)=1, (3)=2, #(4)=2, #(6)=2 o]t}
53], pot a7t A2 e 25d [ o
(i) op) = p-1

(i) op + a = (p-1(g-1)

o =

ully

EE

o
|
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o] 4y}
oF dolAq A=3 RSA 37171 ¥l Euler A& 7|02 st [He 2]
ICES s

[ 2] 1(Euler d2])] 9492 A4 my no] A =2 A (relative prime)©] ™,

27 =1 mod n °|t}.

(48] 2ln=p -+ q P g AZ & EF2A 429) ed = 1 mod @n)o]

o, el Mol st ge/— gy mod n o]t

webA RSA /7] b5 Bs #Ao| [Ha 2] J=a= AL
T Ak o] F7 dE o =2 FUH7] eft nd ol &dto] dE FIke A
of Zth A g AT ed k7t AEAOH, ed = 1 mod k¢! d7F A
@t o] d& Fet= W= Lamed® A ¢ Euclid SAWE ol &sto] 78
Attt AA 2 Lalmed Aol 93t gedle, on)) =1 49 ed =1 mod ¢n)<

i

7

&

=

rl

[2 3] nol &5 p9 g8 WY W pot g7t FoAA+= AL an)o] FoAA+=

AT} FA ol

A% NEsd & GEAL AW ps g2 £AFEAAT] HA Hofo}
@k Fop g 2 A7 Oed 2 W AFsE
(1) poh q= 27 91 Ae) 2& As)e A7 Folofof @},



(3) p~1¥ g-19

B
-

e

7A
]

d

==

(4) max{p, q} + 1<d<n-1°] ¥

= [de 4let

il

ﬁo

il

—_
o

NIl

—_—
o

ey
o]

Nl
B

= 7FA= RSA ¢

29l % (en)

o
=

70
M {1+gcd(e-1, p-1)} {1+gcd(e-1, -7 +=

L
o

(4= 4]

en

ol

Ak
B

o

n¥} H] L

Mo

9]

A A A A 2 A

|
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o

H

dukx 0 2 RSA o thgh

Hed 5 A3l

™

% AAE

o}
N
Mo
+

Fol AA FF= o VLSI o ¥

]

= @3

el
=
i
<)

»A
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i
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]

5]¢] RSA ¢tE A~
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]

g mER 74

T A HH521(53].

o) A1 3o (core)

_2‘]_



Public Direstory

Sender I Receiver
message block I block message
encryption I decryption —
L 1 | L 1
- Ci Ai -
LA fnod M | Ci modm ™LAl _J—] A
—// | —//
A A
—// | —//
M =p.q
e, M d, M
. l Qm = (p-1)(q-1)
Searching Select e
e M(public - e, M | GCD(e.q(M) =1
o — , .
key) by ID | “ . Compute d
i o L (Euclidean
~——
e, M Method)

[2% 5] RSA s A|2HO EE5

[Fig. 5] The block diagram of RSA encryption system
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3. SEED

C. E. Shannon< 19499 <=0l Al 4k (diffusion)¥} & -5 (confusion)©] g} =

ALg-g ek,
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Round Key
(K)

Round Key
(K)

Round Key
(K)

[1¥ 6] Feistel cipher®] +%

[Fig. 6] The structure of Feistel cipher
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dugFe] AA Fx= dad gus 2 o]FoA o
B E59HT 128 bit 71=FH AAE 16709 64 bit 2= 7]

Abgste] & 168t-=8 AA 128 bit dow EE5S 99

SEED x5 AA 2= [29 713 2.

(2" 7] SEED +%
[Fig. 7] The structure of SEED
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128 bit ¥ HAE E=S 2719 64 bit B2 (L,(64), Ry(64)F LFFo],

—
(o))

32 bit &= 270(C, D)E Yoz wWol 32 bit E= 27§(C’, DHE 3}

N
12
fol
ok
A=)
ol
=,
2
N

b
F st49 gddo =z AHYste] 64 bit &5 (C, DS ="y, [1¥9 8]
SEEDO| 4] Ab43t1 9= Fat42 wol Zo|t},
C'=d d a0 a)E [(cviyT (v r)® (oD a)1E
A (DK DDE)DE (®AY]

0'=d d caDENDDDE)B (DB (ca)1Bl codr)®( 0D i)
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Ki1

“<

o
0
In
1

[18 8] F g9 72

[Fig. 8] The structure of F-function
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1
=

=

rr

%4 G &5

SEED® S-Box+ 8 bit ¥4 ¥ (5, 07255)& Wol 8 bit =¥ (5, 07255)5 W+

FEA B EW, g g0 A5, 4ol 2Welw 2L 2260 Ak [

9= F & WelA S-Box 47E A &sto] o] 235 XOR 4
G &9 x5 1B Ao|vH43]

A

LA

o
=

P
T

(29 9] G &9 +x

[Fig. 9] The structure of G-function
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gk SEEDY 7] A ¢aglF2 128 bite] ¢

S Ssto], Gt BEHA FEIZVH BT FeE S 40 AL
g 5 =S AA
Zoehgse AgEE heE JE Oen 2 PHow A4av, [E 208

GHFe Bes 45E vhebd Rolnh,
(1) 128 bit =71 = 32 bit 4709 =7 o=z =M F (A, B, C, D),
W) &= QA+ C-£G) £ = QB+ KG— D)
(%, g BEEAFIE 1BEE S A4ED
(iii) BIIA = (BIIA)>>8
Gill) 4, )= QA+ C-KC) * K= QB+ KC — D)
(%, 4 @ BEERF)E 2% E 7S BAd
iiiii) DIIC = (DIIC)<<8
(@ jg HEEAPIZ LT g AR,
=

(iiiiiii) ©] % 168t+= 7] AA7HA W&

rok

for(i=1; 1<16; 1++) {
K,y « GA+C—KC_));
K,, «— GB+D—-KC,_,);
if(1%2==1) Alll < (4llB)”*;
else CIlI < (dID)<?;
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2}

= A

rr

Ho
Sh

Foaos BEN A% FRORVH thgn Lol

V5 —1

KG = int(-Y2—x 2%) = 0x9e3779b9,

KC = KC_, ' for 1<i<15.

3

[E 2] GE#oel Ses 45

[Table 2] The round constant of G-function

o,
o

3T
&G = 0x9e3779b9 &G, = 0x3779b99e
AG = 0x3c6ef373 AC, = 0x6ef3733c
AG = 0x78dde6e6 AGy = 0xdde6e678
&, = Oxflbbedec K¢, = Oxbbedecfl
&, = 0xe3779b99 AC, = 0x779b99e3
AG = 0xc6ef3733 AC, = 0xef3733c6
AG = 0x8dde6e67 ACy = 0Oxde6e678d
&¢, = Oxlbbedecf AC; = Oxbedecflb
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4. AES ¢19F
AES+¥ Advanced Encryption Standard®] ¢fol= A w=9 %F 43 &
A Fol e 4 Aot AES ol m=o FF dagFo == DES
¢t 3DES7F dAnk. 1997 1€ 29 #=¢ NIST(National Institute of
Standards and Technology)ol 4] AES XA AYS Fagda o5 E A AA
o] B 43T} AFAoA dzduYFS NSt AZFAUt olw A=
H a5 CAST-256, CRYPTION, DEAL, DFC, E2, FROG, HPC,
LOKI97, MAGENTA, MARS, RC6, Rijndael, SAFER+, Serpent, Twofish

olrt

A gl o) TAHC] =EHAL dF= A

&
Akl EAR Al9slel 19999 497 AES FH %ueFe wE 57

TduYF BF 4 A gugFor EREY AW sl
T 5 7FA F77F =49 Rijndael> °©] oA Block 4 dig|s wWaolH
128 bit £9 @92 ¢s3tE o, AMEEHT Key9 Alol=+ 128 bit, 192
bit, 256 bit T°o] STt = T 247 10, 12, 48 =E AREsta 7z g
¥ = ult} SubBytes, ShiftRows, MixColumns, AddRoudKeyd] 4©@-AE A A
A H,

. Blocke] ZAo]: 128
. Key9 Zo] @128, 192, 256
. g+ E 4= Nr

Key length 128 = Nr = 10

Key length 192 = Nr = 12

Key length 256 = Nr = 14

AES®] & A2k byted 71x2E & Aitolw 1 byte2 1631W F A
=

T2 Yebd 4 9lt} 128 bit Ho] FoX A 167019 byteo = 7+ 3
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B
o

271 1 byted] gx4 8 Hgo=
Ibyte 16319 + A= 3T & &
x= 32 43 16 a8 88 5a 30 8d 31 31 98 a2 e0 37 07 34
o] state> Uh& I 2T}

32(43|16 |a8
88(5a|30|8d
31(31|98|a2
e0(37|07|34

50,0 S0,1 | 0,2 0,3

S1,0| 1,1 51,2 S1,3

$2,0| 52,1 52,2 52,3

53,0 53,1 3,2 93,3

3t o] = ‘state’ 2}l

ner,

= j—y
S.ox=maoayeay OV s 0= e 5,0= rsay as e O

AESo| A= o] state ® %ol %7] inpute]™ output® stateo|t}. ¢ state 1

g 5 1 & 32 bit(=4 byte)o]™ o]= word =}l

1. H+ 4, StateE 2 %7133 ¥ Add-RoundKey
States 4 gt
2.3 HA gzl Nr-1 2 =7kA]
- S-boxE °]&3te] Stateel A3 A4k SubBytesS 4
. State ° permutation 914} ShiftRowsS 2 &
. State ° MixColumnsE 4 3

. State ° AddRoundKeyE 4 3 glt}.

e},

A% RoundKey @

W gt

3. wpx g g = A= SubBytes, ShiftRows, AddRoundKeyS 4l & gt}

4. StateE 93 F(ciphertext) & & A o] gk}

SubBytes 914t byte ©@9jo] AAitolw State o o,

et
<
o
o

"

|

o
ofo
ofr
o
&



Nzs 5 =2 dAdd 5, = ypold

né(Sz;/):T[S(XY): S_ éal’oﬂ/q Xﬁg YOE:] %i

[
Al
)
=
oo
>,
N

A, Tbytedt g0 HA2xE el ARz A4

SubBytes 94t t}g3 .

SubBytes( z) =

O OO M
OO ===
O R R PF,ROoS
_ o = = — O OO
—_— = —_O OO =
—HF, O OO O — —
_O OO O ==
QOOOr—'r—lr—'r—'
(= el e R el

=
ik
[
flo
i
o
i
Y
)

A 2] 3t Subbytes &

SubBytes &8 &

Input{l byte (& azasaiasaraay)}
Output{l byte (4, &56:5,656,6,5,))
z — (@ ayasa,asasay ay)
2 < BinaryToField( z)
if z=+(
then <« FieldInv( z)
(@ agasa,ayayayay) < FieldToBinary( z)
(¢ cocseyeseyeycy) < (01100011)
comment: U loopoll A ol o= ¥ 8= AT 4
for s~ to 7

do 4~ (a,+a, yta,.sta, ¢ta,+c)mod?2

_33_



return ( ér] é6 é5 54 53 52 él éo )

14 e A

ofr

5.
e dost duadsa 299 553 Aol gloen 29 #d

NIST (National Institute of Standards and Technology)ell 2] 3}

To® 512 bit ¢¥9 WAA EFS Ak 512 bit @99
= 32 bite] AEFo® o] Z; dAvY Aedu.

AAAQ wMAA e A HAL 1-[10]A 5F Zol7b 512 bit o]a Y
ZAolet 160 bit Zolo Az WS 7 wf MD5ol tieh x5 wEr. A
AL & GAZ AT

Step 1 : Append padding bit.
A A= = dn, webA wWAIA Y Zol= 448K E = 5129 @ Eoltt. I
1

dp)
T
>
Mo
=)
AU T

9e B4 gatth Axol MAAs o I Aeld AFE wWE Aol o
doh webAd sy MEY i 104 5129 W9l ool vk AP w
bit Thgol Baw 0 bite] E£AZ T,

Step 2 : Appent length.

64 bite] B2 WAAZ F7tEY. o] 552 B35 glv 64 bit 49 (most
signifiant bytes first)@ Y E WA 2] 2] Zo]&E ¥ g3t}

Step 3 : Initialize MD buffer.

160 bite] ®j el sjA] ko] FI wpAH A3E ZpA = ol &Hr B
e oAl 719 32 bit @A 2E(A, B, C, D, )& ®d 7F53tth o] @A ~H
2 U 32 bit AF165)E 273 HH

A = 67452301

B = FGCDAB&9
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C = 98BADCFE
D = 10325476

E = C3D2EI1F0
2 WA 474 ZHABCD)S MD5o| AFgalel A3 zoh 28y SHA-129

1Yy

Brols ol #HES T 2 HlolEZF ue F4 mpolEd AAE=

+

big-endian 2 o= A A

f

32 bit 2EHAH 278 A6 ) ths 3 o] YEbdT
word A @ 67 45 23 01

word B : EF CD AB 89

word C : 98 BA DC FE

word D 1 10 32 54 76

word E : C3 D2 E1 FO

Step 4 : Process messane in 512- bit(16-word) blocks.
o] duglFo AL [29 1017 o] zhzb 20HA ] Z 2 A 9] 4717 2

f2, 13, A= H2+ 7|2 =2 55 AU 4 ZBeEs Y= AdHs
A 512 bit E5& HHOE ZFAM 160 bit H ¥ ik ABCDESH H ¥ o] &=
ES

Kt(0<t<79% oAl ==
o Y= A FIg)E AFES Y. 2y 2 4709 dH e
07 ol A [% 319 21}

o
5
r\j
=)
>
ofo
)
oo
[
2
|t
flo
>
by
n
o
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[3% 3] SHA #2= 4

<
T

[Table 3] The round constant of SHA

Step Number

Hexadecimal

Take Integer Part of

0<t<19 A= 5A827999 [230X\/E]
20 <t < 39 A&, = 6EDIEBA1 [gax V3]
40 £t £ 59 A =8F1BBCDC [ 930x \/T.,-)]
60 <t < 79 & = CA62CID6 [ 90x V7]
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Fee CVarle A4S7 9% 2 A e
= (CVell dig Ao gzt g Al 2se 2328 AFE3 CVqolA

217t 045 wordel 7 tHAl wordel el H @A om ek

Step 5 : Output.

2= L 512 bit 50 AeH FHol L HAl GAZHHY =92 160 bit v
Al A tho] Al = E o]t}

SHA-19] &2& vh&3 o] Q9o

st
>
%2,
o

Cv,., = 2,(CVq. ABCDEg)

32

MD = CV,

o171 A,
IV = @730 A A °]¥ ABCDE ¥ %7]3k

ABCDEq = q HA A A &59] vpA9 gf= 2o &4
L = WA A9 B2 & (39} length fieldE3}H)

SUM32 = 5iAl REe 232& 7 9=9 48 A4S /Midygo=z 3.
MD = wpA| 2} WAl #] to] A ~E Zh
7 7z e 98o® A 7HA 32 bit wordE 7FA AL 32 bit wordE 9
o7 AT
Zh S w9 HE B JEds AT 23e =99 n HA bit
7F 37FA 4= 9] n WA bite] golwh AE ekt
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O |«

[71% 10] SHA-19] 7]& &%
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[Fig. 10] The basic movement of SHA-1
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[Z9 1112 APds vebdo A A 22l 16DAA Weel gt w A A

2ol v g¥ = wordel 2k dHol 3= 64 @Al el Wtel 2 Wt 4

- 212 bits > Wo W2 8 W13 WesWes W7 Wre
Yq
AR
Cmp
vy \ J \ J y
Wo | W1 ] 0000 |Wis|Wie 0000 Wi 0000 W9

(729 11] &Y EZ9] SHA-1 AgolA 80-tro] =84

H "0 o

[Fig. 11] The 80-word input creations from SHA-1 control of single unit block
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SHA-1& 165% 9S8 93 @504 Agss] e s09=z s,

oA ThEe et 4FH WAIA EFEoR AEoEd a/EH. oz
053 22 45 @9 Y02 AN He e vAA EES e AY9S
B3eh A gk

7}. Unconditionally secure cryptosystem @ o} 2] @& Al7by} F24 3¢ o]
o EAE A8 ATHGSE GFEAI2=H] EA o] Bt A5

. Computationally secure scyptosystem : A 8§29 =W 1#3le] d%
AN zde EA = H= v go] 2 Alzdle oM dustE Fr e 7t
A5 A 2HsAY B I A2 740 H= Algte] dhostE AR
7 fEes g g wriA e A xaEtE 248 wEs e 49 DRM2
AT VES VELRE FHE2E HIEdy] " FOARYE 719 wix 2 3
g a8 olyg 715 of9A F&s=f st Ao] w9 F 8t

B AR EL 719 #EE PKIAA Ab&ste W2 o2 ALgafof ghrhar A

=
Lo
fols
o

4 542 A3 7] MRl ol RS AWE ol @mi DR
e ANE B/ olee BAL Ak

58] PKI 7109 958 8 A2ddMs A48 o9/ AT A7
o BAHE AANY] A B s1Eoln PRIAAE $A79 AHge w

Fotbzl Adl eddsTIvs e AEAde BAS

22 DRME E7 Zulx= 37189 Ale4o] ata)a &7t® L5 zuk o
48 5 YES BAetE AL 20w s 9ly] WEel PKI 7uhe] 933
7] &8 HAIdE wf g2 Fsto ok sH[39][45][46]

Ag@h = DRMoIA S 7] el 2dze] 42 Aol @ Ad AojE 9
_/lr_

e HH o2 DRM wadAe 71«3
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A 4 2 7] &2 71E (Key Management)

DRM &7} A 2 AbgA=RE Zulze] HdS FAE7] Hsto] ¢

stoll AbS-® 719 oo v Ty sl AbEH 719 Helrt A
s Zelxo] Holo] MEHA o] Fojx = AL o}y

i
r
(.,
[\
lo
e
1E
rk

he g8 g Fa AL od@ 7B At dAs
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(3 4] h=st7]o] dojol thet s LAzt

[Table 4] The decoding requirement time against the length of the

encryption—-key

a9
714 o] ( bit) 7N A23F (214 e I =] ) e B
Network
40 bit 15 o)A+ o]k | 1A17F o)A | 1/1000% | 1/100000% 0] 4
56 bit 100 o] | 108 oA | 1 o] | 1A]%F o] A 1% o4
64 bit 1000 o)A 100 o] 10 o] | 1Y oA+ ool
80 bit =7Fs =7Hs E7Fs 11009 o] 100\ o]
128 bit Bobs =27hs 75 75 10004 o] A+
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% (Enveloping) 7|

7] Al
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=S
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i

o] 7] A ~Eo] R#AFI ol
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%3} 7]

71¢] DRM 7]=&0°] AF&3
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}. Enveloping 7]
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N

o
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il

o

o
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A A= o
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ol

fvsel

il
|
oy
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0

J)

o

olFgA T& 71 ¥

44 0] BmAH,

S
Tl

st¥ 7] Wit FEek o

<

Sold=

e

o
;O.ﬁ
ok

J)
oF

o
NF

)

i
o

I} o] F
¥ Secure

(o]

=

9 717

vl weh o
H 2]
W Eo] 5 A
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-

]_

I

9

= 7]

=

H.
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Aol 31717

A o] HH[47][48].
A

A

4 A gALe} P

#l Al Secure Container?] ¥}

1

0]
pil

bl
S
5

| 717
=

- =

Al

3.3}

-

1

b7 9

[¢]

9 71 4 (Packager)

7 7] #)
7t. AbA ¥ 71 A (Pre-packing)

1.
Container=

Container

= o 3}



g adol Wk AANAS A AW B4 AgAe] Frol npel Axgo

Aol 2 e WA Ak 53 A74 Aol ArHow AFHE $u5H

B4 CPUS $He 2A 77 9] AAAA Aswe] 4e "ojmelt
o] § %

A4A9 9902 &gt wetd DRMO A714 Ade AgA
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0_1_4

kr
-3
4
r o
=
X
i
i)
X
(o
il
ox
oX,
]
4>
%2,
rlr
N
it

2
=2
N
v
i
o
Ny
of
:oé
(e}
=2
ok
ui

49 Azgle] J5e @A Wojmelts A4S ofrlaiAl Bk oA ol
2 o434 ZuxE #7 Y5 DRM AFL A ALgte] b o

2 Azde P8 Fgo] folstm FAH MFoT AT F UEF T
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Administrator

DOl data &
metadata
228

‘ Meta data
—-

Registration Metadate Collection

Agency
DOl data

Idenfifier:
DOI : 10xxxx/1234

URL : http://publisher.com/10xx

Title : New Horizona-Latin Jass
Agent-Author. John Jakob-Jemenez
Type : difital file
Mode :
Text : 250 pages
Images : 20
Moving Images : 2
Audio : 20
Release Date : January 1, 2001
Rights Profile : Transtation
Pagerback
Electronic

DOI System

[ 12] DOI &5 ZEAJA

[Fig. 12] The processor
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[Table 5] The technical analysis comparison of DRM system
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Clearinghouse 2. Centents encryption control

3. License-key production
4. Contents provision
8. Client quotation

4

7.Settlement approval

Paid contents

provision it sleeps
A

)

S

A

Client

[Z23 14] P2P 7]4¥F DRM Al 2=®l A7)

[Fig. 14] The DRM system design of P2P-base
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1. Clearinghouse %7

ZHlzo AbE ATE Fofstar oo thE A&HAHQ A E FH st A2H
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[Fig. 16] The design of client
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Client Management Module Authentication Module

1. Authentication request KB1=H(Binding_Info)

2. Authentication

3. Member registration(ID || Cert_U) 4. Cert_U Inspection

6. Cert_L/C || U/A Program 5. Verification confirmation

[ 17] A5 Z2EF

[Fig. 17] The authentication protocol
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Management Module

License & Request
User_ID || Content_info|| Certificate

A4

License & Key
User_ID || DRM Server_ID ||Content_ID|| License

[28 18] o~ T2 EF

[Fig. 18] The license protocol
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[Table 6] The Existing DRM system and The improved DRM system
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