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ABSTRACT

Security System and Certificate Management of MANET

for Stable Ubiquitous Service

BY Lee, Dae-Young
Advisor : Prof. Bae, Sang-Hyun.
Dept. of Computer Science and Statistics,

Graduate School of Chosun University

MANET (Mobile Ad-Hoc Network) consists of mobile nodes that transfer
packet data using wireless interface. MANET is a network that can transmit
and receive data through routing mechanism between nodes without
infrastructure, rather than communicating under the environment equipped
with infrastructures. Therefore, each node participating in network should
perform as router and servers without help from base stations or AP and can
transmit packets instead of other nodes and perform user applications. The
most attractive thing of MANET is that users can have more freedom and
flexibility in use of networks, completely out of central control. In the
beginning, MANET was a military communication system and recently, it
has been expanded to various areas such as WPAN(Wireless- Personal Area
Network), Ubiquitous, Bluetooth, RFID(Radio Frequency IDentification), and
sensor networks. Mark Weiser working for Palo Alto Research Center in
Xerox of U.S.A. considers Ubiquitous part of our life, rather than serious

technology. Through ubiquitous computing for which computers are invisibly

- viii -



planted in daily life and things, information can be exchanged and we can use
ubiquitous computers anytime and anywhere. That is, ubiquitous computing is
our daily environment in which we can not recognize the existence of
computers they are incorporated into our daily life though computers are
installed in our physical space consisting of things and environments. For
existing security, information digitalized in cyber space or physical space and
stored in computers was a problem. In consideration of properties of
ubiquitous networks, a problem that personal information may be exposed
exists in ubiquitous network. For existing networks, the place attacked was
confined to personal computers, but in ubiquitous networks, all the personal
space may be revealed. Therefore, cyber terror in ubiquitous network includes
terror given to physical space, things and physical bodies and extensive space
protection is required beyond protection of personal, business and national
information

In respect to security at MANET, a central technology in ubiquitous
network, nodes move frequently or through mobile transfer between nodes,
MANET is independently managed. So it is thought that management of its
security is more difficult than that of existing networks.

Many routing protocols and security mechanisms of MANET were
suggested, but it is judged that existing design methods can not meet the
needs of MANET security completely, and a new concept about it should be
prepared. At present, many institutions and organizations are studying on it.
As MANET has dynamic composition in which nodes are frequently
changing, when a node is damaged, reliability between nodes may be changed
and they may join in other administrative domains quickly they can rely on or
secede. However, MANET has been studied for military or natural disaster

communication system because of 1its property that it can perform



communication without infrastructures. Such communication networks are
appropriate because it is quickly—-developed base structure and allows only
optional and confined access.

Mobile networks can use various user certificate mechanisms such as
EAP-TLS, LEAP and PEAP. As such user authorization mechanisms use
public key infrastructure, PKI in mobile network should be prepared. The PKI
mechanism is due to safety of PKI and through this mechanism, safety of
electronic signature ca be secured. The most serious problem in using PKI in
mobile personal network is that it can not have reliable certificate because of
no trusted Certificate Authority. In general, key management on networks is
performed through CA ( Certification Authority) or Key Distribution Server.
However, due to absence of trusted certificate authority on mobile networks,
direct application of PKI has some problems and actually, certificate on mobile
networks is device certificate, not user certificate. Also, for safe use of
devices, symmetric key system in MAC is used according to security needs,
but safe exchanges of keys are not mentioned.

This study suggests security requirements for MANET which can be a base
of ubiquitous system and models that can prevent security threat through
application of PKI without trusted certificate authority in MANET. It is also
solve excessive loading found in centralized control model by dispersing CA
for adjustment to dynamic changes of nodes of MANET quickly and suggests
a system model which supports expansion so that existing nodes performing
communication within clusters can provide active certificate service without
being affected by input of new nodes. In addition, it is to evaluate its stability,

effectiveness and strength through simulation of the suggested model.
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M. Cryptosystem

A. Secret Sharing

secret sharing< 5o TASE 7RIS A HE7E &35k, BL7] 9

N

H &S vg Asto g1 Jde F7HAEE H2S dA4 = 7l=olth. secret
sharing scheme-2 170 9] dealer®} n7 9] player® T4 ¥, dealer+= playerol Al
Hae AL FZAHRS AF HEIE &F5A B dealere 7T player©l Al
= 0179 player 1E A shared® st &7 vL7IE ADT F 9

= 5 AAY. 28y 2 By A2 player 1E < HEYE AT

Ak, o] e Cryptosystem= (272 Threshold &2 (728 Threshold scheme?©]

o

gkoh. o] Cryptosystemoll Al FA1AF7F AR Al A A& A E8ala of=

L= vt} &3 2t} o] Cryptosystemol A& dube] T071¢ el S9d ud

ot
_0|L
2
2
oy
_QL
fEL
Bl
>

7] A& ol ek, 259 eNVE VML AES ¢

b= ZhA @5 vE ) E A8 5 e =S (trusted node)oll ¢HEE AE S

ol AETo. EYEE oA #1 o] e HREIIZF RopAW o] 5 FE dE

pul

S 7 FARN A AFEA "ok th 22 simplest secret sharing ©] t}.

Simplest sharing scheme is following
step 1. generate a random-bit string, R, the same length as the key K
step 2. XORs K with R to generate s. K&R=S
step 3. gives R to Alice and S to Bob
to reconstruct key, Alice and Bob have only on step to do:
step 4. Alice and Bob XOR their pieces together to reconstruct the
key R®S=K
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Ak 170 9] shareE &
FZo] 7158HA Aot WY 3709 shareE 42 AdthH 676H WSO E password
9] F=o] 71535t} o] A|2El2 Z} share?] HE 7] W& U3 2% A=
A wat7] Wil A 2= secret sharing©] o}y

A 9 secret sharew™ &&2 /MAdst7] ¢ A A4 GdS ddsta, & o

ME g3t T2 tdsidr udHL T2 S FAGE Tt ol &4
o7 AT Ar & 9, 9 Hold Utk

B. Threshold Cryptography

HtA ="/ A FA7] d5st AAS S8 o] 7Hd T A= 24 A
|2 FATIE & AR EC] AT F dRFs B 9T FA7E e
= Aol Mobile Ad Hoc MMEY ZANA F7/H7] 715 453t 7|HS A &35 A}
dow 7H EAVE He A e A5 7o) glthe Bloln ol & fE A
FM7] oA AFH o] 0 2 Threshold Cryptography7} 911l o] & =t} ¢F
At A 8F7) 98l Share Refreshingg AF&38F1 91 oH[19][201[21].

1. Threshold Cryptography

Shamir”} H& Ff719[22]S A ete o] % Threshold Cryptosystem©] ¥ 713}
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An(n,t+ 1) Threshold Cryptography scheme
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Threshold Cryptography scheme= A}§3lo), n ==50A Au]=E $gk v
7l kE s, 89, ...,8, o2 Uil Ztzte] Ao st S g9 e
81 Sgs s Sy k) sharing (n,t+1)olg 3}, [27 4] & AR 27 A=

.

R

o

ZA

rok

Ki/ki [K:/k: K./ ki

serverl server2 Server n

[723] 4] Service of key management

Service of key management

O Key management service consists of n servers

O Service has a public/private key pair K/k

O Public key K is known to all nodes in the network

O private key k is divided into n shares S;, Sy, S,

O each server i has a public/private key pair K/k , and all nodes

known to public keys
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e
o W FHAES AT = ¢t [29 5] & Threshold signature 7]
< ol &3t AWMTE ofEA A

Heterts wo #oh
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o,
oL

%=
Server 1

m — Sy

Server 2

S

Server 3

(m):.

PS(m, s5)

[29 5] Threshold signature K/k

Threshold signature scheme, [figure 5]
O Service of three server which has a public/private key pair A%
O Using [3,2]Threshold Cryptography scheme, each server / has

private key share s;

O Server / can create partial certificate £S(m,s;), using private key

share s
O Server 1 and 3 creates partial certificate, and transmit certificate to
combiner

O ¢ can create signature (m ), with server's private key 4
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AAE] B 4= 9lg Ao|tl. share refreshinge o] %3 32 Ao 5387 9 3H
Al ot =] Sl H[26](27][281[29](30].
Threshold cryptography schemei o™ AW ZEE HU7] AH| 2 AF ¢lo]
A4 S #E share2HEH AZE shareE AAsts AS 7tssA ste
Share refreshingE AF&3t}, A2 shares HE7] HH]2E 93 A 2$
(72,+1) sharing S T4 ¢t} refreshing §ol, AWM ELS o] d 9 shareE A|AsF,
i AsAE A W7l Hall A EE shrares A3tk Al 2§ shareE 2
o] 9] sharesel = Ha 7] W&ol 34245 Ll ¥ shares ¥ B E7] 5T
H M2 sharesS A% 71 Aok
ol 9} o] FAREL F7]409l refreshing AFolol A #1 A ES 43
o]

Al

ki
ek

Zo]t}. Share refreshing-& homomorphic(o] A= & WaamH)sr A4

i}

JEFTh wok 5y, 55, 8,2 kO (1) sharing®l 3L, 51, 85, .80 Kyl T
& (m4+1) sharingol®, s;+ 7, 3+ 55, ... s, + 552 kyo (m4+1) sharing©] o},
ToF ky7b 00l ko] MEE (7,4+41) sharings €= 5 9

Fozl 7 AWM= ¥ 59 ¥ 7] k] (n,441) sharing sy, 8y, ..., 5, = A T},

~

RE A Eo] Asslvlar 7} share refreshing & v} &3 2 A3E 72

ok 9A, A2 AWEE BRI sy ..8, 2 A Ak A2 AE

ol

share s;;& subshareg} 3}, & subshare s;& AT A2E Tl AW /ol

wAakEh AW b subshare Sy, Sy - 5,5 AT Wl o]M 9 share

5, = 5,1+ ,5;9 subshare® F3|A A ZE shares AT F Y7 Ak b
=1

1Y -2 share refreshing 2] A& Z=A 3 Aot}
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S n S1n' : 'Sin' . 'Snn

s’ S- - ISy - -9y
S'1 Sﬁl' ) 'Su' ) 'S%l
S, - S, - -8,

[2¥ 6] lllustrate share refreshing

process

Share Refreshing process
O given an (n,t+1) sharing (s, S, ...,S,,”) of a private key k
with share s; assigned to server 7

O to generated a new (n,t+1) sharing (8'1, 8'2, ...,s'm) of k
O each server 7/ generates subshares s, S, -, S,

Si1s Sigs ---5 Sin, constitute the 7 th column in the figure.
O each subshare s;; is then sent securely to server /
O when server ; gets all the subshares $;j, Sy, ... 5,;
S1js 245 --- Syconstitute the j th row in the figure

O can generate new share slj from these subshares and its old

share s;

D. Self-initialization

rlr
12
o
o

Secret shareZS Euj & 58 BALA17] 7] 9@l Localized self-initialization



Adug]ES A 83}, Localized self-initialization Y8l && A3 d27 ¢l
< W Secret shareE 743l Y& 7|E9 =50 A2 =8 $3)] Secret

shareE AASIH, ME2F ==& ol& AFutol A ZF Secret shares THE o]

— Local broadcast
~~~~~~~~~~~~~~~ » Responding unicast

[2= 7] Localized

Self-initialization Service

SS(x,i)=P, X L,

U(z,i)

Ly, » SS.1) is known. so, P, ;) is known

2,1

Localized self-initialization service

1. The uninitialized node v, broadcasts the service request, along with
local coalition information.

2. Each coalition member selects a random nonce for other members

if its ID is lower than the other one. Each nonce is encrypted with

the personal PK of the intended receiver. The requester acts as the
router and accepts all shuffling packages from A~/ members (The

member with the highest ID needs not select nonces).
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3. The requester routes encrypted nonces to intended receivers.

4. Each member decrypts all nonces, computes a shuffled partial secret

share, and then sends it back to v,.

F2E el Hoj= 27F ol BEHA &2 ==7F dnd,

initialization T2 EZ L o A3 K-out-of-N H.¢FE el A & 4+ 9t}

A8 AR g (31614 e} ¥ 5 gtk

[>

%2713 HA & WY v, (v, T secret share & A7} otYth)e} st &
Ei LHP/] 4 share& —)4\—7078]—3 9)\}‘_3 DQ]ZHEE_% {U(m,l);v(.t,Q),;"';v(;r,K)}‘j/]' Uguéé}.ud,

A Bkl 93] secret share £, & A4t & & gl
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K
P, = = 2 vy LJ) Z SS(J i) (mod n)

ZF WY v, ;)E secret share P, ;)& ZFE Fi& secret share S5, ;)& A4t

8ol H& secret shareE & 73t WHAA &9 =),

Q29 secret share:= 4709 F & secret shared ¢E = FA L, 1A
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2 secret share SS(x, )l o3& P, e e e o AT

: M1, 7113 O
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S, (x,2) r 13 r23

10 M3

[ 8] Complete shuffling scheme,

use random nonces
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E. Cross Certification
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(CA, Certification Authority)el, £l A& SA2ES 231 43
Holth v [29 9] & F MY g dgo AF /o] M2 HEdFS §
v adolth AaAFe, o 19E Zol T Ao tEE
(CA) Abolol A o] FojZt}t AF2 +25 717 PKIAM &= dEEHE Q57|32
#49A 571 B (Root-CA)7F ok, shx vk, & 24491205 7] & (Root-CA) ¥} vt
o] 7}5 % AL obyrh AF 71 H(CA)E Alolol & 7hEsit, 2dAH, A5 7w

CA-Ax} Ad d<T71¢ CA-B7F A2 walss sta vil, 24 45 7138(CA)

— XXxii —



)

of &% Ab8-A U-A¢ U-B

Domain B

Domain A

Cross Certification

[28 9]
between Two CAs, CA-A and CA-B

| AAL, AHEAF U-Acl A U-B

A e ool AgA7t HE Relth 1 9, AgA U-Bol Al U-A% A

= I

% 744,

Bl

o] o}7] s}

o] Azo] w1y

]

*

fat
o

2] 9]

AA" 4 A

o] PKI%Y &o] dtife] & PKIY o] €

=
-

]

2

1A, vt

[e]
pos

o] o] Fof

e = I

’

el

A *

1ok Al 7

A

Aol Bk ol Al

s},

p=l
L=

=]

4747} =

L
T

%

=
o

Apololl A A o] ]

PKIS ¢ 9] CA%} 7]&

=
=

=71 (CA)

L
T

Fe e 9, F715

7

ste e A28 PKIY 9o F

o] A of

o o

PKI

=
-

= XxXxiii —



A u o, ore] ¥ 7hA ol fE uFo]l By, u=yse Azt A w73

K}

ol gl A &AL Mol Hrk Aol Aol oA BEAREL A4, 4
AANE AL L R ANEHQA gmo] RFAA FobA, wrt e AF
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Cross Certification mechanism
O IF CM requires new Certificate
SK=<d,n> is divided
Divided SK is distribute to k CM
New Certificate is attained by the cooperation of the members
SK accomplish a Certificate Key role
O CM create Partial Certificate
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Each cluster head Create PKi

A

PKi Unicast near CA
Each CA possess PKi

\

CA unicast secret share to near CA F—‘

| Demand re—transmission

Secret share verification
fail

success

| Divide secret share |

Divided secret share
is distributed each ACM

[Z29 10] System Accomplishment process
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Q Cluster Member

[2™ 11] Formation of Cluster

Zejzg dEEe] CAZA Eddld Agd A AFA 4B A
Wy Ae A4 D TEAE Aol AESS 44 44D A9 BFE o
g3te] muoe] B71E AYAow A4FL PF AT

=]
w
ojgeh, o FeaE EERAC WE) HW e s6E FASHE WS

of gk WAHER Iy o 7] A B heE A WakE oo gt}
o= 71 AE AT HMAA wEE TUAVIER 2 Axl Agte] o A™ ¥

>
X
il
Jr
Shs
=
s}
N
=
e
Jr
ol
ol
2
2
i)
ol
o
k1

Creation of public/private key pair

step 1. Each CA create PK, with next calculation
PK; unicast near CA, each CA possess PK

step 2. Create f(x) by (k-1) polynomial

step 3. CA unicast secret share to near CA

step 4. secret share verification

_38_



secret share verification By the Cross-Certificate

if fail to secret share verification

demand re—transmission to failed secret share
step 5. if complete verification secret share

create partial certificate

il

WA 7 AL, B2 SN % PKCE Akl CA MEwS Tl & CAddA
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B
FUAM=E B}

O Cluster head
O cluster node, member

[22 12] Creation and

Distribution of public key
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[2¥ 14] An exchange of secret

shares used Cross Certification II
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[ 16] Creation of partial

certification key

2. Secret Share?] 9|
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=7} =2l CA ¥ /M7 9 secret shareE T-53H F 8 ~H
secret shareE THI T A2 AFA= WHE 1o FH s dgH A
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[27 17] & Z 828y ZE dAHE| A secret share £8jdtE= AL
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[21¥ 17] sharing secret share

oo [29 18] & 74 28 We ZE WS A secret share 87} =5
duE T BA CA FEFE Yy = Aot

[z 18] Distributed secret share

SH2EH7F FAo] HH AF7|H dEE 517 Y3 secret shared 7FA L 9
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Secret ShareE A}-& 3t}
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t}& & Threshold CryptographyS 243 o154 A 2 e 34 e,

Creation of certification and management
stepl. PK=<e,n> informs to all CM(Cluster Member)
step2. IF CM requires new Certificate
SK=<d,n> is divided
Divided SK is distribute to k CM
New Certificate is attained by the cooperation of the members
SK accomplish a Certificate Key role
step3. CM create Partial Certificate
stepd. Partial Certificate are transmitted to corresponding member

stepb. to unite partial certificate, complete certificate is created

28 W Wy =59 secret shareES 24 3sFaL, YA A o] A9 secret
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share7} 255 Ag71E At dsAS 23 & + Ao [29 19] =

ATA A A & =AIF Aot

. N
— Require secret share_
----- » Responding unicasts ~=---

[28] 19] Creation of complete

certificate

Ho
_O|L
rlr

FAE 2 2H o MEAeR EAste =559 Secret Sharegs &
W o 1)l thak 2 (Secret Polynomial) f(x)ell ¢ 8] o] Folxth. = /A7]/F

<dn> | PA<en>< s/Wst=d #AunHude e m2ss &
S 7§ Lagrange Interpolation(g8} 182 HIPH)S Tl A-72F b4 S

al
Ua A (D) o] Aeojtoza ke v (Secret)o] H- 5 UTh

f(x):d‘i‘ffm"’ff$2+"'+f1(—1'55[(71, N(>K) (1)

ol

o AE U wEEY Sob golstel A%, S vEe] g gue o

S 4 glth. 9714 Shared Secret f(0) =doli, Z2]2¥ Col|l EA8tE == /
7} 7} A& Secret Sharex P, = f(C, )modn o]t}

AFHE A7 e NPT SA=<drn>E AEdto] AR L dhofok
ot v A7) SA=<dn>E N9 Secret ShareE FH &t 7= Abstd A
=Yy o
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=

d= (Pe, + 1 (0)modn ) (2)

Il
—

SK; (modn )

Il

Il
i

o] 714, 1 (0)2 Lagrange Coefficient(2}13=] 7l5=)o] v, 2] 28 ol EA)
st A7 o] mEEo] FHo o] B AW AFA 27HE AMEEEY

SA=<dm>5 AT 4 A}, Lagrange Interpolation®l o3l sk = =21(2)9 tt

g J2EEH EE 5 9lom, Al 9l v A 3)F o] xdE F
At
K
d= Z (Pq . lqmodn) (3)
=1
=txXn+d

=4 3)9] (Pp - lgmodn )& noll tha ZEZ A4ke] taf &£} 2 #e 74

rlr

golms gl %A 4% Foh PEnoR: dud A2 44

rr

o @A 7F Atk webA, A-bounded Coalition Offsetting &L 5& 2 83}

e ASAE AT = ATH32].
MXTH»dE MtXnXMdE:Md(HlOdn)

o] 714, M2 Alz~dlo] F7)7]<en>¢]al, Threshold A Z Hd Woll EA43t=

B4o) wERS e, MEA 2 59 ok Y

=

fo

A AFAE WHE ko] Aol o8] WFH A WD E AF7] G

S S o] AE FAtE CA x5 o] Fa ow, A& A A= & e o
2 7] =9 (Administrative Domain)oll 7}d3%tx €5 A ¥ = tho]ipH sk
548 & A8e A0F ol gl Fob 7] A FES =Y F Ut
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MANETY 544 ==5& tE #8 =¥ ¢ (Administrative Domain)ol 7+
stal gEsHA He toluH g SAS AYUA Hed, MRS =27F 2Hd W
o g FYay Joo YT AF, 4GS AFA dw AU EE YT 9
=% Secret ShareE Euld] Hok sty &F FH2H7l A +F HW, Secret
shareE 7HAaL Sl WBlEo] A ZE WH S 93l secret shareE RtEo] A=
+ WA dFetH 2R S AFESte] A EE W 9 secret shareE WHEo] W
= Aot Wt = S 2o W s b dAA Hoew BAaEAs A5
PAA o]ste] FE7mE AE7IE d5T F 7] Wimel 259 S A
S o A o webA Fe =Y e W TE AR ol o] HEE FHAE

TEota, CAE AAT § FA7Ie vE MW e A e ok

s

(t,n)Threshold Cryptosystemo] 2=+ F7|H 02 7|15 A A= 2% A=
7F o 7t Aoz del A A oH331[34].
ek W s #MEr) gugs FelaE dus Fr)How T, LT

S AA st MAAE WHENA AFsko] wetd e HE 5 Uk
a9 [2920] & AEe w2vF 282y W2 IS 44 Wee Ad-hoc M)

EfAS EERAE Ho F1 3tk

[2= 20] Topology changes in ad hoc
networks.

(2% 20] 3 2o] A2e we=rh = o] @ FeaE Fele 2

A1)

o,

_47_



F, QB AFA BF AU 2E FPes] A PR AW SKE Bujs 2]

FH2H o 2% ==7F Y384, sceret shareE AW ¥ =

I
s
a
>
2,

A 27185 R FL =28 A A2 F secret shareE AT AS 843,

=
CAE AHEd =28 W =58 F55t1 FE 87 & Ao 2d ==
NA FuigomAN FY2HE FAEA vt 52 Self-initializations 4 &
gtol S2l2H o A=E =20 1Y A, FY2EHF A9 He A4S o

B Aot

1. The uninitialized node v, broadcasts the service request, along with
local coalition information.
2. Each coalition member selects a random nonce for other members

if its ID is lower than the other one. Each nonce is encrypted with

the personal PK of the intended receiver. The requester acts as the
router and accepts all shuffling packages from k-1 members (The
member with the highest ID needs not select nonces).

3. The requester routes encrypted nonces to intended receivers.

4. Each member decrypts all nonces, computes a shuffled partial secret

secret share, and then sends it back to v,.

_48_



u
o

8
[
rr

b
[r
il

jus)
=

e

o
otk
filo

2
o
ol

[2=] 21] The joining of new node

211 3 #Zo] 2L == No.llo] F& =g 9o

F o= CA39 A ZFel2y #Wp S22 g Hs),
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i
ai)
)
o,
N
_

& =xol A MANET&@A ol A & 787] 719k to s}t 7|2 Abgstefar & o 7}
}_

A}

A7 5= Al#HE 57] B (Trusted Certificate Authority)d] F A= <l

Hn

228 AT A (Certificate) & 7FE 4 fitke A& sl 237l $18ke] Threshold
Cryptography mechanism<, 2123, F7/719 vE7] AT F/37] $35)
o] Secret-Sharing, Share-refreshig, Cross—Certificate mechanism<, F4F%

CA 7|5<& #4317 Ysto] Self-initialization mechanism 5<& %83 v =2

A2 A Bt AuAds /M AT A" RS Agks k. At
g A 2"E AFer] A gl =R fH2 B gss F4dA4 F

o7 F%E 3 TCL(Tool Command Language) A~ HE <olojo] A
(Object) A &<°] MNIE& F7Fgt OTCL(Object TCL)Z C++2 FA44
NS2(Network Simulator 2)& o] &8sttt AlEdolAY ZAI}E 7]E9
MANET #4-%® Z2EZ¥ vus B2 2 =RoA AAse Axw B

o] olAdA U F3AT AL HIE HEE )

B =3 A Aokst Al2E"S AlEF oA 317 Y sle] NS2(wireless extention)

Ay
o,
[
N
rr
e
ol
r
E
o
fr
o
ol
it}
2
)
)
o
b
y!
rlr
o
lo
o
X,
B
it
o
ol
2
(e}
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7h) =74

NS2 Al &# o8 &= TCP, UDP, FTP, HTTP 53 22 TCP/IP Z2&EF 34
glot g9y Z2EF agan "YHAAY Z2EF RTP, SRN 53 22 ok
T QdEU ZrEZS AEdold & F v 293 Ad-Hoc HWESH A, o
FAW]  7]X = (Base Station)® 2, WLAN, Mobile-IP #7# Z2EF
UMTS(Universal Mobile Telecommunication System), ¥4 Yl E ¢ Z(Satellite
Network) 5 Z2 74 UMEHAZHA AL &+ A= s A8 HA7F 62

UEHZ Al gl geltt

Discrete >
Event »  Event Scheduler NS2
Scheduler oL 8 %
s c ot
_// 3 z
C++ & OTCL Y oTCL S =
Linkage 3
| TCL “ 4
Object— I C/C++ Source /
Oriented /
Support
| Data Network of Internet
Componets(Node or Link. Ets)

[23] 22] Architectural View of NS

NS2 Al E#HolEHoNA Atgsl= Z2a3] dojx= TCL(Tool Command

Language) =~ HE dojo] A (Object) A &2 /@S F7+3 OTCL(Object
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TCL)¥} C++o]t}, of 7] A, C++2 7] =¥ F

ojf
o
ol
1o,
=)
32
N
M
L)
=l
=
o
=)

9] OTCL2 AR&AF 1B Flo] =8} wj7) W=
= OTCL¥} C++& d&A7171 A AHgstd. tvhs 2392 NS29 OTCL &
o] AF FE2E Ul o, o] SH =

wol ENZ AEUES} THHo] Yok,

Tcl Object
NS Object

ect Object

Classifier

Snoop Address Mcast
Queue | Delay | Agent | Trace
queue|™ clay [ Agen Classifier | Classifier
m Drop TCP || UDP ENG
Out Tail Deqg
Drp Red Drop|
Edrp —Recv|

[2® 23] Class hierarchy of NS2

NS2&= ofywold Eo] Algx=d, o] Z2 a9 X~
do] ek Al Yol A A
Az e 2L gl oA

23
ol UdebE AlEd el Aol NAM t=Fd o] A5 HoFa gt

NAM - The Network Animator

wWelcome to Ham 1.1
Developed by UCB and the VINT, SAMAN, and Conser prajects at 1S1.
Nam contains source code with the following copyrights:

Copyright (c) 1991-1384 Regents of the University of Califomia.

Copyright (c) 1997-1399 University of Southem California
Copyright (c) 2000-2002 USCfinformation Sciences Institute

LTODT@EEE S0 17

[root@css s51# ns ex?, tel

num nodes is set 2

INITIALIZE THE LIST xListhead

Starting Similation

channel .ccisendUp — Calc highestAntennaZ_ and dlstCST_

highestAntennaZz_ = 1.5, dlstCST_ =550.0

SORTING LISTS .. DOONE!

NS EXITING, ..

[root@ss s5]# nam

Cannot connect to existing nam instance. Starting a new one...

[29¥) 24] NS simulation script
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T

[219 25] Execution of simulation using

NS AlEdeolHE o]43std A 555 wo=2 AF & & ' NAMY &,
ANEH R ARE A AHEAAA ATt F, AR flowE oFF FHES AR
G = ol aujuitt HF Y FHE FA (tracing) @ F A VTS At
of Abg27E dsts MEYA Hs B4 A=nE ATsta

HU(E) HEEE) E:‘I(V} JDI(G) HAT(E) SSU(H)
. % 20 ® 2

HE ges HE OAl 271 W 20

Sixk: [/root/ext.tr

s 0029365548 1 MAC ——— 0 message 84 [0 ffffffff 1 B00] — —— [41256 —11855 32 0]
ls 1.120361182 ——— 1 message B4 [0 fFFFFFFF O BOO] — [0:255 —1:255 32 0]
M 10.00000 0 (5 DD‘, 2004 0.00), (20.00, 18.00), 1.00
's 10.000000000 _0_ AGT ———2tcp 40 (0 00 0] ——————— [0:0 1:0 32 01 (0 01 0 O
s 12841787738 _1_ MAC 3 messace 84 [0 FFFFFFFF 1 800] — — [1 255 —1:256 3
s 13242891084 _0_ MAC 4 message 84 [0 fFFFFFfF 0 800] o= i i
s 16.000000000 _0_ AGT Stcp40 000 0] ———————
s 24.799571167 1~ MAC 6 message B4 [0 FFFFFFFF 1 BOD] —
s 27720098723 _0_ MAC 7 message 84 [0 FFFFFFff 0 8OD] —
s 28.000000000 _0_ AGT 8tcp 40 [0 00 0] ——————— 0
|5 30.083047528 — 1 MAC 9 message 84 [0 FFFFFFFF 1 BOD] —
's 40818375813 0 MAC 10 message 84 [0 fFFFFFFF 0 BOD) ———————
M 50,00000 1 (380,00, 385.00, 0,00}, (25,00, 20.00), 15.00
s 52.000000000 0 AGT 11 tcp 40 [0 00 0] —————~—
s 53.478386556 _1_ MAC message 84 [0 FFFFFFFF 1 800] —
s 54.708637820 _0_ MAC message B4 [0 FFFFFFFF 0 BOD] —
s 65.1345409662 — 1 MAC message 84 [0 FFFFFFFF 1 80D] —
s 69500567994 "0 MAC message B4 [0 FFFFFFFF O BOD] —
r 69.501240756 — 1~ MAC message 32 [0 FFEFFFFF O BOOD] —
s 76.420925123 _1_ MAGC message 84 [0 FFFFFFFF 1 BOD] —
r 76.430807539 0 MAC ——— 16 message 32 [0 £Fffffff 1 8001 —
D 76.430622535 _0_ IFQ ARP 2 tcp 80 [0 0 0 800] — [o:
D 76.430622539 _0_ IFQ ARP 5 tcp 80 [0 0 0 800] 2
D 76.430622539 _0_ RTR CBK 8 tcp 80 [0 0 0 800]
D 76.430622539 —0_ RTR CBK 11 tcp 80 (0 0 0 800] —
's 76.430807538 0 0 ARP E0 [0 FFFFFFFF O B0B) —
Ir 76.431637955 —1 0 ARP 28 [0 FFFFFFFF O BOB] —
's 76.431667538 _0 0 ARP 80 [0 FFFFFFFF O BOG] —
I 76432307955 1 0 ARP 28 [0 fFffFFFf 0 BOB] ——
|s 76432457955 _ 1 0 RTS 44 [dfe 0 1 0]
Ir 76432610370 _0_ 0 RTS 44 [4fe 0 1 0]
s 76.432620370 MAC ——— 0 CTS 38 [3cd 10 0]

|

-

[2¥ 26] Tracking of packet trace
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from to pkt pkt src dst seq pkt

event || time node || node type size flags fid addr addr num
r 0524 [ O || 2 || cbr || 500 || ———— 1 ool 30f2]2
+ [ 0524 || 2 || 3 || cbr || 500 || ———— 1 ool 30f2]2
- {0524 | 2| 3| cbr|f 500 || ———— 1 ool 30f 212
+ (| 0525 || O || 2 || cbr || 500 || ———— 1 00 3.0 5| 5
- o525 0| 2| cbr|f 500 || ————— 1 00 3.0 5| 5
r 0528 [| 2 || 3 || cbr || 500 || ———— 1 00l 3.0fo0f O

Bt AR Aadel ASEAS Astel 914 flows] tE #4233}
z=

et
Y
t
k)
2
Ay
o
I
@
o
L
o>
i
i
=
>
Z,
o
—
o
A
_l

== (A9 Watel we}l Partial Certificate(A 5 A 27h)& AAs=d 875 &
AZE AT A Z27E AFEste] & JISAE At 87 E = A 2 b
olH Y& FAsto] A A 2wl kA B EEAHAS Wb HEE o
U [3E 9I[3 1010 11l A AR Aol m& RSA 7] ALt AkS ve
W Aol tH33]. PCC Secret ShareE Ab-83to] Partial CertificateE Al AFsh=
A 7re HodF3 9 o Combined A Partial Certificates®] Aol oo A
AEE A5 AN ADSE HoFa v RSA-PKE F7/H7] AXA S
RSA-SK+ 7Q17] AAA ™ A ZE LEFHTE
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[E 1] & A=5, SPEC=205¢ 7%, RSA F717] 2 7017 A" A} Secret
ShareZ A}g3lo] Partial Certificate® AAFs A7+ PCCY A Partial
Certificates®] Z el ofa] AAdH A+ A4 A7 Combinesd A= vl g 7

o] o},

Key RSA-PK RSA-SK PCC Combine
(bit) (msec) (sec) (sec) (sec)
512 0.093 0.0056 0.0466 0.0928
768 0.124 0.0173 0.1198 0.2416
1024 0.142 0.0386 0.2610 0.5280
1280 0.136 0.0669 0.4590 0.9742
1536 0.133 0.1089 0.7944 1.5598
2048 0.208 0.2462 1.7058 3.4410

[ 1] Calculation time of certification by RSA Key bit
(K=5, SPEC=20.5), SPEC=20.5=Pentiumlll/500 laptop

(23 28] & [% 1] & 2dz2=2 =33 Aot

delivery time
o o
X

512 768 1024 1280 1536 2048
Key(bit)

\ —8— RSA-PK —A&— RSA-SK —%— PCC —%— Combine

[2=] 28] Calculation time of certification by RSA Key bit
(K=5, SPEC=20.5)
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[E 2] & A=5, SPEC=12.1¢1 7%, RSA &7/7] 2 7127 A% A7+7} Secret
ShareZ A}g3lo] Partial Certificate® AAFs A7+ PCCY A Partial
Certificates®] Z el ofa] AAdH A+ A4 A7 Combinesd A= vl g 7

o]t}

key RSA-PK RSA-SK PCC Combine
(bit) (msec) (sec) (sec) (sec)
512 0.884 0.0678 0.1835 0.1982
768 1.276 0.2165 0.5973 1.3430
1024 1.324 0.4672 1.1637 1.1978
1280 1.356 0.8734 2.2912 2.4109
1536 1.416 1.4863 3.5820 3.6952
2048 1.036 3.1883 7.7855 8.0324

[ 2] Calculation time of certification by RSA Key bit
(K=5, SPEC=12.1)

(29 20] & [32] & Z2eiz= =AI5E Aol

10
(0] 8 /
€
= 6
>
o
= 4
S 5 /

O Il Il Il
512 768 1024 1280 1536 2048
Key(bit)

‘—0— RSA-PK —&—RSA-SK —%—PCC —%— Combine ‘

[29 29] Calculation time of certification by RSA Key bit
(K=5, SPEC=12.1)
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[E 3] & A=5, SPEC=1.37¢ 7%, RSA &7/7] 2 727 A% A7+37} Secret
Ab-8-3Fe]  Partial

Certificates©] Zgtel <l A4 w

Share&

Certificate &

15 A AA Al Combined A& WL

A2 A2

pud

PCCe A Partial

o] t},
key RSA-PK RSA-SK PCC Combine
(bit) (msec) (sec) (sec) (sec)
512 2.782 0.2347 0.5499 0.6144
768 3.382 0.6403 1.4818 1.6478
1024 4.036 1.2953 3.1738 3.3283
1280 4.065 2.4607 5.5492 5.9019
1536 3.941 3.8543 10.1253 10.4301
2048 3.954 8.3826 20.6606 21.7095
[ 3] Calculation time of certification by RSA Key bit
(K=5, SPEC=1.37), SPEC=1.37=SPARC station5/85
[29 30] & [%#3] & 2d== ZAskgE Aol

25
P
o 20
=
+ 15
>
(0]
= 10
% /
5 a
0
512 768 1024 1280 1536 2048
Key(bit)

\+ RSA-PK —A— RSA-SK —%— PCC —*%— Combine

[2=] 30] Calculation time of certification by RSA Key bit
(K=5, SPEC=1.37)
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[E 4] & A 3¢ W3lo] wg) secret shareE AF£3}o] Partial certificateS
A=Y 75 = A7, K Partial Certificates®] Z2 &l o3& dAg o5

AN AASEd aTEE A%e 4@ Holth

SPEC=20.5 SPEC=12.1 SPEC=1.37
PCC Combine PCC Combine PCC Combine
0.260 0.526 1.293 1.334 2.299 3.304
0.261 0.528 1.149 1.171 2.998 3.293
0.261 0.528 1.164 1.198 3.174 3.328
0.263 0.531 1.140 1.207 3.163 3.530
0.262 0.537 1.309 1.410 3.099 3.394
0.261 0.532 1.308 1.464 3.078 3.458
30 0.261 0.537 1.160 1.510 3.082 3.410

SE Vo wn ox

X 4] Certification performance in terms of system parameter A
RSA key : 1024bit, time : sec

(29 311 [Z2¥ 321 2 [% 4] € 2d=Z=2 =3 & Ao,

3.5
3 //0—'\0—01
g 2.5 o
g 2
2145
= I — v -S——————
(0] —X
S 1
0.5
B = ® B = 5 @
O L L L L L L

—#— SPEC=20.5 PCC ——SPEC=12.1 PCC —@— SPEC=1.37 PCC

[29) 31] Partial Certification performance

in terms of system parameter A
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delivery time
N

>
>3
[>S
[>S
[>S
[>S
>

—A&— SPEC=205 Combine —%— SPEC=121 Combine
—+— SPEC=137 Combine

[2&] 32] Certification performance in terms of system

parameter A

[3E 5] © At Al=dol A JAFAE AL st AT

o

ZA

(o

Aot}

TPC(7}*, Times of the Partial certificate Computation which using
Lagrange interpolation operation): Lagrange interpolations ©]-%3}¢] Partial
Certificationg Al4Fer A1HS YEUW 3, Sume 2 £ A Partial CertificatesE 3

ol t}.

>~
.

shol WHMAE A5, AFAE AH s AR

Key SPEC=20.5 SPEC=12.1 SPEC=1.37
(bit) TPC Sum TPC Sum TPC Sum
512 | 0.407 0.301 1.568 0.361 3.556 1.121
768 | 0.462 0.361 2.423 0.512 4.982 1.211
1024 | 0.488 0.322 3.311 0.665 6.889 1.568
1280 | 0.551 0.426 4.511 0.864 8.563 1.795
1536 | 0.801 0.462 5.212 0.856 11.546 1.998
2048 | 1.461 0.488 6.245 0.756 19.871 2.265

[3£ 5] Times of the partial certificate computation which using
Lagrange interpolation operation
RSA key : 1024bit, time : sec

_59_



[ 6] [ 7] I[E 8] = Keyy bit7F 571l w&, PCC, Combine¥} A
okgt Alx~®lo]l TPC, SumE ZtZ vlwgr Ayo|ty. [F 6] & Key bit7h

R

1024bite] a2, SPEC=20.5¢1 7§ TCP¢ PCCE Hl g ZAIolt}

key

(bit)

512 0.0466 0.0928 0.407 0.301

768 0.1198 0.2416 0.462 0.361
1024 0.2610 0.5280 0.488 0.322
1280 0.4590 0.9742 0.551 0.426
1536 0.7944 1.5598 0.801 0.462
2048 1.7058 3.4410 1.461 0.488

PCC Combine TPC Sum

[ 6] Compare TPC with PCC
key : 1024bit, SPEC=20.5

[29 33] = Key bit7} 1024bito] 12, SPEC=20.5¢1 4% Key 9 bit5 7} &7}l
w2 PCC, Combine™d} A|¢tet A]2~®le] TPC, SumE 77 vust 235 17

4

Z2 =A% Aol

/
5 L =
1 / /:

0.5 )¢

delivery time
N

512 768 1024 1280 1536 2048
Key(bit)

|—8—PCC —&— Combine —%—TPC —%—Sum |

[2¥ 33] Compare TPC with PCC
key : 1024bit, SPEC=20.5
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[% 7] & Key bit7} 1024bite] 12, SPEC=12.1¢] %% TPC<} PCCE W uLgr 4
o]},

key

(bit)
512 0.1835 0.1982 1.568 0.361
768 0.5973 1.3430 2.423 0.512
1024 1.1637 1.1978 3.311 0.665
1280 2.2912 2.4109 4.511 0.864
1536 3.5820 3.6952 5.212 0.856
2048 7.7855 8.0324 6.245 0.756

PCC Combine TPC Sum

[ 7] Compare TPC with PCC
key : 1024bit, SPEC=12.1

[23 34] = Key bit7} 1024bite] 32, SPEC=12.1%1 74§ Key?l bit57t 57}
°of W&, PCC, Combine?} A|¢+ak A|=® 2] TPC, SumE 22 Hlu g 23E 1

gre =AH Aot

10

(0] 8 i /
'g 6 —X
>
o) /(/x%,
= 4
) //
©

2 x/

O Il Il Il Il Il

512 768 1024 1280 1536 2048
Key(bit)

| —®—PCC —A— Combine —*—TPC —¥—Sum

[2¥ 34)] Compare TPC with PCC
key : 1024bit, SPEC=12.1
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[ 8] = Key bit7} 1024bite] 12, SPEC=1.37¢] %% TCP<} PCCE H gk 4
o]},

key

(bit)

512 0.5499 0.6144 3.556 1.121
768 1.4818 1.6478 4.982 1.211
1024 3.1738 3.3283 6.889 1.568
1280 5.5492 5.9019 8.563 1.795
1536 10.1253 | 10.4301 | 11.546 1.998
2048 20.6606 | 21.7095 | 19.871 2.265

PCC Combine TPC Sum

[ 8] Compare TPC with PCC
key : 1024bit, SPEC=1.37

[¥ 35] + Key bit7} 1024bite] a1, SPEC=1.37%1 74 ¢ Key 4| bitF7F 57}l
4

&, PCC, Combined #|¢tgk Al2gle] TPC, Sums Z+2 Hlu g A3s 1

pud

g AT Aol

delivery time

512 768 1024 1280 1536 2048
Key(bit)

| —8—PCC —&— Combine —%—TPC —%—Sum

[2¥ 35] Compare TPC with PCC
key : 1024bit, SPEC=1.37
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[ 6] [ 7] [% 8] & [229 33] [2¥ 34] [Z2€35] ¢ Z3yE ¥
A EHE Keye bit7} F71gel utgl, PCC, Combinee] HA4H o2 F7tx <= A

1%

o

B 4= 9lt} o] 2§ A= packet data length7} S5 718ol we} overhead A &
T 7 HEE diaygae] 848 "dojrmg A "o o]y FAHES
Ad-Hoc Va2 =z9 o+AA L &84S Alsts 290 Hrh, T3 B4

MEAZR Aste] A9EE A7 F2o] £ £E wxn 990 glom,

Uk A okt Al 2"l A= Keye bit7l F7FstH 8= TPC, Sum9 < bit7h
soldd wet Ui FUES RT3 9oy 7]£9 PCC, Combined Rth &
o]

=we & T 5 Av 53], EE B ASME dote] g

ANSAE A=Y &F5HE AS 54 23, Partial CertificateE2> A

A Sl os] ASA AAET] wiEol i Mg AV Al &

A K] ek AL HAT = 9o E3] Partial Certificated Q73+ 5ol
5

o] o] ol owa= A

Ff
sl
of
=
>
Y

Ag A3E BHoFa 9r} o] 7|¥-S Lagrange interpolation¥ & 4= (%)=
243 self-initialization¥} proactive 7§ A1 7| & o] &3 Z o 2 1/1000sece] 2~

Adel A F2 v A At A A 28 Ha, eHsgeEs Y F &
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o] del”= CA HE7IE FFot7] Hall dFHe A2 2 72 7] vAA 9

7] A& == £ Frlel 2 29" eCHIEE vud FoEx A
s Frtsl RE s gk,
[23 36] & A EHNAS 53 ZH}ZS T A% trace formato]th. WA, Wl <&
of Y5t Y+ HloJH = eventE YEIY, Z4Zte &3 2o
from pkt pkt src dst seq pkt
event| time node node type size flags fid addr addr num
r |l o524 || o | 2 || cor || 500 || -———--—- 1{oofsof2]-2
+ | 0524 || 2 || 3 || cor || 500 || -———--—- 1{oofsof2]-2
-l os2a | 2| 3| cor || 500 | -——--—- 1{oofsof2]-2
+ [ 0525 || o 2 || cor || 500 || ———--—- 1{oofs0]s5]s
-l os2s | of 2| cor || 500 | -——--—- 1{oofs0]s5]s
r |l o528 || 2 || 3 || cor || 500 || -———--—- 1{oofsofolo
[19 36] Format of trace file
+ o Eoee A
- FolA Yrke #Al
s © # # A % (sending)
r - 3 F 4l (receiving)
D : #1Z ¥ 7] (dropping)
f: 92 dE(orwarding), 4 =27} ofd A= el
WA, == 59 T7te 2 == 1 F 1= length of message(packet) Y]
5 s BFoma 7] dAAAS HFrts Rt =29 FUbe wE Al FE o]
Ao A= B =59 HFo #5359
(2% 37] & == A7} 5,10, 2081 459 7] dA&S = Aolth Avg.

rate of Key agreement= &3l 737 525 = 719 dlo]lg o v&S
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B} 3L, length of messages | A2 =Z7|E et

Avgrate of Key agreement

1000% —.$.<=/l & & a
e . 900%
o c
%g 80.0%
= O
5 2 700%
> O
< % 600%
500%

5 10 15 20 25 30 40

Length of message

—&— Avg.rate of Key agreement(5 nodes) —ll— Avg.rate of Key agreement(10 nodes)
—a— Avg.rate of Key agreement(20 nodes)

[ 37] Avg. rate of Key agreement
(node A=5, 10, 20)

7t =5 7he] F - A= packet packet length7b A A% 7] A&
=

| vhER AL H, ==9 $7} 5 10, 2002 F7ketY

X
o

o)

g 7] dAEol s dFS vAA G dASA FAdS & Uk
(2% 38] 2 == A7} 30, 4081 452 7] A& =418 Aol

Avg.rate of Key agreement

1000% v i L L L i

900%

80.0%
700%

600%

Avg.rate of agreement

500%
5 10 15 20 25 30 60

Length of message

—l— Avg.rate of Key agreement(30 nodes) —&— Avg.rate of Key agreement(40 nodes)

[23] 38] Avg. rate of Key agreement
(node A=30, 40)
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9lom, packet length7} S7Fettiete 7] dAl &= F&FS VAA Fos &
I~

T At ol= CA MEIIE F=387] fs) dFHe= A2 2 FE 7] HAA 9

g FHEA AN B 4SS HolFn Atk TE Fel2H Y wE 7
I~
s
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MANET-2 7]E9] WEY AL} 2ol Jdxetrt #3549 AHoolA 2S5 #3535}
g

gH9H, A 9 5 BF Fyus e = gl dR1S A5 S

719k test ZIHE AbgstE . @ ou v EAE He AEd A58
(Trusted Certificate Authority)e] FAE <13 A H <l =A](Certificate) S 7}
2 g glvs Holv, webA 2 =FeAes o2l EAdS s As7] st
Threshold Cryptography & %83} % 21 Secret-ShareE 53 & 717]9 v A7
AR B T MAYSE, SulE CA 7s&
AU, el Adagd o shdey] fste] mtag 7] 5 wAYFoR A4
H 2aS A ¢tst gttt A Partial Certificates®] Aetel] & AAEHE <=4

24351 7] 9135t Self-initialization

A A kL Secret ShareE Al-83}o] Partial certificateE AlAbsl= A2+ 74 ¢
Key®] bitgtol F7hetol mel Ad5A A Alzke] Fdieth. ©]= packet data
length7} 5 7Fgtoll we} overhead® WA EE S7HsHA H o= UEYAS] &
4E "dolEgA "o o)#e TAHS MANETY A 9 284S Asls

oX!
k
rlr
rE
BN
il
Ho
)
=2,
b
it
il
n
~
32
o
=
=
>
X
~
Ho
1>
it
o
o
r (o]
ol
)
i)
|m
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s 0.475907155 _4_ MAC --- 0 message 84 [0 ffffffff 4 800]

s 0.475907155 _4_ MAC --- 0 message 84 [0 ffffffff 4 800] ———
r0.476579519 _2_ MAC --- 0 message 32 [0 ffffffff 4 800] ———
s 0.626786489 _2_ MAC --- 1 message 84 [0 ffffffff 2 800] ———
r 0.627458853 _4_ MAC --- 1 message 32 [0 ffffffff 2 800] ———
r 0.627459287 _3_ MAC --- 1 message 32 [0 ffffffff 2 800] —-—
s 0.886998331 _0_ MAC --- 2 message 84 [0 ffffffff 0 800] ———
r 0.887671034 _1_MAC --- 2 message 32 [0 ffffffff 0 800] —-—
r0.887671163 _3_ MAC --- 2 message 32 [0 ffffffff 0 800] ———
s 1.601893317 _1_ MAC --- 3 message 84 [0 ffffffff 1 800] —-

r1.602566020 _0_ MAC --- 3 message 32 [0 ffffffff 1 800] ———
s 1.638268262 _3_ MAC --- 4 message 84 [0 ffffffff 3 800] —-

r1.638941060 _2_ MAC --- 4 message 32 [0 ffffffff 3 800] ———
r1.638941094 _0_ MAC --- 4 message 32 [0 ffffffff 3 800] —-—

M 10.00000 1 (126.00, 353.00, 0.00), (20.00, 218.00), 31.00
M 10.00000 2 (525.00, 110.00, 0.00), (320.00, 18.00), 71.00
M 10.00000 3 (559.00, 347.00, 0.00), (150.00, 318.00), 101.00
s 12.479211113 _2_ MAC —--- 5 message 84 [0 ffffffff
r 12.479883552 _4_ MAC --- 5 message 32

[0 ffifffff 2 800]
44 [0 Ffifif 2 800]

5 39.987299080 _0_ MAC
1 39.988259763 _3_ MAC
s 41.000000000 _3_ AGT
s 41.783556992 _3_ MAC
r41.784421539 _1_ MAC
r41.784421675 _0_ MAC
s 42.568552506 _1_ MAC
r42.569417052 _3_ MAC
s 43.000000000 _1_ AGT
s 43.000315000 _1_ MAC
r 43.000667547 _3_ MAC
s 43.000677547 _3_ MAC
r 43.000982093 _1_ MAC
s 43.000992093 _1_ MAC
r43.001888640 _3_ MAC
s 43.001898640 _3_ MAC
D 43.001913640 _3_ IFQ
r43.002203187 _1_ MAC
s 43.002772640 _3_ MAC
r43.003413187 _1_ MAC
r 43.003413323 _0_ MAC
s 45.636953668 _3_ MAC
r45.637626215 _1_ MAC
r45.637626352 _0_ MAC
s 45.889288973 _1_ MAC
r45.890057520 _3_ MAC
s 46.633072813 _3_ MAC
r46.633841360 _1_ MAC
r 46.633841496 _0_ MAC
s 46.644361359 _2_ MAC
r46.645129934 _4_ MAC
s 48.000000000 _2_ AGT
s 48.795212144 _4_ MAC

——— 35 message 120 [0 ffffffff 0 800]
——- 35 message 68 [0 ffffffff 0 800]

0]
0]
0]
0]
0]
]
0]
0]
]
0]
0]

[4:255 —1:255 32
[4:255 -1:255 32
[4:255 -1:255 32
[2:255 -1:255 32
[2:255 -1:255 32
[2:255 -1:255 32 0
[0:255 —1:255 32
[0:255 -1:255 32
[0:255 —=1:255 32 0
[1:255 -1:255 32
[1:255 -1:255 32

[3:255 -1:255 32 0]
[3:255 -1:255 32
[3:255 -1:255 32

]

0
0]

[2:255 —1:255 32 0]
[2:255 —1:255 32 0]
[0:255 —1:255 32 0]
[0:255 -1:255 32 0]

-——=36tcp 40 [0 0 0 0] [3:14:0320] [00]00

——- 37 message 1
——- 37 message 5
——— 37 message 5

[0 ffffffff 3 800
0 ffffffff 3 800]
0 ffffffff 3 800]

[0 ffffffff 1 800]
0 fffffff 1 800]
(1:

——- 38 message 1
——- 38 message 5
--—=39tcp 40 [0 00 0]
-—— 0 RTS 44 [5fe 31 0]
-—— 0 RTS 44 [5fe 31 0]
--—0CTS 38 [4c4 10 0]
---0CTS 38 [4c4 1 00]
---39tcp 112 [13a 3 1 800]

[

[

08
6 [
6 [
08
6 [

1

——— 39 tcp 60 [13a 3 1 800]
-—— 0 ACK 38 [0 10 0]
ARP 29 tcp 60 [13a 3 3 800]
-——0ACK 38 [0100]

--- 0 ARP 80 [0 ffffffff 3 806]
-—— 0 ARP 28 [0 ffffffff 3 806]
--- 0 ARP 28 [0 ffffffff 3 806]
——— 40 message 84 [0 ffffffff 3 800]
—-— 40 message 32 [0 ffffffff 3 800]
——— 40 message 32 [0 ffffffff 3 800]
—-—— 41 message 96 [0 ffffffff 1 800]
——— 41 message 44 [0 ffffffff 1 800]
—-—— 42 message 96 [0 ffffffff 3 800]
——— 42 message 44 [0 ffffffff 3 800]
——— 42 message 44 [0 ffffffff 3 800]
——— 43 message 96 [0 ffffffff 2 800]
——— 43 message 44 [0 ffffffff 2 800]
———44tcp 40 [0 0 0 0] [2:
——— 45 message 108 [0 ffffffff 4 800]

[3:255 -1:255 32 0]
[3:255 —1:255 32 0]
[3:255 -1:255 32 0]
[1:255 —1:255 32 0]
[1:255 -1:255 32 0]
12:0320][00]00

]

[REQUEST 3/3 0/2]
[REQUEST 3/3 0/2]
[REQUEST 3/3 0/2]
[3:255 -1:255 32 0]
[3:255 —1:255 32 0]
[3:255 -1:255 32 0]
[1:255 —1:255 32 0]
[1:255 -1:255 32 0]
[3:255 —1:255 32 0]
[3:255 -1:255 32 0]
[3:255 —1:255 32 0]
[2:255 -1:255 32 0]
[2:255 —1:255 32 0]
13:0320][00]00

[4:255 —1:255 32 0]

r48.796076719 _2_ MAC --- 45 message 56 [0 ffffffff 4 800] [4:255 —-1:255 32 0]

M 50.00000 0 (323.00, 428.00, 0.00), (125.00, 20.00), 15.00

D 50.000000000 _0_ IFQ END 33 tcp 60 [0 0 0 800] ————-—— [0:01:032 1] [00] 00
D 50.000000000 _2_ IFQ END 32 tcp 60 [0 02 800] ————--- [2:13:0323][00]00
D 50.000000000 _3_ IFQ END 39 tcp 60 [13a 3 3 800] ————---— [1:12:0312][00]10

[2™ 39] node 59 trace
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s 0.086805504 _4_ MAC
r 0.087477868 _2_ MAC
r 0.087477890 _9_ MAC
r 0.087478054 _7_ MAC
s 0.232218354 _6_ MAC
r 0.232890486 _1_ MAC
r 0.232890954 _0_ MAC
s 0.337526486 _3_ MAC
r 0.338199060 _5_ MAC
r 0.338199168 _7_ MAC
r 0.338199284 _2_ MAC
r 0.338199318 _0_ MAC
s 0.358556573 _9_ MAC
r 0.359228959 _4_ MAC
r 0.359229057 _7_ MAC
r 0.359229094 _2_ MAC
r 0.359229111 _8_ MAC

—-—— 0 message 84 [0 ffffffff 4 800]
-—— 0 message 32 [0 ffffffff 4 800]
-—— 0 message 32 [0 ffffffff 4 800]
-—— 0 message 32 [0 ffffffff 4 800]
-—— 1 message 84 [0 ffffffff 6 800]
-—— 1 message 32 [0 ffffffff 6 800]
-—— 1 message 32 [0 ffffffff 6 800]

[4:255 -1:255 32 0]
[4:255 —1:255 32 0]
[4:255 -1:255 32 0]
[4:255 —1:255 32 0]
[6:255 —1:255 32 0]
[6:255 —1:255 32 0]
[6:255 —1:255 32 0]

-—— 2 message 84 [0 ffffffff 3 800] ——————— [3:255 -1:255 32 0]
-—— 2 message 32 [0 ffffffff 3 800] —————-— [3:255 -1:255 32 0]
-—— 2 message 32 [0 ffffffff 3 800] ——————-— [3:255 -1:255 32 0]
-—— 2 message 32 [0 ffffffff 3 800] —————--— [3:255 -1:255 32 0]
-—— 2 message 32 [0 ffffffff 3 800] —————--— [3:255 -1:255 32 0]

-—— 3 message 84 [0 ffffffff 9 800]
-—— 3 message 32 [0 ffffffff 9 800]
-—— 3 message 32 [0 ffffffff 9 800]
—-—— 3 message 32 [0 ffffffff 9 800]
-—— 3 message 32 [0 ffffffff 9 800]

[9:255 -1:255 32 0]
[9:255 —1:255 32 0]

20
[9:255 -1:255 32 0]
[9:255 -1:255 32 0

]

s 0.622488306 _1_ MAC --- 4 message 84 [0 ffffffff 1 800]

r 0.623160439 _6_ MAC

r49.973130557 4
s 49.973140557 _4_ MAC
r49.973155557 _4_ AGT
s 49.973155557 _4_ AGT
s 49.973155557 _4_ AGT
r 49.973445132 _2_ MAC
s 49.973554557 _4_ MAC
r 49.973906943 _9_ MAC
s 49.973916943 _9_ MAC
r49.974221329 _4_ MAC
s 49.974231329 _4_ MAC
r49.983127715 _9_ MAC

—-—— 4 message 32

7873 ack 60 [13a 4 2 800]
--— 0 ACK38[0200]

—--- 1873 ack 60 [13a 4 2 800]
--- 1881 tcp 1040 [0 0 0 0]
—---1882tcp 1040 [0 0 0 0]
--— 0ACK38[0200]
——— 0 RTS 44 [253e 9 4 0]
--- 0 RTS 44 [253e 9 4 0]
-—— 0 CTS 38 [2404 4 0 0]
--- 0 CTS 38 [2404 4 0 0]
-—— 1879 tcp 1112 [13a 9 4 800]
--= 1879 tcp 1060 [13a 9 4 800]

0s 49.983137715 _9_ MAC --- 0 ACK 38 [0 4 0 0]

r 49.983442101 _4_ MAC
s 49.983631715 _9_ MAC
r 49.983984252 _8_ MAC
s 49.983994252 _8_ MAC
r 49.984298790 _9_ MAC
§ 49.984308790 _9_ MAC
r 49.993205327 _8_ MAC
s 49.993215327 _8_ MAC
r 49.993519865 _9_ MAC
s 49.993719679 _5_ MAC
r49.994072212 _1_ MAC
s 49.994082212 _1_ MAC
r 49.994386746 _5_ MAC
s 49.994396746 _5_ MAC

--— 0ACK 38 [0400]

——— 0 RTS 44 [253e 8 9 0]

--- 0 RTS 44 [253e 8 9 0]

-—— 0 CTS 38 [2404 90 0]

--- 0 CTS 38 [2404 9 0 0]

-—— 1879 tcp 1112 [13a 8 9 800]
--= 1879 tcp 1060 [13a 8 9 800]
-—— 0 ACK 38 [0900]

--— 0ACK 38 [0900]

——— 0 RTS 44 [253e 1 5 0]

--- 0 RTS 44 [253e 1 5 0]

-—— 0 CTS 38 [2404 50 0]

0 CTS 38 [2404 5 0 0]
-——1875tcp 1112 [13a 1 5800]

M 50.00000 0 (323.00, 428.00, 0.00), (125.00, 20.00), 15.00
M 50.00000 8 (289.00, 176.00, 0.00), (220.00, 48.00), 201.00

s 50.000000000 _6_ AGT
D 50.000000000 _0_ IFQ
D 50.000000000 _0_ IFQ
D 50.000000000 _2_ IFQ
D 50.000000000 _3_ IFQ
D 50.000000000 _4_IFQ
D 50.000000000 _5_ IFQ
D 50.000000000 _5_IFQ
D 50.000000000 _5_ IFQ
D 50.000000000 _8_ IFQ

1883 tcp 40 [0 0 0 0]
END 1237 tcp 60 [13a 0 0 800]

[4:1 5:0 32 0] [5
[4:15:0320] [6

[5:0 4:1314] [30] 10
[5:04:1314]1[30]20

[5:0 4:1 31 4] [30]
0] 0
0] 0

20
0
0

[4:1 5:0 31 8] [40]
[4:1 5:0 31 8] [4 0]

10
20

END 45 tcp 60 [0 0 0 800] ———--— [0:0 1:0 32 1] [0 0]

END 898 tcp 60 [0 0 2 800] ————-~- [2:13:0323][00]00

END 813 tcp 60 [0 0 3 800] ————-~- [3:14:0327][00]00

END 1882 tcp 1060 [0 9 4 800] —————— [4:15:0329] [60]00
END 1876 tcp 1060 [0 1 5800] ———--- [5:16:0321][60]00
END 1877 ack 60 [13a 3 5800] ———--- [4:0 3:1303] [1590] 20
END 1878 ack 60 [13a 3 5 800] —————- [4:03:1303] [15690]20
END 1498 ack 60 [13a 8 8 800] ————--— [2:01:131 1] [00] 10
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r 0.376988667 _0_ MAC --- 2 message 32 [0

s 0.197427145 _0_ MAC --- 0 message 84 [0 ffffffff 0 800]

[0:255 —1:255 32 0]

r 0.198099293 _19_ MAC --- 0 message 32 [0 ffffffff 0 800] ———--—- [0:255 -1:255 32 0]

r 0.198099365 _13_ MAC --- 0 message 32 [0 ffffffff 0 800] ———-——~ [0:255 —1:255 32 0]

r 0.198099680 _10_ MAC --- 0 message 32 [0 ffffffff 0 800] ———--—- [0:255 -1:255 32 0]
r0.198099744 _6_ MAC --- 0 message 32 [0 ffffffff 0 800] ——————~ [0:255 -1:255 32 0]

r 0.198099847 _1_MAC --- 0 message 32 [0 ffffffff 0 800] —————-- [0:255 —-1:255 32 0]

r 0.198099923 _14_ MAC --- 0 message 32 [0 ffffffff 0 800] ————-——~ [0:255 -1:255 32 0]

r 0.198099952 _11_MAC --- 0 message 32 [0 ffffffff 0 800] ———-——- [0:255 -1:255 32 0]
r0.198099972 _5_ MAC --- 0 message 32 [0 ffffffff 0 800] ——————~ [0:255 -1:255 32 0]

r 0.198099976 _3_ MAC --- 0 message 32 [0 ffffffff 0 800] —————-- [0:255 —-1:255 32 0]

s 0.219395970 _17_MAC --- 1 message 84 [0 ffffffff 11 800] ——————— [17:255 —1:255 32 0]
r 0.220068124 _2_ MAC --- 1 message 32 [0 ffffffff 11 800] ———-——- [17:255 -1:255 32 0]
r0.220068191 _4_ MAC --- 1 message 32 [0 ffffffff 11 800] ———-——~ [17:255 —1:255 32 0]
r 0.220068316 _7_MAC --- 1 message 32 [0 ffffffff 11 800] ———-——- [17:255 -1:255 32 0]
r 0.220068367 _9_ MAC --- 1 message 32 [0 ffffffff 11 800] ———-——~ [17:255 —1:255 32 0]
r 0.220068503 _11_MAC --- 1 message 32 [0 ffffffff 11 800] ————--- [17:255 -1:255 32
r0.220068751 _8_ MAC --- 1 message 32 [0 ffffffff 11 800] ———-——~

s 0.376316519 _19_ MAC --- 2 message 84 [0 ffffffff 13 800

————— 01:03 00
777777 0:0 1:0 32 3] [3930] 00
—————— 0:0 1:0 32 3] [394 0] 00

D 50.000000000 _0_ IFQ END 1422 tcp 1060 [0 3 0 800] ———-—— [0:0 1:0 32 3] [395 0] 0 0

D 50.000000000 _0_ IFQ END 1444 tcp 1060 [0 3 0 800] —————— [0:0 1:0 32 3] [396 0] 0 0

D 50.000000000 _0_ IFQ END 1448 tcp 1060 [0 3 0 800] ———-—— [0:0 1:0 32 3] [397 0] 0 0

D 50.000000000 _0_ IFQ END 144 tcp 60 [0 0 0 800] —————— [0:01:032 1] [0 0] 00

D 50.000000000 _2_ IFQ END 1431 tcp 1060 [0 5 2 800] ———-—— [2:13:0325] [40]00

D 50.000000000 _2_ IFQ END 188 tcp 60 [0 0 2 800] —————— [2:13:0323] [00]00

D 50.000000000 _3_ IFQ END 497 tcp 60 [0 0 3 800] ————-- [3:14:032 111 [00] 00

D 50.000000000 _4_ IFQ END 1441 tcp 1060 [0 d 4 800] —————— [4:15:032 13] [180] 00

D 50.000000000 _5_ IFQ END 1424 tcp 1060 [0 6 5 800] ———-—— [5:16:0326] [1750] 00

D 50.000000000 _5_ IFQ END 1427 ack 60 [0 2 5 800] ——-—-— [5:0 41132 2] [14 0] 00

D 50.000000000 _5_ IFQ END 1438 tcp 1060 [0 6 5 800] ———-—— [5:16:0326] [176 0] 00

D 50.000000000 _5_ IFQ END 1440 tcp 1060 [0 6 5 800] ~———-— [5:116:0326] [177 0100

D 50.000000000 _5_ IFQ END 1445 ack 60 [0 2 5 800] —————- [5:0 4113221 [150] 00

D 50.000000000 _5_ IFQ END 1446 ack 60 [0 2 5 800] ~—-—-— [5:0 4:1132 2] [16 0] 0 0

D 50.000000000 _5_ IFQ END 1447 tcp 1060 [0 6 5 800] ~————— [5:16:0326] [178 0] 00

D 50.000000000 _6_ IFQ END 1399 ack 60 [13a 0 6 800] —————-— [1:0 0:0 31 0] [378 0] 10

D 50.000000000 _6_ IFQ END 1402 ack 60 [0 5 6 800] ~—-—-— [6:0 5:132 5] [160 0] 0 0

D 50.000000000 _6_ IFQ END 1404 ack 60 [0 5 6 800] —————- [6:05:1 32 5] [1610] 00

D 50.000000000 _6_ IFQ END 1408 ack 60 [0 5 6 800] ~—-—-— [6:05:132 5] [162 0] 0 0

D 50.000000000 _6_ IFQ END 1412 ack 60 [0 5 6 800] ~——-—- [6:05:1325] [1630] 00

D 50.000000000 _6_ IFQ END 1414 ack 60 [0 5 6 800] ~—-—-— [6:0 5:132 5] [164 0] 0 0

D 50.000000000 _6_ IFQ END 1416 ack 60 [0 5 6 800] ~——-—- [6:0 5:1 32 5] [1650] 00

D 50.000000000 _6_ IFQ END 1406 ack 60 [13a 0 6 800] ———-—- [1:0 0:0 31 0] [3790] 1 0

D 50.000000000 _6_ IFQ END 1420 ack 60 [0 5 6 800] ~——-—- [6:0 5:1 32 5] [166 0] 0 0

D 50.000000000 _6_ IFQ END 1409 ack 60 [13a 0 6 800] ———-—- [1:0 0:0 31 0] [380 0] 10

D 50.000000000 _6_ IFQ END 1425 ack 60 [0 5 6 800] ———-—- [6:0 5:1 32 5] [167 0] 00

D 50.000000000 _6_ IFQ END 1418 ack 60 [13a 0 6 800] ———-—- [1:0 0:0 31 0] [381 0] 10

D 50.000000000 _6_ IFQ END 1428 ack 60 [13a 0 6 800] —————-— [1:0 0:031 0] [3820] 10

D 50.000000000 _6_ IFQ END 1430 ack 60 [0 5 6 800] ~—-—-— [6:0 5:1325] [168 0] 0 0

D 50.000000000 _6_ IFQ END 1435 ack 60 [0 5 6 800] ~——-—- [6:0 5:1 32 5] [169 0] 00

D 50.000000000 _6_ IFQ END 1436 ack 60 [0 5 6 800] ~—-—-— [6:05:132 5] [170 0] 0 0

D 50.000000000 _6_ IFQ END 1429 ack 60 [13a 0 6 800] —————- [1:0 0:0 31 0] [3830] 10

D 50.000000000 _6_ IFQ END 1437 ack 60 [13a 0 6 800] ———-—~- [1:0 0:0 31 0] [384 0] 10

D 50.000000000 _6_ IFQ END 1439 ack 60 [0 5 6 800] ~——-—- [6:05:1325] [1710] 00

D 50.000000000 _6_ IFQ END 1442 ack 60 [0 5 6 800] ~—-—-— [6:05:1325] [172 0] 00

D 50.000000000 _6_ IFQ END 1443 ack 60 [0 5 6 800] ———-—- [6:05:1325] [1730] 00

D 50.000000000 _6_ IFQ END 1449 tcp 60 [0 0 6 800] ——-——— [6:17:032 10] [0 0] 00

D 50.000000000 _11_ IFQ END 668 tcp 60 [13a b b 800] —————- [1:12:0312] [00] 10
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s 0.029821547 _15_ MAC —--- 0 message 84 [0 ffffffff f 800] ——————— [15:255 -1:255 32 0]
r 0.030493702 _5_ MAC --- 0 message 32 [0 ffffffff f 800] ——————- [15:255 -1:255 32 0]
r 0.030493718 _22_ MAC —-—- 0 message 32 [0 ffffffff f 800] ——————- [15:255 —1:255 32 0]
r 0.030493804 _20_ MAC --- 0 message 32 [0 ffffffff f 800] ———-——- [15:255 —=1:255 32 0]
r 0.030493987 _21_ MAC —-—-- 0 message 32 [0 ffffffff f 800] ——————- [15:255 —1:255 32 0]
r 0.030494245 _19_ MAC --- 0 message 32 [0 ffffffff f 800] ———-——- [15:255 —=1:255 32 0]
r 0.030494268 _3_ MAC --- 0 message 32 [0 ffffffff f 800] ——————-— [15:255 —-1:255 32 0]
s 0.062259317 _27_ MAC --- 1 message 84 [0 ffffffff 1b 800] ——-—--- [27:255 -1:255 32 0]
r 0.062931478 _28_ MAC —--- 1 message 32 [0 ffffffff 1b 800] ——————-— [27:255 -1:255 32 0]
r 0.062931588 _9_ MAC --- 1 message 32 [0 ffffffff 1b 800] —————--~ [27:255 —-1:255 32 0]
r 0.062931613 _8_ MAC --- 1 message 32 [0 ffffffff 1b 800] ——————-— [27:255 —1:255 32 0]
r 0.062931718 _24_ MAC --- 1 message 32 [0 ffffffff 1b 800] —————-—~ [27:255 -1:255 32 0]
r 0.062931773 _11_MAC —--- 1 message 32 [0 ffffffff 1b 800] ——————-— [27:255 -1:255 32 0]
r 0.062931845 _12_ MAC --- 1 message 32 [0 ffffffff 1b 800] ————-—- [27:255 -1:255 32 0]
1 0.062931857 _7_MAC --- 1 message 32 [0 ffffffff 1b 800] ——————— [27:255 —1:255 32 0]
r 0.062931928 _17_ MAC --- 1 message 32 [0 ffffffff 1b 800] ————-—- [27:255 -1:255 32 0]
1 0.062931966 _10_ MAC ——-- 1 message 32 [0 ffffffff 1b 800] ——————-—
r 0.062931967 _4_ MAC --- 1 message 32 [0 ffffffff 1b 800]
r 0.062931974 _14_ MAC --- 1 message 32
---[4:15:03220] [290] 00
***** [4:15:03220] [300]00
[065800] ———-- [5:16:0326] [1110]00
D 50.000000000 _5_IFQ END 2456 tcp 1060 [0 6 5 800] ————~ [5:16:0326] [1120]00
D 50.000000000 _5_IFQ END 2462 tcp 1060 [0 6 5 800] ————~- [5:16:0326] [1130]00
D 50.000000000 _5_ IFQ END 2436 tcp 1060 [13a 3 5800] ——————— [2:13:0 31 3] [181 0]
1 0D 50.000000000 _5_IFQ END 2465 tcp 1060 [0 6 5800] ——-- [5:1 6:0 32 6] [1140]00
D 50.000000000 _5_IFQ END 2467 tcp 1060 [0 6 5 800] —————— [5:16:0326] [1150]00
D 50.000000000 _5_ IFQ END 2470 tcp 1060 [0 6 5800] ————-- [5:16:0326] [1160]00
D 50.000000000 _5_IFQ END 2476 tcp 1060 [0 6 5 800] —————— [5:16:0326] [1170]00
D 50.000000000 _5_IFQ END 2440 tcp 1060 [13a 3 5800] ———-- [2:13:0313][1820]10
D 50.000000000 _5_IFQ END 2480 tcp 1060 [0 6 5 800] —————— [5:16:0326] [1180]00
D 50.000000000 _5_ IFQ END 2483 tcp 1060 [0 6 5 800] ————-- [5:16:0326] [1190]00
D 50.000000000 _5_ IFQ END 2484 tcp 1060 [0 6 5 800] ——————~— [5:1 6:0 32 6] [120 0] 0
0D 50.000000000 _5_ IFQ END 2489 tcp 1060 [0 6 5 800] ———-~- [5:16:0326] [1210]00
D 50.000000000 _5_IFQ END 2446 tcp 1060 [13a 3 5800] ————- [2:13:0313][1830]10
D 50.000000000 _5_ IFQ END 2449 tcp 1060 [13a 3 5800] ———-- [2:13:0313][1840]10
D 50.000000000 _5_ IFQ END 2499 tcp 1060 [0 6 5 800] ————-- [5:16:0326] [1220]00
D 50.000000000 _5_IFQ END 2501 tcp 1060 [0 6 5 800] —————— [5:16:0326] [1230]00
D 50.000000000 _5_IFQ END 2472 tcp 1060 [13a 3 5800] ———-- [2:13:0313][1850]10
D 50.000000000 _5_IFQ END 2485 tcp 1060 [13a 3 5 800] ————~- [2:13:0313][1860] 10
D 50.000000000 _5_ IFQ END 2486 tcp 1060 [13a 3 5800] ———-- [2:13:0313][1870]10
D 50.000000000 _5_ IFQ END 2493 tcp 1060 [13a 3 5800] ————~- [2:13:0313][1880] 10
D 50.000000000 _5_IFQ END 2509 tcp 1060 [0 6 5 800] ————~- [5:16:0326] [1240]00
D 50.000000000 _5_IFQ END 2505 tcp 1060 [13a 3 5 800] ————- [2:13:0313][1890] 10
D 50.000000000 _5_IFQ END 2513 tcp 1060 [0 6 5 800] ————~- [5:16:0326] [1250]00
D 50.000000000 _5_IFQ END 2506 tcp 1060 [13a 3 5 800] ————- [2:13:031 3] [1900] 10
D 50.000000000 _5_IFQ END 2517 tcp 1060 [0 6 5 800] ————~- [5:16:0326] [1260]00
D 50.000000000 _5_IFQ END 2511 tcp 1060 [13a 3 5 800] ————- [2:13:031 3] [1910]10
D 50.000000000 _5_IFQ END 2514 tcp 1060 [13a 3 5800] ———-- [2:13:0313][1920] 10
D 50.000000000 _5_IFQ END 2515 tcp 1060 [13a 3 5 800] ————~- [2:13:0313][1930] 10
D 50.000000000 _5_IFQ END 2525 tcp 1060 [0 6 5 800] ————~- [5:16:0326] [1270]00
D 50.000000000 _5_IFQ END 2529 tcp 1060 [0 6 5 800] ————~ [5:16:0326] [1280]00
D 50.000000000 _5_ IFQ END 2532 tcp 1060 [0 6 5 800] ————~- [5:16:0326] [1290]00
D 50.000000000 _5_IFQ END 2519 tcp 1060 [13a 3 5 800] ————- [2:13:031 3] [1940] 10
D 50.000000000 _5_IFQ END 2419 ack 60 [13a 55 800] ———-- [2:0 1:1 31 16] [70] 10
D 50.000000000 _11_IFQ END 700 tcp 60 [13a b b 800] ———-~ [1:12:0312][00]10
D 50.000000000 _16_IFQ END 0 ARP 28 [0 5 10 806] ————-—~ [REPLY 16/16 5/5]
D 50.000000000 _16_ IFQ END 0 ARP 28 [0 510 806] ——————— [REPLY 16/16 5/5]
D 50.000000000 _23_ IFQ END 2246 tcp 1060 [13a 1 17 800] === [0:0 1:0 31 1] [690 0] 1 0
D 50.000000000 _23_ IFQ END 2259 tcp 1060 [13a 1 17 800] ——- [0:0 1:0 31 1] [692 0] 10
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s 0.029170082 _5_ MAC --- 0 message 84 [0 ffffffff 5 800] ——————— [5:255 —1:255 32 0]
r 0.029842177 _22_ MAC --- 0 message 32 [0 ffffffff 5 800] ———--—- [5:255 -1:255 32 0]
r 0.029842226 _20_ MAC ——-- 0 message 32 [0 ffffffff 5 800] ——————- [5:255 —=1:255 32 0]
r 0.029842236 _15_ MAC --- 0 message 32 [0 ffffffff 5 800] ———--—- [5:255 -1:255 32 0]
r 0.029842464 _32_ MAC ——-- 0 message 32 [0 ffffffff 5 800] ——————- [5:255 —=1:255 32 0]
r 0.029842626 _21_ MAC --- 0 message 32 [0 ffffffff 5 800] ———--—- [5:255 -1:255 32 0]
r 0.029842648 _33_ MAC ——-- 0 message 32 [0 ffffffff 5 800] ——————- [5:255 —1:255 32 0]
r 0.029842655 _3_ MAC --- 0 message 32 [0 ffffffff 5 800] ——————~— [5:255 -1:255 32 0]
r 0.029842775 _19_ MAC —-- 0 message 32 [0 ffffffff 5 800] ——————- [5:255 —=1:255 32 0]
r 0.029842898 _13_ MAC --- 0 message 32 [0 ffffffff 5 800] ———--—- [5:255 -1:255 32 0]
r 0.029842909 _0_ MAC --- 0 message 32 [0 ffffffff 5 800] ——————-— [5:255 -1:255 32 0]
s 0.063645768 _17_ MAC --- 1 message 84 [0 ffffffff 11 800] ——————- [17:255 -1:255 32 0]
r 0.064317922 _2_ MAC --- 1 message 32 [0 ffffffff 11 800] ——————- [17:255 —1:255 32 0]
r 0.064317989 _4_ MAC --- 1 message 32 [0 ffffffff 11 800] ———-——- [17:255 -1:255 32 0]
r 0.064318066 _39_ MAC —--- 1 message 32 [0 ffffffff 11 800] ————-—— [17:255 —1:255 32 0]
r 0.064318114 _7_MAC --- 1 message 32 [0 ffffffff 11 800] ———-——- [17:255 -1:255 32 0]
r 0.064318165 _9_ MAC --- 1 message 32 [0 ffffffff 11 800] ——————-
r 0.064318200 _24_ MAC --- 1 message 32 [0 ffffffff
r 0.064318298 _28_ MAC --- 1 message 32

[0 6 5800] ———-—- [5:16:0326] [850]00
D 50.000000000 _5_IFQ END 1723 tcp 1060 [13a 2 5 800] ————-~- [1:12:0312] [210] 10
D 50.000000000 _5_ IFQ END 1728 tcp 1060 [0 6 5 800] ————-- [5:16:0326][860]00
D 50.000000000 _5_IFQ END 1733 ack 60 [0 2 5800] ~————~ [5:0 4:1322] [1880] 00
D 50.000000000 _5_IFQ END 1724 tcp 1060 [13a 2 5800] ———--- [1:12:0312] [220] 10
D 50.000000000 _5_IFQ END 1736 tcp 1060 [0 6 5 800] —————— [5:16:0326] [870]00
D 50.000000000 _5_IFQ END 1725 tcp 1060 [13a 2 5800] ———--- [1:12:0312] [230]10
D 50.000000000 _5_IFQ END 1738 tcp 1060 [0 6 5 800] —————— [5:16:0326][880]00
D 50.000000000 _5_IFQ END 1747 ack 60 [0 2 5800] ————-- [5:0 4:1322] [1890] 00
D 50.000000000 _5_IFQ END 1730 tcp 1060 [13a 2 5 800] ————-- [1:12:031 2] [240] 10
D 50.000000000 _5_ IFQ END 1748 tcp 1060 [0 6 5 800] ————-- [5:16:0326] [900] 00
D 50.000000000 _5_IFQ END 1749 ack 60 [0 2 5800] ~————~ [5:0 4:1322] [1900] 00
D 50.000000000 _5_ IFQ END 1750 tcp 1060 [0 6 5 800] ————-- [5:16:0326] [910]00
D 50.000000000 _5_IFQ END 1731 tcp 1060 [13a 2 5 800] ————-- [1:12:0312] [250] 10
D 50.000000000 _5_IFQ END 1753 ack 60 [0 2 5800] ———--- [5:0 4:1322] [1910]00
D 50.000000000 _5_IFQ END 1754 ack 60 [13a 2 5800] ———--- [3:02:1312] [2870] 10
D 50.000000000 _5_IFQ END 1758 ack 60 [13a 2 5800] ————-~ [3:0 2:131 2] [2880] 10
D 50.000000000 _5_IFQ END 1761 ack 60 [0 2 5800] ———--- [5:0 4:1322] [1920]00
D 50.000000000 _5_IFQ END 1767 tcp 1060 [0 6 5 800] —————— [5:16:0326][930]00
D 50.000000000 _5_IFQ END 1764 tcp 1060 [13a 3 5800] ———-- [2:13:0313][2800]10
D 50.000000000 _5_ IFQ END 1765 tcp 1060 [13a 3 5 800] ———--— [2:1 3:0 31 3] [281 0] 1
0D 50.000000000 _5_IFQ END 1769 tcp 1060 [0 6 5 800] ———-—~- [5:16:0326][940]00
D 50.000000000 _5_IFQ END 1771 ack 60 [0 2 5800] ~—————~ [5:0 4:1322] [1940]00
D 50.000000000 _5_IFQ END 1777 ack 60 [13a 2 5800] ———--- [3:02:1312] [2900] 10
D 50.000000000 _5_IFQ END 1778 tcp 1060 [0 6 5 800] ——————~ [5:16:0326] [960] 00
D 50.000000000 _5_IFQ END 1779 tcp 1060 [13a 3 5800] ———-- [2:13:0313][2820]10
D 50.000000000 _5_IFQ END 1782 ack 60 [13a 2 5800] ————-~ [3:02:1312] [2910] 10
D 50.000000000 _5_IFQ END 1781 tcp 1060 [13a 2 5800] ———--- [1:12:0312] [260] 10
D 50.000000000 _5_IFQ END 1785 tcp 1060 [0 6 5 800] ——————~— [5:16:0326] [970]00
D 50.000000000 _5_IFQ END 1780 tcp 1060 [13a 3 5800] ———-- [2:13:0313][2830]10
D 50.000000000 _5_IFQ END 1788 tcp 1060 [0 6 5 800] —————— [5:16:0326][980]00
D 50.000000000 _5_IFQ END 1787 ack 60 [13a 2 5800] ———--- [3:02:1312] [2920] 10
D 50.000000000 _5_IFQ END 1791 tcp 1060 [0 6 5 800] ——————~— [5:16:0326][990] 00
D 50.000000000 _5_IFQ END 1794 ack 60 [0 2 5 800] ——==--~ [5:0 4:1322] [1970] 00
D 50.000000000 _6_IFQ END 1796 tcp 60 [0 0 6 800] ——————~ [6:17:03210] [00] 00
D 50.000000000 _11_IFQ END 367 tcp 60 [13a b b 800] —==---~ [1:12:0312][00]10
D 50.000000000 _28_ IFQ END 365 tcp 60 [13a 1c 1c 800] ——————~ [2:13:0 31 3] [00] 1
0D 50.000000000 _30_ IFQ END 979 ack 60 [13a 1e 1e 800] ———-- [4:03:1313][00]10
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1. tel L9 F4(node 1091 %)
HEHR R R R R R R R R R R R R R R R R R R

# Copyright (c) 2005 Artificial Intelligece Lab. of Chosun University. #
# All rights reserved. #
=~
# Define options / 10 mobilenodes
=~
set opt(chan) Channel/WirelessChannel ;# channel type

set opt(prop) Propagation/TwoRayGround ;# radio—propagation model
set opt(netif) Phy/WirelessPhy ;# network interface type

set opt(mac) Mac/802_11 ;# MAC type

set opt(ifq) Queue/DropTail/PriQueue ;# interface queue type

set opt(1l) LL ;# link layer type

set opt(ant) Antenna/OmniAntenna ;# antenna model

set opt(ifglen) 50 ;# max packet in ifg

set opt(adhocRouting) DSDV ;# routing protocol

set opt(x) 600 ;# x coordinate of topology

set opt(y) 600 ;# y coordinate of topology

set opt(seed) 0.0 ;# seed for random number gen.
set opt(stop) 50 ;# time to stop simulation

set opt(ftp—start) 20.0 ;# ftp 1 traffic start time

set opt(nn) 10;# number of mobilenodes

# create simulator instance
set ns_ [new Simulator]

# $ns_ use-newtrace

set tracefd [open nolO.tr w]

set namtrace [open nolO.nam w]

$ns_ trace-all $tracefd

$ns_ namtrace-all-wireless $namtrace $opt(x) $opt(y)

# Create topography object
set topo [new Topography]
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# define topology (
$topo load_flatgrid $opt(x) $opt(y)

# create God
create-god [expr $opt(nn)]

# create channel(
set chanl [new $opt(chan)]

Phy/WirelessPhy

set CPThresh_ 10.0 ;# capture effect thresh

Phy/WirelessPhy set CSThresh_ 1.559-11 # carrier sense :
Phy/WirelessPhy set RXThresh_ 3.652e-10 ;# Recelver sensitivity

dBm

Phy/WirelessPhy set Pt_ 0.28183815 ;# Tx power 24.5 dBm

Phy/WirelessPhy set freq_ 2450e+6 # 2.45GHz
Phy/WirelessPhy set L_ 1.0

# configure for mobile node

$ns_ node-config —adhocRouting $opt(adhocRouting) \
~IIType Sopt) \
-macType $opt(mac) \
-ifqType $optlifq) \
-ifqgLen $opt(ifglen) \
—antType $opt(ant) \
-propType $opt(prop) \
-phyType $opt(netif) \
—-channel $chanl \
—topolnstance $topo\
—agentTrace ON \
-routerTrace OFF \
-macTrace ON \
-movementTrace OFF \
-wiredRouting OFF \

#create node

for {set i 0} {$i < Fopt(nn)} {incr i} {
set node_([expr $il) [$ns_ nodel]
$node_([expr $i]) random-motion 0
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set rng_x [new RNG]
set rng_y [new RNG]
$rng_x seed 7
$rng_y seed 200

for {set i 0} {$i < $opt(nn)} {incr i} {
$node_($i) set X_ [$rng_x integer $opt(x)]
$node_($i) set Y_ [$rng_y integer $opt(y)]
$node_($i) set Z_ 0.0
$node_($i) namattach $namtrace ;# enable namtrace
$ns_ initial_node_pos $node_($i) 10 ;#node size in nam
# print the position.
puts "x($i)=[$node_($i) set X_]1”
puts "y ($i)=[$node_($i) set Y_]”

}

# Node_(1) starts to move towards node_(0) at 15m/s
$ns_ at 50.0 "$node_(0) setdest 125.0 20.0 15.0”

$ns_ at 10.0 "$node_(1) setdest 20.0 218.0 31.0”

$ns_ at 10.0 "$node_(2) setdest 320.0 18.0 71.0”

$ns_ at 10.0 "$node_(3) setdest 150.0 318.0 101.0”
$ns_ at 30.0 "$node_(5) setdest 180.0 218.0 121.0”
$ns_ at 50.0 "$node_(8) setdest 220.0 48.0 201.0”
$ns_ at 80.0 "$node_(9) setdest 320.0 158.0 211.0”

HiHHHH# setup traffics #####H##IH#H1H

for {set i 0} {$i < [expr $opt(nn) - 11} {incr i} {
set tep_($i) [new Agent/TCP]
$Step_($i) set class_ 2
set sink_($1) [new Agent/TCPSink]
$ns_ attach-agent $node_($i) Step_($i)
$ns_ attach-agent $node_([expr $i + 1]) $sink_($i)
$ns_ connect $tep_($i) P$sink_($i)
set ftp_($i) [new Application/FTP]
$ftp_($1) attach—agent $tep_($i)
$ns_ at [expr Popt(ftp-start) + $ix5] "$ftp_($i) start”
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# Tell all nodes when the simulation ends
for {set i 0 } {$i < $opt(nn) } {incr i} {
$ns_ at $opt(stop).0 "$node_($i) reset”;

}

$ns_ at Sopt(stop).0002 "puts \"NS EXITING...\” ; $ns_ halt”
$ns_ at Sopt(stop).0001 "stop”

proc stop {} {

global ns_ tracefd namtrace

$ns_ flush-trace

close $tracefd

close $namtrace

}

puts ”"Starting Simulation...”
puts "$Sopt(nn) nodes are created”
$ns_ run
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