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ABSTRACT

Implementation of an Efficient Malicious Code Detection System

based on the Conceptual Similarity

Kim, Sung-Suk
Advisor : Prof. Kim, Pan-Koo, Ph.D
Department of Computer Science

Graduate School of Chosun University

Nowadays, a lot of techniques have been applied for the detection of malicious
behavior. However, the current techniques taken into practice are facing with the
challenge of much variations of the original malicious behavior, and it is impossible
to respond the new forms of behavior appropriately and timely. There are also
some limitations can not be solved, such as the error affirmation (positive false)
and mistaken obliquity (negative false). With the questions above, we suggest a
new method here to improve the current situation. To detect the malicious code,
we put forward dealing with the basic source code units through the conceptual
graph. Basically, we use conceptual graph to define malicious behavior, and then
we are able to compare the similarity relations of the malicious behavior by
testing the formalized values which generated by the predefined graphs in the
code. In this paper, we show how to make a conceptual graph and propose an
efficient method for similarity measure to discern the malicious behavior. As a

result of our experiment, we can get more efficient detection rate.
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connect_concepts(concepty, s», CONTAINS)
(else statement .s3)?
connect_concepts(concepts, s3, CONTAINS)
end if

<E 9> IF 722 o

If Number < 100 Then
Digits = 1
End If
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T T2 2 =2A ANG Ad 2=

o 24 7] HEA IF FEo] ‘Parameter, ‘Condition’,



‘Contain’ 59 #A 9} AA= 9L

SN
Statement : [ ]:Concept
Conditional — > I Arc

> :Relation

‘ Then ‘ ‘
‘ Compare OP : < ‘

et e

‘ Variable : Number ‘ ‘ String : 100 ‘

\ Variable : Digits

‘ String : 1 ‘
(28 4) IF 29 /H4E Oz ®

1

S
[l



As AAska, 2 AA] dEd WA= SFHoE2A oY, oY A= F3} d

A8 AES AAE W A4 9

R

e Scripting.FileSystemObject
o WScript.Shell

o WScript.Network

e Qutlook.Application

o] Z oA ‘Outlook.Application’& Outlooko] A X ¥ A|2®owt &A1 }A 2
A5 L WSH(Windows Script Host)7} A X Ho] = Alxgd 4 EAct, g%
Aol oA FE=29l ‘Love Letter?] 54L& Y% $= Registry &%, E-maild £3 =&

BAE AASe] o2 d adZE EAW ¥ Ax9 486 Waw A dHow
WMBHT. <E 10> oy == AEL FEHoE 27 Axg Edd A/EAE
FAHE by IEES HGF Aolth o] 4F =S g FEse] oby ;e dud
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AZS BEF37] 9 94 P9 #dd9 2~ 325 EZ G2 BFsE Aot}
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E 10> ‘A7|EH 4 mE oA

On Error Resume Next
AN FAE | Set Obj A = Createobject( “scriplingfilesystemobject”)

Sample 1 | Obj_A.copyfile wscript.scriptfiilinamne,
Obj_A. GetSpeciallolder(0/& —“\xxx.jpg.vbs”

. “ . "
main = “c\www.symantec.com.vbs

Set maincopy = CreateObject( “Scripting FileSystermObject”)

maincopy. CopyvFile WScript.ScriptFul//Name, main

Set fso = CreateObject! "Scripting FileSyvsternObject”)
Set dirwin = fso.GetSpecialFolder(0)

Set dirsystem = fso.GerSpecialFolder(l)

ol A= | Set dirtemp = fso.GetSpecialFolder(2)

Sample 3 | Set ¢ = fso.GetFile( WScript Scriptlul/Name)

c.Copy (dirsystem&"\MSKernel32.vbs")
c.Copy(dirwin&”"\Win32DLL.vbs")
c.Copy(dirsystem&"\Very Funny.vbs")

VBScript 222 ZE=E /d 29Xz 5857 dAAAE YA 2= WA da &

v

Aol AFHE BWA 228 FF57] 98 34 Ao ot ols fa B =R

Ol

o

AAE (17 B)S o] AEAOE VBScript® el By 4k

Ll

]_

rr
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2

FE

T2ae AFse] &

o
ol
25
2
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=
= FEe B

Source Perseactions | ParseTree |
Aoeiom [Lima| col]|peszers [Par=s valns [Tabls ndex =
@ comnent nead 1| 1|iinm Vbe.ShakiraPics Craated Ey TGK
@ Token Read 3 2 Newline {CR}{LF} Symbol 60
) Token Read z 1 on on Symbol 65
@ rcauca 2| 1[1: s i mewiina (CATILE) ute 1
@ Token Read z 4 Error Brror Symbol 33
@ Token Read z 10 Resume Resvme Symbol 74
) Token Read - 17 Next Next Symbol €1
@) Token Read z 21 Wewline {CR}{LF} Symbol 60
[y P ol i i e T |t e e rute 7s
@ Toxen Read 5 T {cRyiLE) Syanel 60
) Token Read 4 et Symbol 75
nea 4 {CR}(LF) Ruls 1
¥ reauce 4 {CR}ILF} 83 Pule O
Rea 4 5z #a Fuls 61
@) Tonen Read 4 om3_n Symbol 43
Taken Read 4 = Symbol 18
Sroa 4| 11 #5: <QualifiedIDr ::= Id o3 Fule 55
) Taken nead a| 13 1 | Createcniser Symbol 43
) Token Read a| 25 ¢t ¢ Symbol &
Rea 4| 28 #7: <Qualifiedlb> ::= ID Createckbiact Ruls 55
) Token Read 4| ze& stringliteral | "saripting. filesystemobiecc Symbol 78
) Taken Read +| 54 ) Symbol 7
Iu a 4| 54 #8: <ComstExprr ::= Stringliceral "soripting. filesystemcbisct” Rule lg1 _'j
1 r

Token Read

ID: Obj_& Test
(12 5) VBScript TtM ===z 12



FE2d oW 82w AYsd = FE gk Ad A2 st Jld 2=
2 Fddd.

VBScript®2 7% 94 Z=7t o d9E Fdsr] HEiAE WA AAE A
a2 AA g3 WA=EE &Y. Aty JNd a2dgE 3 d 4ES o835k A9
H m=o ek Ade BAZS AATY VBScriptel Al tEY WA= &3 oA g

AE AR oE 4o JAE FRAOR RAstel Ay adzZE Fddn

<E 11> 4N mE9 YEXM EZ E57

Statements Method Arguments
Set, Obj_A, Createobject, ObjA.copyfile, wscript.scriptfullname,
scripting.filesystemobject Obj_A.GetSpecialFolder(0), \x.jpg.vbs
Set, maincp, Createobject, maincp, WScript.ScriptFullName,
scripting.filesystemobject main, ¢:\www.symantec.com.vbs
Set, fso, Createobject, fso.GetFile, WScript.ScriptFullName,
scripting.filesystemobject c.copy, dirsystem, \MSKernel32.vbs

(Ld 6)& 7] BAE Fdcts A 227t ALY 225 22 Al2do] EAst

= EZEAAE Y adzZE B2 @ e oy A9E FAs7 A A¥a
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On Error Resume Next 'o AN
Py s | Variable : Var_name [}
"O - I Y B
» M) [] hd
¢ s ’
K4 Statement : Set '. ’
: b Coonans
: . ;o
[ ] [
.. i
. .
A : : ', Operator : Dot(.) Arguments
] a1 © H
A Assign : * H :
1] \‘
%% CContain >
o CContain >
Y [}
[y L]
Ccontain > %}
. ] .
L] . A String :
* " MethodRicopyRlS Wscript.ScriptFullName
Functi EAN
: unction : LT
: 1]
Variable : Var_name CreateObject ‘. .,“
Meeemmcmaceaa, H H
" \ :
P Coomain D \
[ \‘
; .
’ A\ )
! Argument : H
' Scripting.FileSystemObject ]
1]
.

Procedure :
Local Directory Copy

Statement :

A
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Nd fA=(conceptual similarity) .S, :

20 (G.) )

%= G+ (G
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(wi(c))7hd & (concept type)el Aol Fomol dte] Foj¥ 7hFAolx, $Y
3 A Fae nAg Aot (w.(c))e FEd A (referent) ] 7FEXE Mol o A
AolE= AR T o v g,

FAAA A TFE A= ol 2709 A a4 S Wl oeiA FoldEn

b

>l>

g aos #A 75 A (w, (r))E B 3 (relation type)® 243 #HAEE

7% A ol

18 Bitel A aYZE T4 8

1~>
min
\1

el HAE ZAS g8 A FEe &

AwEs FEUF FAE 2D AdE AR ZHL AW (44, (4 5), (3 6%

A o) whe}.
simt (C' C') :CLT . Ct. Y 8 SAE (2 1)
c 12 %5 7 7 =S N R I =
simp(c;,c;) =cj « ¢ - Azod FA= (4] 5)

sim (G, Gy) = Y Y, sim(d,c) - sim(c,c}) - wl(c) - w(c;) 4 6)

17 )



<¥ 13> 1Y "o} &=ClAZEe SAIE

Gy G,

A= B =i R 7k Nd o FZFxd A 43

[Loop *a : ‘*’] 1 [Loop *a : ‘*'] 1
[Block =b : ‘*’] 05 [String *b : ‘terminate’] 0.9
[String *c : ‘kill’] 0.45

sim (¢, ¢}) sim (cj, )
Md g aE ¥ s FxAd o Fxugd s
sim(Loop, Loop) 1 sim(x, *) 1
sim(Loop, String) 0.1 sim(*, terminate) 0.5
sim(Block, Loop) 0.1 sim(*, *) 1
sim(Block, String) 0.1 sim(*, terminate) 0.5
sim(String, Loop) 0.1 sim(Kill, *) 0.5
sim(String, String) 1 sim(kill, terminate) 0.9
<E 13> A Axkd Jid F3 ZFERdY Aol fAE A S 7Nk

4 gt

Ao

z G, G Aol fAEE

sin(Gy, G2/

= sun([Loop:*],[Loop:*]) « [Loop:*] * [Loop:*]

+ sum([Loop:*],[String:sleep]) + [Loop:*] * [String:sleep]

+ sun([Block:*],[Loop:*]) « [Block:*] « [Loop:*]

+ sum([Block:*] [String:sleepl) « [Block:*] + [String:sleep]

+ s7([String:wait],[Loop:*]) + [String:wait] + [Loop:*]

+ sz7([String:wait],[String:sleep]) + [String:wait] + [String:sleep]
= 1.5045
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w4 iE 2z 32dd oA 229 FAES S48 Hel CGIFZ Wadn

gAY, A= A (referent)S ‘' 7| EZ 2 F A ST
T, Y BAY FEE Y VEE AFEE A, () ZEE BAE sk, Y
1= wdd i Abele S xdw

(29 )& /Y 2l #H#Y7] ‘CharGer v34'E o] g3dto] (19 6)9 713 1)

235 CGIF ¥ei= W3 Zoln

4 Display CEIF

File Edit Window
CGIF form of D:D5. =54 3 7} = 'Hew_| ocalDirectoryCopy.co:

[Variable™a:Yar_Name]
[Fucntion*b:'CreateObject]
[Argument©c:"]
[String*d:'Scirpt.FileSystemOjbect”]
[Variable*e:"Var Name?
[Operator:"1]
[Method*g:'Copyfile?]
[Arguments=h:"]
[String®i:'Source’]
[String®j:'Destination’]
[Procedure*k:'LocalDirectoryCopy’]
[Statement™:'On Error]
[Statement m:'Set]
[Assign™n:=T]
(Contain?k?m)
(Contain?m?n)
(Contain?n?a)
(Contain?n?h)
(Contain?b?c)
(Contain?c?d)

i i

(& 8) ‘At7| EH’ /g el = 2| CGIF =
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Md F3 Fxdidel o

o), WA Ade A 249 A 8 (concept type)e =

ez F& goz ANA HEd, Ad

) 4 (referent) &

e <E 14>% EYE Mg Fard we FouE gholi, 3
& XL e =ES v P
<E 14> 7MY F2Fo st M9

= A = A

1 Procedure 7 Assign

2 Procedure-Call 8 Operator

3 Function 9 Properties

4 Object 10 Arguments

5 Method 11 Variable

6 Statement 12 String

£
o
et
>
%o,
o

webd A o2 (A NI 2ol e Fa FEddE vntew

t r
Cl = Cl X Cl
27

-4 A F, s Az



i
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@ Al c2 ol g3l (4 8)% o] Feolstal

sim(cl,cy) =c - ¢y Mg F fas
(2 8)
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<I 15> A ISR E ol FAE

G Gy
A s BAF 7 A A o BAF 7+ A
[Loop *a : '] 1 [Loop *a : ‘*’] 1
[Block #b : ‘x’] 0.5 [String *b : ‘terminate’] 0.9
[String *c @ ‘kill'] 0.45
A 7+ A A 7+ A
(Contain?a?b) 0.75 (Contain?a?b) 0.95
(Contain?b?c) 0.475

(4 100914 AAE HAFNS Mo F AL G.G Aeld] B9 el bl

A%

Ao

et AT

Jsim(Gy, (o)

= sim([Loop:*],[Loop:*]) + [Loop:*] * [Loop:*] + (Contain?a?b) + (Contain’a?b/

+ sim([Loop:*][String:sleep]) * [Loop:*] + [String:sleep] + (Contain?a?b) + (Contain’a?b)

+ sim([Block:*],[Loop:*]) * [Block:*] + [Loop:*] - (Contain?a?b) - (Contain?b?c) * (Contain?a?b)

+ sim([Block:*],[String:sleepl) * [Block:*] + [String:sleep] * (Contain?a?b) + (Contain?b?c) * (Contain?a’b)
+ sim([String:wait],[Loop:*]) + [String:wait] + [Loop:*] + (Contain?b?c) * (Contain?a’b)

+ sim([String:wait],[String:sleep]) - [String:wait] - [String:sleep] - (Contain?b?c) -+ (Contan’a?b)

= 0.9437
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B.

H2E W =(Test Bed) 37
B =Tl Actets e 2 E 7IRbe] oA = ©@A Al2dEe] HAE HE=
<E 16> 22 @4oA 23 2 HrrE A
PEE AA Z=e] FE 24 AAZ Astel A”E 7R EAVE Y 2dZ A
A REel AR, AEH FAE SA4 REl AHgE = CGIFE A 38kstr] 9
sto] 7 2 E oYy E 85T
< 16> EHl|AE H| =(Test Bed) &4
T A T4 W8
Virtual Machine VMWare Workstation Version 4.5.2
Operating System Windows XP Professional / SunOS 5.8
CPU Pentium-4 2.8(c)
H/W
MEM DDR2 512
Language VBScript, VC++, Java
Parser Builder GOLD Parser Builder Version 2.6.2
CGs Editor CharGer Version 340
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<E 17> ‘E-mail &’ ¢4 ZE CGIF

01 : [String*a:'0] 24:  [String#=x:"i’]
02 : [Statement*b:'Set’] 25: [Statementry:‘Set’]
03 : [Variable*c:'Noteltem’] 26:  [Varialbe*z:*ObjApp’]
04 : [Object*d:‘ObjApp’] 27:  [Stringxaa:‘Outlook’]
05 : [ReferenceOP+e:'] 28:  [Function+ab:‘CreateObject’]
06 : [Variablef:'AddrList’] 29: [ReferenceOP+ac:']
07 : [Objectxg:*AddressLists’] 30: [Object+ad:'Noteltem’]
08 : [Statementxh:‘Set’] 31: [Method+ae:‘Add’]
09 : [Objecti:"ObjNS’] 32:  [Objectaf:‘Attachm’]
10 : [Object+j:'Noteltem’] 33:  [ReferenceOP+ag:*.’]
11 : [Object*k:*AddressEntries’] 34:  [Method*ah:‘Send’]
12 : [Variable*|:"ObjNS’] 35 [Object+ai:‘Noteltem’]

13 : [Variable*m:‘CurrentAddr’] 36:  [Property=aj:‘Attachments’]

14 : [Object*n:*Addr’] 37 [Variable*ak:*Attachm’]

15 : [Statment+o:'Set’] 38 [Statement+al:‘Set]

16 : [ReferenceOP*p:‘.] 39:  [ReferenceOP*am:*.’]

17 : [Properties*q:‘To’] 40: [Method=*an:‘Createltem’]

18 : [ReferenceOP+r:"] 41: [ReferenceOP+ao:*.’]

19 : [Objectrs:‘ObjApp’] 42: (Contain?ai?am)

20 @ [String*t:‘MAPI’] 43: ~Z2F~ (Argument?k?x)

21 . [Method*u:‘GetNameSpace’] 44: ~ &2~ (Argument?ab?aa)

22 . [ReferenceOP»v:‘] 45: ~Z2F~ (Argument?an?a)

23 . [Statementrw:‘Set’] 46: (Contain?ao?an)
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01: [Method+a:'Add’] 12:  [Function+l:'CreateObject’]
02: [ReferenceOP*b:".’] 13: [String*m:'Send File in dir']
03:  [Method+c:'Createltem’] 14: [Statement*n:'Set’]
04: [ReferenceOP+d:"."] 15:  [Variablexo’male’]
05: [String*e:'0’] 16:  [Object*p:'Out’]
06: [Method=f:'Send'] 17: (Contain?p?d)
07: [ReferenceOP+g:'.'] 18: (Contain?b?b?a?a)
08: [Objectxh:'male’] 19:  (Argumet?c?e)
09: [Statement+i:'Set’] 20: ~ &2~ (Argument?I?k)
10:  [Varialbe+j:'Out’] 21:  (Argument?a?m)
11: [String*k:'Outlook.Application’] 22:  (Contain?n?p)
<¥ 19> B OI& ' 7Atet ZE7F =& E CGIF
01: [String*a:'+] 21: [String*u:"Outlook’]
02: [Statement*b:'Set’] 22:  [Function*v:'CreateObject’]
03: [Variable*c:'Newltem'] 23 [ReferenceOP+w:".']
04: [Objectxd:'ObjApp’] 24: [Object*x:'Noteltem’]
05: [ReferenceOP+e:'."] 25:  [Method+y:'Add’]
06: [Variablexf:'AddrList'] 26: [Object+z:'Attachm’]
07: [Object*g:'AddressLists'] 27: [ReferenceOP+aa:'.']
08: [Statement*h:'Set’] 28:  [Method~ab:'Send’]
09: [Object*i:'0INS'] 29: [Objectrac:’Noteltem']
10: [Object*j:'Newltem'] 30:  [Property*ad:'Attachments']
11: [Variable*k:'0INS'] 31: [Variablexae:'Attachm’]
12:  [Statment+l:'Set’] 32: [Statementraf’'Set’]
13:  [ReferenceOP*m:'."] 33: [ReferenceOP+ag:'.']
14:  [Property*n:'To’] 34:  [Method+ah:'Createltem’]
15 [Object+0:"ObjApp’] 35:  [ReferenceOP+ai:’.’]
16:  [String*p:'MAPI'] 36: (Contain?ac?ag)
17:  [Method+q:'GetNameSpace'] 37: ~ &2k~ (Argument?v?u)
18: [ReferenceOPxr:'."] 38: ~ %2~ (Argument?ah?a)
19: [Statementrs:'Set’] 39:  (Contain?ai?ah)
20: [Varialbe*t:'ObjApp’] 40:




<#¥ 20> C O1F : & 3E CGIF
01: [String*a:‘0’] 16:  [String*p:'MAPI']
02: [Statement+b:‘Set’] 17 [Method+*q:'GetNameSpace']
03: [Variable*c:'Noteltem’] 18:  [REferenceOP»r:"."]
04: [Objectxd:*ObjApp’] 19: [Statement*s:'Set’]
05: [ReferenceOPxe:"] 20:  [Varialbe*t:'ObjApp’]
06: [Variablef:‘AddrList’] 21:  [String*u:'Outlook’]
07: [Object*g:‘AddressLists’] 22:  [Function*v:'CreateObject’]
08: [Statement*h:'Set’] 23:  [Method+w:'Createltem’]
09: [Object*i:*ObjNS’] 24: [REferenceOP+x:"."]
10:  [Object+j:'Noteltem’] 25:  (Contain?b?¢)
11:  [Variablexk:‘ObjNS’] 26: ~&2F~ (Argument?g?p)
12: [Statment+:‘Set’] 27: ~Z2F~ (Argument?v?u)
13:  [ReferenceOP*m:'.'] 28 (Argument?w?a)
14:  [Property*n:'To’] 29:  (Contain?x?w)
15:  [Object+0:'ObjApp’] 30:
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