@creat ive
\“common

O N § E.E B

O248= 0lHE A4S M2=

o 0l HEES SH, HHxE, 38, A, 23 2 88F = S&LIL
o RS HEEE HEE = sU0

CS3 &2 2 AS MS0r gLk

AEARAMN. A5tz A HSAMHE EATHADE ZLICH

HZd. A5t= 0| A5=S Pl SHE2 02T

=

o Flotk=s, 0 =2 HOIS0IL =2 22, 01 53
ZH5EH LHEHHMOF ERLICH
o HEAHMZSH SE2 ANE 228 OlgE =4

AEAYN 02 01X Ad= A% WEN el 3

III'°‘I
IUIU
ne
=
q,
i3
e
=

0lZ12 D& H S Legal Code)E Olalat?| H 228 218

Disclaimer &

Collection



http://creativecommons.org/licenses/by-nc-sa/2.0/kr/legalcode
http://creativecommons.org/licenses/disclaimer-popup?lang=kr

[UCI]1804: 24011- 200000232712

20064 24
-

M-Commerce®] A1 Mobile-IPS o] £ 3}
2E4el Hol AT vty &

g B R BB
T A R
S T S|



M-Commerce®] 5] Mobile-IPE o] & 3l
TE5Ae HoF o= yIYS

An Efficient Security Authentication Mechanism in Mobile-IP

Network on M-Commerce

20064 24 H

TR AT EL R
B



M-Commerce®] 5] Mobile-IPE o] & 3l

EEA B AF WA

of &M= LB HR o= ST

20055 101 H

LIL N L VN
LA AT B R

B M



A o] B G = ARAES

il
il

LIl SN C
TR ERY Hok
(PPN i3 ¢V
TELL A ELRS b
[if N e

1

\
/-

\
/

BB B
i )U i

\
/-

20054E 12H  H



TEEL | cereerensenseesses et iii
i = 12 NSRRI v
ABSTRACT +eveveeeesesiesesiesssinsissssssssis s v
L A B e 1
II. M-Commerce B QF7] 4 i 3
A M= COMUMETCE #+esrerersresmssesmssmsssinssssssssssssssssssssssss et saen 3

1 M*Commercegl Xép/] .......................................................................................... 3

2. M-Commerce __[’-/\6]_9‘__/]: ...................................................................................... 5

3. M-Commerce .I_ETJQ .............................................................................................. 6

4, M-Commerce T QA 7] Zr v 7

5. FLHFQD Z A A] 22 Bl ettt 15

B. M-COMMErce K. OF 7] 5 sttt 17
L. GFT AJ 2R ED ittt et st st st 19

2. %]—:5—_ 7]01] [q,%_ ﬂ’:}'iﬁ]‘ 7]%1 ............................................................................ 20

3. WAP HLQF7] G werreersersessesesseitssissie it 25

A, WML R A] B eereeeeseesesinei 29

5. WIM(WH’GIGSS Identity Module) .................................................................... 30

6. %1\:_]—2_]- EC’J(End—to—End Security) ............................................................... 32

T ELA] PIKI ceeerererereresesesemensesenests et 34

M. Mobile—IPA A 9] 7] Q12 HFAL FLE cornne e 38
A MODILE-TP ++ereseeresesesesemmsmsnssssssssssssssssssssssssssssssss s 38
1. Mobile*IPQ] zég] ............................................................................................... 38

2. Mobile—IP8] FFT £ 0] oottt 39



42
w44
53
53
54

= D TN
=]

44
49
-51

=1

= D R R R R
=]

=

A 2+

A Y]
A Y]
| 7 1]

g]

.
=
=]

=

[¢)

1

m A Y

= =}
T ZE O] R ceeeerenetet

O
[e]

[e]
o

=]
=]

[¢]

=

]

1l

4 FR7)
le]

3. Mobile-1P¢]
M7 71

B. 7€
1. "2 7] 7]

2.
3.
C. 71&

95

i
o)
Njn
_L
=l

_E
SR

e}

o7

—_—

o] 5 %o X Mobile-IP 2

V.

o7

Njo

—_—

A.

62
62
63
68
69
2
75
78

&

A

2. A& o]

~

hs|
o

2)

—

0
=K

¢

e
o}
T

Ty
_E
[a}

~
el

T

gk

]

2 A
AA 5E5A

=

=

[¢)

A

2.

=

&
_E
n

—

79
84

A A AL TS e

=

R

2719 ol% %ol

3

BR
]

e



i
ROEE R P

b

1]
2]
3]
4]
5]
6]

............ 7
""""""""""""""""""""""""""""""""""""" 25
.......................... TT reerneeeneennns

AEdlel 54 - FmAmA A 62
T g AR
T e 64
23 g
1% WAYZe v s i
0] = s
— 71
Al gl o] A ST
R
i L A i
As 2=



2% 23

[Z28) 1] M-COMMETce T-A) £ s et 6
[Z23 2] 9T A] B8] TEA oo 19
(23 3] B 7] ST GTE]Z9] QT BF HFA]L 21
[Z2% 4] 3707 S5 Laa]Z0] 0FF 3 HFA] o 23
[728) 5] WAP Al0] E 0] FLEL tririieiieitieiie s 2
[T28 6] WMLS 0] € 8F 2 KA T corvereressmrssesssssssssessssssssss s 30
[ 7] WIMS 0] €3 WTLS HandshaKke weeeeeeemeememmemmiiiii, 32
[728] 8] Mobile-IP Q] &b TEZ  crererrereireine e 39
[728) 9] MODile-IP 52 TFA] covereererremniieiieei s 43
[Z23 10] B T] Q1 Z T FFU B oo 49
[Z28) 11] B 0] Q13 W TFL] 2 oo 50
(228 12] A2 BANT] Q12 BT D e 59
[T2@ 13] Q125 W FFU]Z2 0] A A] corversmrerssssssmsssssinsssssssnsssssssssssssss s 59
[Z18] 4] T} TGEA] oo 63
[Z28] 15] MAGC 5B coeeereemeseee s 65
[Z28 16] A AFAI T Q] ZF D oo 67
(23 17] 91Z7]TE B3 AAA T QI | orevrerrrreeninnii 68
[Z28 18] A T2 ALZE v 73
[T28 19] W SEZ A AL ZF oo s 76
[T2@] 20] QFB 8} A Zh corversreersssmnemsssseesssssse s 77
[28] 21] o]%F =29 ¢ X WH3lo] WE S AJZE oo 78
(28 22] o] &£ %o W2 A B Yl HFEE AJZF o {0
[ 23] AE2U 37] 0.1 kmY W] Q1Z PR G coverrrrrrrrmmreminis 81
(28 24] 4B 37] 0.3 km ) 01ZF XFA] G o 892
(28 25] 4B Z7] 1km@ W Q12 A G e 33

_iv_



ABSTRACT
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( From previous HA'’s reply
HA ( MN " NHa
( Registration
MN ( FA D My, <M1>Syn-Ha
where My = Request, FAi4, HAia, MNum, MNcoa, Nua, Nun
FA ( HA " My, <M1>Sun-Ha
( verify < M1>Syn-pa USING Sun-HA
HA ( FA " Ma, <M3z>Sun-Ha
where M3 = Reply, Result, FAid, HAid, MNHM, NHA, NMN
FA ( MN : Mz, <M3z>Sun-Ha
( verify < Ma>Syn-Ha USING Syn-Ha
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( Agent Advertisement
FA ( MN S My, <<M>>K 'ea, Certea
MN ( validate Certra using Kca
( verify <<M;>>K "ea using Kea

( Registration
MN ( FA  © Mp, <<Mz>>K 'wn, Certun
FA ( validate Cert mn using Kea
( verify <<Mz>>K ™'y using Kun

FA ( HA ( delete Certun

: Ms, <<Mg>>K'ra, Certra
HA ( validate Certra using Kca

( verify <<Ms>>K 'ea using Kra
( verify <<Mz>>K ™ "yn using Kun (from Certun already has)

HA ( FA @ M, <<Ms>K 'ha, Certin
FA ( validate Certpa
( verify <<Ms>>K™'pa using Kia
FA ( MN ( delete Certpya
“Ms, <<Ms>>K 'ea
MN ( verify <<Ms>>K'ra using Kea(from Certea already has)

( verify <<M4>>K™'ha using Kua(from Certua already has)
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( Agent Advertisement
FA ( MN My, <<M;>>K 'ra, Certea

( Registration
MN ( FA D M2, <<M2>>Syn-ra
where M2:Request, FAid, HAid, MNHM, MNCOA,
Nua, Nun, [message in agent advertisement]
FA ( HA . [message in MN ( FA step], Nea
HA ( validate <M2>Sun-ta using Svn-Ha
( check whether FAi4 in M1 and FA in Mz is identical
( validate Certra based on existing PKI at HA
( validate <<M;>>K 'ea using
authenticated Kra
HA ( FA Mz, <<M3>K 'ha, Certia
where M3s=Mg, Nga
M4=Reply, Result, FAid, HAid, MNHM, N’HA, NMN,
<M4>SyN-Ha
FA ( validate Nea
( validate Certya based on existing PKI at FA
( validate <<Msz>>K 'ua using
authenticated Kua
( log this msg as a proof of
serving MN
(perhaps used in conjunction with the billing protocol)
FA ( MN " My
MN ( validate <M4>Sun-Ha USING Sun-HA
( verify <<Ms>>K'pa using Kua(from Certua already has)

(28 12] 22 SI47] & HIFHE

_52_




HE

=
(LN

15 HAHLZ9

(o]
—

7|E

C.

=
N - 4
o3 ~ < oK T =
oy X T o o X U u) R U B
R 2 = o Mﬂ# ol B H o XL o am o. z o ‘X|L
o © - w0 N S
i) ~ [~ B 7o o X s = w =
o I C W T oo N ~— i+
3 a m = T 4 ol G 50T g o
J R o = oW ow muﬂmbj_ﬁv1ﬂ
T S ) Pl ool L ow - i
—_— p— L L
T o ow W o ) CHC A do
iIry I~ E_ ﬂor AT Zﬂo E’ iy EO T O#E ﬂ/u.A N Zﬂo ~n
NJo N o Moo o) 2 L N
— E Ll XA M O#E L= o e ﬂﬂ ﬂAIL Q_OI E#E
° = o o m T b oo o o WX o
o °! T o T X Mo% ooy X2
% i = Tl 5 ,ul ~ Ef; OW 3 O_H b3
lona ~ f I p— o o
1n_.v \HE xe ol ‘le E ! ,.Wﬁ COC Hlo s ES ~x Jo
wa ~ o . ol = i X BT No —— =& )
o A 2 z T T o ® o oo g
No TR e ~ = o” ot 25 o
b e ° — ook oo D
o _ Njo Ho i) nr ~ WW _ T ™~ it M = o7 ™
0 o Noe T 4 g 0 X o D = X
T bow -y w Tz - . o=
F x 4 =T N T _ 3 - I R
T T o B T L T =
oy o oo Mo W W o) e T - T o T o=
No  Nn T ° ® Mo = NI iy ik gy S
5 T = = .9 T W o = op YU @ oo
% T = T 7T = i T o F o &2 GG I .
& = = = X = . Moom © oz oW o
" ot o o o 2 AN o = 0w T om o)/
oy Mo 3 0 ow A = N 5% - R S o h
od o &0 5 — o) - o < = -
- 3 < g & i b T x ° 4T
I ) - = e = Lo = B o Nlo
N X o — ol T TN il -
o . ol KA N q i == Eo 5 e q o
~ ™~ woo —_ SN BX ok -
R E N M oo = N e oy ®  Ho o @ o N W
o) o U] = O o o = = Ne N o < N = Jo =
= = < ER o) B - NI | Ry Wl = o
E.E _ EO ;OE :.;E —_ 0 lo \I :i
s B R oo b of T @
1o - —
or o A_I EO O#U _ﬁo c.:

- 53 -



bt
2%

o
gl

z1} e 7hA)

Z] o
hl

T+

H
L

=

o3}

A7 v weA

=1
RS

2} 4]
o) o

mL

B

<

=0

A

o

5]
Atk 1

A=
A

HA

o

=
i=]

o 0]
=

TF

o

2o

AR

3

H 7] 7|9k ok 5w AY

A skl

5}t

o

71 7}

)

i —
o

=)
;0._
T

)

o

;O._

R

el

L

R

slol MACH
% s/N7IRE

A %
°]

f

9]

J

o] 5014

xgx
=

[e]

=

A MAC
\

=
R

% )

ol A

=

=

w714

o] =
1 O

7] Wk
TN

771
3=

ko)
o

o)
poS

Aol Al 4 A

A7

N

sy
_

|

of
ooweEbd RR7l 27 ATE AARJDTNE =EAITA

o
Gy

=

Y

o
;0._
8}

L
o

of
M

I

%

)

A
or

A ] 2o

I

—_
o

i
w
;O.ﬁ

n

—

)AL ARAEo] A

o

)

<
=

A

o

0

-

o3
T

o 3kl

o
=

tel MAC

[

AL 5ol

=

=3

71 7]

evA

o
_54_

A7 718k = wAYELS

RevA

o

=R
2 Fvh 28y o



WS Wl A Aul2sl AojEo] gtk 9% olo]WEY F of o]
E Aolol At F71% ol48 AANFE weals] wEol YEHLIA AT
Aol vetel Q@ & g O F oAl o

A e wgozR o o

ool HEONA T2 A
theto]l FAd o gk 2
%

U Az A e 2ol Betol Fad HANA oF w=x=° 94 F

o
i
[r
=
=
2
ot
o
X
=
>

olbA] Aquj a7t Aojs o] 9ltt.

3 g3 dug =9 EA

N
] o
it
=
-
@
o
&}
—_
=

o
Lo
kal
L
oot
N

Y
<
)
28
N
N
—
©
o)
S
2y
=
o
rok
=
)
=
2
fd
Ach
mlN
o
=
rx
ot
Py
o
ftl
ofj
it
(]
o
e
e
N
N
olf
oX

o] A& =719l 128 bits o] siFE wEvh A2 AL vl g3 wE AL S
slol A R 7)el Hlstod skA vk RFC20020] wel s 2teks H|™E 77 olF =
=oF F olo]dE Apolel mg] ZujEojok It EAR FAFAo] "o

ofel wkato] F7H7] AT HMAUFTAME olF =E7F ASAHE 7INEL

Tk, FA7) 71hE e WAYELS IETFY draft®

fo

A FEAFE =

Jfu

AAE e o w7 AR of® dagFolE AT 4 o VEHOR 512

RSAZ ATl webgel ZAedE RTan oh-¥5sie) g

o
=
w0
N
i
>~
>
oo
(o

s Zbdeth 53 B2 Batel dwxom wmsl Bl wshel 100 ~

_55_



g

1,0008] o]

o

ol
NI
Ho
A
—_
o

Mo

v

AE ols =EAAE AFAE

A e} 5] of

]

2o

[e]
Gy

Z9

w74

=
o

0]

FM71 7R

213} o

3

o
o

No

S5 A AR X509% Aol¥ QA5 7

th, 29

é‘l,

71 o2 oF

=
=

HES Ao dojde= AT 71delA A

4+ &

]
“

o

o

N
il

oF

S
ik

ox

&+

1
2

£l
N

i

=
o

el

3]

AT HAYUFAA=

ks

Ha A7 7

No

ol

o
No

bl ol

o

olo

s A

71 7]

)
-
Hlo

G

A

—_—
o

oo

j

!

T
—_
"o
B
W

~

2

)

ol Al of= of

A A}

_56_



=
(o]

|5 9o 5] Mobile-IP ¢1Z 2 X537}

& FlAMe 7€ AT WAYUFY FEde vl

sto] EAlsto] A 2 Mobile-IP 915 ®ets AlAlstaal ghr,

P AbE o3 daeFol o

ol

A. 213 HZIHE AA

O

rot

w AellA 7E AT AAYS 240 wE 2o gadelal ¢hdd T v
AUSTS Atz o kel A &4 3 A3 Zo] HE7] 7wk AT vAYF
AMe 7hEE vy Ao R 1Fe §842 mou BE S FojAed o
Aol o] FoAA Kstar AT MACY SAAZ FUWA AMB|=7p F550
© ©Ao] v w7 7Rt AT MAUSS RE A oA diste] Fh7I
S FHs AAZ A48T F s
REE A ZEe]l o AR HA w7 b S AAYFAME olF ==

dlo]dE Atolel= ML 7|E 7IWtoer A=A e BAE FASH, F olold

[t
N
rlI.
o
il
-z

o,
O
X
>
)

[~
N
=
2

of
ﬂ

el

Est F dolFdEE wN7E VIWter JIFFH. Beks FAATIHEA FAC A
Ta wolv AA7F oy olF mEst & oo]dE Apolel= AAMEE ARES
Aol FAWA Jwol ek AAGAY S} 2o] olF == fFEo APl &
= AFols fA SEol g FAWA Myl glojok @t webA IS A}
A7 dE Aol A A AY3 Pgo thsto] FA& XEE G F Al
AbgARe] ook A MEAA old< He 55 Aol Folol drh

Ak W FA7] 71 AT WAYSES Ha ST 7N AT AU S

i

£F gelolth 0% w27k $5 4%e AAAPE Frhss A g Ha B

A71 718k A wAYSES T LA AE

T o] HEZF Bl oo]HE FiF olF =EE F ooJdEA agE A

_57_



—_—
o

il

4

A7) o]

,mO

QN o o] HE A HAHA]

)

1o

3

%)

HAg ol ¥

T
T 5

RIS

_58_



( Agent Advertisement

FA ( MN S My, <<M>>K 'k, Certea
(Registration
MN FA D Mz, <<M2>>Kun, Certun

where Ms=Request, FAig, HAig, MNum, MNcoa,
Nua, Nun, [messge in agent advertisement]
HA validate Certuv using Kea
verify <<Ms>>K 'uw using K
check whether FAq in M1 and FAqin Mz is identical
validate Certea based on existing PKI at HA
validate <<M;>>K'ra using authenticated Kra

HA ( FA  ©Ms, <<M3s>K 'ha, Certin
where Ms=M4, Nea
M4=Rep|y, RGSUH, FAid, HAid, MNHm, N,HA, NMN,
<M4>SyN-Ha
FA ( validate Nga
( validate Certpa based on existing PKI at FA
( validate <<Ms>>K™'ya using
authenticated Kua
( log this msg as a proof of
serving MN
(perhaps used in conjunction with the billing protocol)
FA ( MN DMy
MN ( validate <M+>Syn-na using Swn-Ha
( verify <<Ms>>K'pa using Kua(from Certua already has)

(28 13] 215 mMZtLEel M Al

- MN, FA, HA : Zt7} o5 ==, 9% do]dE, & dojdE

- CA : 2= 7] (Certificate Authority)

~ Synona © MN@F HA Alo] & 63t n @)
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- Kun, Kua, Kra, Kea @ MN, HA, FA, CA 2479 F717]

- K 'ma, K''pa, K''cat MN, HA, FA, CA 7}7}e] 7)917]

- MNupm : MN9 A IP F4

- MNcoa @ MN9] COA

- HAyq : ID2A HAS IP &4

- FAiu : IDEA FA9 IP 4

— Nay, Nua @ MN, HA 7+zhe] w4=(Nonce)

- MK @ WAA ME 7] K& 453tk gt

- <M>K : "WA1A] Mol tiste] 7] K2 9& MAC(Message Authentication
Code)

- <<KM>>K 'a wAA Mol diste] Aol AT E AEE AT

- Certua, Certra : HA, FA Z+7}2] Q354
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ki

3] 2l& HAHUES v

SK PK MinPK MinPKed
MAC, MAC,
QA F w4 MAC MAC
A2 H A2 H
MD5, MD5,
G E MD5 RSA
RSA RSA
v 7], v 7],
71 7<% 3717
H| 4 7] ) 377 377
7] 2ol (512 bits) _ .
(512 hits) (512 bits)
AF ZE 16 bytes, 16 bytes,
16bytes 64 bytes
7 o] 64 bytes 64 bytes
MA CAHE MN, HA MN, HA HA
A AA AL MN, FA, HA FA, HA MN, FA, HA

( SK :

Ha BAN AW AF

7] 7Rk Qs WAY S, PK @ 37] 71w
w7 Y E, MinPKed : Al QFsh=

1 O

7Rk S MAYSF)

B. AlEgjojd &

i 1S WY S, MinPK

AAAH L ARG A7)

L Ry =7
ZA Azl Jfdbg A ool SDL(Specification and Description Language)
2 A 2="gs WAslsln 7Este ostd dojolth @A ITU-TZ 9 o] vpyd
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HES Az ojs ol mel & olo]dES} 9fF oo]dE Ato]e] Ag= lkmolA
30km7HA] W gT ols =7t A olEg st ARE fF HEHNAR o)F
stol IP7F whH| Al = o

AEANM= oo g 55 $&2 Bl v doly a3s HE" stA dd.

o 7ol Abg-= = AlEdeld A vy g [F 4]9 2o

[E 4] AlEZ8old nF Teto|E &

T o] HEA AF 7 BIA Y A
300 m
(A HF=2)
= ol o] HAEAA JF o o] AEZA] ] A
1 km
(2 #H=2)
A 9
S F ool HAE oA QAF7]HA7FA Y A
1.3 km
(A HJ=2)
o] 5 WwTo A 7|AZ7tx] 9] A
300 m
(Fd #H3)
T a3 AAr gt 7 ms/km
A A Al zF
LR = I e A R PN 5 ms/km
2H g g9z 2 Mbps
o g Z
&4 ga a9z 10 Mbps
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