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ABSTRACT

Research on NTT-based Efficient Polynomial Algorithm Implementation
of NIST Standard Quantum Resistance Cryptography

Gwang-Sik Kim
Advisor : Prof. Young-Sik Kim, Ph.D.
Department of Information and Communication Engineering

Graduate School of Chosun University

Today, research on quantum computers is being actively carried out by
world-renowned conglomerates such as Intel, IBM, Microsoft, and Google. However,
due to the development of quantum computers, public key encryption algorithms such
as RSA and elliptic curve cryptography (ECC), which are currently used internationally,
need urgent replacement due to the well-known polynomial-time cryptanalysis on
quantum computers.

For this purpose, the National Institute of Standards and Technology (NIST) of the
United States has managed a competition to select standard post-quantum algorithms
after examining and evaluating over 69 candidates for the last five years.

In this thesis proposed an efficient finite field operation method of the Rainbow
algorithm, which was adopted in the NIST Round3 candidate, and a method to reduce
the Montgomery multiplication operation of the Number Theoretic Transform used for

high-speed operation in lattice-based operation.
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B2 29 HIUuA &1 UCH 0l2let Ol7Z2 0l JI=sd0l oSl &t
g FE, A2 2HYI(IoT), 2SAsSAN 22 JI=2 0I2HE 23 AFS oA
a0 AUCH Ol et H22 sS40l 4sUH H20 e B, fE, RES
o 22 A0 FELCH0l SKoliXl= AICHOICE Oled D=2 LAl et SEot
A & Jlzs S otz XA FEIE JULCH

A BFE= 1980E O Richard Feynman, Yuri ManinO| HI@tet JHE 2 M JIE
Of BFE T2 HIE(bits)It Ot FBIE(Qubits)S 0ISotH XS LA S
42 018 MH2E RLsE == Ules A 2AsHH HAHLISS 0180t N=
Ol CHSE HAtE Eis 4 QCh= 240l J|QI8HCH 0248 24X AFHE= WUEII=
o BHAHE 252 22T EItde JI=0I0H2].
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Definition 1. & G(=0) OlA 0l& AHAQI *0] HAZN UM, [etA

a,beE G =>akxbeEG (1.1)

Otehel =210l 48 M (G.*) E Z(group)Olet sl

*

_ % oA FEEEO| MBI

(a,b,ceG Ol HOLOd, a x (b kx¢) = (a X b) % ¢)
- E8H A ecG I EM, BE A o= G Ol GO a*e =e*a=a It
Rkl
-2 AL GOl ol akz=xzka=¢e, & AL 2z=G It EMotH, &
A a 'E o2& x Ol HE) HR(Inverse)et EotH 0 |AEsE o '2 UE
CHCH,
akxa'=a'*a=c¢e (1.2)

HJ
=
=
=
=
—t+
l¢]

Definition 2. & (G, x)0lA, G Jt & &g M 0 =2 &
o

Definition 3. = (G, x) 0O 2ot G52 H2Jt d&8€& M, 0l8 2= ot

(Abelian group) £ = Jt&t=(commutative group)Olcty) SHCH.

[=3]
=

imi

ra
Bl

: BE a,0=G Ol THOHH ak b =bx a OICH
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Hl O = (nonabelian group)

orot DX 22 PR Z (G, %) 2
2t FBICH DelD 4 B0 -9 @

(noncommutative group)O|

ultiplicative group)Ol2t Gt AL SIE +0l

& Z(additive group)Olct ot 1 &

=2 Sol &

WE! &
HEO B RS —a 2 BSOS

2. &1 AN (Ring and Field)

Definition 4. & R(=0) F0 ZAHAAMY SAAAMO AN U=s AEHNA
a,b€ a+bER, asbER (1.3)

]
rok
Q

OlH OFeiel =401 &g M, (R, 4+, «) S 2Hring)Olct

HO
rn

a,b,c € R O CHoll,

rir

- 0l OHotd ZgE=0l dggtth 0l

oll, as (b+c)=a=~b+

Definition 6. 2 RO| CtS1
It Bh(ring with identity)ct) & 8T
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- S8 A 1eR(1=0
ael=1e¢a=qa I} S&EC}
FEL 2 ROI Ofeel =HS OtSAIZ M, 0 &2 Uix

Definition 7. & & 12 D
=l StC},

& 2t(division ring)0lct & &t
-2 @, bER, b= 00 TG aa '=a la=1 QO A ¢ e R 0l EHEHCH
CtS1 201 H2lstCh

ot 28 =

-8R UM RIS Ol
a,bER & M, a—b=a+(—0) (1.5)
- JtEEel L 8= M(field) et &St
-R Ol ME M, S&8cMAS AHESHH LixdS OsS 201 B2t
awbeER & M, axb=ab’ (1.6)
Definition 8. 2 RO| SR & 12 Jt& JISECOZ N Ol XS OHEE [,
(integral domain)Olct12) & &tCH.
(1.7)

RE &9
ab=0=>a=0 or b=0

Definition 9. & (R, +, - )0lA ROl RE&E ! &
ot1l, R Ol #&t&eol 32 0| 8= R&&k(finite ring) & SHCH L8 REHIHS
ALZ 0I2HE XE =& M(finite field)et 2 6tH, Sol IR =ng M, n 2 R
| 2=(order)2t & &HCH
Definition 10. 8 RO| &HI& 12 Jt&l 20let) Gt, BYst 29 H=x k 0
ke«1=0 ¢Q J=20, N H2 29 = m = RY H=

CHGHN
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(characteristic) 2t & StCh.

mel=1+14-+1=0 (2.8)

Definition 11. & (R, +
St ALY CHGHd &2 02 M,

(F,+, «)UIMd F & 228 S(=0)Jt F O & &0 S8 AL 246t
O ME OE WS EF 2 F=HMct) et
Definition 12. X F 2| 2= FEHE2 wiga F 2 f2H0ICh 0f F2HME

F 2 AM(Prime field)ety) StCH.

Definition 13. M F Jt M G 2 22 M, G E F 2 = H(Extension field)ct

otHH, F < Ect) HHSHC

Definition 14. X F 2 X G Ol St G Ol ot 2 A4S0l F <0
N U= 32 E E F 2 ==X = M (Algebraic Extension)ct & 8Lt

/= o'

iy

Definition 15. X F 2| &0 G Jt F ?I0AN HEHSUHCZE ReXHE ng =2,

E = F 0lA Xtz nQl S X (finite extension)et Aot [E:F]g HE& st
Ct.

Definition 16. M F Ol CHol Flz]0l =ot= 2 &It Ot CGEASO0l F O
N 22 It 32 F € U822 25 UL algebraically closed)et ) StCE.

3. Ct&r Al (Polynomial) )t Ct&tA! & (Polynomial ring)

Definition 17. & RS SI& 1S Jt&l JtE&0let JHEG6tD » £ 0lX=ct
IJHE}E M, OtcHet 22 €Ee gaXel 2E g & R f12 OEA

(polynomial)Ol 2t ) StC}.

_10_
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fl@)=a+az+-+a,2"+,0,ER (1.9

OII

A Ay, s S CHEEAL F(2) 2 HiZ=(coefficient)2t D & GHH, 22 THEA! f(x)

OA, 28 i=n Ol LHotK o,=0 & 22, 0] THEAS Ot 20[ LIEFHCH

0

fl@)=ay+az+--+a,2" (1.10)
ayt+ar+--+a"= O f2)2  S(term)Olet  ADtLD o2 AT
(constant term)Olct &SHCLH Bt g = - =4, =02 B2 f(z) =4S &= C

&t Al(Constant Polynomial)Olet &GHH f(x) = 02 B3 FCHEAl(Zero Polynomial)

Olet &SHCH.

Definition 18. &==J} Ot Ct&tal f(z) € Flz] ot F RA0A Il L(irreducible) L=
Flz]OIM D12 CHat Al (irreducible  polynomial in Flz]) Olet StCh= 22 f(x)It
f@)2 =20 ¥ =2 F(z)Wl ot & OEa AL g(2)2 ()2 =

g(z)h(z)2 LIEILIXI &S ME 2018

ol

Definition 19. &f=+JF Ot:l CHEEAl f(z) € Flz] 2t F RI0IA Il (irreducible) &=

0

| — o

Flz]OIM D12 CHe Al (irreducible  polynomial in Flz]) Olet StCheE RS2 f(x)?
fx)e XU=2C ¥ =2 Flz]dl Hdtle & O A g@)2t h(z)l 3
gl@)h(z)E LEILIRI 22 E 2I0IStCh

[0

Definition 20. p(z)JF M F2 AE I
plz)=0= FUHM M& TE nE HE

C. OE==0IXH2 R A] J|8te] 24X LHE MY 2112|S Rainbow
Rainbow= DingDt SchmidtOil 2/3H 2004H0il HS KorEl 2D2BO2, UF Al

_11_
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CHHA==0IX L F AL JIBe] MY 2helde CHE0IXtal & Cietal &9 =&
S E(EIP : Extended Isomorphism of Polynomials)@ M2 A S0 J|8tStCt 0] =
HEXM22 NIST PQC HEE 3292 Round 3 Finalist 222 HEEAE Rainbow
MY 212|E0ICt Rainbow?| Ttet0IE = SIMI1 It Bot == et 258kB
OlA 1,885kB2l AJIE JtAIMH Ol MSES=Z F,, &0AE H&0l =E 0I1FH
Ol Fyt Fypell 22 2301 AS 2R F 2 =oll S EHLH6].
CHA==O0IXICHE Al BIHI| 25= K = F, A =8 AA&0l OI=IXI12 Ol Ol
£ JIM XM (Base Field)ct1) BtCt Rainbowl| Level | IA Ol&dt= JIMM= F,40l

Ch. n>m& M SIHIl= Ol &0 F**™" — Fr mzx OfeHel A (1.L11)E At&f0l
o= th

P=8-F.T (1.11)

el Q:x — y= SA A& (central map)0l2t &EGIM, OIX Cialez A
= A

MOl JisoteE E&HENH UCH HES2 G
o 2

Of 21 I OFBHCH 7S]
RainbowOil & Ul JtXIQ B2 (q,vy,01,0,)0F SR8 Tfet A
A&y QU “Oi”0ll oiEot= HaS 1 “Vinegar”0ll sHEols B2 LIH&ILCH
X UM AIDAHENAM Vinegar HE-SE2 i€V, ={1,..,v,} 0l HSct= 2,012,
oil #+E2 i€0, ={v,+1,...,uv, :=v,+0,} Ol LHSSt= z,0ICt.
S B MIOYHENAM Vinegar HS2 CIEA HE V,={1,...,v,=v;+0,}0l
Oil HE2 U8 A (1.12)%2 22 2gA Heez HOE L

Oy ={vy+1,.on=v3=vy+0, =v,+0,+0,} (1.12)

Ol =&AE Q= m=o0,+0, IHE OIX LHA y:(y,,,+1,...,y"):(qv+1(x),

g, (@)E Z10 UCH GIIA 2 oI EAZ2 T8 A (1.13)2 20l H2&Ch

i
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vy Uy
ykiqk ZZQIJ IJ’ :Ql

i=1j=1

Uy n

Kb QO UAS T 2E 01X LFA 0= i ;I 2F Q0 Us

za; b SICH TIeiA v <i <0, @0 OB SHAHNM 22 y

o

(1.13)

Vinegar B j <0, 0 2,0l Choll, && YIHAME SOHAM USEH= Oil H+=E &

H AHEE 2= UCH OIEIINZ 2= kI 0,0 A= 2= 01X SEA ¢, 0 CHoH
K

i2t jIF 25 o0 U= wXt & za b 8ICH 2Iot0 vy, <i<nll & H
s

A 28 y0lM j<v,@l 2E Vinegar B 2,0t FOIN AS I dSLFAS
=0 2, ,.on, & Gl H&tg 2 QUCHL Q O St 22 S& y= OSW 201
g = UCH9]

) #Hg === Soi EI| Vinegar H= r=(1y,.,2,)8 LE = 0 &

(y,,,1+1,---,y,u2)§1b,—E‘| Gauss 2 HES Soll (»

MSSH ChAl 8t

Vi)Y

2) E:(xl,...,x,uz)ﬂ Wo,+10-9y,) = OISoHA  THA Gauss 2HES

I
4
o

a

Cer oior Sl MESSE CHAl &tCh

(fE, ,H 10 3‘rn,)g

A
T

0T
0

Alo| Jf4et .
OIXFAl B4 MQ(n,m,F,)= OF2H Al (1.14), (1.15)% 201 LIEF 4 ACH

.’E:(.’El,"',x") 9" JH#: m%

]
o
=
=

MQUnm, F) = Fla) = (f,(2), -+ f,, (x)
= Yal )z, + 300w

FO& veF "0l CHo, Flz)=v E n N2 B0 CHE m M2 OIXt

_13_
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ct otHH, O0IE EBt=ote B HH o € Z0lW=s XS UEH=0IXA SHetd &
StCh CHEH==0IXtA M= NP-CompleteZ2 & ZAM UM, LA ZFE AL
NME S0UI &S00 AN UCH6]9].

Ctetalol & S 2H0l ol £FotAUE SIHI| pk I P=S-F-T S &
=Zot= P 2 A== HEY0IHM SHMIII pkFAHESE B3R, P=S- F-T 22H
=2 W F o IOEdEE 5,7 £ 242 0t= SME el Ao =E S
S M= NP-Complete2 SHTI& RL/UA2LE, SIHIA 2I| HHA=2 S2HMOIH, 0 2
Nl odse 3xs UE=0l AF 2 R0 2AZ8HCH10][11][12].

[T
fu
09
1z
=

RainbowOil Al = NIST PQC 2o == 5JHE 32 FOAM 2HSU2H, 1 mtetll
g

= OofcHel H 22t Cf Oteiel metlle & nilt m2 B & BEHAS &L

Security NIST Round Round 2 Round 3
Field F F
128 bits (v1,01,05) 32, 32, 32 36, 32, 32
n—m 96 — 64 100 — 64
Field Fos Fysg
192 bits (v1,01,05) 68, 36, 36 68, 32, 48
n = m 140 — 72 148 — 80
Field Fos Fysg
256 bits (vy,0,,0,) 92, 48, 48 96, 36, 64
n — m 188 — 96 196 — 100

Il (q,vy,04,0,) = GF(16), (v,0,,0,) = (36,32,32) (NIST PQC 202t =& 1, 2)
(g, vy5 015 00) = GF(256), (v;,0y,0,) = (68,32,48) (NIST PQC 20t == 3, 4)
V(q,v,,00,) = GF(256), (v;,0,,0,) = (96,36,64) (NIST PQC 20t £=Z 5)

Rainbowl Al AtE6t= & B2 MH=It n BS, n=v,+0,+0, 20, v, 2

J
X UM dI0IHS Vinegar =2 JH==0111, 0y,0,= 228 ® M, & BHM &0l
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1. Rainbow Key Generation Algorithm

Rainbow® HQII|= A0l EMoHs b @ & Fm — FUn T

nxm _ IFn,Xm J_’—I' %%} E-H .F . IFn,Xm N IFn,Xm OE ?_A—|E|EI_ % 3 E-H ]:' O“/H

m Mm —n—vl)EI ChA4 Chgral /070 ) 2 REEDL kS0
2, W = okl Al (1.16)DF ZCHIS][16].
i< g
7 (- = Y d a;) xx + ) 55,”93,93;

LjEV, 1€EV,j= 0,
+ ), 7, x+5

i€ V,,0,

SH212l B Otefl A (1.17)2t 201 UErE = UCH =, S, F, 72 &2
™ =0

P = S° .F" T : }F"X"" N anm

OteHel &11elE 12 Rainbow?l J| M4 WA S LIEFHLCY

2112|E 1. Rainbow?| Key Generation

2™ : Rainbow parameter (¢, v,,0,,0,)
£ : Rainbow key pair (sk, pk)
Xelnd

I: m <« 04,0,

2:n <~ m+uy

3: repeat

4: My «<— Matriz (g,m,m)

_15_
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5: until IsInvertible(Mg) = TRUE

N

. m
Dy pF

3

S HAff(]WSa cs)

o0

: InwS «— My'!

9: repeat

10: My < Matriz(g,n,n)

11: until IsInvertible(M,;) == TRUE
12: ¢p < F"

13: T «— Aff(M, cp)

14: InvT <« M;*

15: F <« rainbowmap(q,v,, 0y,05)
16: P=SF-T

17: sk < (InvS, cg, F InvT, cq)
18: pk <— P

19: return (sk, pk)

2. Rainbow Signature Generation Algorithm

N SANB d Al B4E H:01-F"", NES cF" 2 [, HY
My wwe Obdet 2Lk

- x = S*l(h) = IFHXHL% ]_‘“/d.

i

Ct.

- S8 W OF OteHOlA x & APM OI0IRI ye Fr ™S H&HSHCH Ofeiel el
&S 2= 01218 HMUES 2 2AAMZE0I0H

2 12|E 2. Rainbow Central Map’s Inverse

2 & : Rainbow Central Map F = (f“’lﬂ), o, £, Vector x DF""™

_16_
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£ : vector y = F"with Fy) = x

XMelnd
1: Choose random values for the variables y,, ---,y, and substitute these
values into the polynomials fm (i=wv,+1, -,n).
2: for [=1 to u do
3:  Perform Gaussian Elimination on the polynomial fm(iE 0,)
4:  to get the values of the variables 7, (i€ O,).
5. Substitute the values of y,(i€ 0,) into the polynomials f"
6: (i=wv,,+1,,n).
7: end for
8: return y= (y;, --,y,)

- MY 2eF" ™ /2 =T '(y) S H ST

OteHel 212l&E 32 SJAFZE= Rainbow2 MYE MES UEHHATHI17].

2 N¢2|lE 3. Rainbow?2 Signature Generation Process

2= : Rainbow private key (InvS, cg, F InvT, c;) document d
£% : MY 2 € F" such that P(z) = H(d)

clitd

l: h < H(d)

2: x «—InvS « (h—cy)

3: y < InvF(F, x)

4: 2z «— InvT » (y —cp)

5

: return z

3. Rainbow Signature Verification Algorithm

_17_
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BIAIX @ 2 A8 2z Jb FOH/E Al, A0l et ZS2 0tk 20l OIF0 &

CH18]
- Al &= H S 01830 Al 8t h = H(d)EF"™™
- B33l P E 0IGtH ' = P(z)eF" ™S A &S
- MY =1 o 20| Bt=FotsE B MY 2z It 3SECh

c|& 4. Rainbow?2| Signature Verification Algorithm

|
2 : document d, signature z = F"*™"
& : TRUE or FALSE
1: h — H(d)
2: h' < P(2)
3:if " == h
4:  return TRUE
5: else
6: return FALSE
7: end if

D. 2 X J|

£

2= gidl

0l

22X J|8F &S 2nelE2 AAX A0A SVP (Shortest Vector Problem)lt CVP
(Closet Vector Problem)2| ==&'& I8t S0 JIBtot] U220, 1996 Ajtailfl
ool 25 2A 20 AIELE HAE 239 J|E2 A5 F4ot=0d AISE
2 QUCt= A0l MHHUCE Ajtai= [7]0l A Short Integer Solution (SIS)Olct &l

& Average-case 2 A 2HIt worst-case ZAL SHMXME ZI| HECHet] M=ot
QLCH19][20][21].

2%tet R" OlM 2= ol4t ot A82=2AM =32 O XNAMdle R'UAM JO
E ki JIM B={b,,by, ---,b,} & B &F ©Z FoLOH O3 A (1.18)

.
=
=
1
xgt

_18_

Collection @ chosun



L=LB) = (B2 =Yeb ez} (1.18)

i=1

ARt GHLES DM BEIO Sl FOIE
2 4o 2 JIH HWED EXsls SHS JIX=d, W
MOl Bt AFOIXOF 2D A2 D o
JIM BIE2E Z50f YR JIHSS AOIZIF 31D, 222 012X &= JIH o
FIZ ‘Ubad) JIX BIER} ZBHCL B2 1N HEE

2 =HME A HZ2E = AN 22X Jigh 25 FH0UA JHIIZ OI=2EH U

50
o
>
u
H
O
e
Iy
>
1
kel
e
o
I
89
rir

2SS FEE M 0le OedsS ofZote A2 £HEU. HWEE2 AKX Jlet
o ZXNUHE Y= ZIlES2 LWE =2HME AEotH = ==20Ad OF=
2 =

CRYSTAL-KYBERS| &< Ring-LWE (Learning with Error) &ME J|B2 2 &t
Module-LWEE ALZ &tCt.

2 == =M SF]E 20HEOH27][28].

E 3 AKX g AS2HY B8
ZM EF EM UHE
cve golol JIY HMEH BVE PHE AX BE L=L(BV)

(Closest Vector 2Aolo YH gt Il FHRE M, LBV) AX 22X fA0A

_19_

Collection @ chosun



Problem) o2 JHE JPte ®HE e =X

SVP ool JIM H#H BV IAE 9o AX} IRX
(Shortest Vector L=L(BV) It =HIZE &=L, L(BV) AN 22X {29 0 0l
Problem) OfLl JIE B2 HHE = 2N
SIS e & St sEZ2 EGRS gl Hd
(Shortest Integer | Arr = (m,,m,, -, m,) A S8 XA A, =0(modg) S &t
Solution) Z5t= Y B2 non-trivial HEHE &= 22X

E202 e LWE BE 4, €7'xz, It U= as

LWE aEZF, x £ UMESIH Hd=E oll, O0IE 0l
(Learning With b = <a,s>+e(modq) =2, E HET

Error) 3 LWE 2 A, OA &€ ke SEE 228 I

ABIEOZ Ring-LWE D82l 2S= 128HIE L= 256HIE 20t S SFAl
I1J] oA Wet0lE (n,qo) (n: X2/ q: Modulus /o: 2F CIEAS HEi6t=
11.31

\/27T

HIHE (256, 7681,

IPAISH 222

H
MM

) E2 (512,122809,

SHCH28]29].

X2 AJHE Ring-LWES Lyubashevsky®l &5 2D2IZ0ICH &5 22|59
M0l 2N RingLWEMIA R, = Z/{z"+1) QM HOIED, Ring(R,) CHOlIA
SHSIH, R, Ol (I3 ASHMORE DE2| 4 CIEA DA [IEA G
0 AZEID, poly(R, Cha) = 202 CHEIAIZ 0ISHD polyd o 22 &
of CIetAlOZ ZIHI M AFRED A2X mS MAIKICH30IB1].

HOCHZ 3 MA SHO KeyGen(polyd) = S e 8 CHEtAl

_20_
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polyRy,polyR, S 01& HREE0IA 292 =5 3 = BHIZ ABLE Caal

polyP = polyR, — polyA x polyR, B HASCL (OIK Olat B7 E2EE B

% B2 02 MECH) Hel IS polyR,. THEA A (polyd, polyP) B 2HI|Z
25HCH32][33].

(1292 258 S Encllpolyd. polyP), m)O2 n HIE ST HAIX m ©
25ss HB2Z HAK mS r, & B2 (—m) & AIBY GH= OIE HAKX)
se 22t | 4] g Zai= weoinh oM | L] = L
o @Az 01BY FOI® HAXE 2o A (119), (1202 Hard

i
o

A %=

CH

[
0
N

Ct.
poly C, = polyA, X polyFE, + polyE, (1.19)
polyCy = polyP X polyE, + polyE; + m (1.20)
M B2 =33t SHZA M3 polyR, E 01E6tH OHAIXIE OteHel Al
(L.21)2 HAHSHA = CH
m = Decode (poly C, X polyR, + polyC,) (1.21)

E. NTT(Number Theoretic Transformation)

S NIST 2XUE 25 Z=2H0 MEDN JAs XIS €elE 30t
CRYSTAL-KYBER, CRYSTAL-DILITHIUM, FALCON 2|1 42t2& =

=
DED|Btel ¢€els 2JtX BIKE, HQC= Utetal sEaatol S5 Hel At

==
$0
rr

< >
S Fd EFLZ DA 2NeEQ NTTE ALEStD JCH NTT= S HAIOl
N S&oteE 1% Felol B8k(Fast Fourier Transform) LEZC = M L 3&AH
&2 84 ZS(Convolution)Hl M Point-wise multiplication@ & B2 SEEE EF0
F= SHES S otelel E 4= S NTTE AFEol= NIST 2XUE 25
HEESH0 MHetE 2nels L M M S0 Roundlll 8 2NelEd5S BEHEC

_21_

Collection @ chosun



Al

o
[

EO'
=S =

RLWE (Ring Learning with Error), MLWE (Module Learning with Error)

TR I i 8 BW A% Y5 oS
=0 +on &Y = oy ™ W 8 oA 2
= o8 5 M 5 5}
) w < n 2 2 Al LB i CU IS
100 Ho - 3 ..W o} 31 = 00 N M.__ o < =
) = S Z
DAL Y £ 2 n ; w oo MW=
L SERE %) I w2 o ®aw
5 W W 22| « e St Epeo
= M 5|8 o R S - R
Wl o Ko ° H Ll = N I
i o 0 wm 8 RSPT iof 0% = = < £ _ 3J
T o = r 2 0 = T b = O 5 S
W~ S £ 5 . g Omo 2@~ E W
o G = [} N
S 2l owm |giEZ ) T T P = >
w5 E U WO 2S5 © : o 5 T I TR S
g — o Moo= T W =z w oy 3 = % 3 Y
T S| B 00 + F S Ko S ns
n Yo 9 - 5 o, o s Sog® Wy g
o ouo 2 |E - P32 om0l
o_.:._:An o gm.m Ur + + M_.R .ra.rE._W.Ar._._m_.H
o o U n | &g Y oT w8 0 2 CTHEEmWE
S99 %4 Z [23E3E © & pd _smEE¥uw
ol S I g gMzA ol + + [sX. m,mNNé _
3 8 > = J 33 “ ol s £ JJ 0 o) o o [ oo
= 3 & 2 o3 = _ T T A ~ T Y 2 _ o
A GRZ ol B 7 J) o2 o <« 5 00
- N B 2 oF 8 8 xr M 00 w0 S
= o) o e} S (a\(\ (i =0 W o < = 3 0
RrZ I D 00 o < . L A o
o £ M o % o TR B A T
Fo_oow < - Elvx 8 - q o= oo W<k T 2
O w W 2558 R DI = F a5 X
R B = SEEE 0 9P EWy e 2w
o~ w0 Z 22 &2 0D (ﬁmmc&cAI__WI
o Lo < Z L o Nﬁo_eu_r.mﬁﬁﬁ%m
60 w0 __ D - 1 Jjo IJQ__wmmg(nle
RED 2 o oo o _ ™S g S _ 9
. o . S ok < ol M g RN E
< x 5 <R J 8 Wl 5B z

[l

AANHR n B K

7=

X @A, 19
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=229 w 24 ¥ = w mod ¢ It DHEONOF StCH w It n XF Al 20I2t It 86t
AS W oI CHEHA polyA(z) 2 2t Hias= OfH Al (1.23), (1.24)3F 20| NTT

2 INTTZ ES =

n—1
A; = Y aw!mod g (NTT) (1.23)
i=0
n—1 -
a;=n 'Y Aw, “modq (INTT) (1.24)
=0
2Aolol ChatA polyA(z)2t polyB(z)E NTTZ HEBE #&S = Point-wise
Multiplication® %8, CtA| INTTEZ HESUEE S ZAN F CHEA! polyd (z) 2
polyB(x)2 SAAA ZUE 22 £ U=0 0148 UE Time DomainO| Ol
Frequency DomainOl Al Ci&ta!l ZHHMS Soll et 8 Al2t2 0(n*) OlA
On)22 2AAAZ == UA ECh OFeHel A (1.25), (1.26)2 L2lo S Ciakal
polyA (z) 2t polyB(z)2 SEAA Z c(z)E NTTE INTTZ HESSt AOIC
[36][37].
n—1ln—1
c(z) = polyA(xz) X polyB(x Z Za i (1.25)
i=0j=0

=1 NTT(NTT (polyA’) XNTT((polyB')) (1.26)

0|48t NTTE HEN UAHA =2&t HADBHEO0| Modulo Multiplication S 2
Modulo ReductionO|2ty]) Z2le= HAUAEOICH Modulo HAE HEHSH =XE CE
A

A2 U= LHHXIE ot , ARG S O JHX dats O

[ull]
0
|0

| AN=g 21cIE5S2 NTTE HMte B20 =2 ASHeE 2128 &

Montgomery Reductiondt Barrett ReductionOl Ct.

1. Montgomery Multiplication

_23_
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2 Al
=0

JEXOZ modulo
modulo R Ol modulo

LIH Al M

Al O| "itH

o —i =

=
=

=

Ol= 2n Xtcle

X & 0|
— T/ —

ot

=
[a—
[

—

b=

o
£8ol=s 1 gte, &t
Reduction, modulo R 2| HH%=
BEAlOl  AIH| gred)

HIE
=

S0l
A2 NTTE Ml

Montgomery Multiplication
modulo Ct

XHOll CHol Al =

Lt

20l #<L,
modulo ¢
Montgomery =& ™

NTTE Hl&HGHD|
Ct. amodgq 2 bmodg
bmodgq E

H &S

[e=)
U4 ods

Montgomery
3, abRmodq 2

A
LV VN

ot

=<
=S

. Rlzlmodq

(127)2t 20| & = UL

Collection @ chosun

¢ 20 2 =0l tHold= ¢ 2 U= LHHA

£ OlH, ged(¢,R

8": o

olez Rr'=
¢ =q 'modR OICt. z=a + b+ R? 0l2t2

= &4 modulo ¢ It EIO{OF SHCH
= AlLtollOF ot=0l,

2F
BA

e
>
o

s
e 5

)=1 It R
R Ol CHoll Al Extended Euclidean Z12I&S=S

—

011,

M, 2 « R 'modq 2 242

08z
Ct

R 'modg q-qlzlmodR

=2 Al

o T

St
=2

_24_



ze R 'modg = 2z« R« R '« R 'modyg (1.27)
=ze(l—qgeq ') R 'modg
=(z—z9+q ' +q) « R 'modg

=(z—(((zmodR) » ¢ ')modR) « ¢) » R 'modg

PI2F 20l HAHE g2 & —¢ 2 ¢ MO0 U= Bt0let= HE BY = UJI
HEol, ol YAz & =2 SEHLN ol modulo ¢ & BtS

CGIJIM ROl 28 HENOIDI W20 FH&A =0l oM modulo RS F ot
LtE &= ot= X2 bitwise and HAHIE shift HAOZ 2HEGHH A8 E = U

[41].

2 1N¢2|lE 5. Montgomery Reduction

: odd q where 0 <q<§, and a where —gq <a=aqf+ay < Tq
and 0 < qy <p

E2 : 4 where v = 3 'a(modg), and —¢ <7 < ¢
XHelud

l: m< ayq "(mod* )

|

’
3re—a —t

2: ty

Montgomery
Multiplication

[ |

[ Three ] [ Bi-lt—\\:vvicée ] [ Two ] [ Three ] [ One ]
Multiplication AND Shift A multlpllcatlon
ol

18 3. Montgomery =&

_25_
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2. Barrett Reduction

Barrett Reduction 2 112|&2 modulo ¢ € S&H L2 HAGHE YYHoz FHE
2102l E0|C Reduction2| JtE H2AOI StHOZ AHEA A2 LM0| SUHIt

=0, Ol ZAEDJ %0l S0IHII W20 Barrett2 1/¢ & m/2" o 2AMXIZ
ot Uxds 2EE FZEZ WMo ==dol= H=S HMSAUCH Barrett

S 2f/q¢ B0 ZAHUL

ReductionS HAtole = B BHOZ= | E MHEHGID
6= Barrett Reduction 21

o
oty 28e d+==2 Z&ote A0ICh OofeHel 2els

21Z 2 O Ab2 S 0| CH42][43].

2t 12|ZS 6. Barrett Reduction

22 : odd g where 0 < ¢ < g, and o where —§< a<§
£ : v where r=a(modg), and 0 < r < ¢
log(g) — 1
l: v« {72 ﬂJ
q

av
2.t «— {721%((1)1.5 J
3: t < tgmodp

4: r—a—t

F. 22X J|8tel 24X WA I W& CRYSTAL-KYBER

M

Ol= NIST 2XMHUHEES HEst HP0A HEHE 28t AXI|E

= T T &

HBUlME
212|&0! CRYSTAL-KYBERO CHol &F&tCH CRYSTAL-KYBERE 0I= =

]

oY [ 0o
ke

0%

FI=HZRUA &S NIST PQC Round30l Al Sujoy S2I SABERE It &
519 O L} CRYSTAL-KYBERJD} XHE4 S| Q1 CH44].

CRYSTAL-KYBER= 22Xt J|8te] 2 1N2|E2Z Module-LWEE AE6IH JI2A
OZ UHHHE=E n = 256, ¢ = 33298 LNEL=Z 2ot HE 1, 3, 58 SZFAI2ID| <

= -/
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of met0le & =2, 3, 42 AME0H= 21elE2 Moot ULt 012 [ gEHEEI=
AANAE 2o =20 HE 22 S=2= U=U=0 CRYSTAL-KYBERS| 2ot
S=2 0tcHel 2 528 2 CH44].

CRYSTAL-KYBERE RingLWES| CHEtAl R, = Z /(a"+1) OIM MEt0IE kS
FIlot &8 AeRr/~ ", CH&tal BIE seR),
Transform) A 0A HAMES 8ol 2S5 2N2SO0ICH AAH 2FRSEAH SIHI|
(Public Key)2t B2 I|(Secret Key) A3t= Key Generation, A8 E SIHI| 2k At
ENZRH 22 EZ(Plaintext)E &S Z(Ciphertext) 22 HIRHF=
0 ASH, M= HIZII LSES 01880t Hde 22 SFAII=

o

Z 0IF 0 &ICH45].

eERf’ £ NTT (Number Theoretic

i
0z

Encryption Dt&E

Decryption DtE

H 5. NIST PQC CRYSTAL-KYBERS| II}e}0|E

CRYSTAL-KYBER KYBER-512 KYBER-768 KYBER-1024
NIST
1 3 5
Security level
Parameter k& 2 3 4
Dimension n 256 256 256
Modulus ¢ 3329 3329 3329
Derived parameter ¢ 2 139 o~ 164 g 1

il

1. CRYSTAL-KYBERU A AlEol= &ilel

CRYSTAL-KYBER2| CPAPKEE= Lyubashevsky SO0l Encrocrypt 20100A = &5t
(Ring-LWEZ) LPR S35t HMHLAE FAGHL RHEC d8s =22 X HEO
UCE 0l4s MAHC fele X = LWE J|8t 25352 HEe 2ehIb=0 Regevot
[46]01I A HIAIR ZAaC2 =8 XH0IE=2 Jl= &0l Z, It OtLIK HIZ #HE 2

_27_
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A
Ctetal gz, tialoh=S AtEdt= 0l OLOICIOl= [48]0I A Hoffstein S0l MIAISH
J

=ci SctJoF ot HIZ 1 2F AOIS] HE 2 [48]0IA
C|

i =AFEH &S HMAHI49, 50]01A [51]2 2ot HEd & 0101 AF=E =L
LPR 2iS3st &A0C =2 X0/E 2 Ring-LWE 4! Module-LWEE AFE&HCH=

0l RUCH L£8F CRYSTAL-KYBERS ZIi & A4

£ M4otIl 2ol [52]01A
Alkim S0| F &t H2YA S MWESHCH L8t Learning With Roungding J[8H2| 24
o

[53]2 LWE J|2 &40 ASR2HME IIE &L = U= LEHEQ I=0IC

A

[54][55].

Olefst I| M4 M2 seed S &2 HAl &+E 0|25t MHSt= AL
(pseudorandom number)S Rejection Sampling A& S Sofl MAE H= =2 NIT
E 083 s5,¢ S MAGD sampling2 3 5 MHE US A« 5+e HAS 2=
S gEsS Mdolell ¢+ 8§ 2ARYS g B BIHIIE MH6ln s E DLE
22 HIZIIE MHEG6HH He= BE2E =HECHS56]

1) CRYSTAL-KYBERS| CPAPKE Key generation

9t 12|Z 7. CRYSTAL-KYBER.CPAPKE KeyGen(): Key Generation

£ : Y3 sk B2 hs

& : 2MWI| pk = B2k n/8+ 32

I: d—B*

2: (p,a) = G(d)

3: N:=0

4: for i from 0 to k—1 do > NTT S02 LHOoIA
5:  for j from 0 to k—1 do #H 4 R MY
6: A[ZH]] := Parse(XOF(p,j,i))

7: end for

8: end for

9:

for i from 0 to k—1 do

_28_
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10: sli] = CBDHI(PRF(O', N))
11: N =0

12: end for

13: for ¢ from 0 to k—1 do

14: eli] :== CBDHI(PRF(O', N))
15: N =0

16: end for

17: s = NTT(s)

18: ¢ :=NTTl(e)

19: ¢ :=NTT(t)

20: pk := (Encode,,(tmod™q)llp)
21: sk := Encode,,(smod”q)

22: return (pk, sk)

v
0z
I8

q

> pk:= As+e

> sk:=s

GERI‘;

- from B

from B

2) CRYSTAL-KYBERS| CPAPKE Encryption Algorithm

CRYSTAL-KYBER2| Encryption 12|52

g8 3212t S22 gt coins, PS3t g

o

!

©| Key Generation 22|

Z PlaintextE HO=Z

E [2YS EdH publicseed?t ¢t 2 =2I, Key Generation Z12|S

E MHYSHCL coins= noiseseed2t EH 7, ey, ey

=
Ol =2clE publicseedE OIZ0HH Rejection Sampling HAHE

HRX

_LI_

2 12|lE 8. CRYSTAL-KYBER.CPAPKE.Enc(pk, m, r): Encryption

olat . ZINI| pk6312-k;-n/8+32
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Qe m
Jg e

W
wop o B

W

10:
11:
12:
13:
14:

15:
16:
17:

18:
19:
20:
21:
22:

23:

= d,
: AS2 cEB

: WAIXl meB®

: 299 ¢oins r = B*

o koo 71,/8+dﬂ . n/8

N =

o

t := Decode,,(pk)

D p i=pk+12 « k » n/8

: for i from 0 to k—1 do > NTT 02 LHoIlA
for j from 0 to k—1 do g A r MY
A'[i]lj] = Parse(XOF(p,i,j))
end for
: end for
: for ¢ from 0 to k—1 do
rli] :== CBD, (PRF(r, N)) > 88 r < R, from B
N :=N+1
end for
for i from 0 to k—1 do
e,li] :== CBD, (PRF(r, N)) > & ¢, €R) from B,
N :=N+1
end for
e,[i] == CBD, (PRF(r, N)) > ME ¢, = R, from B,
r = NTT(r)
u ::NTTfl(fAlTo r)+e, > u:i=ATr+e,

vi=NTT" 1(tAT o T)+e,t Decompress,(Decode, (m),1)
¢, := Encode, (Compress, (u,d,))
¢y := Encode, (Compress,(v,d,))

return ¢ = (c,llcy)

_30_

Collection @ chosun



3) CRYSTAL-KYBERS| CPAPKE Decryption Algorithm

oF

CRYSTAL-KYBERS| Decryption
YI1E C2Y 5 2t Encryption
NTTOIA S&HA

I
Aot Helel &

st

T
U

2

=
=

gl

u
PN

(s

=

e

nio

2

2lE 9. CRYSTAL-KYBER.CPAPKE.Dec(sk, c): decryption

R

a!

ke n/8

e
o

(N}

| sk € B%*

koo 71,/8+d“ . n/8

°
Ju
1[]
ol

d,
3 CEB“

Rl

Jo

: HIAIKI m € B

1]

[u—

D= Decompressq(Decoded“(c), d,)

D= Decompressq(Decoded“(c+ d, » k+n/8),d,)
: 5 = Decode,,(sk)

Tm o= Encodel(C’ompressq(v—NTT71(§T

© NTT(u)),1))

. return m

4) CRYSTAL-KYBERS| CCAKEM Algorithms

CRYSTAL-KYBEROIA AtE&= 242t =&E  Fuyjisaki-Okamoto Transformation=
S0 IND-CPA 29t B3| 253t LAUHAM Kyber® CCAKEM-INDCCA2 0Ot
KEME 245t =0 oteflel ¢elE& 10, 11, 122 M2 E= Kyber. CCAKEMZ)
J| MM, HEst L =3 HHMO CHoH M=8FCHS9]

212/ 10. CRYSTAL-KYBER.CCAKEM.KeyGen()

=5l ok € B2k n/8+ 32

. Hl':'a'al sk € 324 o ko n/8+96
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: z€ B®

. (pk,sk’) := KYBER.CPAPKE KeyGen()
o sk = (sk'llpkllH(pk)l|z)

return (pk, sk)

[u—

..l'kwl\)

2 12|Z 11. CRYSTAL-KYBER.CCAKEM.Enc(pk)

e
Ju
OH

H3| pk6312 o ke n/8+32

d,* ke n/8+d, s n/8
_E_ = B(“ n/ d, « n/

W
o e

0k 0o
30 lob

S 3| KEB’

W

© m <« B*?

:m<«— H(m)

[u—

- (K,r) := G(ml||H(pk))
: ¢ := KYBER.CPAPKE.Enc(pk,m,r)
K := KDF(K||H(c))

D v oE e

return (¢, K)

2

2l& 12. CRYSTAL-KYBER.CCAKEM.Dec(c, sk)

d, k- 71,/8+dﬂ . n/8

©

s HIYI| sk e gtk n/8+ 96
=

o
1V [V S O
02
fo
HO
)
M
Sy

W

P
: hi=sk+24 + k » n/8+32€ B¥
cz:=5k+24 ¢ ke n/8+64
m’ := KYBER.CPAPKE.Dec(s, (u,v))
(K',7'):= G(m[|h)
: ¢ := KYBER.CPAPKE.Enc(pk',m’,r")

if ¢=¢  then

o A A

return K := KDF(K'||H(c))
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9: else

10: return K := KDF(z||H(c))
11: end if

12: return K

il

2. CRYSTAL-KYBEROIA AlE6t= MS 1c

1) Uniform Sampling in R,

CRYSTAL-KYBER= EHAHCZ #YUst 22 2Z0 JIE R
o ZH2% Y= AMEot=0 0le{st ME2 2 <ol KYBER E2
B =by,b,b,..8 LH2Z £A4IGt1) NTT-Representation a = ay + a, X+ - +a,
X" 'eR, of acR, & HA&IGt= Parse : B*— R &5 ALEELICL 01218 &
2 SHA3-5122 M &6t publicseed 32HI0|EE SHAKEI282] =J| & gts 20t
AME3t=0 SHAKE1280 A absorb &5 HHM IHEE LHAZ2 T 2502 stateOll X

, Squeeze A S Soll 168HBI0IES] HIHE AMASHCE 168 HIOIE HIH= 16HIE
tt?I2 Rejection-UniformS =25 Otchel € J2lE 13= Rejection Sampling 1t

ol thet £ 0els0lIC0

2 1elE 13. Rejection Sampling Parse : B*— R, (¢ = 3329)

S : HIOIE AE®™ B=b,b,b,... € B*
£% : NTT Representation =R, of aER,

I: i:=0

2: =0

3: while j < n do

4:  dy:=b;+256 + (b, ,mod 16)

5. dy:= | b;1/16] +16 « b,
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6: if d; < g then

7: &, = dl
8: ji=j+1
9: end if

10: if d, < ¢ and j < mthen

11: a; = d,
12: ji=j+1
13:  end if

14: i:=14+3
15: end while

16: return ay+a; X +-+a,_ X" !

2) Binomial Sampling & 11¢2|&

CRYSTAL-KYBER= 2Ab == &2 = 64y HIOIENAN 2EEX2Z By
£ FoGt=0l otehel 2nels 140 M

i
‘_
=
30
rr
of
0z
o
0!
HI
i
Q
[¢]
2
[¢]
3
o
oy
@
o
2.
=
=)
3
(on
£
£
g
ujo
o
0l
_O'j
2
1
o2t
]
a

2N2|E 14. CBDy : B >R, (n coefficient = 256)

2 : HIOIE BHEY B = (by,by,... bey,—1 € B
£ : U4 feR,
1: (By,-- s Bs12,—1 ) :=BytesToBits(B)

2: for ¢ from 0 to 255 do

n—1
a:= 252i71+j
i=0

n—1

W

-

b:= ;)52m+ ntj

J=
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5: fi=a—1b
6: end for

7: return fo+ f1X + foX 74 o A+ [ X2

3) Decode Z112|E

CRYSTAL-KYBERJ} BIOIE Bi22 X5t f0ists SIHXI GIOIEIS 2
Ol BIOIE BHDH SE| CHEAIOICH BIOIE BiZE IDE Sof 2 et =
oz ogag g

3 =\
0|28t Decode Z1N2IS0 LIS AAIRES

{0,...,2' =132 2F A f, o S8 OEA fi+f,X+ f2X2+ +f255X255 2 9

AMESISHCEH 8 CRYSTAL-KYBEROI A EncodeE Decodell €222 Al Al2ICH

212|E 15. Decode, : B >R,

22 : HIOIE WY pep®
&3 : 014 fCR,

1: (By,-- s Bs12y—1 ) :=BytesToBits(B)
2: for i from 0 to 255 do

=1
3: Ji= Eﬁizﬂ?‘l
j=0
4: end for
5:return fo+ f1X + foX 74 o A+ [ X0
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o
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32
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b AULCH
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tOd MCUJt HIZ3t

Ol CHS

E

Hl
Hel gats 82 SAI0 X2

2F
=

ni

Sk A
= T

R

= ZO0lA Hetot

20He Fy 2401 IHIEN =0l 8IS F,y A4S otLtel 32HIE dIXAHO

= 442 A
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=
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HEHOZ ZCotl) Fotes HIEE OtA2Zs = JHY L&t =AZ il diXl
AEO0 2=ots HO0ILE 32942 A5 8 B0l 492 dIXNAHN 2=6td I8
42t 20| 2EeelE Aoz A8 M-Adols 201 X SH0ICH Ot 18
40A S 2t 2 8ISl BE RAE ZEote dINIAHE HE S

MAO| S22 M2 LSBO|lL &S 3[480] MSBR! EE QAU HIES LIEHU
=0, oteiel AAMZE0 ZAI=E HHZ 28042 AOIZ2Z FdeE 288 FE0| Jis
otCh. el €elE 162 282 AMOI2Z2 S SHCIZ HEE YEIHANAM HIE
Scl0lAZ, HHESCHOIANA LBESE 2O HE UHES LIEY SIAMDE0ICH

F,, & @& 42 Bitwise-XOR0IE2Z HIESc2H0lA HE WA S2LotH =26t
Ct.

[ofoToTol [+ Js[afz[2[22 z[s]s[s]<]afafals[s[s[s]ecf[efefe]-[7[7]7]

[e]s[s[8]eo[s[o[o to0]10]t0]a0]11[11]11][m[12]12][12]12[13[13[13[13[14[14[14[14]15][15[15]15]

[16]16 16161717 [17[17 [ 18 [18[18 [18 19 19 [19[19[ 2020 [20[20[ 21 [ 21 [21[21 ][22 [22 222323 [23[23 23|

[24]2a24]2a]25]25[25]25 2626262627 27272723828 |28]28]29[29]29]29]30]30]30][30]s31]31]31]31]

!

[o]aJ1e[2a] 1 [o[17][25] 2 10]18][26] s [11][19][27] 4 [12]20]28] s [13[21][29] 6 [14]22]30] 7 [15][ 2331
[o]s[16[2a] 1 [o[17]25] 2 [10]18]26] 5 [11[19]27] 4 [12][20]28] 5 [13]21][29] 6 [14][22[30] 7 [15[23]31 |
[o]8[16]2a] 1 [o[17][25] 2 [10][18]26] 3 [11[19]27] 4 [12[20]28] 5 [13[21]29] 6 [14]22[30] 7 [15[23[31 |
[o]8[16]2a] 1o [17][25] 2 [10]18[26] 3 [11[19]27] 4 [12]20]28] 5 [13[21[20] 6 [14[22]30] 7 [15[23 31|
Y 4 QH2IS BACE NTAE IO BE RAS EEs AXAH P4

A

clE 16. F; o 2YHBUAM HES20A B2 HESCHOIAMA

: 32bits F,; elements in ay, a;, ay, ag

: Bitsliced F,; elements in b,(LSB), b,, b,, b; (MSB), ¢(temp)

1. and b,, a,, #0x11111111
2. and ¢, ay, #0x11111111
3. orr by, by, t, Isl#l

4. and t, a,, #0x11111111

15. and b,, a,, #0x44444444
16. and t, a,, #0x44444444
17. orr by, by, t, lsr#2

18. and ¢, a,, #0x44444444
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5. orr by, by, t, 1sl#2 19. orr by, by, t, Isr#l

6. and ¢, ay, #O0x11111111 20. and t, ay, #0x44444444
7. orr by, by, t, Isl#3 21. orr by, by, t, Isr#l
8. and b, a,, #0x22222222 22. and b,, a,, #0x88888888
9. and ¢, a,, #0x22222222 23. and t, a,, #0x88888888
10. orr by, by, t, Isr#l 24. orr by, by, t, Isr#3
11. and t, a,, #0x22222222 25. and t, ay, #0x88888888
12. orr by, by, t, lsr#l 26. orr by, by, t, Ist#2
13. and t, as, #0x22222222 27. and t, a,, #0x88888888
14. orr by, by, t, Isr#2 28. orr by, by, t, Isr#l

RainbowOl Al = AESS S-boxOllAl 2| 0l2C 10 UE LAIQOI Tower Field2l SHEN
£ REA datg +¥et=0 ol F,, 22X F, E MEdAM G A G.1)
(@]

20| LIEtE = UCH

=

Fio = Fulyl/ ()’ +y+8) 3.1
OIIM CHAl F, = of?IMl F, E MEdiA TS A (3.2)2 &0 LEtE &= UL
F, = F,lz]/(@*+z+p) (3.2)
F, &9 & A5 a=av+a, & b=bz+b, 2t otAL OdHH F 22 S2
ChS A (3.3), (3.4)% 20l LIEtE = QUCH
c=cx+cy=ab=(a,x+ay)(byz+0b,) (3.3)
ab= (a;by + agb; + ab, )z + (agby + a b, ) (3.4
Fio &2 & 22 & ef = 5 M F, &2 A2 sgAHMS 0/SoHM +
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g = UCH OIIM e=ew+ey, f=fiy+fo, enfi€F, OICH DAY gF, O O

ol

go = T+ ¢y,

2 UEFY & QUCH OlD a.b=F, Ol CHGH

e = a3x + ay,

Hef=gy+g,@ LIEFE & AD ¢,€F, Ol ek 2! (3.5)

g1 = C3T+Cy

Al (3.6 (3.7)

ey = a1 x +ag

fi=bsx+by, fo=bzt+b
ct ofH, Fs HUAME & & e 2 fF 2 s2 USH &2 2AHIt

¢y = agby + a by + asb, + aybs + asb,
¢, = a;by +ayby +a.by + ayby + asby, + ayd,

€y = ayby + azb; + agby + ayby + aby + asby

¢y = asby + axb, +azb; + aby + asby +agbs; + a,by

+ ayby + asbs
OlNZ2 ChAl BtsE= HaY T2t 28]0tH OE2 A (3.12)% Z20|

to = a3 (by +b3)

t, = a;b; + ayb,

ty = asb; +ab,

¢y = apby +1, T 1,

¢, = ayby + aghy +t, + (ay + a3 )by
Cy = ayby + aghy + 1ty + ayby + azby

ey = azby + asb, + (ag +a, +ay)by +1,
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=
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2101 Jtsat

—

[—

CHAl OtchHel Al (3.13)1

—

[—

(0,0,0,1) Ol &= b S
FAH|

[

ol c=
2

&S 19HZ2 ZAAD|
9

HOIA 22

2 ab=cOlAd =0 o O T

2|

HL
fa U

St
=2

ZM 16JH2] AND H&tE F A
Nz &9

o
[
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<+

ioll
Bl
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il
0

0l
Al
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by
by
by
by

F, &0lM2 Gauss 2 HEHS

—

A e B
—

ay + as
%)
a, +as

ag+ a,
asayt+aza; +azay+a;+a,+ag

as

ay
ayayta;ay+tag

ay

g
g2 A=[q;] (IIM 0=<i,j<3)

Act ot Ab=c OIM b
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NTT (Number Theoretic Transfrom)Hl Af

S NISTOI A
A Est=

2 el&0l

Round@|

StCt.

HAL KAl

Ol CHol

o

(B4

Montgomery =& 34

0}
Rl
|

o)

=
S

1. Radix 22| Lazy H&HE O

Montgomery

—

[—

ol A
A LHOIA - Montgomery
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1 Z232 8t HUl modulo ¢It & 82 &= & = U ECH63][64].

01218 LBEINOZ NMZAIH R>4 2 X202 & & AL & ¢ Ho mddA
M= 2 M, t—1 Bo SEHAN Hol A= Montgomery Sl HAS eHGHAl &
1, OFXISE e 21o] SAHAAN B Montgomery S&EHAAMS AIESt= HACZ =E
A2 == QUCH CHEAIS] NTTE At M, JHE JI2&ez 20| AI&8ote #*4E0
Radix 2 € ZAI22 F&cot= AO0ICH WE SU, Z,[z]/f(z) OAM f(z) Ib 8Kt
CHEAIOIZID & T, O CHEHAL BHOll 33Hs R4 ()2 A (149 20,

_ 2 3 4 5 6 7
g(x)—g0+g1x+g2x +g32° + gy + gsx” +gexr +grx (3.14)

UCHD 6FAL #I9 /A9 CI&tA S Radix 2 & NTT £ H&S & M, Oleiel Al

(3152 TEE 4 Y=0,
g(m):((g0+g4x4)+x2(92+g6x4))+x((g1+g5x )+ 2? (g3+g7x ) (3.15)

Olet 20l &K, Radix 2 #AXME Helg = J=0 HHEZ HlothE,

1A - OfeHel Al 3.16) 201 Helot H bt

Ay = (90 +g4x4), A= (91 +g5x4), A, = (92 +96x4), Ay = (93 +g7x4) (3.16)

2CHH ¢ OfeHel Al (3.17) &01 FHe2loto A4t

B, = (Ay+ Ayz?), B, = (A, + Az?) (3.17)

3EHH - OfeHel Al (3.18)dF &0l ZHe2lotK A4t

Cy = (B, + B,z) (3.18)
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2. 2. Radix 2 & Radix 42| E8AIE2S 0|28 X &G}

CH&tAlS] NTTE Radix number Ol (M2t CHsh A2 HoE = UCH
=
.

ALESH= Radix 2 A2 28 A OHCH OI ™ SHAIONA HIAE 2SS
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Ol AUCHD otAk 2?12 CHEAlS Radix 22 NTTE g€ ZE<2 080 L2
X

3]
my
=}

g(x)=((go + guz") + 2% (g, + gez")) + 2 (g, + gsz*) + 2° (g5 + g72")

Olet 20| MIHE otll, HHEZ Hel &€ += ULL

IS © Radix 22 HI&HQD OfeHel A (3.22)S ALt

Ay = (90 +g4x4), A= (91 +g5x4), A, = (92 +96x4), Ay = (93 +g7x4)

2CHH| : Radix 22| A& Otelel A (3.23)S At

B, = (A, + Ay2?), B, = (A, + Az?)

3EHAH : Radix 22| HAFRI Otelel Al (3.24)E At

CO = (BO + le)
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6 UM FEHH HAtS JIE Bl cycle = 92.1%2 24

H 7. Chou[B2]t 2 =29 2 HAMIEFO Hlw

Algorithm AND XOR Ratio

Chou[62] 16 22 100%

Proposed 16 19 92.1%
Lo sdAdz2 =c| S8ALM ANDY 21 += =clg XORD 220, & IS
HAt2 BS carry)t = AEHZ2 XMl Jtsothh MetAd 32HIE B R, R,, R,

R,~:(riﬁgl,ri.go,rwg,...,ri.l.ri.o) ct JtESHH F, &9 |
e; = (e3 69 €1 p€0,;) S e ;=r; O HSEHESE oA, ¢, = (ry ;ry0m.m,) OICH
Chou= McEliece 2SS <ol HMotEl ZHES SE0KH Interleaving AL Z Ul JH 2
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H 8. ctXH2/mol 3 B+ ZE0IA X2t HE& Rainbow &sEIt

Algorithm’ Key Gen Sign Verify
Chou[62] 87.3ms 88.9ms 90.0ms
I Classic
Proposed 80.8ms 81.8ms 82.8ms
Chou[62] 95.4ms 51.0ms 16.4ms
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Proposed 87.8ms 46.9ms 15.1ms
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NM
MM
Total

Normal
NTT

proposed

0 1000 2000

3000 4000 5000 6000
ENM mMM mTotal HA A S

Al BHOl HdteE /A g(x) Radix 2 + Radix 4 +

UL

o

Al (3.28)%F 201 NTTE &

)4 x(g, + g9x®) + 27 (g5 + g102° ) + 2 (g5 + 91,2%))  (3.28)

+z* ((94 + 912558) +x (95 + 913558) +a? (96 + 914558) +a° (97 + 915358))

8 9. Gk

o

2= 22 J|ECZ Radix-2 Lazy &4

IEHH : Radix 22| HAHQI OFcHel A (3.29)E

Ay = (90 +98$8)v Ay = (91 +99$8), A, = (92 +g10$8)
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A= (94 +g12x8)a As = (95 +g13x8) (3.29)

Ag = (96 +g14x8)a A, = (97 +g15x8)

2CHH © Radix 42 HIAHQD OfcHel A (3.30)S ALt

By=Ay+ Az + Ay + Ay’ (3.30)

B, =A,+ Az + Aga® + A2

3T : Radix 22| HARD OteHel A 3.3D)S AHlbt

C, = B, + B,z* (3.31)
OlH, &t 3 Ol = Montgomery =& HAS ALZoHOF SHCE el &l 2 OlA
Montgomery =& HAAS G+, S 10lA Montgomery S&H S Gt 2= 2HY
£ N £ UL L=, U 20l Montgomery S&AAS GHAl 410, A 1
0l 4 Montgomery S&HANME HEE =& UL
SAst CHEA0l CHoHA Radix 4 + Radix 4 2f $AO =2 NTTE 286tH G381t
22 Al 3322 LIEFE = UCH

g(z)= (90 + 94554 + gsxs + 9125512 )+ (91 + g5x4 + ggxs + 9135512)55 (3.32)

+ (g5 + g6z + 107" + g1 7"2)2” + (g5 + g2 + g112° + g5 2

IS © Radix 42 H&HQD OfeHel A (3.33)S ALt

Ay =(go+ 94554 + gsxs + 9125512)
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Ay = (g3 + 97904 + 911938 + 9155512)
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2CHH © Radix 42 HIAHQL OfcHel A (3.349)E ALt

By =A,+ Ajx+ Aya® + Aya® (3.34)
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Radix 4 + Radix 4 + Radix 4 + Radix 4 & A

M+ANM+M+NM+M ZA 92 S0 A Montgomery SAHAMS & =& QUCH
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