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ABSTRACT

A Study on the Fraud Detection Model

in an Online Second-hand Market

Lee, DongWoo
Advisor: Prof. Min, Jinyoung, Ph.D.
Department of Business Administration

Graduate School of Chosun University

With the prevalent use of information and communication technologies, the volume of online
C2C transactions has largely increased. Among online C2C markets, the demand for C2C second-
hand market is particularly growing as the increasing number of consumers want reasonable
consumption by using this market. However, as the volume of transactions increases, the number of
frauds, which intend to earn unfair gains by sending products different from specified ones or not
sending them to buyers, is also increasing. Therefore, the solutions for finding and preventing fraud
are highly needed.

For this reason, this study explores the model that can find out the frauds in the online C2C
second-hand market by examining the postings for transactions. The model is built with the
characteristics from postings such as the topic and the linguistic characteristics of the product
description, and the characteristics of products, postings, sellers, and transactions. For extracting
topics from postings, LDA is used. For the linguistic features of the product description, the number
of specific parts of speech, the length of texts, the rate of white spaces, line breaks, and special
characters in the writings are used. For product characteristics, the rate of zeros in the price is used.

For the posting characteristics, the day and time of the posting and the number of images are used.

vi

Collection @ chosun



For seller characteristics, the grade of the seller and the sharing of the email address are used. For
transaction characteristics, whether to use a secure transaction is used. The constructed model is then
trained by the two machine learning algorithms: XGBoost and Deep learning. Then their performance
of detecting fraudulent posting is evaluated and compared. As a result, the model that uses XGBoost
showed a higher performance thus selected to provide the detailed findings of exploring fraudulent
postings.

The final analysis results show that fraudulent postings have less information, which is also less
specific, fewer nouns and images, a higher ratio of the number and white space, and the shorter length
than genuine postings do. Also, unlike the fraudulent postings, the genuine postings are focused on
the product information, product evaluation, and delivery information.

This study shows that the various features can be extracted from postings written in C2C second-
hand transactions and be used to construct an effective model for frauds. The proposed model can be
also considered and applied for the other C2C platforms. Overall, the model proposed in this study
can be expected to have positive effects on suppressing and preventing fraudulent behavior in online

C2C markets.
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HEOZ A0F JI&EQ %0l MELH ZXIAE(Logistic)y DU XAl AlHL(FNN;
Fuzzy neural network) 22 & ALJ| MRHMEE EXot= Hlw AES otCH O Z20
HX ABUS SIS 22 Ml XS0l 30%tE SIotRdD MRPHMEE
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H 2] DI Xl A3

A2t OI2 X X2 QU CH(Sinayobye, Kiwanuka, & Kyanda, 2018).
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Researcher Taget data | Model Finding
Lin et al. (2003) gase FNN (Fuzzy | N2 ME 2PAH0 FNN O] O
yE=0:f1 neural network) SUH
Littleetal. (2002) | &2 2& | 21 &8 2 | HOHGH2lIele 2L EX
Ghosh and Reilly | AlZ3IE a3 AMEIE AP EXI0 AlFY
(1994) HeHH < 2ol Y
Barseetal. (2003) | VoD &1 | A3 Synthetic data 2| S &4
Gl Ol E
Maes et al. (2002) | AIEIIE Bayesian ADJ1 E X0l Bayesian Networks 2
JHefLhet | Networks dEs 5Y
Wang et al. (2018) | AIZIIE AZ g AMALUN WOA E =I5t ARD|
HeHH < §Xo s1lE =<
de Roux et al. M2 2HAHE MO =8t Nad 0 EX 0
(2018) ADA SHAHY JIY AIBIIS
M 3& 2ctelc2c Hell AJl Xl Ed =& & 428 JIH™
C2C Hef =20HHAE HHE Sol 28 0IS= Foldd= A HRAS
g§XotXk ot d3= MAM Al EX A7 S5 15%2 Mg Ee=2 HX @22



Yoshida and Ohwada (2010)= &c2t2l Z0f AIAEES 0|86t 2Y8 0|22 Fote=

MESES %I 8t ARE XA H M=Z2 Al RES ZOtUI| RdiAMdE
oty D18 S0 A HIXA S St&(Unsupervised learning)2l ZAS HAISIHA &
21~ SVM(support vector machine) HHOZ 50|88t OIOIEHE 8ot 0l
OIALZ B LR (Decision Tree) & E40t= 2B S MU

Ford, Xu, and Valova (2013) &8t eBay OlAl &z =201 AHIOIE 3 Z0H =

2=2= OOIHE &z YEI 2EE Hd(attributes)@! X LENXLL A2

SEAS X &I 0Ny gFE = g2 A2, gE2 HAHN 2aEE
=d(attributes) 2! B SEE EIL, YER2 B A2 B2 =0 gF A2, 2F

= Jcld ol Z0Hoil 28 = =H8(attributes)?! Z0H2l AIADL EOHALS] XIH BILZ

E8(Feature)S 3 Mo R& & &2A JAM2 P20t ZFHoIULD Y OIEHAS

Tsang, Koh, Dobbie, and Alam (2014)= Z 00 HHOIA Al Hel GIOIE &0l &4

el CIOIE &0l dlol 1:180 2 HIE=2 &Xol Hl= A= diZotdl RI6HH
S (sampling) JIES AE, 111 & 1 HIES XFolH X FEHEE &A=
HPE ofULH

2 HRASUA MZ22 APl RES Aol <ot €2 HIXZ StissS

HEHS ZRM0l A2 Hd = AL E2 A HE0H =501 2 20[ctd
42401 He= SE== Olgotl 0 @A JtSotHor etlhe AsE &€ &= UCH

DINS2 HOIEAS Al HOIEZD H& HOEHZ HIE 2AXt 2 I
2go M5 XER 0/0E Jis40l USSR 1 HISS THIE 4B YHSol
Wasihs 22 ¢ 4 Uk
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NIetoted Sl g2 2o S TASGHH ot [0 2120 20

A4

Feature Selection | I Model Construction
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d3g M == UWEEHMAH0I HE =0 &F2 AIOIE QK L= HHSZEOIX 2t
20l R4S ZXotH Z&%ot=Xl & = UL
AT SNS HAISUHA SE8 MHAHE EXlots HPWHAM LDA 2 2ol Hald L2l
As0| s&ECte 2100 UCJansson & Liu, 2017). 361 S0X 2 S0FHA & X
SEN U2t MRII9 Y HAEEZ IDA JIHE Sol SH2Z BEGI¥D 012
Soil AJIEXIE2 st AR2E =M SCH(Wang & Xu, 2018). [2tM 2 ARNAE
Oial Y D180l LDA E =I5t AJIE & XISHD A+ SHCH.
H2& Seia 24
e 240lgt [HE 3J0M = = UX0l 2ES zA 20 SHRel AR
L= 202 UGHH ZEA EBHAS SHEHAS ZEAIE HHGIH 2 SEHAN EDIGH=E
A2 LSHCH(Matteson, Lee, Kim, & Lim, 2018).
[E 3] EEA 242 OlAl
=& SElA B4 2
(A", Noun’ ) +('&E', 'Noun' ) + ('@, Noun’ ) + ('CtCF,
Mol =g ob &t
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AZALICH ~
"Punctuation’ )
(g3, 'Noun" ) + ('Ct, 'Adverb’ ) + ('L, 'Adjective’ ) + (.,
=3 O JUSLICH
'Punctuation’)
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