creative
comimons

C O M O N S
& X EAlI-HI el Xl 2.0 Gigel=
Ol OtcHe =2 E 2= FR0l 86tH AFSA
o Ol MHE=E= SN, HE, 8E, A, SH & &5 = AsLIC

XS Mok ELICH

MNETEAl Fots BHEHNE HEAIGHHOF SLICH

Higel. M5t= 0 &

o Fot=, 0l MEZ2 THOIZE0ILE B2 H, 0l HAS0 B2 0|8
£ 2ok LIEFLH O OF 8 LICEH
o HEZXNZREH EX2 oItE O 0lelet xAdE=2 HEX EsLIT

AEAH OHE oISt Aele 212 WS0ll 26t g&
71 2f(Legal Code)E OloiotI| &H

olx2 0 Ed=t

Disclaimer =1

ction

Colle


http://creativecommons.org/licenses/by-nc-nd/2.0/kr/legalcode
http://creativecommons.org/licenses/by-nc-nd/2.0/kr/

[UCI]1804: 24011- 200000364417

o

]

AL

2021%

4 bt

2

o

:

i
i

Bt 34 &L Y3 FE 7w

A o] e d¥=



HeE ¥4 g2 % F2 7t
HIAo] 2 I?J%i

Inference-based Access Control Framework for Responding

to Security Attacks

20213 24 254

Collection @ chosun



Collection @ chosun



¢+
ﬂ

!
o
T
Nd
o

oF

2020 11¥

Collection @ chosun



ABSTRACT

I.

|

=1
=

A el w7

o

< T O b I 0

B

=
=

11
11

12
12
14
16
18
22
23
23

il

DA

a. A A

Jo

27
27
27
29

Collection @ chosun



35

35

-

HF QI 2 F2 At

B

b.

39
39
40
41
41

bz

<]

B. tﬂ o] 151 @]

42

45

= o [ T PR

A o

1

;OH

1o

3. Aled

47

3

0
sl

e

i

Collection @ chosun



— AN 0 o

o
o

0

7A

12
14
15
15
16
17
20

O N
T AT e

2|
H

o H

=
=3

T

=
=

)
=

1 ol

Ao} B

—L

3-3] SYSLOG T HO]E] Q] U § rerrreerrerreesremseemseiseniesississ s eceenens

311 A A 2" 2 =YD wets)

3-2] SIEM
3-6] ®oF Z 1 HolE

3-5] Het 21

2-21 #

:;_‘—‘L__
:;_‘—‘L__
:;_‘—‘L__
:;_‘—‘L__
:}_‘—‘L__
:}_‘—‘E_

[
[
[
[
[
[

N

Mo

21
97

N

3-10] Al 2=l

A
3t

[
[
[
[
[
[
[

Z(SWRL)

_ﬁL

o
oF
el

]
—_—
0

%0
ol

3

3-11] ®<

A
3t

A
Ria

i
M

)
—~
fie)
il
K
.
‘ZT
el
o
XA
o
Nfo
.

0

<0
ol

)

3-13] B¢

A
3t

40
41
-43
w44

42
44

S AR AT e

3

A9 3

ki3

g eaole] 4

=g

9]
3]

Al
=

Zt} 7(33 o:ﬂ

Ea

2 A

4-3] o} B9 A A A

DA

4-1] AT TJOJE] Al srereerrrerrreerest e

4-2]

-
it
-
it
-
it

o
Mo
o

—

4
)
oF
el

J 24 U

2~ €l

A o

A

1

;OH

1o

4

Jo

4-7] A]

A
3t

[
[

il

Aol Al

v A
T

z]sﬂl—

4

4-8] A

hvA

Collection @ chosun



[Z2R 2-2] A ZAIO] Z R ceereererreenerente

11

[1%] 371] ?ier %ﬁ]lﬂé lﬂ%

16
17
19
20
23
95
.98

[29] 3-5] APT

DA

& A

(29 3-7] A58 A

[2¥ 3-8] &

Jo

(18 3-6] A

"
i

nE
i

T
Mo

%0
ol

o

28
99

[Z2¥ 3-9] &

n

S
o

[c19 3-10] H.<t

35

[1%] 3711] /\] 5:%1 E‘?}/b]' s} ?lé] /\1 u] Py Egﬂ ?:1[ _<,>4 s T T s

[29 3-12] Al=sl HoHgsh Q1A A H =

42

_iV_

Collection @ chosun



ABSTRACT

Inference-based Access Control Framework for Responding

to Security Attacks

Jiseon Kim
Advisor : Prof. JunHo Choi, Ph.D
Industrial Technology and

Entrepreneurship Chosun University

Recently, security breaches have diversified types of attacks, including damage
to companies, use and leakage of personal information, and the level of attacks
has also been increasing. Since the number of attack case has been gradually
increased, the needs of Access Control Technology and Security Analysis is

becoming more and more important.

Therefore, in this paper, it will be suggested the way that applying the
Intelligent Context Awareness Access Control Model to the System through
these processes: 1) modelling the security context information ontology of
system, 2) testing the Intelligent Context Awareness Access Control Model
which uses the inference of security situation when the illegal approach is
happened. In the experiment, it is used that the ‘syslog’ log file analysis and
combining it into the Security Context Information to trace certain action which

occurred in the system.
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Since the Probability of Detection, according to the security context, was 70%
and the accuracy of Response Rate on the attack situation was 72.8% in the
experiment of this paper, it can be regarded as the detection and response was

appropriate.

The proposed method in this paper is following. To respond on the attack
which i1s comprehensive and intelligent security invasion accident. it is needed
that designing and applying the Intelligent Context Awareness Access Control
Model which can response simultaneously on the illegal approach of power
system resource. This Model can be derived by Inferring Technology which

uses ontology modelling based on the security context information of system.
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[3 3-3] SYSLOG &1 Hole 9] &

= ary
syslog UNIX Al2=d"loq 22 WAA] AgE 93 339 e Ho]x~
messages Alz'l RO ARE Y o]Fe] AdE vl wAA o] e 2
lastlog AR ALY mpAE 29 ARE A
xferlog ftp Hel digh AHE =21
sercure Al 2=® 4 Bl QA (ssh) 2 7Y
FAGAA =52 A 1A ARE 54 2 &3] iAo wpepA et Al =F
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=34 N N
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21 0] B 7] A] 2 8] Host9} Network Z§Hahe] &4
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Log Dataset #1
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[ 3-5] Bt 211 d= Fx

- SysLog :

DateTime : Hostname : Daemon Name[Daemon Process ID]: Log Info
- WebLog :

ClientIP : DateTime : Request Info : Return Code : Size
- IDSLog :

DateTime : Hostname : SIP : DIP : Log Info
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[¥ 3-6] o =21 dloly 23 74

1. LogData Setell & ¥+%d I= & &2l

2. Row 7] o€ H Z= F 7HAE 7182 Zeto 474,

3. 7] o199 AEE 4.

4. B3 A4S dE® Het 20 HRE v|eow .

5. % A4 A AAR AFAA dHeolH Az £ doly A7he VEiks

A A3

o -
6.1 ~ 5¥e AAS w3
Host Table

Host Log Type Date/Time Row Key

AAA Secure 2020-01-20 08:39

AAA Access Log 2020-01-20 10:21

BBB Access Log 2020-01-23 11:43

ccc FTP Log 2020-01-25 20:12

DateTime Table
Row Key Date/Time + Host DateLoglnfo

2otdE B HY

2020-01-20 08:39_AAA

Secure:Login_Success

2020-01-20 10:21_AAA

Access Log:Request Info

2020-01-23 11:43_BBB

Access Log:Request Info

2020-01-25 20:12_CCC

FTP:File Transfer Info

LogCount Table

Row Key DateLoglnfo Count DateCount

Secure:Login_Success 10 NULL
Secure:Login_Success NULL Sdate_Edate Count

Access Log:Request Info 50

Access Log:Request Info NULL Sdate_Edate_Count
FTP:File Transfer Info 100
FTP:File Transfer Info NULL Sdate_Edate_Count

aobyE Pe 5
[Z% 3-3] tH&F Hetdst BREd
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Hotas ArEsd x5 Ayrd((2¥ 3-3]), Host Ho] &L LogData Hlol &
o] dlolHE 2437l 93 Row Key® ‘Host AX7F 9#51, A9 dolgH2:=
& WEA AIZE Bl e T B AR A H] 2o A

S FR3IY md 2= A7Fe] 3o uwEbA AR b

_ﬁ_
o8 7} AFH7] wiitel ARb FR= AHsAta 2 5] &9 4R 24 A 7h

N

Mo
Sh

Logel 2#] Wl-§o] A= LogCount Hlol&-2 DateTime + ‘Host’ + ‘Count’
AHEE Row 7I1= Qs o= dHolH HA A “F7F, ‘dA], T 315 o
sty s AEQ A7FHS RS LogCount H o] E Columne 2ty wH o wkAs)
= 2719 EA wElA Accesslog, Errorlog, Agentlog® TE3le] HolEHE ¢

Hatgla, 219 S0 meh B dolHe nide RESHAL

HOHgs 24 dRL 222X FEV|ES A E5to] Al HoME HAHE
THsta, EAstE S FdskA "ok olE gl B <l MdAE v
Sk Al =gl B0 A BoEH ok Ao Jhsehal, MstE Ayl A AT 5
Qlojok st} Hotg3 2 HEES FE dZ(Inference Engine)¥ =E=ZXA] A%

Z2~(Ontology Repository)@® TA ¥ WA F2 Qzle FAczE EZE HYY
(Triple Translator)¢t #2] 3= 2] (Query Handler), 28] 12 #] 24 (Reasoner)”} &
a Aa 2EZA G AFEo] AgH

[17] 3-4]olA HoFE Rogd #4] Ax
£ o] &ste] RERA AFLE x7IStsiAY
Q7= 2EE2A AFAad OWL 3dS W=
Vo2 A Bdg EfE FXE WA 2EEA AFad A
Reasoner= A&7 Ag F8 qrFd we 885 Fdst= =
Handler= 239 wz} SWRL 3402 A
A A BGEE FESt A3E R
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Change 2
Mail Network usage \':\I'lm!es:
. letwor
sM::;blle
xecution of torage
commands

Density Features

Human

Single
Attack
Attack APT Attack e
Organizational Domain Taxonomy

G
Detectabili
Attack Attack
_Automation Methods @
Automatic Phishi

Manual Automatic
- Infzc?;ad Tainted
websites USB

[29 3-5] APT &

b
rlo
it
fr
N
td
<
o

AAT B 24 AxE ol&ste] APT &4 AulE A7 flste] APT
FaA, =xaAD

2 73

g (?T behaviour Spearphising_mail) A (Spearphising resultln RemoteAccess) A

T4 (RemoteAccess resultln System_Control) = (?T step VariousAttack)

) AFo]lE | (?T behaviour InfetedWebsite) A (InfetedWebsite resultln RemoteAccess) A

T4 (RemoteAccess resultln System_Control) = (?T step VariousAttack)
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APT HF Aol A = Backdoor @719+ Movement @Al 2 Yo Zth. Backdoor
Al M = FAAE VRSl PCE #Hoteti, €25 WEo] Y PCE Ao gt
Movement @Al A= FAA7E Q1] PCE o] &3ate] A9 H3ES 719 A8 =

Fot7] e AEH R A4S At [ 3-8 IFdA FAE A F

=]
™ T
£33 o,

[ 3-8] Bt AR 2E2ZAS o83 APT AFA F24t3

N 2e 73
HESH=A
= os (?T behaviour RemoteAccess) A (RemoteAccess resultln  System_Control) A
=5 (System_Control resultln Networktraffic_increase) = (?T step Backdoor)
Jpnp— (?T behaviour DenialOfService) A (DenialOfService resultln LossOfIntegrity)
A (LossOfIntegrity resultln MaliciousCodeExecution) = (?T step Movement)

APT #4979 Data Gathering BAE 447 Aol gaste] 242 2
S BAR, of BANAE FAALG /199 ALRe FAFAY NUAARE F
Zohe wollolth [E 391 #HwA BAE 9@ FR7Foln.

[ 3-9] Hotdg AN LEZAE o §3 APT FHWA F2774 o

7 F8
= RS

A H<E T | (?T behaviour Server_Connect) A (Server_Connect resultln

e 74

AR = Information_Leakage) = (?T step Data Gathering)

AW H<E T | (?T behaviour Server_Connect) A (Server_Connect resultln

Al2~®l 3t3] | System_Destruction) = (?T step Data Gathering)
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Alzgl ] ZhE HebA2gle] 20 2 BAS Sate] Bt AHE 5%
T, eERAY AN F2 dXe] 22 Faste HAHS AH AlxF B
G MR 25 AFdt FRE Aol RS Ale]o] #A HoJE ]
E2A e afaEe] FRA FHFFEe] FEE FEIh (29 3-8], [1H
3-9], [1¥ 3-10D& HeHs 2EEAe] 84258 22 xds OWLY A
T TEE 29 3ot

Asserted =

» owl Thing
~ @ owl:Nothing
- @ Address
- @ AlgorithmName
Assessment
@ AssessmentSource
@ AssessmentTrust
> Asset
= @ Context
@ Formattedintrusion
IntrusionDetectionSystem
IntrusionRespoensesystem
2 IntrusionTrust
@ Network
+ 0 Response
@ ResponseSystemComponents
@ Result
SecurityGoal
@ Threat
NotThreat
' SomeThreat
7-- {0 SpecificThreat
& BackDoors
@ BufferOverflow

v

Hijacking
Spoofing
@ ARPSpoofing
DNSSpoofing
IPSpoofing
TCPSpoofing

@ WebSpoofing
WebApplicationAttack
@ CookiePoisoning

@ CrossSiteScripting
@ ParameterTampering
@ salinjection

@ wirelessAttack

v () PasswordAltack

» @) Guessing

- () Worms
- 40 UndefinedThreat
@ vulnerability

Collection @ chosun

Object property hierarchy: EMEmE
Asserted |

¥ . owliopObjectProperty
continuatedBy
- existsOnAsset
™ exploits
= generatedResult
- generates
- WM hasAddress
W hasAssessment
hasAssessmeniCreator
- MM hasAssessmentSource
W hasAssessmentTrust
. hasAsset
-~ hasContext
- W hasFile
™ haslntrusionTrust
™ hasintrusionType
hasNodeLocation
- MM hasProcess
™= hasResponseDependency
= hasResponseincompatible
- Ml hasService
[ has SimilarResult
-

- W isGeneratedBy
. needed SystemComponents
imumProactiveResponse
optimumResponse
‘owl:bottomObjectProperty
™ potentialOptimumResponses
. protectedBy
- W protects
W receivedFormattedintrusion
™= recommendedProactiveResponses
recommendedResponses
relatedintrusion
™ relatedResponse
. threatens
- uses

[ 3-9] ®<Hd3 &4 Object

Property



Jcantains

= 8%k Ladald QA B F &\ B HE vl

T | o —

4| e
[ ® Trojan J [ ® Mapping ]
/ A ,"I‘
| & Worms ‘ { & Macro |
/ . L @ saLinjectien
/ I @ PasswordAttack | [ ® l 5
f / N Wz £
gl ~ > J:\ / / @ DicticnaryAtiac
F /{ Q<EankDmr5 ] LW [/q BootInfector ] k

57

e /

="

/{ @ BruteForce |

//,//”’ g |’”'

® SF'QcﬁmThreat V4 .,/
N \\ ] @ BufferOveriow ‘ [ ) Sﬁanmng | " ‘ ® GookiePoisoning ‘
= < 7 /
j @ UndefinedThreat e }( / 7
\_ \[ © NetworkAttack }»}4[ @ Spoofing ]———{ @ DNSSpoofing ]
\ Y~ Sl N
\\_| N e > \‘,A" - N/ ¥
N @ informationGath @ Hijacking I\ | @ WWebSpoofing I
N eﬂngAuack N,
\ = \ ;{/\

NN - \/\\ =) WebAppHcanr\A \ =) ParameterTamper

@ Exploits —L’ ing.

\\‘ \‘ \‘ \\
[ @ Dos ] [ @ Snifing ] \. \‘[ @ TCPSpoofing ]

: N X

\ XX
{ @ Filelnfector j X l & ARPSpoofing I

NN
\
N
N

[1% 3-10] B3 524 34 £/ Fd= #A=
gkt ARE qds 7] Yl FAHALKAE AYsta FAHLAE Atele #A
OWL®9] <Al (Property) 2@ A2 3ste] F33Ith. OWLe £A4L #AES o n|3d
a, E£49 xdL 7 Individual Abole] #AIE ¢wsti= Object Propertiesf

Individual®} DataValue Ale]e #AE X &)=

Datatype Properties® &%t}

b. BSHA3E 2EEA 7|8 =8 A4

A zaelo] motAkEl ol A M u] ~9] (Class, Property, individual Abe]e] 2 7]wk F
25 98 SWRLS o] &3t} o] A2 A2 A4S A7) 9a] SEZA A AFx
of #AE HHE HYste o R, A= Jess NS FE3HATE HAALE
A2 fgk A S FEsH7] A& HebdE REEAE Faste (1 3-11]9% &2
< TERE At
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[ 3-11] Bebds QAAs 93 2524 F& 7% (SWRL)

< EZA FE73F SWRL

ol o
NN
o
1"_‘ D‘

AutomatedIntrusionResponseSystem(?IRS), DoS(?threatdos),
NetworkContext(?netcontext), SystemContext(?syscontext),
receivedFormattedIntrusion(?IRS, ?intrusion), contextInformationDate(?netcontext,
7netdate), contextInformationDate(?syscontext, ?sysdate),
intrusionDetectionTime(?intrusion, ?intdate), networkAnomaly(?netcontext, ?netan),
systemLatency(?syscontext, ?syslatency), equal(?netdate, ?intdate), equal(?sysdate,
?intdate), greaterThan(?netan, 7), greaterThan(?syslatency, 7) ->
indicates(?syscontext, ?threatdos)

N

oS
ojoo™

it X

FormattedIntrusion(?intrusion), hasTarget(?intrusion, ?target),
potentialOptimumResponses(?intrusion, ?responl),
potentialOptimumResponses(?intrusion, ?respon2), receivedFormattedIntrusion(?irs,
7intrusion), assetLevelOflmportance(?target, ?aloi),

numberOfPotential OptimumResponses(?intrusion, numOpResp),
realIntrusionImpact(?intrusion, ?intimpact), responseComplexity(?responl,
respcomplex1), responseComplexity(?respon2, ?respcomplex2),
responseCost(?responl, ?respcostl), responseCost(?respon2, ?respcost2), equal(?aloi,
"low"), equal(?respcostl, ?respcost2), greaterThan(?numOpResp, 1),
lessThan(?respcomplex1, ?respcomplex2) -> optimumResponse(?intrusion, ?responl)

NotThreat(?threatcon), SystemContext(?context), indicates(?syscontext, ?threatcon),
isGeneratedBy(?intrusion, ?ids), receivedFormattedIntrusion(?IRS, ?intrusion),
IDSconfidence(?ids, ?idsconf), contextInformationDate(?syscontext, ?sysdate),
intrusionDetectionTime(?intrusion, ?intdate), neededRecommendedInference(?intrusion,
nri), responseStatus(?intrusion, ?status), booleanNot(?nri, false), equal(?idsconf,
"low"), equal(?status, "Pending"), equal(?sysdate, ?intdate) ->
intrusionAlertReliability(?intrusion, "low")

AutomatedIntrusionResponseSystem(?IRS), BackDoors(?threatbackdoors),
SystemContext(?syscontext), receivedFormattedIntrusion(?IRS, ?intrusion),
contextInformationDate(?syscontext, ?sysdate), intrusionDetectionTime(?intrusion,
7intdate), systemActiveProcesses(?syscontext, ?sysprocesses),
systemNumberOfUsersLogged(?syscontext, ?sysUsers), equal(?sysdate, ?intdate),
greaterThan(?sysUsers, 5), greaterThan(?sysprocesses, 5) -> indicates(?syscontext,
?threatbackdoors)

N

oS
ojon™

it X

FormattedIntrusion(?intrusion), Passive(?passive), receivedFormattedIntrusion(?irs,
?intrusion), recommendedResponses(?intrusion, ?response),
numberOfRecommendedResponses(?intrusion, ?numResp), greaterThan(?numResp, 0),
SameAs (?response, ?passive) -> optimumResponse(?intrusion, ?response)

el

2ao
ojonl

i X

FormattedIntrusion(?intrusion), hasTarget(?intrusion, ?target),
potentialOptimumResponses(?intrusion, ?responl),
potentialOptimumResponses(?intrusion, ?respon2), receivedFormattedIntrusion(?irs,
?intrusion), assetLevelOflmportance(?component, ?aloi), intrusionSeverity(?intrusion,
7intseverity), numberOfPotentialOptimumResponses(?intrusion, ?numOpResp),
responseCost(?responl, ?respcostl), responseCost(?respon2, ?respcost2),
responseSeverity(?responl, ?respseverityl), responseSeverity(?respon2, ?respseverity2),
equal(?aloi, "medium"), greaterThan(?numOpResp, 1), greaterThan(?respseverityl,
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?intseverity), greaterThan(?respseverity2, ?intseverity), lessThan(?respcostl,
respcost2) -> optimumResponse(?intrusion, ?responl)

AutomatedIntrusionResponseSystem(?IRS), SystemContext(?syscontext),
Trojan(?threattrojan), Virus(?threatvirus), Worms(?threatworms),
receivedFormattedIntrusion(?IRS, ?intrusion), contextInformationDate(?syscontext,
?sysdate), intrusionDetectionTime(?intrusion, ?intdate),
systemActiveProcesses(?syscontext, ?sysprocesses), equal(?sysdate, ?intdate),
greaterThan(?sysprocesses, 7) -> indicates(?syscontext, ?threattrojan),
indicates(?syscontext, ?threatvirus), indicates(?syscontext, ?threatworms)

ol
oo

o,
ol H,
2

AutomatedIntrusionResponseSystem(?IRS), PasswordAttacks(?threatpassword),
SystemContext(?syscontext), receivedFormattedIntrusion(?IRS, ?intrusion),
contextInformationDate(?syscontext, ?sysdate), intrusionDetectionTime(?intrusion,
7intdate), systemCPUUsage(?syscontext, ?syscpu), systemLatency(?syscontext,
?syslatency), equal(?sysdate, ?intdate), greaterThan(?syscpu, ?7),
greaterThan(?syslatency, 7) -> indicates(?syscontext, ?threatpassword)

il g,

SN
Y

ok 32
{
|

Active(?responsel), Active(?response2), SpecificThreat(?threatsp),
SystemContext(?syscontext), hasIntrusionType(?intrusion, ?threat),
indicates(?syscontext, ?threatCont), isGeneratedBy(?intrusion, ?ids),
protects(?responsel, ?sgresl), protects(?response2, ?sgres2),
receivedFormattedIntrusion(?IRS, ?intrusion), threatens(?threat, ?sgint),
threatens(?threatCont, ?sgintCont), IDSconfidence(?ids, ?idsconf),

%9l A | contextInformationDate(?syscontext, ?sysdate), intrusionDetectionTime(?intrusion,

&

21273 ?intdate), neededRecommendedInference(?intrusion, 7nri), responseStatus(?intrusion,
?status), booleanNot(?nri, false), equal(?idsconf, "medium"), equal(?status,
"Pending"), equal(?sysdate, ?intdate), SameAs (?sgresl, ?sgint), SameAs (?sgres2,
?sgintCont), SameAs (?threatCont, ?threatsp), DifferentFrom (?threatCont, ?threat)
-> recommendedResponses(?intrusion, ?responsel),
recommendedResponses(?intrusion, ?response2), intrusionAlertReliability(?intrusion,
"medium")
Active(?response), SpecificThreat(?threatsp), SystemContext(?syscontext),
hasIntrusionType(?intrusion, ?threat), indicates(?syscontext, ?threatCont),
isGeneratedBy(?intrusion, ?ids), protects(?response, ?sgres),
receivedFormattedIntrusion(?IRS, ?intrusion), threatens(?threat, ?sgint),

e A IDSconfidence(?ids, ?idsconf), contextInformationDate(?syscontext, ?sysdate),

= /}jjﬂ % intrusionDetectionTime(?intrusion, ?intdate), neededRecommendedInference(?intrusion,

nri), responseStatus(?intrusion, ?status), booleanNot(?nri, false), equal(?idsconf,
"high"), equal(?status, "Pending"), equal(?sysdate, ?intdate), SameAs (?sgres,
?sgint), SameAs (?threatCont, ?threatsp), DifferentFrom (?threatCont, ?threat) ->
recommendedResponses(?intrusion, ?response), intrusionAlertReliability(?intrusion,
"medium")

FormattedIntrusion(?intrusion), hasTarget(?intrusion, ?target),
potentialOptimumResponses(?intrusion, ?responl),
potentialOptimumResponses(?intrusion, ?respon2), receivedFormattedIntrusion(?irs,
?intrusion), assetLevelOflmportance(?component, ?aloi), intrusionSeverity(?intrusion,
7intseverity), numberOfPotentialOptimumResponses(?intrusion, ?numOpResp),
responseComplexity(?responl, ?respcomplexl), responseComplexity(?respon2,
respcomplex2), responseCost(?responl, ?respcostl), responseCost(?respon2,
7respcost2), responseSeverity(?responl, ?respseverityl), responseSeverity(?respon2,

N
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respseverity2), equal(?aloi, "medium"), equal(?respcostl, ?respcost2),
greaterThan(?numOpResp, 1), greaterThan(?respseverityl, ?intseverity),
greaterThan(?respseverity2, ?intseverity), lessThan(?respcomplex1, ?respcomplex2) ->
optimumResponse(?intrusion, ?responl)

FormattedIntrusion(?intrusion), hasTarget(?intrusion, ?target),
potentialOptimumResponses(?intrusion, ?responl),
potentialOptimumResponses(?intrusion, ?respon2), receivedFormattedIntrusion(?irs,
?intrusion), assetLevelOflmportance(?target, ?aloi), intrusionSeverity(?intrusion,
?intseverity), numberOfPotentialOptimumResponses(?intrusion, numOpResp),

f;‘ﬁ: E@ responseCost(?responl, ?respcostl), responseCost(?respon2, ?respcost2),
responseSeverity(?responl, ?respseverityl), responseSeverity(?respon2, ?respseverity2),
equal(?aloi, "high"), equal(?respseverityl, ?respseverity2), greaterThan(?numOpResp,
1), greaterThanOrEqual(?respseverityl, ?intseverity),
greaterThanOrEqual(?respseverity2, ?intseverity), lessThanOrEqual(?respcostl,
7respcost2) -> optimumResponse(?intrusion, ?responl)
AutomatedIntrusionResponseSystem(?IRS), SystemContext(?syscontext),

b %] % UndefinedThreat(?threatunde), receivedFormattedIntrusion(?IRS, ?intrusion),

TEE%LX] contextInformationDate(?syscontext, ?sysdate), intrusionDetectionTime(?intrusion,

o 1

?intdate), systemStatus(?syscontext, ?sysstatus), equal(?sysdate, ?intdate),
greaterThan(?sysstatus, 7) -> indicates(?syscontext, ?threatunde)

Active(?response), AutomatedIntrusionResponseSystem(?IRS),
SystemContext(?syscontext), hasIntrusionType(?intrusion, ?threat),
indicates(?syscontext, ?threatCont), protects(?response, ?sgres),
receivedFormattedIntrusion(?IRS, ?intrusion), threatens(?threat, ?sgint),

%ol 7 11 | contextInformationDate(?syscontext, ?sysdate), intrusionDetectionTime(?intrusion,
Mg ?7intdate), neededRecommendedInference(?intrusion, ?nri), responseStatus(?intrusion,
?status), booleanNot(?nri, false), equal(?status, "Pending"), equal(?sysdate, ?intdate),
SameAs (?sgres, ?sgint), SameAs (?threat, ?threatCont) ->
recommendedResponses(?intrusion, ?response), intrusionAlertReliability(?intrusion,
"high")

FormattedIntrusion(?intrusion), hasTarget(?intrusion, ?target),
potentialOptimumResponses(?intrusion, ?responl),
potentialOptimumResponses(?intrusion, ?respon2), receivedFormattedIntrusion(?irs,
?intrusion), assetLevelOflmportance(?target, ?aloi), intrusionSeverity(?intrusion,
7intseverity), numberOfPotentialOptimumResponses(?intrusion, ?numOpResp),
responseSeverity(?responl, ?respseverityl), responseSeverity(?respon2, ?respseverity2),
equal(?aloi, "high"), greaterThan(?numOpResp, 1), greaterThan(?respseverityl,
respseverity2), greaterThanOrEqual(?respseverityl, ?intseverity),
greaterThanOrEqual(?respseverity2, ?intseverity) -> optimumResponse(?intrusion,
responl)

et
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it X

FormattedIntrusion(?intrusion), hasTarget(?intrusion, ?target),
potentialOptimumResponses(?intrusion, ?responl),
potentialOptimumResponses(?intrusion, ?respon2), receivedFormattedIntrusion(?irs,
?intrusion), assetLevelOflmportance(?target, ?aloi),

numberOfPotential OptimumResponses(?intrusion, numOpResp),
responseCost(?responl, ?respcostl), responseCost(?respon2, ?respcost2), equal(?aloi,
"low"), greaterThan(?numOpResp, 1), lessThan(?respcostl, ?respcost2) ->
optimumResponse(?intrusion, ?responl)
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FormattedIntrusion(?intrusion), hasTarget(?intrusion, ?target),
potentialOptimumResponses(?intrusion, ?responl),
potentialOptimumResponses(?intrusion, ?respon2), receivedFormattedIntrusion(?irs,

%) ¢] ¥kx] | ?intrusion), assetLevelOfIlmportance(?target, ?aloi),

HA S numberOfPotential OptimumResponses(?intrusion, numOpResp),
responseCost(?responl, ?respcostl), responseCost(?respon2, ?respcost2), equal(?aloi,
"low"), greaterThan(?numOpResp, 1), lessThan(?respcostl, ?respcost2) ->
optimumResponse(?intrusion, ?responl)
FormattedIntrusion(?intrusion), potentialOptimumResponses(?intrusion, ?response),

%1 9] ®tA] | receivedFormattedIntrusion(?irs, ?intrusion),

# 2 &% | numberOfPotential OptimumResponses(?intrusion, ?numOpResp), equal(?numOpResp,

1) > optimumResponse(?intrusion, ?response)

Active(?response), NotThreat(?threatcon), SystemContext(?context),
hasIntrusionType(?intrusion, ?threat), indicates(?syscontext, ?threatcon),
isGeneratedBy(?intrusion, ?ids), protects(?response, ?sgres),
receivedFormattedIntrusion(?IRS, ?intrusion), threatens(?threat, ?sgint),

%ol 7 31 | IDSconfidence(?ids, ?idsconf), contextInformationDate(?syscontext, ?sysdate),

N =3 intrusionDetectionTime(?intrusion, ?intdate), neededRecommendedInference(?intrusion,
nri), responseStatus(?intrusion, ?status), booleanNot(?nri, false), equal(?idsconf,
"medium"), equal(?status, "Pending"), equal(?sysdate, ?intdate), SameAs (?sgres,
?sgint) -> recommendedResponses(?intrusion, ?response),
intrusionAlertReliability(?intrusion, "low")

Active(?response), NotThreat(?threatcon), SystemContext(?syscontext),
hasIntrusionType(?intrusion, ?threat), indicates(?syscontext, ?threatcon),
isGeneratedBy(?intrusion, ?ids), protects(?response, ?sgres),
receivedFormattedIntrusion(?IRS, ?intrusion), threatens(?threat, ?sgint),

%9l Az | IDSconfidence(?ids, ?idsconf), contextInformationDate(?syscontext, ?sysdate),

2127 | intrusionDetectionTime(?intrusion, ?intdate), neededRecommendedInference(?intrusion,
nri), responseStatus(?intrusion, ?status), booleanNot(?nri, false), equal(?idsconf,
"high"), equal(?status, "Pending"), equal(?sysdate, ?intdate), SameAs (?sgres,
?sgint) -> recommendedResponses(?intrusion, ?response),
intrusionAlertReliability(?intrusion, "medium")

Active(?response), AutomatedIntrusionResponseSystem(?IRS),
SystemContext(?syscontext), UndefinedThreat(?threatunde),
hasIntrusionType(?intrusion, ?threat), indicates(?syscontext, ?threatCont),
protects(?response, ?sgres), receivedFormattedIntrusion(?IRS, ?intrusion),
threatens(?threat, ?sgint), contextInformationDate(?syscontext, ?sysdate),

214 intrusionDetectionTime(?intrusion, ?intdate), neededRecommendedInference(?intrusion,
nri), responseStatus(?intrusion, ?status), booleanNot(?nri, false), equal(?status,
"Pending"), equal(?sysdate, ?intdate), SameAs (?sgres, ?sgint), SameAs
(?threatunde, ?threatCont), DifferentFrom (?trheatCont, ?threat) ->
recommendedResponses(?intrusion, ?response), intrusionAlertReliability(?intrusion,
"high")

Active(?respactive), FormattedIntrusion(?intrusion), receivedFormattedIntrusion(?irs,
?intrusion), recommendedResponses(?intrusion, ?response),
maximumResponseComplexity(?irs, ?irscomplex), reallntrusionImpact(?intrusion,
?intimpact), responseComplexity(?response, ?rescomplex), responselmpact(?responl,
Iresimpact), lessThanOrEqual(?rescomplex, ?irscomplex), lessThanOrEqual(?resimpact,
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?intimpact), SameAs (?response, ?respactive) ->
potentialOptimumResponses(?intrusion, ?response)

AutomatedIntrusionResponseSystem(?IRS), Recovery(?response),
SystemContext(?syscontext), receivedFormattedIntrusion(?IRS, ?intrusion),
contextInformationDate(?syscontext, ?sysdate), intrusionDetectionTime(?intrusion,
?intdate), systemFreeSpace(?syscontext, ?syshard), equal(?sysdate, ?intdate),
greaterThan(?syshard, 7) -> recommendedResponses(?intrusion, ?response)

ool

Nl
-0l
it X

AutomatedIntrusionResponseSystem(?IRS), PasswordAttacks(?threatpassword),
SystemContext(?syscontext), receivedFormattedIntrusion(?IRS, ?intrusion),
contextInformationDate(?syscontext, ?sysdate), intrusionDetectionTime(?intrusion,
?intdate), systemSSHFailed(?syscontext, ?sysssh), equal(?sysdate, ?intdate),
greaterThan(?sysssh, ?7) -> indicates(?syscontext, ?threatpassword)

il e

ey
Y

o3
{
|

FormattedIntrusion(?intrusion), Result(?result), hasIntrusionType(?intrusion, ?threat),
hasIntrusionType(?intrusionres, ?threatres), hasTarget(?intrusion, ?target),
hasTarget(?intrusionres, ?targetres), receivedFormattedIntrusion(?irs, ?intrusion),

Q relatedIntrusion(?result, ?intrusionres), assetLevelOflmportance(?target, ?targetimp),
assetLevelOflmportance(?targetres, ?targetresimp), numberOfGeneratedResult(?irs,
mumRes), responseStatus(?intrusion, ?intstatus), equal(?intstatus, "Pending"),
equal(?targetimp, ?targetresimp), SameAs (?threat, ?threatres) ->
hasSimilarResult(?intrusion, ?result)

o
0 >
==

uue)

B

A 7)o Result(?result), hasSimilarResult(?intrusion, ?result), responseResult(?result,
3t @7 | resresult), responseStatus(?intrusion, ?respStatus), equal(?respStatus, "Pending"),
equal(?resresult, "Satisfactory") -> neededRecommendedInference(?intrusion, false)

AutomatedIntrusionResponseSystem(?IRS), Passive(?response),
= B oo receivedFormattedIntrusion(?IRS, ?intrusl) -> recommendedResponses(?intrusl,
7response)
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[ 3-12] Hetds QI2dx e & AB HEYA ARE 335 Adste 28

public String obtainSubNetworkInfo(String hostIP) throws SQLException, DAOException {
connectDataSource();
String hostIPaddress=hostIP;
String subnetworkName = null;

String  select = "SELECT location FROM "+network_assets_tablet " WHERE
ipAddress=""+hostIPaddress+""";
System.out.println(select);
try {
Statement stmt = conNet.createStatement();
ResultSet rs = stmt.executeQuery(select);
while (rs.next()) {
subnetworkName = rs.getString("location”);
}
rs.close();
stmt.close();
} catch (SQLException e) {
throw new DAOException(e);
}

return subnetworkName;

Bobdst ARG 9 BR RERZFE Aduwe nobds AnE modd 9l
282 AN BRES T3 AR Hobs IavAs AAGST. WSE Hobdd
ArBlzsi A% FES 8 RAdE FE REZ A9H3, SA6 YR Bt

[ 3-13] 2QH4F 58 F #AE9S FE 2 945 mE

boolean checkSimilarIntrusion(IntrusionAlert map){
synchronized (ontology_infered_instances) {

System.out.printIn(” ");
System.out.println( Thread.currentThread() + "------- A ") gt of R

String sameAlertDate= null;

String existingIntrusionDate = null;

ArrayList existingIntrusionIndi = new ArrayList();

try{
SimpleDateFormat simpleDateFormat = new

SimpleDateFormat("yyyy-MM-dd’ T'HH:mm:ss");

long time =(simpleDateFormat.parse(map.getIntDetectionTime())).get Time();
DateToXsdDatetimeFormatter xdf = new DateToXsdDatetimeFormatter();
sameAlertDate = xdf.format(new Date(timesamealert));
existingIntrusionDate = xdf.format(new Date(timeexistingalert));

}

catch(Exception e){

}
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String sameAlert = "PREFIX individual: <"+PREFIXIND+">" +
" PREFIX rdf: <http://www.w3.0rg/1999/02/22-rdf-syntax-ns#>"+
" PREFIX rdfs: <http://www.w3.0rg/2000/01/rdf-schema#>"+
" PREFIX owl: <http://www.w3.0org/2002/07/owl#>"+
" PREFIX xsd: <http://www.w3.0rg/2001/XMLSchema#>"+
" SELECT DISTINCT ?formattedintrusion” +
" WHERE {” +
"?threat a individual:"+map.getIntType()+ "."+
"?component a individual:SystemComponent .”+
"?component individual:hasAddress ?address ."+
"?address individual:addressIP ?ip ."+
"FILTER (?ip = \""+map.getIntrusionTarget().getAddressIP()+"\")."+
"?formattedintrusion individualiintrusionSeverity ?severity.”+
"FILTER (?severity ="+map.getIntSeverity()+") ."+
"?formattedintrusion individual:portDest ?portd ."+
"FILTER (?portd = "+map.getPortDest()+ " ).”+
"?formattedintrusion individual:portSrc ?ports .”+
"FILTER (?ports = "+map.getPortSrc()+ ") .+
"?formattedintrusion individual:sourceOfIntrusionID ?source .”+
"FILTER (?source = \"”+map.getSourcelP()+"\") ."+
"?formattedintrusion individualiintrusionDetectionTime ?idt ."+
"FILTER (xsd:dateTime(?idt) >= \""+sameAlertDate+"\"""xsd:date Time)
"4
"?formattedintrusion individual‘hasIntrusionType ?threat;”+
"individual:hasTarget ?component .”+
R
String existingIntrusion = "PREFIX individual: <"+PREFIXIND+">" +
" PREFIX xsd: <http://www.w3.org/2001/XMLSchema#>"+
" SELECT DISTINCT ?formattedintrusion” +
" WHERE {" +
"?threat a individual:"+map.getIntType(O+ "."+
"?component a individual:SystemComponent .”+
"?component individual:hasAddress ?address ."+
"?address individual:addressIP ?ip ."+
"FILTER (?ip = \""+map.getIntrusionTarget().getAddressIP()+"\").”+
"?formattedintrusion individual:intrusionDetectionTime ?idt ."+
"FILTER (xsd:dateTime(?idt) >=
\""+existingIntrusionDate+"\"""xsd:dateTime) ."+
"?formattedintrusion individual:hasIntrusionType ?threat;”+
"individual:hasTarget ?component ."+
"r
inferedindividualModel =
ModelFactory.createOntologyModel(OntModelSpec. OWL_MEM);
inferedindividualModel.read(ontology_infered_instances);
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[¥ 4-2] Z2A2 =38 AE 4
index HostID | UserID | PID Time Filename Feature Index Result Parameter
. 2020-02-22 12 Thread ID
20343 1 admin 1233 18:34:54319 chrome.exe (OpenThread) SUCCESS 5919
. 2020-02-22 4
21012 1 admin 1233 18:34:54.468 chrome.exe (OpenProcess) SUCCESS
. 2020-02-22 . 1
129332 1 admin | 2631 18:35:21 461 iexplore.exe (CreateProcess) SUCCESS
. 2020-02-22 . 13
129333 1 admin | 3217 18:35:21 487 iexplore.exe (SuspendThread) SUCCESS
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AutomatedIntrusionResponseSystem(?IRS),
BackDoors(?threatbackdoors), SystemContext(?syscontext),
receivedFormattedIntrusion(?IRS, ?intrusion),
contextInformationDate(?syscontext, ?sysdate),
intrusionDetectionTime(?intrusion, ?intdate),
systemActiveProcesses(?syscontext, ?sysprocesses),
systemNumberOfUsersLogged(?syscontext, ?sysUsers),
equal(?sysdate, ?intdate), greaterThan(?sysUsers, 5),
greaterThan(?sysprocesses, 5) —> indicates(?syscontext,
?threatbackdoors)

il g,
>
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{
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AutomatedIntrusionResponseSystem(?IRS),
PasswordAttacks(?threatpassword),

SystemContext(?syscontext), receivedFormattedIntrusion(?IRS,

?intrusion), contextInformationDate(?syscontext, ?sysdate),
intrusionDetectionTime(?intrusion, ?intdate),
systemCPUUsage(?syscontext, ?syscpu),
systemLatency(?syscontext, ?syslatency), equal(?sysdate,
?intdate), greaterThan(?syscpu, ?7), greaterThan(?syslatency,
7) —> indicates(?syscontext, ?threatpassword)
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FormattedIntrusion(?intrusion), Result(?result),
hasIntrusionType(?intrusion, ?threat),
hasIntrusionType(?intrusionres, ?threatres),
hasTarget(?intrusion, ?target), hasTarget(?intrusionres,
?targetres), receivedFormattedIntrusion(?irs, ?intrusion),
relatedIntrusion(?result, ?intrusionres),
assetLevelOflmportance(?target, ?targetimp),
assetLevelOfImportance(?targetres, ?targetresimp),
numberOfGeneratedResult(?irs, ?numRes),
responseStatus(?intrusion, ?intstatus), equal(?intstatus,
"Pending”), equal(?targetimp, ?targetresimp), SameAs
(?threat, ?threatres) —> hasSimilarResult(?intrusion, ?result)
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Active(?response), NotThreat(?threatcon),
SystemContext(?syscontext), hasIntrusionType(?intrusion,
?threat), indicates(?syscontext, ?threatcon),

isGeneratedBy (?intrusion, ?ids), protects(?response, ?sgres),
receivedFormattedIntrusion(?IRS, ?intrusion), threatens(?threat,
?sgint), IDSconfidence(?ids, ?idsconf),
contextInformationDate(?syscontext, ?sysdate),
intrusionDetection Time(?intrusion, ?intdate),
neededRecommendedInference(?intrusion, ?nri),
responseStatus(?intrusion, ?status), booleanNot(?nri, false),
equal(?idsconf, "high”), equal(?status, "Pending”),
equal(?sysdate, ?intdate), SameAs (?sgres, ?sgint) —>
recommendedResponses(?intrusion, ?response),
intrusionAlertReliability (?intrusion, "medium”)

X
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FormattedIntrusion(?intrusion), hasarget(?intrusion, ?target),
potentialOptimumResponses(?intrusion, ?responl),
potentialOptimumResponses(?intrusion, ?respon2),
receivedFormattedIntrusion(?irs, ?intrusion),
assetLevelOfImportance(?target, ?aloi),
numberOfPotentialOptimumResponses(?intrusion,
?numOpResp), responseCost(?responl, ?respcostl),
responseCost(?respon2, ?respcost2), equal(?aloi, "low”),
greaterThan(?numOpResp, 1), lessThan(?respcostl, ?respcost2)
-> optimumResponse(?intrusion, ?responl)
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Result(?result), hasSimilarResult(?intrusion, ?result),
responseResult(?result, ?resresult), responseStatus(?intrusion,
?respStatus), equal(?respStatus, "Pending”), equal(?resresult, 6
"Satisfactory”) —> neededRecommendedInference(?intrusion,
false)
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