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ABSTRACT

Detection Method of Malicious Code using
Association Rule Mining and SVM

Yeongji Ju

Advisor : Prof. Juhyun Shin, Ph.D
Department of Software Convergence
Engineering

Graduate School of Industry Technology

Convergence, Chosun University

As open application programming interfaces (APIs) become popular, new
industries such as cloud computing and Internet of Things (IoT) combined with
network technologies have advanced. However, malicious codes have also been
constantly increasing to steal information and attack other systems. Existing
anti-virus programs detect malicious codes based on signature detection
technology. However, new types of malicious codes are increasing, but the
number of signatures is insufficient, thus requiring a long time to detect variant
malicious codes. Furthermore, existing studies on detection of malicious and
normal files through machine learning classify files based on the frequency of

APIs, but they have a high false positive rate.

Therefore, this study proposes a new method of detecting malicious codes
through machine learning to distinguish between malicious and normal files by
extracting the APIs that control functions in application programs and using
association rule patterns. The API was extracted through static analysis from

portable executable (PE) files and an association rule pattern of the API was
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extracted using the direct hashing and pruning (DHP) algorithm. Then, the API
was trained using support vector machine (SVM), which is one of the machine
learning techniques, to classify malicious and normal files. The proposed method
improves the detection rate of malicious and normal files by applying the Ilift,
which is the result of the association rule pattern, as a weight when the files

are classified through the SVM.

When the proposed method was used, the sensitivity and precision results
that determined malicious codes using the SVM model only were 719 and 77%,
respectively. On the contrary, when the results of the association rule pattern
were used together with the proposed method, the sensitivity and precision
results were 77% and 819, indicating improved classification performance. This
study also proved that when not only the SVM classification model proposed in
this paper but also other classification models were performed, they showed
better performance than that of a single classification model. The reason for the
low classification performance of normal files compared to that of malicious files
was that malicious files employ many APIs that are used in normal files for
program execution, and the number of APIs that are extracted from normal files
is larger than the number of APIs executed and extracted from malicious files.
As a result, the detection rate of normal files is somewhat lower. Thus, it is
necessary to study an extended hybrid model that can overcome the drawback

of the classification model to detect malicious codes.

This study proposed a classification method using association rule patterns to
detect malicious codes, which exhibited improved performance compared to the
classification of malicious files through a single classification model. If a large
amount of pattern data is activated through the proposed method, it can provide
criteria for detecting malicious codes to identify the behaviors of malicious files

that rapidly mutate and to recognize the abnormal behaviors of malicious files.
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Fo| A= PE 3o A APIE F33t2 APIY A 7%
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PE FILE
Malware Normal
Static Analysis API Extraction
Data Pre-processing
peframe.py ‘ Delete outliers data ‘
Convert all letters to
lowercase

re
.
=
i

Malware Detection

DHP Algorithm Support Vector Machine

‘ Transaction scanning ‘ . = j
Linear classification function
R l’""""’"""} e
: -
| |
1 | Geta set of frequent items '|  Lagrange multiplier method
I |
i |
: ! . .
| Make a hash table i Quadratic programming
! 1
! S e e e e
(T I ________________
‘ Create g candidate item set ‘ l
l 10-fold Cross validation
‘ Association Rule Mining ‘ l
‘ Detection of Malware
= o] =
SE BAE A% A2y THE
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B. API EdA A do|gHolA +=
A= oA 2 AA gde PE 25 AA E4351 APIE F&3 H,

B
AvarHAES 2] 98] APIS] EAAA wolEHo] X 58k Wl w7
=% [29 3-2]= API EHAA dolgHola #+59 555 Yl FAE

Static Analysis

peframe.py
HASH, R
o 2 total
PE FILE - DOS_HEADER FUNCTIONQ
DOS Stub Code
PE Header
Malware s
Section Table API Extraction
= Padding sl i
.text section =T, e ress jal
] SHELL32.dlIl
Ldfasection PathQuoteSpcesW | .
Eaitny PathAppendW API Transaction
PE FILE - : :
(Other section)
Normal

[1¥ 3-2] APl EHAA do]Eu|o]x 3= FAE

APl ERAA dHolguo]l 25 F535t7] 98 ofd % B ghdelA AHAEA
T2l peframes ©]&3te] PE 725 #2432 FUNCTIONOEFE o] &35}
APIZ ZFZ3t. m}do] Abg3slE APIE PE %9 A4 A Import Address
Tables F3] & 4 o, 5% APl dIARE AQsta AP g5
4 SVME o433 E7E 98 BF AFAE HEsta o] 4 HoleE 2hAlsl

A4 o] B ulo] o A7
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el 7= B o4 3
peframeZ ©] &3t} peframe python 7|8 A m= EA EFto|H
ds AFoz EA3e Al L Anti-Debug, API AH 5& & <

3-1]& peframe®] E#j 29} Ao ofsl| vhepdt

[¥ 3-1] peframe.py Class

Class Description
AUTO s A 1
INFO PE file 4 A1
HASH Hash MD5 & SHAI
META HH JE 9 g dolE AKX
PEID PE 212t A
ANTIVM Anti Virtual Machine
ANTIDBG Anti Debug | Disassembler
SECTIONS Section &4
FUNCTION 44 DLLsS API -4 1
SUSPICIOUS oA == APISF A4
DUMP EE AR 9=
STRINGS EE String X &= A
URL g ol ¥ URL AX &% siA
HEXHUMP Hex dump Reverse
IMPORT Entry import instances list
EXPORT Entry Export instances list
RESOURCE Entry Resource instances list
DEBUG Entry DebugData instances list
— 19 —
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= [ 3-119) peframe®] 2o % HASH 2228 o] &3ke 7 sele] MD5 4

Aet= FAA HAF 5ol AbEgt}, 7 gdoA F=3 MDS JHE &3l e
TE dRs I + Ao} (29 3-3]3 [2¥ 3-4]+= peframe® HASH &2}

FUNCTION g9 &ag]5S YEeRAT

# Print DLLs and API
def FUNCTION]) :
print “Import DLLs and APT :
I=1
for entry in pe. DIRECTORY ENTRY IMPORT:
bool = 1 # For Formattting

# Print HASH MD5 & SHAL
def HASH() :

th = open(exename, ‘rb’)

m = hashlib.md5()

s = hashlib.shal()

: print “%2s” % 1], “%-175" % entry.dll
while True :

print n\{::
Bt (i) for imp in entry.imports:
if not data : iFhol -
= print “%-1s % hex(imp.address).imp.name,
m.update(data) bool =0
s.update(data) s

it "D HashiL”, hesdigest() sys.stdout. write(“%os%s%s™ % ('t hex(imp.address),” , imp.name))
print *“ SHA-1 hash:'t", s.hexdigest()

i+=l

print

[Z29 3-3] pefram HASH() [2¥ 3-4] peframe FUNCTION()

[ 3-3]9lA &= MD59F SHA-19] 3l9sli= HASH AAES A% 5 while
S 5 24 oA 9dS 8192 byte® ¢lo]2th. HASH A Aol Al&3dk= upd
ate = o] &3dlo] ¢lo]e WS 7tz HASH ZAAo] F71ste] hexdigest 34
= B3] EA3sta mdset shaldl siE3ls digestE 167052 FAse] A3k}
[2% 3-4]9l& pe A A¢] DIRECTORY_ENTRY_IMPORT #< o]-&3te] 224 tf
¢ Tk o] importshi= DLLe| gt AR E @3 9= IMAGE_IMPORT_DESCRIP
TOR +ZA wWE<S 7He] 71t} entry.importst DLLo] #2 thAl st o Al A& 3

= dEdd W RS " = WEEZA import® = el Wi AER7E A
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Fxol ok [2¥ 3-519F [1¥ 3-6]2 peframe®] HASH & 29 FUNCTION
Sojrs B8 Aol g@ YU FE3 Ane o vpehuct

[2% 3-5] peframe® HASH F#2=& ©]&3 3¢ MD5 %

[19 3-6] peframe®] FUNCTIONS S ~& ©]&3% dll % API & 4

& &) MD57F B SHE A 2= dolEyt

sholom, 5 MD5 RS Faf vlolgaed Au|As o] gsto] vl
S vtofetdint nlojel s BEE2 s 9edat URLES o¢ 79
o7 Arete] ditE AFd B ATeME oY B Fd 9d e

18 9
oX, oo

>

e iZ
B

Collection @ chosun



2. o8 AANE B8 EAAA HolEol 2 75
# Ao A= DHP &agls 7S ARESH7] 918 dA delHE dAe #4485
TFR3g 5, EANA HolEHol 2w 5ot W s 7=t 32189 2
o] function Eel=5 F3 F5¥ HolE= DLLY AHXE o] &HdAr. 2
TolM= APIO] 574 AKRE o] &stA &7] Wi DLL ARE AAste A4S
AAH, DHP ¢agss A&st7] fs 55 715 o] £FE o)A teolHE
AAst AL, A EAE AEAR WSkete] AdarER dHHs FEE S UEFR 7
Yo o5 TIDE WEstH, EANAA doly ®HolER A5} [ 3-2]
= 7573 Trojan ZdollA o] API EdHAXM dolEHo] 2 HolES YEATEH

[% 3-2] &3 Trojan APl EHAA do]E o]~ Ho| &
TID API

1 event_sink_getidsofnames __vbavartstgt __vbavarsub ...

2 deletecriticalsection leavecriticalsection entercriticalsection ...

3 loadlibrarya getprocaddress exitprocess regclosekey ...

4 getprocaddress getmodulehandlea loadlibrarya

5 loadlibrarya getprocaddress virtualprotect virtualalloc ...

6 gettickcount getfullpathnamea movefilea ...

7 loadlibrarya getprocaddress virtualalloc virtualfree ...

8 deletecriticalsection leavecriticalsection entercriticalsection ...

9 getprocessheap comparefiletime findnextfilew ...

10 charnexta getdesktopwindow wsprintfa ...

11 shautocomplete deletefilew deletefilea ...

12 getlasterror setlasterror getcurrentprocess ...

13 sysfreestring sysreallocstringlen sysallocstringlen ...
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C. A#FHNEA SVME o4& FAR= BA

1. DHP 42 Z< o148 daFANd 2

most freguent items:

GetProchAddress GetlastError CloseHandle MultiByteToWideChar

311 291 284 282
GetCurrentProcess (Other)
278 79852

(a) A1 Frequent items

most freguent items:
ExitProcess GetProclAddress  Loadlibrarya CloseHandle

285 283 242 226
Virtualalloc {Other)
223 49398

[ 3-7] 94 2 A3 Frequent items F5
(29 3-7]3 #Zo] A ady oAdutd e it ofoldl X3S FalA T2 AL

S5 ool Aol gE2vhE AL & F A 23 Y ‘GetProcAddress’ ¢t %
1 =4 ‘GetProcAddress’s 3% DLLYI
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[% 3-4] 45%°] A2 AAEE 488 o4 B Audxn
Pattern
Norralsest Association Rule Pattern Lift
1 virtualfree, virtualalloc 18
2 virtualfree, exitprocess 14
3 virtualalloc, getprocaddress 1.2
4 loadlibrarya, getprocaddress 14
5 multibtetowidechar, getprocaddress 1.3
6 closehandle, multibytetowidechar 1.7
7 sleep, getlasterror 1.7
8 readfile, getlasterror 1.3
9 writefile, getlasterror 14
10 writefile, getprocaddress 1.3
11 closehandle, exitprocess 14
12 exitprocess, virtualfree, virtualalloc 1.8
13 getprocaddress, virtualalloc, exitprocess 1.3
14 closehandle, sleep, exitprocess 14
15 getprocaddress, readfile, closehandle 1.8
16 getlasterror, writefile, closehandle 1.8
112 closehandle,exitprocess,getprocaddress, 18
getlasterror
— 96 —
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[ 3-5] 66%9 FHA AAEE A& A vdeo g4y

Pattern o )

Association Rule Pattern Lift
Number
1 exitprocess, getprocaddress 1.3
2 widechartormultibyte, multibytetowidechar 14
3 widechartomultibyte, getprocaddress 1.3
4 getcurrentprocess, multibytetowidechar 1.3
5 sleep, getprocaddress 1.3
getcurrentprocess,
6 ) . 14
multibytetowidechar, getlasterror

. getcurrentprocess, getprocaddreses, y
multibytetowidechar .
8 closehandle, getlasterror, closehandle 14
9 getcurrentprocess, getprocaddress, closehandle 14
10 getcurrentporcess, getlasterror, getprocaddress 14
11 closehandle, multibytetowidechar, getlasterror 14
19 closehandle, multibytetowidechar, 13
getprocaddress '
13 sleep, getlasterror 1.3
14 closshandle, getcurrentprocess 1.3
15 getprocaddress, getcurrentaddress 1.3
16 multibytetowidechar, getcurrentprocess 1.3
69 closehandle, getprocadress, 14

multibytetowidechar, getlasterror )
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from sklearn import svm

from sklearn.model selection import train_test split

from sklearn. metrics import confusion matrix

A =Data.data[:;, :2]

B=Data.target

#Split the data into test and train

A train, A test,B_train, B test=train_test split(A, B, test_size=0.2,rand
om_state=0)

# Linear Kernel

sve_linear= svm.SVC(kemel="linear', C=1)

sve_linear.fit(A_train, B_train)
predicted=sve_linear predict(A_test)
cnf matrix = confusion matrix(B_test, predicted)

[2% 3-10] SVM il

[78 3-101& SVMS o] &dte] 48 BFH2 A ALEHE JRg Lug
Zolth. B ATdME JAts dudES TGS 9§ ®ol AEHT e
scikit-learn &.Z A2~ I I7|AE o] &3] EF7IE FdsAY. svme SVC &4
AN Adel ERH, T Addse A5 gels Ad A88 & . wel
Degree® A4ahA er=rha, e 30] 5l 7o} w3 f# 2% AR
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[¥ 4-2] Malshare API Documentation

Request Output
URL Path Description
Type Format
/api.php?api_key=[API_KE| List MD5 hashes from | Raw Text
GET Y]&action=getlistraw the past 24 hours List
GET /api.php?api_key=[A
GET |PLKEY]&action=getfile&ha Download File Raw data
sh=[HASH]
B. deolg Al
2 Ao s 2 Aol =7 dHeoly Aol diste] ARty HelE A2 A
Al AR el AREE S5 dlolH A3 Aol AREE dHolE AMom FAdH
o 2 dFoAE HE des Aoz FAHSY] s E8E kA 5 1w
A9 dolHE AREHY, k-17= St tHlelH® k whE REESto] HS g
ol "Wl AA S EFs7] Y sy vlolH Al Malshares 3] Y-S
FHstgov, %o MD5 42E $3 Trojan Fuel o4 s AFE7} 9l
v A FdRE o] &etdh [ 4-3]2 # AFlA ARES HA dHeoly A&
ebac

(3 4-3] st dHlolE A

Division Data Set
5ol E5 59l API
a2 obd =t 1,000 53,459
o RS 1,000 12,364
- obd 7y 10% -
A9l 10% -
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1. 438 37 %3
2 =i Ay Aokt A AEH S o] &3 JAHIE BF{HIF deiy a3
Aoz o|FoH=X HIIsH] & TedEYAS o]&stn AUES AASS
Fa AT ATy Al AATES HUskT £F dE2 e 842 74
Ho] gloy % [44]= E5FE oF e
[ 4-4] 5349 49
Predicted & Predicted ©
TP FN
Actual & .. .
(True Positive) (False Negative)
Actual © kP N
ctua
(False Positive) (True Negative)

gHo A TP= AA Truedl #<
Negative®l %S Negative®Z o &3}o] BF
W2 FPE A A Negative?! #2 Truez
Negative® ¢ 53dto] 238 Ao 455

F38l M7= (Sensitivity) 2} 4™ = (Precision) &

2ne A
of| =33l FN2> AA Truedd
43tk sEdqES o
T3k

T2 Yy, U=+ AA True

True® <% @& wahul, TN 44

ddd FE Eeth ol

[e)
Fie=a

&3t 4 )=

X 100
3)
x 100

M= o= A T AA Trued H& A
A F Truettal 453 vj& AEE S4
. . TP

Sensitivity (%) = TP+ FP
o TP

Precision(%) = TP FN
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2. 48 A7 &4
21 (3)2 o] &ste] AdatE HAIHY 5 EEES A &3tal 10-fold Cross
Validations &3l JAIZ=E &X o #3st oS Hrisk A3+ [® 4-5], [%
4-6], [19 4-1], [29 4-2]¢} 2. [ 4-5]= A&7 ©A7|H<A DHP &ae
F3b BH A9 SVME o3l o4 3 34 HAS BRAYSS ehyn,
[% 4-6]& SVMe] ol T2 B35 mug v Rz A8ade 499 453
At o] §% APIY] AHL B8 LiftE o &3 232 Ve
[ 4-5] A#FHAHT] SVMS o] &3 A9 d 77 Ae
SVM Association Rule Pattern
) & SVM
e Sensitivity Precision Sensitivity Precision
(%) (%) (%) (%)
Malicious 71 77 77 81
Normal 75 69 80 76
[ 4-6] 71& ¥5 wde] opgsia BF A%
Association Rule Pattern
Single Model
N . Hmeie Aode & Classifier
Classifier File Sensitivity Precision Sensitivity Precision
(%) (%) (%) (%)
Naive | Malicious 70 74 74 8
Bayes Normal 72 68 77 72
Malicious 64 67 70 74
MaxEnt
Normal 66 63 73 69
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1%

0,
SUM 7%
75%
69%
70%
Naive Bayes %
T2%
68%
64%
MaxEnt O
66%
63%
50% 55% 60% 65% 0% 75% 80% 85%

Malicious Sensitivity ~ m Malicious_Precision M Normal Sensitivity ~ ® Normal_Precision

(28 4-1] &7 Ze] o 3 Adud 54 4%

%

77
81%
80%

76%
74%
Associaion Rule Mining 78%
& Naive Bayes 1%
72%

70%

74%
73%
69%

50% 55% 60% 65% 70% 75% 80% 85%

Associaion Rule Mining
& SVM

Associaion Rule Mining
& MaxEnt

Malicious Sensitivity = Malicious Precision ~ mNormal Sensitivity ~ ® Normal Precision
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