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ABSTRACT

Ontology-Based Context Awareness Model for
APT Attack Detection

KwangMin Kim

Advisor : Prof. Pankoo Kim, Ph.D
Department of Software Convergence
Engineering

Graduate School of Industry Technology

Convergence, Chosun University

With the Internet of cloud services, big data, machine learning, mobile
technology, artificial intelligence, and similar new technologies providing
the ability to connect and intelligently handle every aspect of our lives,
these recent developments in IT technology have facilitated a highly
personalized service and dramatically improved the productivity of
industry, leading to a better quality of life. However, such changes have
become the source of serious threats to cyber security. As everything is
connected and intelligently handled, the importance of data has been
thrown into sharper focus. Every company has invested heavily in
protecting important data in the enterprise resources to encrypt key data,
control access, and build security information and event management
solutions to detect signs of an attack However, the advanced persistent
threats (APT) attack, which can bypass security devices, hides malicious

code in the system and steals information in a covert and continuous
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manner, causing serious damage. APT attacks are one of the biggest
challenges to conventional cyber security technology. this study
constructed security threat ontology by analyzing and modeling the
context information of a real APT attack, which is difficult to develop
with security technology, and further designed reasoning rules based on
inter—class relationships. The reasoning rules divide an APT attack into
steps such as reconnaissance, attack using virus, acquisition of backdoor,
action to achieve goal, acquisition of data after goal achievement, and
finally, erasing traces of intrusion. Thus, to detect an anomaly in the
context of an APT attack using the process of the APT attack, reasoning
rules were designed by using Semantic Web Rule Language (SWRL)
language for the context-aware reasoning of attack phase, penetration
pahse, and collection phase based on the context information before and
after the APT attack. Based on the SWRL language defined after
designing the reasoning rules, the detection reasoning results for an APT
attack context could be derived using the stepwise defined and designed
rules. Future studies will continue to develop monitoring and
context-aware control service systems with advanced functions to enable
the integrated detection and control of various security threats using the
application of various rules and the mapping of conventional designed

ontologies via the modification and addition of rules.
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t}. [¥ 3-5]= Means=DBehavior?] 3 Level?] Z&2~9} 4 Level?] Fd~ AHoE

HolFr
[ 3-5] Means=Behavior®] Level 3 29} Level 4 282~ A9
Class Level Class Level
L BoundaryCondition
InputValidationError 3 4
MalformedInput
BadUSB
DistributedCode
MaliciousCodeExecution 3 4
ParisiticCode
Rootkit
. i . Infected_Website
SocialEngineering 3 — - 4
SpearPhising_mail
InputValidationError+= Q3o o3 HF3A4 HAA} /75 AHosHy
BoundaryCondition, MalformedInput2] 3 FH=E =g

MaliciousCodeExecution®= A IZ=E A sk

Rootkit 9] 319

DistributedCode,

SocialEngineering <
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ParisiticCode,
A 3 3

SpearPhising_mail®| 3}%] Ed =25 713

=57 e}
TAS

Aol

aE=y

Infected_Website,



= — —— o Eleha\dnr") T Intectesd_Website _' )
owl Thing bF———""— - 2 S =

— Is-g— —

—

— —
( secialEngineering <—=2— SpearPhising_mail )

5.8
- o
(_ Attackmethods B

( InputvalidationEsror ':.-ﬂ—‘;‘-“—:_'-rmalfmmealnpul b}
~ et g

~lga

4 -S\,nFluucl. )

& Buundaw(.‘,un-:huon-‘:,‘
( EWPPacketSize ) ( ParisibcCode )
== g ——
G
_ MaliclousCodeExecution

Nea >

. BufferOverFlow DistributedCode )
el \l \\ sallebile
SEa W R
" EYCMPEchoReq ) \ ( Baduse )
C ConfigurationError ) (" Backasor k

[23 3-5] Means=Behavior ¢} 39 FH 259 #F

[¥ 3-6]2 Consequence? 2 Level?] F#2¢} 3 Leveld] Fd29 AHoYE H
o} =k

[¥ 3-6] Consequence?] Level 2 Z8 29} Level 3 3= A9

Class Level Class Level

Watering_Hole
Backdoor

Infected_I/O_Device
BotnetAttack
Networktraffic_increase

DenialOfService
Consequence 2 LossOfConf 3

LossOfIntegrity

RemoteAccess

SelfPropagatingCode

TriggeredCode

Trojans
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Consequencey Means=Behaviorol| /] A eojdt FZo| that AxE ouls}
™ Watering_Hole, Backdoor, Infected_I/O_Device, BotnetAttack,
Networktraffic_increase, DenialOfService, LossOfConf, RemoteAccess,
SelfPropagatingCode, TriggeredCode, TriggeredCode, Trojans® 3} &~
= 7FAth [ 3-7]12 Consequence?] 3 Level?] Z&]|2=9} 4 Leveld] 82~ 4
o5 HojFEh

[¥ 3-7] Consequence?] Level 3 Z8 29} Level 4 3= A

Class Level Class Level
ExcessForks
MemoryConsumption
DenialOfService 3 NetFlood 4
PingOfDeath
SysCrash
DirectoryExposure

DataCorruption 4

Virus

Worm

Logic
ChangeSystem_Backdoor

False_Update

Local_Backdoor 4
Password_Cracking

_Backdoor
Remote_Backdoor

LossOfConf
LossOfIntegrity

N

SelfPropagatingCode

Wl W |[ww

TriggeredCode

Backdoor 3

DenialOfServicex AH]~ AR  FAL  AHosw  ExcessForks,
MemoryConsumption, NetFlood, PingOfDeath, SysCrash®| &}¢] &5 7}
At} LossOfConf= 3t 9] &4 34 & A3t DirectoryExposure®] 311
Zg 22 7FAY. LossOflntegritys 24 £4 345 AHosH
DataCorruption®] 3&}$¢] #2225 713t} SelfPropagatingCode= A% o 2
S e dHIZE FAE Ao Virus, Worme| 8¢ Fd~E 7hdt)
TriggeredCodet= ZE=E WEA 7= F4S Aot Logice 3¢ 2~

5 7Fdt. Backdoore AR Al2Hle] BFERE WIEE S ou|shH
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ChangeSystem_Backdoor, False_Update, Local_Backdoor,

Password_cracking_bBackdoor, Remote_Backdoors 3dl9]&#l~2 7}A ).
Logice =84 FA2= A LogicExploite] 3t Ed=5 7HAH
LogicExploit= AtError, ExceptionCondition, RaceCond ition, SerialError®]

SFAFHAE 7HA Y, [E 3813 o] Aolslsit)
[E 3-8] LogicExploite} 3¢ a2 A9

Class Level Class Level
AtError
. . ExceptionCondition
LogicExploit 0 RoceCordition 6
SerialError

Consequence®} 3¢ Zdl~ #AS xdstd [19 3-6]3 2o}

,‘.Troj:ms. 2) /_‘_‘{__.D_atacu:ruptlun )',

B —

“_"waterlng Hole. - f -__"MemoryCansumptlor-n_—)_j:
2 = = ’ /; ——
(_ owl:Thing i‘a."—-'—'-‘—';—--_‘httachmethoas M—‘-‘-‘-‘—* Consequence ) . ( L.assOﬂntegrlty E:tc&ssForhs
<apiifind - e o L = // S

f-J’
—l5:a

s

5-3 =

.- — Ng-a . =
(_RemoteAccess ) \ {_ SysCrash )
= “““«-H__‘.»-‘_ T
[¢ Lassorcanr 3 { Logic B

. e

g TR

i Ld —
> S
Infecled_lfO_Davice __‘.- (_ DirectoryExposure )

(Demalorsenvic '-___
( TriggeredCade ) { NetFlood )
- g _.1_.,\ :

[2¥ 3-6] Consequence ¢} 3¢ F#| =52 #A
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2. APT 33 2E2A - &

oX,

A o)

oF Aol E APT 374 25249 Fg 29 Ao #ete] o= o
H, 2 AoAs s SA4S Fostt) [ 3-9]= APT 34 2&8=2%
2] 2~ ¢] Object Property?] #¢jo|t}.

[3 3-9] 29y 2524 F2 Object Property2] 79|

Property Name Type Range
behavior 34 9 Object TypeProperty Means
isResultOf Axte] i3 3¢ | ObjectTypeProperty | Consequence
resultsIn g digr 23 | ObjectTypeProperty Means
hasImpact gk ObjectTypeProperty Means
hasIntendedEffect =3 g3 ObjectTypeProperty Means
hasType EFY] S 7o Object TypeProperty Means
) ) ) Attack
isPurpose Alo] t)d+=2 | ObjectTypeProperty
PurPose

3. APT 273 2E2%x - #4 A9

Het9d =224 £4 JYdAe= Fde AT 485 Aottt
A Ao A= A4 A A AFld Propertys 7HA L et 2
ol st [2¥ 3-7]2 FHd29 FH2E oofF&

lu

mim

1
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—~
Found 20 uses of Means

¥ < Behavior
@ Behavior EquivalentTo Means

¥ mbehaviour
® behaviour Domain Means

¥ @ BufferoverFlow
@ BufferOverFlow SubClassOf Means

¥ @ ConfigurationError
@ ConfigurationError SubClassOf Means

¥ @ ExICMPEchoReq
@ ExICMPEchoReq SubClassOf Means

¥ O ExIPPacketSize
@ ExIPPacketSize SubClassOf Means

Found 8 uses of AttackPurpose
¥ © AttackPurpose
@ ¢ lass AttackPurpose

¥ ©1d/Password_Change
Y e [nformzition_Lealmge
¥ © Malware_Drop

@ Malware_Drop SubClassOf AttackPurpose

¥ O Server_Connect
® Server_Connect SubClassOf AttackPurpose

¥ @ System_Control
@ System_Control SubClassOf AttackPurpose

¥ 0 System_Destruction
@ System_Destruction SubClassOf AttackPurpose

Found 16 uses of Consequence

@ Id/Password_Change SubClassOf AttackPurpose

@ Information_Leakage SubClassOf AttackPurpose

¥ © Consequence
@ Class: Consequence
@ Consequence SubClassOf AttackMethods

¥ O DenialOfService
@ DenialOfservice SubClassOf Consequence

¥ mhasTitle
m hasTitle Domain Consequence

¥ ©Infected_I/0_Device
@ Infected_I/O_Device SubClassOf Consequence

¥ misResultof
misResultOf Domain Conseguence

¥ @ LossOfConf
@ LossOfConf SubClassOf Consequence

[1¥ 3-7] Means, Consequence, Attackpurpose =~ 374 A9
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1. APT

!

tel ER ALl o

S

TAPRL AHE

Z o]
1w

Az By

o

Data
A H

Gatherin

r
o

J

S

et

=

Movement
# o
o}

Faom APT 349 dAE=E sy 34

°©

g

Back
Door
Keylogge

3-10] APT 79 dAd HsaA

-
it

[
Varous
Attack

Zero—day
Update
Server,

E-mail,

3-10]3 %ol %

& elA,

-
it

[

o

R

2+

B wlolejsg o] &

H

of A 47

1

!

r, USB,

Messenge
SNS -

SNS,
Scanning

APT 34L& A
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2 9% AF, B4 24 F ooy A5, %o Aol YW EHL
AL BAR bR Atk B Aol 28 FH A AL APT ¥
Ao AWASE AT, £9, fE AFHE 4FS nelste] FE FHL
A RAANAE AR AAselEY 7Y FdolA 5 ol
Yo FAY QAL Fud olue EAL FAYSE P} FAA
94 2m w3 AAA A A= FAALG A7) A0S FAUWGeE A

i G9s g Raur 42 gt 22 FHdA4 A9a =

@, 24 M A S BARE BE FAL Bl3 A 48 2§
= aAely] WEd] FEIA Aslsdth 4F wAst £ AA @A A

9lgk U™ A VirousAttack, Backdoor, Movement, Data Gathering T & 9]
& APT &A% A o FHE Hst7] fste] APT 349

Sk AL
F wg &0 Az AREZ JNto g FAWA (VirousAttack), HF A

=
(Backdoor, Movement), =3 @7 (Data Gathring)$} o] @AIEZ tFo] A

2 #42 adsan.
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Z]'
, AT, Al o

AZ7F welel 25 FAFA7I= Dot BAlS AR s
et ool et AdadE & o 1
FARNA &lo] Zhsatth [ 3-1112 T A A ¢l A 9

(
=

[ 3-11] A DA FEF

4
4

Result

Reasoning Rules

oY F4

=

(?T behaviour Spearphising_mail) A (Spearphising
resultln  RemoteAccess) A (RemoteAccess resultln
System_Control)

= (?T step VariousAttack)

(?T behaviour InfetedWebsite) A (InfetedWebsite r

esultln  RemoteAccess) A (RemoteAccess  resultln

Al E 4
System_Control)
= (?T step VariousAttack)
22 A5G
A EFEA o A= Backdoor@ Al Movement @AIZ YFo] Ak 24 &
= Tl mloly vt AFHJ oW 2 mpolg2E o]&sto] AFPHOom A~
88 Fotdlyrtes dATh Qe PCE 42+ Aotstal 71 PCE o] &3}
o] FAAE Aalo] Al ~¥lS Backdoor ©HAICl AlE AFESE £ YRR B2
E TEY PC AlolE $tt). Movement @Al A= FAA7F 7iQ1e] PCE 7}
_ 9 —
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A g9 BARL 7Y ARz o] A% A4S Aty AuzE A
Ttk [ 3-121¢ AFSAAY FEA S YEhdh
[ 3-12] AFGA FE4+3
Result Reasoning Rules
(?T  behaviour = RemoteAccess) A (RemoteAccess
HES = resultln System_Control) A (System_Control resultln
Egd =7} Networktraffic_increase)
= (?T step Backdoor)
(?T behaviour DenialOfService) A (DenialOfService
JRn—— resultln LossOfIntegrity) A (LossOfIntegrity resultln
MaliciousCodeExecution)
= (?T step Movement)
23 FH G
T GA A E Data Gathering ©AIE A9 & th. Data Gathering T4
ST AR Avel Aealn wAT 5Ae A woelt o w
AdAE FAR7 A1de) ABAuE fEAAG Aol T ] 919
Alz='l& 35k dAlolth [ 3-13]2 FHEAAA Y] FE232& e
=3

[E 3-13] QWA FE73

Result Reasoning Rules
_ (?T behaviour Server_Connect) A (Server_Connect r
A Ag 5

o =
AR F=

esultIn Information_lLeakage)

= (?T step Data Gathering)
(?T behaviour Server_Connect) A (Server_Connect 1

Ae G F

A28 )

esultln System_Destruction)

= (?T step Data Gathering)
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[ 4-2] AlyEle 3R 2522 FY2 49
A3k W Class
2 B RolA wdS wkol ol
stFom &y e HEo] SpearPhising_mail
A At

) } Password_Cracking_Backdoor
o H&aA 239
A el A9 skt DenialOfService
ICMP Z=2EZ22 & & il

o] 5ol ol A& HE.

ExIPPacketSize, PingOfDeath

[28 4-112 o] BFARAA HFod S50l 2E=A A ofd &

AR o] Fo] A 9 +=A SpearPhising mailg A= st T dFAT}

* resultsIn some Password_Cracking_Backdoor
" SocialEngineering
~ used some SocialEngineering

¥ {0 SpearPhising mail
0 SpearPhising_mail SubClassOf used some SocialEngineering
0 SpearPhising_mail SubClassOf SocialEngineenng
0 SpearPhising_mail SubClassOf resultsIn some Password_Cracking_Backdoor

SpearPhising_mail

[729] 4-1] SpearPhising_mail®] 2~ A
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e gk &4 FE22S (X 4-3]9% 2] BT 5 A

F 4-3] o]dE Auel e VIRt =24

(?T behaviour Spearphising_mail) A (Spearphising r

esultln Password_Cracking_Backdoor) A (Password_

VariousAttack _
Cracking_Backdoor resultln RemoteAccess)
= (?T step VariousAttack)
(?T behaviour RemoteAccess) A (RemoteAccess res
ultln ExIPPacketSize) A (ExIPPacketSize resultln D
Backdoor ) )
enialOfService)
= (?T step Backdoor)
(?T behaviour DenialOfService) A (DenialOfService
resultln LossOfIntegrity) A (LossOfIntegrity resultln
Movement

MaliciousCodeExecution)

= (?T step Movement)

Data Gathering

(?T behaviour MaliciousCodeExecution) A (Maliciou
sCodeExecution resultln Server_Connect) A (Server_
Connect resultln Information_Leakage)

= (?T step Data Gathering)

APT Attack

(?T behaviour VariousAttack) A (?T behaviour Bac
kdoor) A (T behaviour Movement) A (?T behaviour
Data Gathering)

= (?T behaviour APT Attack)
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FEANE o] &3t B}

& BgHor 745 @A

A
Ng aRM-20s 2ol P48

[ Edit =
Name
55
Comment
[aPTAttack
Status
lok

(7T behaviour Spearphising_mail) ~(Spearphising resultin Password_Cracking_Backdoor)  (Password_Cracking_Backdoor
resultin RemoteAccess) (RemoteAccess resultn EXIPPacketSize) « (ExIPPacketSize resultin DenialOfService)
~(DenialOfSenvice resultin LossOiintegrity) ~ (LossCilntegrity resultin MaliciousCodeExecution)~ (MaliciousCodeExecution
resultin Server_ ConnectiA(Server Connect resultin Information_Leakage) -> resultin¢APTAttack)

Cancel ok

[2¥ 4-2] SWRLE o] &% F&4

A Y A3 APT 4 2&=24 9o SWRL7|®

274 79 F240] A7 AYseAE FAs)
A) ]

%‘l &=

Control | Rules | Asserted Axioms | Inferred Axioms  OWL 2 RL |

OWL axioms successfully transferred to rule engine.

Number of SWRL rules exported to rule engine: S

Number of OWL class declarations exported to rule engine: 15
Number of OWL individual declarations exported to rule engine: O
Number of OWL object property declarations exported to rule engine: 16
Number of OWL data propertty declarations exported to rule engine: 17
Total number of OWL axioms exported to rule engine: 105

The transfer took 1608 millisecond(s)

Press the 'Run Drools’ button to run the rule engine

Successful execution of rule engine.

Number of inferred axioms: 165

The process took 271 millisecond(s)

(27 4-3] =213 43 23
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