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ABSTRACT

Resource library development of asynchronous status information for

clinet monitoring

Lee Kangjun

Advisor : Prof. Park Jongan, Ph.D.
Dept, of Software Convergence
Engineering,

Graduate  School of Industry
Technology Convergence,

Chosun University

With the development of internet and contents, there has been a steady
increase in the use of PC and personal server and the amount of work that is
treated as in P2P, which is continuously expanding through remote handling of
work using PC and exchange of high-quality contents. However, in terms of
such work and the major work of users, PC has difficulty in handling many
kinds of work. If extreme processing is pushed ahead, the longer the time of
using PC resources, the shorter its lifespan. In order to efficiently manage and
use PC resources, we suggest developing and using resource library for PC
monitoring so that users can take proper actions based on the understanding of
the state of PC and real-time status of resources. What is suggested here is the
library that collects PC resource of users, the resource collection program that
applies the library, and the real-time PC monitoring application. To the PC that
is the object of monitoring, in order to exclude load factor as much as possible,
asynchronous algorithm was applied unlike in existing monitoring systems. The
suggested resource library and algorithm extracted accurate data and the result
of an experiment showed they lowered load factor of CPU by more than 50%

compared to synchronous algorithm. Based on the developed resource collection
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library and application system, if an algorithm or PC control technology is
applied in response to reasonable load factor, it is expected that more efficient

control system of PC and server will be used.

= Vil -

Collection @ chosun



A1 AE

A1d AT 917A

PC,
$7h WOl ek, e oleh aviEEe W

9 gae dolE FAL s 4 3
Ao PC 942 58 4T AP, ojds) 243 P wsde Tuzg Fuw
or} o] wlalA Jlw Q= PPAMIZ 5 PCsh A Aue] BeEel Ae
S Arwe &Aoo Frbeta A AW FeeldE Axde woges
oA AFeis 4 o - herse WAE AeATL ALARA s ¥l
8 ol nA%e Afdow TAE AW B FejoldE AxdoldE Aw
B ofe ZEAAES AYsn F YRES FA AYsrld: ezt m
27 At 2PoldE L8 @ AEHA Aol gl Avk ALASE A
ol o ARl Q] MEe] FoldE Azdle] A~ QA 4%
Aei7t BASTUGE Fol@ meAs e APAAY ALe gadol= e
Adle st Fow Zads Ang 49T A AzE 49 At 24
gejo] golAA k. AzE AL FEHoR BT ALE AAAE A
A7} AzE el t@ olslel AA ALRH o] w APP 2AE

28 Past 9o

AAZ W giz AHEES Aol AU dEFS vAA o CPU Hazs
AHEEO] 60% ~70%E dolMA HW CPUW ti7] AZF F7FE <Qlste] Az
350l AstETE Memory 42 AHEEC] &F AA Adolx AHos &
A FAE 23 A S HolA of(Paging Out), 229} (Swapping) & do] LAY s}
AA FEAZTe] HarFow FTFSHAl | Disk Bl42 AREEC] 70%~80%E
oAXA H™ DISKW th7] AIRE S7F= Qlete] FHFAIbe] HApF o2 F7hetA «

(o5

A e BAE o717 wEdd A

Collection @ chosun



A2Ad A7 F3F 9D Wy

B AT 542 F A2 ERdH
A AR, L8Z wE7} 7lsstal Seo|AdEA~HS B

By Azt &8 Al=E Jdelnt. A REUEE =

a2 8A 2FA g7t &A%t GUISA S A s okslry] & 2=
A3 dole A, Holg £, & 5o HHo] e} we 34A
‘ZZaoelr] wiEe] AP Ryl AT Fubel gloh Aol R}

WA 4 e dagES 483 PCRUE Y Al2H Ade] dasit

B =oAL Aulz Bopold BT 9t Nodejs® 7lwate] elaz 54
doluele g zad 2UHY A2de AAeT Adsad. F Av 2UEw

= 8l A88 714 dngdES WA sl HaxE FHske ZUEE o

Collection @ chosun



Aesddle g A"y BE FAS8AKH, UES D DBMS, §8& &AZE
Aol B3 dEsds Ty, 4ol dAlE ZE FHE FAlst, HA
o] Al FAI FEA~E AL 84S FA 9 ADATE ANk 5ol
of &2 Aede AF= HAHO &F& AHAM Fr] A §FAF NS
AFstn e BE EAS Ao AIF o7 oik(Pro-Active) 3O 2 X, A&
ANedl B85 9 USRS 2

AollA A HoAA= Heolg o g3 A
o] "ol A9 AIE Ity E F Aok AR EEE AASE
Al FiEo] ulE A% (Performance)d S Z o] A stoof drh ALEA}F RESE9
AR Fge A IT J=ZH2EHA A9 79 EJE=(Trend)?! RTE(Real Time

RTI(Real Timelnfrastructure)®] wWi7dE& T3t dsdeled dig 2o
d< olald & Atk RTEE'FHA(AAIRY) BEE 7|We g stof, A4 A] Z=A
25 #estay FPS W Y 5 de AA dRS AFHOE AATGOEN,
AAEe Sttt A YA A (Gartner, 2002) 23l FoEtH, AAZF RUEH
(Monitoring), AAIZF X (Analysis), AAIZE A8 (Execution)= ZHAFTE RTI=
Business Policies®} SLA(service Level Agreements)E 7|HIOE FH(A-5)02 H
A g}ste] BR8-S Fol¥ AuH|xo WHAIN FHAS FYANE F UAEF FIIIT
Az 2EHAE ou|gity, o]2st RTE/RTI #e] AAA A olqr= & )
2, “JdAZHReal Time)olZh= 719Eol™, wekx 1 ojdo] HAHY AHede

O
O

N

_3_

Collection @ chosun



(Performance Management)”7} X% ofoF gt} [1-5]

Collection @ chosun



" 134 2ol ARA 2 S AE JNdskeT wet g AP

S7FeHAl @o B ® HAHo e HIEE AFYste Zlo] Fasith

EoT— [T ——r— f
== e { 2
- _\-\-\-\-\-\""\-\. ."II Hl
!
i e . / “\\ A
L Pt ]
|_ = o e
45 HEQE HE | / /
=7t 0|2 AN
= e o b4
F ..-'" !{__/ \\
/S L \
T .-'; __,.o-"'"'-f I|| {|.|CII
e |

=,
njE
|
i
olo
(4L
>
\rlfu

Ao A% 2E Aot 19 29 2L WPz AAsool Bk o9 2L
£ % = ) 2ol A A8}
g&Est e 9 b 49e 5

]
o =
Aoz d38% d5s vekd & Aokes Aol =3 7% A

off
ol
-
e
2~
ox,
off
I
F,
o
o
i
off
o
fr
=
oo
=
=
e
2~
o
ox,
off
filo
i
ot
et
4

N

H

O yolrh §=o metA olee FE & 5 Utk
Azdl stetulE W, ofEFelAeld F HlelEHlol~ F Sol AFskA oA
U Z37t e A, B A" FatF(Workload Model)& B71H oz Z23d
Ao2 dZHE Aole =], AZE S A U 4 2 4 5L
E3ete A 7 FF5 €2 ArdA A 23ddva & F Atk
olf & FA, Byl B AHH FFe A s TAFl wHH o A
st dsoz2A FHE Zo] oiyzt AFAHoR FIPSEE st A EA
5 —

Collection @ chosun



PC 2 Aol AzE 4% Astagle 19 13 2o

22 A 4E 238

Atdr AHE0A 28

o= o)
AC 0T 13.7% T=EICES

Do E H2 85

GiOJE{H0| A HE M2 =
9.9% FAL B
2FHE H
F=24 0 04
=2orpa

09 30A ¢ 5 ARl AzEle] A 2 g eRE AW A
wA7E @A of 33%(*4741*w, A oF, el =E 2B A

shal ok o7]|M Arsts ARl AWolA &S FEAB| 29 Al2H o]

9 SR 93, ASATE ASEE U $8EEIY, AY, 4T 5 RE $§ =
sadusit @ ¢ Aok Ao 39 SR Fhgel e Aus Ae BF
of glol MnAE AFsHE 24 omﬁﬂzu oFE o' £ & 3 PCel A%
ALATL gt EAZR, A, NS, T4 53 wWae tRo] £AAA M
aetesold HAHI 9o ASAT HUsY) YE SELEIY Fe mea s
2 Q8 Axge) gsAst Bael dojusl Bk %A Wil tE tAE
7 @ A% AN FHIUEALY B9 £AY £ Yout, AME L85

_6_

Collection @ chosun



toAgAe A A 2 delHe BUE HgEde 2T 5+ SO A%
B S FYsta AxHe) BE ASH R APsE Aol Fasi

NzHle] F4& AAste S48 T st e dElle Axs ts &

13 2t
# 1 Aee Y= A
AEAE < =9 58
A} = = Q% §'l‘ A 7o 2 BE
PR A A=E ] H-E]
o]& AlzHlo] At AARE ES P
( Response Time )
ol wWj7bA] 289 ARt
ARYE A 2l & ANzdlo] dyHom AEd &9 | TPS :
=4
(Throughput) A e (ERAM) M A5 | OPS
ZH4(CPU, W EE HDD F)E°
A AHEEF
SFT AA AHEEL de #;e % =4
(Utilzation)
] &
T84 AN AYFE ALAETF T
% =4
(Efficiency) g0 2 v @

E 1A AN A5AEF BiFne] Ame AW E s A AT
7h ohd vk ALEATE ALgSE SeholdE AzE el AuelA 71 Fad
BEAEY Gt UM AU ALEFITh[10]

7t SEAIT

Collection @ chosun



&8t AWM Al='l AREAHEnd User) #AolA AREARD FHA|2F 9
A5 SEAZY] T 1Y 49 2

Processing
Browser Time
Lo

Browser to ISP Time
Network Time Internet Time
ISP to Server Time
Processing

E-commerce Server

: /O
Time

Networking

a9 4 SHAL 7=

Fd2 AHEA §F7 AIZHEnd User Response Time)o.Z2 -
25 AHEW A FZo|JE A, UEYA AR AW AR o]
. FeloldE AR HTTPHTTPS) 84S AWME dfsty AWzr
o] Azt Bet$-Ad EAE7] Y 1I/O(Input/Output) & CPU A2 A|7ko] E
gETh YEN I AIZFS HTTPHTTPS) &40 Bel¢AZEE Ayl Anlx ¢
A@SP, d: = FAl, sttE FA F)7HA AFEHEE Aele AR, JEU A
2 QAZRE AHUS AA ) AlESY AM7bA] HLst=t dele AL, A
ARt g AR2E HepeAd deEsu Ags AR o|Folzith AH
A ) AfolEo A HTTPHTTPS) 840 st S@AEE sl AWdA &8
He= /0 B CPUY AHAtd WFE AWE o] HEYA B4 AE £33
t}.
o] 37kA AT Alz=’le] AYE(CPU, H3, WEHD)S A8 918 ti7]

1

(*ICollection @ chosun



st AIZEQD A Al (congestion time)o] EFE o] Ut A AZE2 Al=H o]
=20 Hgslor st 24 AS wEl ElR=g TA Qo] om wWoLE
o] A A= HojuA Atk

Alz='e]l FPoA H3E ABfolE S AR s AZES O EE =
ol REo] B REA AFse Aul2E AT & SHES TS A Y
8 ARt g Ao 4 9oeBw IY 3

AZE U EA A S9AIZE, 28l AW SEAREe] 23 e & o Tk

:L_l‘
me
o
_|>:
oo
)
olo
i
>
rﬁ_‘
rlo
(z
LAY
—o
N
olo
o b

. A A
A AYsta Agste FeEtolJdEAZHAA AsAste] Ho dde A
AHg-EFolTh PCE2 79l AHeAel 2-de CPU, MEMORY, HDDE %3ttt &
3] CPUS AR 2 Z2A2x Agsgo] oA oz=ZR PC FeAst didol 713

2 U9e AW, e vme ot RASALI BLH Ao} Zz
adm, dEEade @ A CPU HEae I vz Fidge] dojd %
Stk CPU oHi3l @43} vimel 5ol A24e ARA Roha dad A

9 H5e $EFoR oA Ei].(rack) Aol A%HE FeolA Axde A% &
8T A AxRY AWe BEAY 5 Atk Axde AU ASFL PCE T

sk= H/WS S/W 2 FAA ol =ik F&FHS 71300k [11]

Collection @ chosun



A3 ZYUE Y gax Solre A

A1d ZUEH gax SolB e A

Java Aldolyt Col AD &3] MIAEC] 25 AL dojs2 A" R
Aol PCHEE AFste gdolBdees A2 ZolstA 25 EAdH. kA
sjFgtelBegE Frhsta ta Y FxE olFt Java®t AlERY
JavaScript® ©]Fo|%l Nodejs® 7HL3tith Nodejsv WhH-etolBeig|2 PCHR
£ F=% 4 A3 PHP, JSP ASP, Rails /22 5 w3t ) /WEA% et~
HEE AH8E F dte AHel da 718 FHE json FHE =Ho] 7Hs37]
ol 2utd ¢, Java, CAlES] EE Qdojeto] iAol Hojua o] <3
3}

gdo] &olstths el UTh[12-13]
)

=
&
('
ol
rr
)
il
ul
N
o
o
>
oo
ot
&
olo
ol
>
r:{_‘
o
i
o
Y
v

—
o
2
o
k4
o
f
+
)
e
i
o
™
€
k)
N
_|_>IJ_,

1

ol
et
brt
o

Az'l G2 AR ARt AREAE ERle] AlAE o] iR o)

AEFHGE A3

e EGAAd YHE hostnames TALE WS
Host Name ok ZUEE i PColl tigh AE S & 5 QUth
4) hosthame = DESKTOP-KH694P2

OS Type PCell X" OS Btd< AE8ste EAE=E vhegin.

_10_

Collection @ chosun



d) OS type = irq
PColl AXE TIFAA FHAEFE AEsIe EAE=R
H 8l 3T,
o)
TGAA | HFEAE | GAA | vEEAE
IBM UNIX AIX OpenBSD openbsd
3]
Platform e )
or darwin 208 sSunos
uf} 71 E A
win32
or ) )
A=9 ) Linux linux
Windows_
NT
FreeBSD freebsd
CPU OS Al2=Hl o}l7|dAHE FAEE Qighsit),
Architecture
dl) 32bit = x86, 64bit = x64
+FAA Y A HAAHABR(HHOIE HR)E TAERE
OS Release Elasasiae
d) 6.2.9200
PCE FA43t= CPUS 2dg EAERZ whdksit
CPU Model
d)Intel(R) Core(TM) i5-5257U CPU @ 2.70GHz
PColl #2t¥l HDD, SSD % Hz7|9AX 9o i3
Total Hdd OSo A AHE71s 3 =718 EA9 2 wrsksitt
o)115768029184
0Soll A AH&8 4= dE= RAMY £ 7|82 EAE=R
Total Memory Llcia=
of|)8487612416

AgA7 BUHED she Azue) H/W A%T £9AAe) ARE madow

_11_

Collection @ chosun



o
o
_l
30
b
Jhu
>
[
o
o
o
o
fu}
o
f
et
4
i
38
kl
)
oo

& #20 A A

o
I
i

ANzdl 5H AEARE FAHoR FEee Axdel AUARE FF @ W

ot ghe] WEo] dojus AedE HelHEA T HolHe ®33 2o,

£33 Azd B8 FEYR £1 doly

28 JHAR
CPU A&
CPU
CPU AH&-&
MEMORY A&
A A8 MEMORY (RAM)
MEMORY Al&-&
HDD A&
HDD(DISK)
HDD Al&&
oA 7H UEL T SHAIZE

E 337 o] AYAE el dFst= CPU, MEMORY, HDD: A2 winitt g

o Bl uehd = At HOlHEA AR, £ FhE s AzHe] RYE

7} CPU A A& 3
FR% CPU Ao AEle] AL F 49 o)

Collection @ chosun



3 4. CPU A8 dHid 24

T BEHPE

AH&2F d 9l (application level)ol Al A& FY wje CPU
A8

user time .
user : TEA 2~ A 7B FF L ORT B2
FAEE AR FXEA AR AT
AH&2F ¥ (application level)oll A nice 7F&#E &+ CPU
ARG

nice time

nice : ZEAM| 29 AL JE FgRERT

92 ALA BN AWHE A2

flo
—o
¢
—o
¢

system time

A" HHE(Kernel)ol Al A3 FU o] CPU AHEF

idle time

CPUZH 413 9= %

CPU z# =0l 93] A<= AHHE 5

EE AW CPUE A2l FE2d =9
Y ERE BE Fojo F uj o] 2¥E=
Bol ©@|7F obd A AdojolA CPUe

%
AFOR ANl AFEHA %1 aY 53 2ol

CPU®| WA= @Fe B ETH[14-18]

Collection @ chosun

_13_




BN (R CH#Wing

19 5. CPU stk AlgH = HolE

model> CPUY EZE 718713 speed= CPUS £EE, timest A3 <
g7t CPU A& AHEE&L stue =9 dAgos
2= dolg FE3 ALAAHS

A0S AX FHE ST FY,
oF Fe.

N
-~

T %+ 9

Kl
bt &
&
Lo

i
e
:cu)l‘_’,

Eis

z!
filo

H/

e}

. CPU AHAE-F A5 A4 €8 F
B 2Eo| AFRH PCY CPUE FY o 4299 A|Zoltt RUEH A2H
H2E PColTE H-&3oF 3= Ao olye A2 tg&E

3 HeolHE FEshe AAHol HEA

EE PCAA ARE F3st
S 2 o]FojHok gt} CPU ALALEF A5

_14_

Collection @ chosun



CPU Hste =#H= 74

TRt A st

system time, idle time, irq time

Collection @ chosun

J

]

[ ] )
( cPU F2 ]
EEEET
T
18m A3 E nHE A E
user time user time
nice time . . < . . nice time
system time system time
idle time idle time
irq time irq time
[ tmez agzzE | [ times AtgT 37
ERTEED ([ 24c =y 37| =5
[ tmez 42E 23 | ([ timez ngB 22

J

'

[ cPu A timez BER 52 |

I

[ cPugn neg 8Re =2 |

18 6. CPU AYUALE T HolE £ &4

E R

o

ot Adst
asith 7 2
2gsta A7 ALFS H)

_15_

&,
I
=2
rlr
c
w
o
=
5
\
2.
(@)
o
5
\



thread numberd user = 2771758

thread numberd nice = A

thread nunberf system = 5315765
number@ idle = 144156862
numbherd irg = 1892163

numberl user = 357135
numberl nice = A

nunberl system = 3BBE?68
numberl idle = 146877338
numbherl irg = 42229

number? wuser = 3746154
nunber2 nice = @

number?2 zystem = 3461724
number? idle 144835431
number2 irg = 49637

nunmberd user 4187865

numberd nice a

numbherd system = 3834114

numberd idle = 1443681205
thread nunmberd irg = 58544

BN 22| R CWWindowstsystem32%cmd.exe - node PC_State

=2 =B i)

Collection @ chosun

_16_



j = threadnvmber
totalth = usertime + nicetime + systemtime + idletime—+ irqtime

percentofusertime = %X 100
percentof nicetime = %X 100
percentof systemtime = %X 100
percentof idletime = %X 100
percentof irqgtime = %X 100
usertime + nicetime + systemtime + irqgtime

percentofthreaduseage = > 100

totalth[j]

J
Z percentofthreaduseage,
a=1

percentof CPUuseage = thread.length
% 8. ALSE AP F CPU AHEE Al

oh. MEMORY ¥ DISK A% 3 2 AL&& A4t
ofe] ¢ HIWHI BT dHoly F&, d4atrgol Bast crUust 2 F3H
TZE2 o]Fo)zl MEMORYS} DISK dHlolE F&& ztdslth, MEMORYS
DISKe= A2 JHARAA F A5 FE387] Wi AR, =5 ARSI
e AFEs W ARRE A4ke] Jhsstth 1% 95 MEMORY$ DISK AHE-E
Aol et FHARE AR JHeEE s EEe Weolth

1

ol

rot

X

BEX 22| Ak CWWindows#system 32%cmd.exe - node |EJ lﬂ‘i’]
> PC_State.freemem();
> dizsk.check{'C’ . function<total, free. status){

. conzole. log{freel;
-

> 42720284672
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A sttt AHEE ALt

OH

A& 119 109 2k

total —
percentof Memory Usage = otalmemory — Jreememory

X1
total memory 00

total disk — freedisk
total disk 100

percentof Disk Usage =
1% 10. MEMORY ¥ DISK AH&-& A4t

7 gegnet 54 JUARE FUSRT Aol Zzke] R E
HolEg 2dat 2
oJueelE ALt Ae 237

A BUEY A28e A&En F)
A 24 TUHZ A|2"”H FZ A

1. 71€ RUEY AN=" AA 7=

71E8 EUHE AN2"E F2 A3t Ao 2850 AT (Real-time)
g ZUHAE 7%, AR, A, 7 9 FAVIe S 29t Ao o] 231e BF
S5 A7171 98 ZUEE tidol He AW dolEuolxE X9
dolgrlol2z2 HolHE FEste Aol dasta F7]3oz FHAR tolH

=2
d1o 29 112 ARl 28"

o
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Monitoring
= Al
[ SLUHE Oy PC ] [ Database } [ Application

]

l’F

—_
— timer » Database - timer
¥
Data S5

HEEE =F Moy aF
AEEE = > CiolE =4
Glo| g st O LEEE
Insert query

end

9 11, 71E RUHY A 2"E 31z

e 3
s A71aL A fE 52 259 dlolgHo] e dYsts AAHS AL Nk
st Bt dlolE ol s A
o8& HasA drh. Aol FeFEE ZYH =
old& HeolgHolzo] AZE FHAR HolHE F|FHoE AT IH
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can
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At AR AW Tz
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Hob7p A7) wEel Adsa glx=rt EAsH
o7 Ao FE AHlZ= A=
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=z O
Gy EE A
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o
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. Manitaring
[ BLUHE Oy PC ] [ Apolicatin ] [ Database
O|HIE B|AlL- .
Aguilg g #l).“_' Eﬂ-iﬂ timer » Database
HEEE =£
Il HolE 2%
oiolE mi3lst
Il > HolE M
EAR=SY 4
=4l HIOjE &4
=2 Hiolg He
Cfl O] E{ | O] 2
Insert query
a8 12 iAdE ZUEHE A2" =
AHE AzEe /12 RUE A2 SAER, B, 2, AT 5 R
S MRS ZUEE tide] He A2 AR 5 Z2O92 7S
EYUEE Az"eA 4 g7t 7P 2 ElelWE wjAlstaL oWlE 22y
S WS OME PaUs olME AEE BANF} AEE BAG A 4
HARE FEsta 7haste] HolHE HAs AAHS AA oJHE FAFA HA
& suele T2 AARoRA ZUEHY gkl He Az AdER 51
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Ydar 22 Asd 35 JUd =9 F JAEE AA AT
)

A3 FHARE 3 =239 4T

1 AHAR 3 2239 oWE a A% - A

o2 Am oMIE gxUE WYL B/1FA oMIE Bxurt NEE ZA B
A FHARE 32 @ F dold AARE AH AL FAtE TEE

of QUTH[19-23] AWE 17 139 ol A4stel AP PR AT FeHES A
sa ZEWSEE AMstel olilEd U@ WgAelE T + dES T

=TF -

var server = http.createServer(function (reg, res){

}:I:.

server.listen (9000}

a9 13, A= BUE" AW 3 gy A4

Azdl FEARE e ZRIOge YUY i A2d"elA FEEs 229
E

BUEHY da Azdle] 1Pe) 229 e 000Mos Agelel RUE g Az
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W IPFAS TENEE P2FE JUAR FH ZEIY daust gA & 5
=8

2. AR 53 =29 oWE P2y A% - 27
UHY  olZeldelds mUsY oy Axde dugn 57 zagel

L
11 218 93l SocketIO EA1S TFH3ATE Socketd] A EAH owlE 7hx],
A E oHIE tigk SEA e ois] A

S*3ocket.io connection®*/f
var io = socketio.listen{server);

io.socketa.on('connection”, function{socket){
socket.on{'msg"', function(data)
Ji-— 2=TF -

ig.sockets.emit("sdata", data):;

|t-]
I

H:
3

1% 14. Socket A4 E Socketio FAIHE TH

W ool socketioS YHSFIL socketiod] FAUE A 85t AYASAY server
g2t At AAMHE AP AAAW Y F iosockets 24 A <l
connection °|MEE AZ3}IA ) connection oM EE oA EV) H= RYEH
ofEElAlcl el &A A HEE w TAsHA "ok ¢ & AHet BUH

W A =21 socket.on¥} io.sockets.emitS &

< ¥ 59 o

AZgAolAzte] T4l &
& o]FoXA H=d onF emito]

27
R
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E 5. &7 AA WA=

HAE o]F ks
on() 27 oWEE A4
emit() 27 oHIEE HAY

N
Nl
™
o
=
2
>
[
N
Nl
il
oL
b
I w
h)
it
2
o
2.
3
w
Uq\
.-
c
=
e
o
2.
o
L
=3
&
o
of
o
o
> ofy

WA Fe | FEHARE a+ )+ FEAR b+ + FEHAR ¢ +

shtel WZlow od 744 HHARE Bi TEAZ AURR Aonih £
)2 AT, AR 24 O ME ‘sdata A S AHAE BUHY of
ool FARIAE EUH)E J1EoE HoHE BAAA FHARE 4

shal A & A==F TS

HRE AW, A FASE Ba, JEYR Hhs solngd, oME B4
AE olgdte] Axw AHAN 53 Z2IPS ARSAT. F1H0R ABE
WYAA AsE FHAE FH ZEadom A gl AYEE AEE 9¥F

= RUHY A2"S TEEE AEAR 22 9 & . 520 s

_24_

Collection @ chosun



A ad vE7]4 A ZUEY o EE Aol A

1L 9 719 o Eg Aol 7= R #ololx A
7§ 7k o EE A0l = AA

ANz"l AEH ZUEY oZgAoHe A7|dte 2 HTML, JavaScript, Nodejs,

CSSE AH&3te] A3 th Node ScriptE AHE3le] P9} TEWIE RUEH

S

YHIML)S 75 A7]22 HIMLO| 953+ JavaScriptell Socketios A/dst] =Y
ok BUE R o EgAlolde Tz F

HY oy Asgs dolgE - 5

A EAe " 158 2o

Web server

BLEE o{SEF0[HHTML)

JavaScript
ik v T Timer
onfevent) [ emit(event)
emit(Event) > on(Event) —» DB.query
Graphic Library

23 15, RYUEY ojZg Aol =

FUHY oEgAolde Wi JavaScriptils F7IHCE HHIAHRE S A5
I delHE Agstr] #1% 7S HEAT BHolHE st dA F7]0l
emit® 2 Oo|HIEZS MWAYAZ|IL 11 o|HIES] Y& i FHIZZ I

CE ks
HE 843%0s Wéolth dax FHEZIRAME ARE 297t 2UEY
— 25 —
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AZAcle] MBS FAHT JHPRE 7 & F
AAE YA BUEY o YAl HoR FEA

e ol ZeAlol el N SHulolEE S8
Au AZe A A3 SaE e B

Hlo] 2ol A3t FAlC H2E 9 GUIE Alg & F A=S 2AsAH.

ich
ol
ol
bl
NS
o
%
ot
A
il
o
jn}
o
o

. ZYUE R oEI Al #olotx AA
BEUEHY ofZfAelde RUER i A=Ee 55, AAet A"l e
ARE AALSR E F JEF AASAY. AFste e Ee PC ZH4
Hol AAE FANEAE, APE 84 JH=ZE AHHY 1=
FHAAERE JHZEN UIE AT & F JEE AAEAT RUEE A&

el #elokx dAs 19 163 2T

of £ o
ol

o

HrER

T

S

I

App_Layout

Monitoring PC List
Resource UI

Button{add)

a9 16, BUHE o E Aol dlolokx

£ Y93t 2UEP Ax"le F71etal F7Hd PCE Monitoring PC

List F&ol AAE FH=E =9 st=5 AASAY. 2UEHIDS AZsd
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o
f
il
)
of4
%
i)

Resource Ul HF-H-of A2 de) g ne}l 524

2. 9 719 o EgA A TF AW AFR
AR AR £ 22O gl RUHY ojFeldeldE A7]wes A
Aatgr] Mol Y& THEAD 5 A= AWzt Basich AR Y Aw Az

a9 173 2o

Var 3Jerver = connect.createServer{connect.static({_ dirname + '/Reacurce’),
connect.bodyParser (), connect.router{function (app){

app.get{'/', function{req, reaj|
fa.readFile('m monitoring.html', 'UIF-8', function({err, data) |
fIETF
rea.writeHead (200, {'Content-Type' :© "text/html'}):

res.end(ejs.render(data, {
data:result

IS

=i

of

3
s

29 17. 9 5 A A%

4 MW= connect EES ©]&3te] AZSATE Nodejs 5487 BHSZE o]
A], JavaScript, CSS F¥ 9] F4AE connectstatic() .2 Y ELE A Z3A T get
WA o2 ZBeHE ot § HolAE YA He=dl, app.get(/)= oboldlet &
ER I (oowooaxxxooocportnum) 5 EWR1E Y8A HEE dEE HoAE B
Al "ok 2% 133 o] ZEES ARATC 2N QUAMIE FHEHIL ARG ALA

_?4
gre 9 oW B 94 ANAE AZT Ao

=
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2UEY oZelAcH ~3gE A

7L ZEUEP A2F F7F R AA
BEUHT ojZAlolde =d2 W - o)l A8t FEAE gz £
Z2age] AAEol Qe BE
g S5 fAlAE 55 WME, &2, dlT AzEe doleuel2rt dasith

9 182 PC 55 ~OHE

J %
* call addsite page
*
app.get('/addsite', function(reqg, resa){
fa.readFile('addsite.html"', '"UIF-E&', function(err, data)]
res.end({data)
I3
I3 e

app.poat ("/eddsite™, function(req,res)|
var body = req.body;

tltl

=1
Ei

res.writeHead (200, {"Content-Type' : "text/html'l):
res.end();

a9 18. Al2=H 55 ~3HE

BEUHZ ofEgAoldel X3 PC F7IHES ZE35tY app.get(/addsite’) &
3=%te] B2 AZE addsitehtml® ©]F3th. addsitehtm]®] AAIE FAHE
AN2E ARE Yt F7IHES SYSHH app.post(/addsite’)7} & o T
o Aogt oMol AF ZES T " HlolHHolx AFIitE
At A28l HRE AA3E Monitoring PC Listol] FEAIS ZUEHF o]
He A2Ee FHARE HEE XS] 28 namedts ©] &3 At HolES
Astes At 2dH Atk A A 2ES S5 wirink HE9] Ho t
o2 HASES sto] Al =®E ATt BolstEs AEe At

5% PC AA+E Monitoring PC Listoll Al A28l R Fof] 718 XHES

&l
O™ 19 55 PC A7 2aHES AW

[
(g
.
N
it
kY
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app.get (' /delete/:id", function(req, res)|

t

;=

h

biz
1Y 19. 52 A2H AlA ~23HE

2B XHES FE2W app.get(/delete/:id )7} TEHT 24 HES F=H
g A2=Hlo] idgte]l AFEHESE AASEA idgte] EAete A2'E AASA |

BA
. Y 23YE mEoE AP YAES A9 4URL mgan

function item Click({a,b){
¥ar URL = "RLeRef S+ a4 "= b
var socket = io.connect (UEL);

getInterval {(functicn() |
gaocket.emit ("mag’, "req”)
start time = Date.now();
}, S000);

ez

198 20, RUEE AZ 9 glas 9FH AFYHE

=
A4S 3t Elol el serinterval S AFE-3

5ol @A ez HolHE 8% SES oMEES WAAAT 8HT FHAR
222 HolHE oWE 221 on(MAEE Fal £4uA B
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o ZYUEZE td Al2E JHAR i 4 2T3HE

Azdl BUEY A% 2D Has 24 23YEE Fi) AW HolHE $45
7 9% 54 A3PE Aol Basith 1Y 218 AR Pas 54 A3
Eg 49T,

gocket.on('sdata', function(data) {
var datas;
datas = datar
var end time= Date.now();
time = (end time - start timej;

values = datas.split(",");

A"l BUEE F4A 23g4Es A5 E t7]ske g2yoltt ‘sdata’d] A+
HoE A2El FEARE fixTt FAE A datas WO FA A S AAS
values Bl ol split 2 Frh()2 TFEE HOlEHE UFro AAste] z+ s
BE FRTH FHE HHAR HolHES T2 74" ZEE HolEH o]

2ol dHHo FHAE ZUEF Ulel EAsh= #do] doh

g YEYZ SFAL FF 23HE

HEYZ /A PC AEAR gaxd fds ZUEHE o ZeA oA
A FEshe AdAdE olth SEHAIZIOI® @ thd SHEEC|Y] wEelth 1

F 16014 dlolelE 24T uf start_time W5 24 AL AgEy, 19 179
end_time WMol HOlE S Al we wjo] AZMS AT SHAILE
Aoldo] HefHR 3 ZE2 IO 245ty AR £3 Z27

FREE Azt 22 BUFE AL BUHY ojZgAolde] Falwre ®
ANZFe ZFE7] W R FAIARI A QHAZES W gro] UES A z
2h=N

ey
rlo
o
I 9
o
I

ol

)
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4. A" AR Holgu|olx A%

N2E FEHARE A7) /g dolEHlo]~E AFsTh. o] EH] o] 29

< Monitoring PC List Ho|&°] EAjsta 7} g 2EE AP T wjrit; AA
g A"l name® O HolES AFoE LS AT 1" 22+ ©)o]
Eldol~ FZ2E YehAT

Database : control

table c_sites

m—-m-— pefautt__|_xtra__|

Int(11) MULL Auto_increment
C_name Text Mo MNULL
c_addr Text Mo MNULL
c_port text no MNULL

=544 Hols

Int(100) NULL Auto_increment
cpu Text Mo MULL
memaory Text Mo MNULL
hdd Text No MULL
date Date Mo MULL
now Time No NULL
time text No NULL

a9 22, Hlo|Hulol 2~ F2

e R HolEHo] 29 o]E& controlo|th B AE AAHLS A AAsHH
c_sites Hlo]Eo| AAE T AHAH ¢ nameol A Zst= o]EoF FAHAYA Ho]Eo
ARAETG. AF5oz AAE HolEL QAo U SEuit B s A~ A

ARE A#A2Tt CPU, MEMORY, HDDE AY AEES A A3 timed $HE

S5 AASY. F3 EAARY AU F UEE dates= A EAE, nowes

_31_

Collection @ chosun



A4 A ANxle] 7E 2 B}
18 2UEY fax Folrgay 7

1. A4 AR gix

TFHHES EE A" JHARE FEst ASE F =S 1 59 o
PC_Statezh= o] 52| Zlaz gholHeiglo] A{HAnh. 11 232 SholH e F
a .

1
&8 P48 5292 1 5 Yol ok

T ~
BN 2| Rh CwWindowssystem32%emd.exe - node ===

PC_State.hostname(>;
PC_State . typell;
PC_State.platform();
PC_State.arch(>;
PC_State.release();
cpu_model;

PC_State.totalmem();

dizk.check({'C’ .function(total, free,. statusld{
. console.logCtotall;
3 H
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At hread
At hread

w

user useage 3
nice useage B
system useage = 4
irg useage = 1x
useage = 8B

user useage = 3
nice useage : Bx
system useage = 3Ix
irg useage : B
useage - bx

user useage = I
nice useage : Bx
system useage :
irg useage : B
useage = T

user useage & 3¥
nice useage : Bx
system useage =
irg useage : Bx
useage = b

of CPU useage =

1thread
1thread
1 thread
1thread
2thread
2thread
2thread
2thread
2thread
3thread
Bthread
3thread
3thread
3thread
percent

3

3

T

9 24. CPU AH&-E

AR golneelz daale] 2L UL

Windows Z & Aol A 83 CPU AME:

gz zada |
CPU AFE

EETTE TS

1ES

CPU ME #HZ

2H HZ2 AL

?:!M

&H HEZ2{ME} Al =E

HH 8145 HE

HAIE 3380 g E

A2 ks 3726 ZEM2

W5 399 AE A2
HEHGE)

AHE HE2I(ME) -

HIDIAIE 354 2t tlal}

HOA 2 e 1M —

A A3}
% CPU A8EL
= o

a

7%%2 A2 L

7%%2 =9 FHAa
% gt HlolHE =9

FtoZH glax golBggdA 283 CPU /‘]'*Q* o A& ASSIA T A
9 windows ZF#A Aol HEIAR AT FrIet golBdHE e A=A F77F A=
tt27] w & ext= A5+
3. & AEHAR E]ﬁ‘_.}:_(MEMORY =t DISK)
MEMORY % DISK AF&& A4S st 23 @S 833 198 259 2
o] AdA A s =Hst= AL AT

BEX 22| Ak CWWindowsHsystem32%emd.exe - node PC State

percent of memory useage 54

H R

percent of disk usage

a9 25. MEMORY ¥ DISK
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B3 geAne $4 JUPRE FHsL A
HolHE Zshe e AL
oJud e Attt AT AAYE ol
g £A5ET BUHY A2Y

gholBefE] & o] gste] wE A2E RYFE

4
9 Paz TEIPe AWSE S0 Fet A

7] el A S8Z2T3 YMHE 7HES TF dHolAE do] ZUH
= By Z2a3a A2EH AgAR g

B 22|k CWWindowsWsystem32#omd.exe - node m_agent
C webhzsocket writing 5:-::{"name":"sdata",args":["user-PC.irqg. uwin32.xb64.
6.1.7681.Intel{(R> Core{(TM> i5-457@ CPU @ 3.28GH=.120P3849P624.8541294592.5.64.24

v
emitting heartbheat for client OJbMEBCEmE8sH?17EJbE

wehsocket writing 2::
set heartbeat timeout for client OJbMSACFmE8sH717EJbX

got heartheat packet
cleared heartheat timeout for client OJbMESBCImXEsH?17EJbBX

set heartbheat interval for client OJbMSBCEmX8sH717EJbE

webzocket writing 5:::{"name":"sdata", args": ["user-PC.irq . vwin32, xb64.
6.1.7681,.Intel(R> Core(TM> i5-4578 CPU @ 3.20GH=.128038470624, 8541294592 _.5,.64.24
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a9 27, gAax 3 2203 A8 - dlolE FAl AH

s 223 mE o g RE] Z=Ad folEHE )b EYUEE o= Al
E

~ES} GUIR AR A2 AHE EAST g2E B4 HolE: AH

E1Ql Host Name, Computer Type, Architecture, OS Version(Release), CPU A}
Total HDD, Total MemoryE ¥AI3t1 GUI ®A HolElE 537 dHolgH=Z

CPU, MEMORY, HDD, HE I SHEEES A0 R FAS Fa ot =3

=

BEiA RS gro]l W A, olE AAsH] fsl FEE HZ HolH elE

SEAA AN dEdsE #J1d & Ao GUIY AHEE @ ZE Google
L

API[24-25]9] 1= E &394t PC
Zt

YEE ol&gAlold e s2r2 1Y 28%

Monitoring Server List information of Agent Server CPU_Usage
id name address del Hosthame' UseERG CPU Usage
P Computer Type : irq o = cp.
1 monitering 117.16.23.122.:9000 X 7e
Platform  : win32
2 50
Architecture : x64
25
OS Version : 6.1.7601
0
CcPU * Intel(R) Core(TM) i5-4570 CPU @ 3.20GH 2sec  -20sec  -f6sec  -10sec -Bsec now
Percent/Time
Total HDD : 120030490624
MEMORY _Usage
Total Memory 8541204502
MEMORY Usage
100 - m.
75
Real Time State
50
25
0
-25see “20sec -15sec 0sec Bsec now
Percent/Time
unit is percent HBD:Usage
HDD Usage
100 —hd
75
Network speed Average
Average of network response o
80 e 25
60 0
25see “20sec -15sec 0sec Ssec now
4 Percent/Time
20 Speed of Response
Speed of response
Smin -4min 3min 2min -imin
ms/Time 20 res
150
100
50
add site 0
-25sec “20sec -15sec 0sec Ssec now
ms/Time
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H T oo T : FRER B d : P
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IO e - © = e
s 2 . E o c B B s T s T
= W o X p | ~ A e g Wle WL W
ey h.._w - 1] Y Lm ek b b e b e
RE W W o 4 & Iy g
* Fa g z
AR - PRI 4 q
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% 30. Aso 2 APE Holgo AE LEER

A4d WE7Y GneFES A4 B 4597

ox,
0\[‘

H7HE flal EUEE i PCo HEiAR +3 BAS 574 &

o Zg Aol A HlE7A LaeEs A&7 &AM

=98 AHARE dusit. $714 dadse

setinterver &5 &3 ¢ AW T3S RUEE
= =2

HE7]1 daElEs A&7 ofEAod S

oS
&

rsﬂ

R

4 PCollA 23 o}%i
PCAlA ) AW Z2T05S

ottt § oEYAcIde T F3k A= Al 39 PCoAA A4 & skH

deHrte] Ades & 73 2

3E 78714 s vEr)y dags Fobd v

Monitoring Server List information of Agent Server
id  name address | ostbame ¢ ks
Computer Type : g
1 monitoring  117.1623122:9000 X
Platform win32
Architecture 64
OS Version : 6.1.7601
CPU Intel(R) Core(TM) i5-4570 CPU @ 3 20GH
%7] /_\JI OE]— 31 E] = Z:]I —g— Total HDD 120030490624
Total Memory 8541294592
Real Time State
unitis percent
Monitoring Server List information of Agent Server
id  name address ] | HostHame : LSerFG
Computer Type :
1 otherpc  117.1623122.9000 X BRI 9
Platform  : win32
Architecture 64
OS Version : 6.1.7601
CPU © Intel(R) Core(TM) i5-4570 CPU @ 3.20GH
H] %7] /-\—]I OE]- '7_31 = Zjl —g‘ Total HDD 120030490624
Total Memory 8541204592
Real Time State
unit s percent
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Bl Al="AE Al2H names otherpcE A ASAT F ofZgAloldL
name AT OE ¥ A HEARS IP, XEHIZIA] FLTE A & 5 9
o} setinterval() =2 5714 #AEoE ZYL2E FHT AAE

CPU FatgFo]l 8%= FJAHJL HIF7A LdagFe] HE&H ofZAoldL
CPU H3atgo] 4%2 714 dagF9 Fatdo] o 55 sttt vls7]4
dugEo A Yehd 4%SE CPUS Raes duglFe B

= RS
9 Zlo] ohUet Z1E PColA £EH T Yt BE ZRA 2 Hahg

i

= Ae AZstd vErIA o e duelEe 5714 gl Hls dA
s w2 FEo Hakes AN e AAY 5 Aok AR 83 AW
Alz=Eloll HlE714 darglEel AEHA A ¥ ol AET A EUHY 84

2H 383 AFE il Retge

a .

B AT AT Az A A FIAE Azdolt AU £F

AW AYGHE BUEY @+ ARE TASAD oo met AN $5HE
2

=
¢ T JEF HErY dagEe A8 deolEE fazet BYET A
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B AT AE Axde] JHUE selsiel HA% 2XE AT 5 UES Axd
AR RUEGE 97 2las dolndy Axw golnesh vEs] %
U5e 28 ofFAoldS HASRAL AAG Hhs oluP HEdo,
0S ZAF Ue 42 FEHnRs AA AAAEFL EAGE FH ARE XY
st} goluele W mE ww 2de 59 747 F5EH 2Ho| 7hsd)
=% 4

B Axdle HE7] $A0E das golueee B ARdt B
NzRe g Azdlel AEAHERel AN AANEE EASL HolEHo]
2 A% e Auew 5z, 1209 FaAA st A

TUEY s 715e A9t BUHY Axde 94 ot gas golu
7]

He JEAR 83e AYshn Pas deoindes 9Pzt Jugn
g AANOE FYe] $RANT AYA=E FASAC

iz goludels Azgle] A g Ene} FA4
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