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ABSTRACT

Web Asset Management System
using the Secure Coding

Kim, Dong—Un

Advisor : Prof. Pan, Sung Bum Ph.D.
Department of Software Convergence
Engineering,

Graduate School of Industry Technology
Technology Convergence, Chosun

University

Security breaches have recently become a social issue. Although network
firewalls and user authentication programs are used to fight the problem
resulting from it, most of the breaches occur not from networks or web
servers but from application programs that have security vulnerability. Many
studies are performed to address such breaches and secure coding is
emerging as the most effective measure.

Secure coding, a safe software production technique, removes security
weakness of a software source code to prevent security breaches. By doing
so, it allows use of safe software that has strengthened security.

In 2002, the US enacted Federal Information Security Management Act
(FISMA), making secure coding compulsory. Korea also began to develop
the secure coding technique in 2009 and its Ministry of Government
Administration and Home Affairs(MOGAHA) announced revision of the
guideline on establishment and operation of information system in June 2012
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to make secure coding compulsory.

Most companies use asset management system to manage their assets.
The asset management system, which 1is customized for clients’
requirements and usage, provides various functions. The asset management
system suggested by the paper supports all functions about internal asset
management and related works. Any security breach of such asset
management system could lead to loss or leak of employee information,
work data and other important data. Therefore, the security should be
improved.

This thesis analyzed source codes using Sparrow to eliminate security
weakness of the asset management system and found 162 security
weaknesses. Among them, seven were out of 47 items listed in the software
security weakness diagnosis guideline provided by the MOGAHA and three
were found from the security weakness items offered by CWE, CERT,
OWASP and Sparrow. This thesis eliminated the security weakness by
referring to the security weakness elimination techniques that the MOGAHA
and Sparrow provided as way to remove the identified security weaknesses

and confirmed that all security weaknesses were removed.
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QAEM Aol Fhsd W Awel Axde Fd, B84 FR 434S
2FE Btk A19dE HHE Fol RARAALE s wPow
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O N7 1 881 oga
o = Level 1 2007 Y

O b Level 1 [l
O Ha Level 1 0 ogar
O N wol 4 WEB-INFysps\inoutView. jsp olggr
O fab=) L 1 X3S C \WebContenttWEB-INFyjsps\modifyGoods.jsp olgg
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O 227¢ i oger

slESE AER mek opgel tistel Aztel ID g elste] welsha,
At Bek obgRlA FlEe] AATA ke Wk obgelAe] tlstel At ol %2
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Foh3 otk E, AAE 479 wer ok
G 2ok opge] AAE FHF BAE] S5t
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7F 1.3 AZA ALo]E AT Y HE (Cross—Site Scripting: XSS)

a2 AOlE AAWY HFHE Hokd 4 AolEe] oy AAYES T
$AREo] 44 wel sk B F shfelrh
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FHeFHE OWASP Top 1094 % 3WAIR =2
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kit

String goodsMo = request getParameter("goods_no™):

String lastState = request getParameter(“last_state™)

String lastIlD = request getParameter( last id")

String laserUser = reguest getParameter! last_user™):

String laserUserMame = request getParameter(last_user_name”):

[y I S T I W I

a8 9. A&=E Hel ¢kF g7 A APOlE AHEE

(1) 8+

ARAN APIE AGREE AAE 2 38 HTML EAe <script>
o] g3te] AAYE EjL <o o AAYEES AAse wWo|th o] A%
A Foll= Bl 27F yebubA] eFom ARR A= Eheldh b gluk(26].

a9 99 1, 2, 3,4, 59 gl 2 AAFEE XT3 e AT T 4

i

o] Al <script>alert(document.cookie) </script> 7} X3 Q= o
HolAE ARGAE & wimith BekeA = o] AAYES AFsHd
HojFA #t
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=0 0 =] Oy e W B e

String goods = reguest.getParameter('goccds_no");
if{goodesNo = nullq

1
¥

1
¥

goodsNo
goodsNo
goodsMNo
elzse {
return:

= goodsNo.replaceAll("<", "&It:"):
= goodsNo.replacedll(">", "&gt:"):
= goodsNo.replaceAll("&", "&amp:"):

String lastState = request.getParameter('last_state"):
if(lastState !'= nullq

1
I

1
¥

lastState
laztState
lastState
else {
return:

String lastld
if(lastld = null{

1
I

1
¥

lastld =
lastld =
la=ztld =
else {
return:

= lastState replaceaAll("<", "&It:");
= lastState replacea All(">", "&gt:"):
= lastState replacea All("&, "&amp:"):

= "request.getParameter("last_id"):

lastld.replasceAll"<", "&I1t:"):
la=ztld.replazceAll{">", "&gt:"):
lastld replasceAll"&", "&amp:"):

String laserUser = request.getParameter(last_user");

if(lagerUszer != nully
laserUser = laserUser.replaceAll("<", "&It:"):
laserUser = laserUser.replaceAll("=", "&gt:"):
laserUser = laserUser.replaceAll(">", "&amp:"):
} else {
return:
1

String laserUserMName = request.getParameter(last_user_name"):

if(laserUserName != nully
laserUserName = laserUserName.replaceAll("<", "&It:"):
laserUserName = laserUserName.replacelll(">", "&gt:"):
laserUserName = laserUserName.replacedll"&", "&amp:"):
} else {
returmn:
h
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(2) shargst

O" 102 Al 29 RS AE3 AaFEo|th AR2A Alo]E AFH

AR S AASH] A E AAYE F iAol AHeE

d= 9 EH kel dsiA AFskal FasprAR g

AR AE AFYHY AL 7|2 A0FE <script> EIILE AFESHZ] wliol

AL Adatr] S8 o5 48 EALel replaceAll) HIAEE AREERe] < >,
7 ol 2AFE A AMEEE BAES EA FZMHTML entity) &

El®g3stal, &lt;, &gt;, &amp;, &quto; & C% WHSHH ehn|g e oA =7}
FHvets AaYET AR A ke

HTML #4 Fxst ASCIH 248 943 ov)e] HTML A2 ®Ashs

#gojtt. HTML AHEl= tif-2 A ZEE (53], Bek¢-A) oA S35 n&

THAA ko, @edt wAR Aedr olgA lmyskd AREARE <script>7h

Ao ® HolARE HTML A elA = &ltiscript&gt; = WEFA] Beb9-A of A

ANk AR QA AAYER A Eo] APHA =t

A

F oo Tl AbgEE

ok

ne  ee

H~l

* 12 98 A4 959
ASCIT &=} HEEA ASCIT &=} s
& &amp; “ &quto;
< &lt; ‘ &#x27;
> &gt; / &#x21;
{ &#40; ) &#42;

¥ 12 HTML ZAolA oA AFARHEe Xghy o] HeheA oA Add 4
A= Exo diA EAE Fyd Zlolth o AAFE= HTML Ejz 9o

¥He & 4 Yorw WEA R 120 Jx 9% wAY A¢ UL



A EY0 HOF oFF A ylolt 1.3 FAZA Ao]E AFEEOog gy

Y. 1.10 3IEZXA AlE 2 ZF(Cross—site Request
Forgery: CSRF)

9 oZelgloldd AAA ART BH W3 WP
23S MW7 TREA 2T FS FAAL 2AYE TES o §ate] YA
Q

& AFees oto] AAG 24 WA B A5 HE

o
oY,
K
il
o
oL

g

AgAZ BT 22w
g9 St A4 B9 AL 24T 5 Qb FAekgolth Ams AlE 23

JdxE TAL 9B AEAY AR IdE A HER A #9

1 [ <form method="get] action=" request.getContextPath() © - /dropGoods.ypit">
2 <table align="center" boarder="1">

3 <ir align="center" height="30" bgcolor="#dededes">

4 <td><input type="text" id="text_datel” name="datel'/></
5
5]
7

<td><input type="text" id="text_date2" name="date?2 /td>
<td><input type="submit" value="%%]" style="padding: 3px 25px:"/></td>
<td><input type="button" value="£3" style="padding: 3px 25px:"
9 onclick="javascript-dropGoodsPrint()" /></td>
10 <ftr>
11 </tablex

12 </from>

O9 11, HEE H o A=A AIE 2 Ax
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do
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4

& g A FoH15].

1 [ <form method="post] action=" request.getContextPath() “ - /dropGoods.ypit">
2 <table align="center" boarder="1">

3 <tr align="center" height="30" bgcolor="#dedede">

4 <td»<input type="text" id="text_datel” name="date!l’

5 <td=<input type="text" id="text_date2" name="date2 Mtd>

5 <td»<input type="submit" value="%3]" style="padding: 3pX 25px;"/></td>
7 <td»<input type="button" value="&21" style="padding: 3px 25px:"

9 onclick="javascript:dropGeoodsPrint()" /></td>

10 </tr

11 </table>

12 </from>

KAl

99 12, Ao 79 7 48 F
(2) A<t

a9 119 949 3 Fell GET W45 ARSItk GET W42 & HolHE
URL Hel SlZoiA dFstr] ool dg glo] w=EHe] A2 AlE X
Az A 44 =Ed F S
=AEE dsr] fletel 19 12 Aol
GET 4ol okl POST W& ARSsbgleh. ®ok 19 3t & &g 98
=

A% @E% Ausar. F2@ sl dAAE A4 Ad AE
o

HelF oFde CWES 3524
TESo] Hel ofF Fxk Jlo]= 1.10 AEA ARIE 2 xR

- 27 -



t}. 2.6 3=ZE F HAYE

1 puabic veoid deletelnoutView(InOutModel modelParam) {

2 try{

3 Clazs.froName(]DEC_DRIVER):

4 |connecﬁon = DriverManager.getConnection(DE_URL, DE_ID, DB_PASSWD];|
5

8 pstmt = ceonnection prepareStatement{'DELETE FEOM in_cut WHERE id=7");
7

8 pstmt.setint(l, ModelParam.getInOutNe());

9

10 pstmt.executelUpdate();

11 1

12 catch(BException e}

13 e printStackTracs();

14 Hinally{

15 close(re, pstmt, connection);

16 1

17 }
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2k 3.1 AR=xA: AANAET AHEAE (TOCTOU)

oFf o]t [28].
1  protected void doPost(HttpServletRequest request, HttpServerletResponse respor
3 ServletContext Context = getServletContext();
4 String uploadPath = context.getRealPath("/images/goods"):
5 .

File orgFile = new File(context.getRealPath("/images/goods/ +file)):

6

7 file movFile = new file(context.getRealPath("/images/goods/ +ext)):
8

g |if[movl:'i.le.exists(]) moveFile.delete(): |

10 if(orgFile.exists()) orgFile.renameTo(moveFile):

O 14 HEE Bt o AR AT AREAIA
(1D 24+

a9 149 AEY HS oFHe AAFmTYl EAE ERlatE RE AAR

s Adehs B oA AL BAsE A9, gl s

AgstA] Kk FEZ F3E 4 Stk ol
AZbabg ol gate] Y& WASE 59 w4 AL 5 ol

AL (el 9d) & oY ZRAAVE HZske] AREE A, §718 TEe

Abgsto] g Wl syl IR AT AT 73t E S (synchronized, mutex -5)

s, Aol vAs e Hasley] fl& dA 2= FHRE S8 TES
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1 protected void deoPost(HttpServletRequest request, HitpServerletResponse respel
3 ServletContext Context = getServletContext():

4 String uploadPath = context.getRealPath("/images/goods"):

5 int maxSize = 10 = 1024 = 1024;

6 synchronized (SYNC) {l

7 File crgFile = new File(centext.getRealPath("/images,/goods/ +ile));
8 file movFile = new file(context. getRealPath("/images/goods/ +ext)):
g

10 if(movFile.exists()) moveFile.delete();

11 if(orgFile.exists()) orgFile.renameTo(meoveFile);

% 15, AlgFel 79 3 A8 $
(2) 4wt
I 149 AR AAF AR AR AL HeE oFHS AlASH] flshd
% 159 #o] synchronize (SYNC)E ARE3&le] o] XZ2AA7F 3F wHo
shte] R AARE A £ QeSS Sho] HE oFHS AASIATE sld HeE
b CWE-3673% gAAF9 xxESe] Het off g rpol= 31
A A AE Fgskar o

al 4.1 LHFHAIA] B AEZF, 6.3 A|AH HolE AR =&

AHE AgsHA LAY, =T8S ALste] o2l R Fo FRAIAH

Widr )7 xdd o, 2Ad = 9le FHRHOoEA AR 9 AHE
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1 puabic void deletelnoutView(InOutModel modelParam) {

2 tryf

3 Class.froName(]DBC_DRIVER):

4 connection = DriverManager.getConnection(DB_URL, DE_ID, DB_PASSWD):
5

6 pstmt = connection prepareStatement('DELETE FROM in_out WHERE 1d=7"):
7

3 pstmt.zetint(l, ModelParam.getlnOutNo()):

9

10 pstmt.executeUpdate():

11 1

12 catch(Bxception e)f

13 | e.printStackTrace(]l

14 Vinally]

15 close(rs, pstmt, connection):

16 }

17 }

I 16, HEE Bt o LFHAAE B ARwE, AAE HolH HR
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puabic void deletelnoutView(InOutModel modelParam) {
try{
Class.froName(]DBC_DRIVER);
connection = DriverManager.getConnection(DE_URL, DE_ID, DB_FASSWD):

pstmt = connection prepareStatement('DELETE FROM in_out WHERE i1d=7");

pstmt.zetint(l, ModelParam. getlnOutNo());

[ = I = T e o Y S o Y e I S

[

pstmt.executeUpdate():
;
I
catch(Bxception el
| System.outprintln("@Z 2] 2AE"); |
Hinally]

close(rs, pstmt, connection);
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’ [ { name! 'username’, value! 'jresig’ }. { name:! 'password’, value:! 'secret’ } ] l
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Sz AR A FAR Sel @RS AR Agolt A= e gt
Ego] RS kY AW ol=

2.14 FAF Qo] £FE ALAT 5 A2 Fo Pue westn ok

At. AUTOCOMPLETE_PASSWORD

AUTOCOMPLETE_PASSWORD+ # 2T glof] HAAQdE 2 7]sel
tistel OFF Aol o QX &S A AFgAte ndwls ARV =58 &

A= Bk efxjoltt,

<form id="slick-login" name=" request.getContextPath() %~ /Login.ypit" method="post" g
<p align="center"><font color="white" size="5">ZpirEa] A|AE<br/»</font></p>
<label for="username">o}o|c]</label>
<input type="text" name="a_id" class="placeholder” placehclder="ID">
<label for="password"»8]U# &</label>
<input type="password" name="a_pwd" class="placeholder" placehclder="Passwd">
<input type="submit" value="Log In">
</from>

O =] O U o= WD =

a4 19. #Ed Bt ok AUTOCOMPLETE_PASSWORD
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(1) 2AHF4

% 19 A9 Ber oHS HTML % dA- % password B =9
autocomplete &4 7]5o°] AAEo] QA &S AF password A& &4 7]50]
!

AE3lo] AbgAo] nUNE AR

<form id="slick-login" name="-"-request.getContextPath() % /Login.ypit" method="post" cnSubmit="return ch
<p align="center"><font color="white" size="5">A;rTa] A|A=<br/></font></p>
<label for="username"»ofe]t]</label>
<input type="text” name="a_id" clasz="placeholder" placeholder="ID">
<label for="password">H]2H 5 </label>
<input type="password" name="a_pwd" clasz="placehoclder” placeholder="Passwd" autocomplete="off"/>
“IpUl ype= sUbmil values Log I >
</from=>

[r=TE B DS B S B A R

™ 20, AlFFe] 79 E 48 F
(2) s4dwy<t
7% 209 HTMLE from Z=5 ®HW input EJS HE= £
autocomplete A4S off 3}l autocompleted  off 2 AT O ZH

password’} A5 o2 AAE = TAPS sds ).

oh. EAA H=E

(1)Scope For In Variable
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for oA WTE AFEE Al scoped AP Eof sty ‘var’ & ARESA] Al
HEE AFEE Al R WEE ARESH] dwel o ux 92 Wl WA

WA 5 ek

1 forfiin df) {
2 if(df. hasOwnProperty(i)) {
3 tmp.statef[i] = dffi]:
4 }
5 1
¥ 21, HEY EAR

I8 219 for ¥ Yol scopeE 183dte] 'var's AFEsle] 9w kS WM}
WA 5 Qe BARE Ader
1 for(vari in df) {
2 if(df. hasOwnProperty(i)) {
3 tmp.state[i] = df[il:
4 }
b 1}
Iy 22, wAE 4
(2) Global Variable
Besl var HES AMgeld 2ske A4S AZ@d. delwsd AL

9 232 7] ARYE EALE A8 w AA YA S st AERES AF
AEdH



f

MAFE MEGH BRI BES

=

HEHA TS ELICH
= new -[mney).tostr‘ing(];

=

String str

a4 23 AEE wAA

O™ 24+ MR AAE AdeA odal wAER
s d &kl

=

il

r

METE METHH 2

(=]
=

String str

-[mney} .tostring();

O 24, EAH 84
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A47 AT 2

HeF ob¥E HESH] fletel CWE, CERT, OWASP, &&xpx|5H A4 Het
Flokd, =7 R Bk A AT V1ol Arshs w4 9 ol AE VlEel
AGge ANLSE o] §3l0] £ATET BA, Hek RS AZHA

wek kg AASY) Ad #AR A/ ssAel Ax At A%e wow
Hl RS Level ME 7ottt 7 A Level 12 9671, Level 2= 3370
Level 32> 571, Level 43= 287, Level 504 = 0719 Het oFdo] AEH At

sl g 8 7 6 5 4 3 2 1

g \E DA 2015-03-23 2015-03-23 2015-03-23 2015-03-18 20150317 2015-03-17 2015-03-17 2015-03-12

B 16:41 16:38 09:13 09:14 11:29 11:14 09:47 15:15

e SRV 2015-03-23 2015-03-23 2015-03-23 2015-03-138 2015-03-17 2015-03-17 2015-03-17 2015-03-12

=TmEmE = 16:42 16:39 0914 09:15 11:29 11:15 09:458 15:15

24 A2 00h 00m 41 00h 00m 41s  O0h 0imO4s  00h 01m 12s  00hOOm 41s  00nOOm 41s  00h 0Om 455 00h 0Dm 42s

£0l4 0 6 65 65 65 65 97 162

HA 0% 0 0 0 0 5 ] 32 162

EEJIES 0 5] 65 65 6 64 65 0

HEHE Ol ] 59 0 1] 5 33 96 0

A IHE o 60 60 60 60 60 60 60 60

DEDE = 60 60 60 60 60 60 60 60

E== s 16,224 16,334 16,334 15,830 16,830 16,807 16,798 16,798

= 0 0.36 3.86 3.86 3.6 387 877 9.58

SHEH Completed Completed Completed Completed Completed Completed Completed Completed

O 250 BE oRd AlA A

O9 26% HeF ok A HAE AA Aolth. Aol WS A 85
detel BA ETE Ages olF® 9 259 A ol RERE ww I 5
Atk 1A AlgF olgr 162707F AEHAT. Hx HESAV] el Alaf o7&
SEE. 29, 4w dE ARE ww A7 A ol 3270, 5771
AzHAT ol 7IEe] B S AASeE HY T MEE HP ko]



Mok e AAY getel B 6xHAlel AA M obdEe ¥, AEl]
AASNAT. Level BES} £ £HZ nat obAE AAGGon, AFHo=
HeF OB A I Fl AlE A uek obdE EFH F 1

oFds AASKAT 19 263 Bl off A dyE IdEz yEhd Zlojth

150 4

) | /
A y 4 —

3 6 5 4 3 2 1
2015-03-23 2015-03-23 2015-03-23 2015-03-18 2015-03-17 2015-03-17 2015-03-17 2015-03-12
16:41 16:38 09:13 09:14 11:29 11:14 09:47 15:15

9 26, HoF R AA Ay g
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