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ABSTRACT

A Study of Cryptology

Kim Kyoung-ah

Advisor : Prof. Park Soon-cheol Ph.D.
Major in Mathematics Education

Graduate School of Education, Chosun University

We purchase items at internet shopping mall, transfer money by using
internet banking, and trade stocks at cyber stock exchange. Meanwhile,
personal information come and go through the internet although it is very
crucial and fatal when it is exposed. That is the reason why we need
cryptograph which enable us to secure personal information from danger.

Therefore development of cryptographic ciphers is a very important in this
internet—enabled society. But this is impossible without mathematics indeed.
This paper reviews RSA cipher through concrete examples. RSA cipher, a

representative public key cipher, i1s based on numbertheory.
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@ HELT 4o 0 FHEE Abgho] o]s|d 4 e FHER) AWk £AES HE
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Hoego A3y 439 AFges ¢33 dsdue5s <A (crypto system
L cipher system)e} gt bS] Ed, Al whEl A= thE T 2ol

wRE T3, 101
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At 9] Scytale ¢35, ZrFAIUY] Caesar &% 5ol vl o9 "luwste] A1zt
AAN A ERE gl A2x AAGA7LA F2 o AREE dEE 7 A (rotor
machineo] gt EZ]&=)E o] &3 43 Z VALEE v, dZ= Hagelin(+
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HE o] &% ¢s&5 ddigtsyt do. ddigdse 4l ol®= DES, AES,



2. RSAStS

(1) RSAYS7F oA 4 nj7

7} Ut A AEE g E YA~ E (symmetric cryptosystem)©] 2R3l gk}
Y A z="AAM = F - FARAA ARl 7] EEl7E dofok
A oha FH A GAY gl e o] I AA ARl §olF
W) QIEYlE B e A AbEske A ANE A A A A oA
FokE ARRARE Fe] ARl A Y 45 AA= A sk &I, 91

& =], n¥ AMEAE FE UEYA MER ARV &8 o 0t 2
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2 MEE 2asigrt. 7 3 19789 H= MITHshe] Rivest, Shamire}
Adlemane]| # RSA®=AL sk 8 F /07 ¢35 WA & Al
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(2) RSAYS ¥4
1) RSASS w2
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RSA #7194 959 43 dUBEF Bt BEFJUREF DE 47

P)= P‘(modn), P=D(C) = C%(modn)
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[el 11 & p=47, ¢=59% RSAFN7] 435 FAs HAL
= ) n=pg=2773 ¢(n)=(p—1)(g—1)=2668
gcd(e,2668) =191 e & 157% A ASIA. ed=1(mod 2668)2 d& T34}
= d& s WY (d=17)
2668 = 16 X 157 + 156
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FAE 4 sjral

162157 = 2616 (mod 2773)
0903"7 = 1581 (mod 2773)
05257 = 2706 (mod 2773)
1825"7 = 1853 (mod 2773)
1507"°7 = 2415 (mod 2773)
1608"" = 0735 (mod 2773)

TAE dEEe

2646'" = 1621 (mod 2773
15817 = 0903 (mod 2773
2706'" = 0525 (mod 2773

2415 = 1507 (mod 2773

02127 = 0251 (mod 2773)
0011"°7 = 1690 (mod 2773)
00037 = 0441 (mod 2773)
16207 = 0417 (mod 2773)
1801"°" = 0039 (mod 2773)
25007 = 0230 (mod 2773)

53350 a5k

0251'7 = 0212 (mod 2773
1690'" = 0011 (mod 2773
0441'" = 0003 (mod 2773

0039'" = 1801 (mod 2773

( )
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( )
0417'" = 1620 (mod 2773)
( )
0230'" = 2500 (mod 2773)
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( )
1853'7 = 1825 (mod 2773)
( )
( )

0735'7 = 1608 (mod 2773

[e] 21 & p=11, ¢q=17% RSA &7 <435 A8 KA

= ) n=pg=11 « 17=187
dn)=@p—1)¢—1)=0101—-1)(17—1)=10 « 16 =160
ged(e,160) =1, e=722 A=A
ed="7d=1(mod 160) d=23

= FM7) (7,187)0] a1 H]HF]= d=230]t},

[ol 3] #1[el 2]1¢] ¢t3.71(e=7) o]&ste] M=34 uj ¢35 shofet.
= ) C=M*(modn)o] =& C=3"(mod187)c]t}.

3> =9(mod 187)

3’ =27 (mod 187)

3" =81 (mod 187)

3> =243 = 56 (mod 187)

3% =168 (mod 187)

3" =504 = 130 (mod 187) L. C=130



[ell 4] &7071(3, 22)& ©l&3t v i M=apples 2.3} s Ak

blank = 00 f=206 1 =12 r =18 X = 24
a=01 g = 07 m = 13 s =19 y =25
b =02 h = 038 n=14 t =20 z =26
c =03 1=09 o =15 u=21
d=04 j =10 p =16 v = 22
e =05 k=11 q=17 w = 23

=) A BES dEstety] e £ARE shte] AR YAtk

(a=01 p=16 p=16 [=12 e=05) oA <33 3|KA}.
1* = 1(mod 22)
16° = 4 (mod 22)

16* = 4 (mod 22)
12* = 12(mod 22)
5% = 15 (mod 22)
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o] WA F Y & p& ¢7F nd A7 ik wEA] 45 §E27) ¢(n)
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41X 59 =24195 71943 Ak

o] &2 413} 59% n=pq

1—0]_

pd
B

Fed pok o=

S

E

3t 7] dE

=3

3 7] est WH

3.

oF
=

7N

K
o]
lwy]

o}

23!

sl
Ho

)
mnr_o

%

oF

o]
lwy]

sl
Ho

o

ol

sl
ﬁo

3.

7N &

arL
[

Aol ofuieh

L
o

BN
K
el

sl
ﬁo

K

K
o]

C7} vhERd

=1
2.

oF
=

C7} etk Telw oA

=1
2.

oF
=

HE Mol "rH4, 8l

7] Aol ghel



[ol 6] p=11, g=322 FAF = 2L ngke] RSAYE WA oA ¥-E 9153}
&l =& s BA}
= ) RSAYIS WA& FA35kAk
n=rpq=33, ¢(n)=20
e2 307 A9slA)

ed=1(mod ¢(n))

d=17
TN 453} 7] e=3, HYE B33} 7] d=7
Wi M=3g ¢s3s & i s 5 sy o5 2ok
C'= 3*(mod 33)
= 27(mod 33)

27 =15(mod 33) 15°=9(mod33) 9°=3(mod33) 3°=27(mod33)
Aot C=272 ¥ ¢taslshd 49 o A s ¢FEE 279]
veh ez g AgAe] 453 349 3o] HEde & g Uk

Al FE M=59 3 43 E C=5"=26(mod 33)2 ¥ 9133}

26° = 20 (mod 33) 20° = 14(mod 33) 14° = 5(mod33) 5° = 26(mod 33)

[ol 71 $19] [l 3]9] ¢EF(C=130)2 H|E7] d=23L o]|&3ld 353l
= ) M= C%(modn)o] L&
M = 130% (mod 187)

130% = 16900 = 70 (mod 187)

130%* = 3(mod 187)

S M=3



[ell 8] oAl HI27] d=72 o]&3to] 19 [ 4]9] ¢oits 553} o BA}
= ) 1" =1(mod22)

4" =16 (mod22)

4" =16 (mod22)

12" = 12(mod22)

15" = 15(mod 22)
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4) RSAStS. o] &4 A

RSAStZ.e] 84 degfe AA FEE= SAHI Eulerglol 73k

[ 1] F A5 a, bl Wste] (a,0)=dd o, AF3 A5 2, y7} A5}

HA G s, to] B as+btE a, bS] ARAF o]l

a, be] dx48 AAHATS S st S={as+btlas+bt>0,s=Z,t< 7}

g7 A g e s, teZ tste] as=as+b e 0ES, bi=a s+ 0+btES
ol §= ol

w3t 9lole] s t,u,vEZ] Wate] (as+bt)+ (au+bv)=als+u)+b(t+v)
ol S Uil wale] wste] &3 vt whebA e A EA
olsfo] FHa ko] ATt ST ol & def shAl deESolmE® ARt
Bz, yol ST d=ax+byoltt.

olA d=(a,b)Y2 HO|A}F a=00]3L d> 0022 AHF2o YAl
daelFol &ste] a=qd+r, 0 <r<d{l A5 g, ro] EAFTH. o] A&
roll Biste] Wb r=a—qgd=a—qlar+by)=a(l—qx)+b(—qy) o]t}
ek > 00]W reSo] Hof dof e Eieoltd AR r=00]T}
WA a=dg 5, dlao]t}.

g b=0 A we ARe =27 EASY] b=d¢ =, dla°]th
olAL® dE a, b FFFHl THEHJUTH

olAl Hul-grds ®ol7l flal A 7t a, b8 FFFolH cla, clb
ol Zcl(ax+by)oltt. WA cldo|th. 1# 2R dE a, bo

Huj-g ofFol .



[He 2] FF2= EA4Y (Euclidean algorithm) [9, 11]
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Fol Hulperrd ANE W fEUEY SANES o &

b=qa+nr

a= qory T 1y

T =gyt

Tpn—3 :qn*lTn*Q—"_Tn*l

Tn—2 = 4pTph—1 + T

Tp—1=dn+1 °

o]u;Hy (aﬂb):/rno] q—-
EE 99 BHEL

[42 31 &2 A m3} A=

r

fu)
_O|L
&
0,
o
o

aol et (a,m) =109, A3

| gt s,
0<rm<a
0<ry,<m

0<ry; <mry

0<r,<r

n—1

n

il

¥ %

X

’

n = Thn—27" T h-1

—Tp—274y (7‘,1,3 — 4y - 17"11,72)

:rn,—2(1+qn—1qn>+7‘n*3(_q71)

=as+ bt

ax = b(modm)

= o skt FE keIl

<) O A4 -

S gt

(a,m)=10

olu) a(sb)+m(th)=0b o]= % a(sb)=b(modm)o]aL

0< Tn—1 < Tn—2

1 [ 1l o8] as+mt =121 A s, t7}

3}

R4

Rt 2 Al Ak olgshd [ 1100 9] sfe

(a,b)=r,=as+btQ AF s, t

o



b = sb(modm)i 017 FEA 2 87} drk.

O #9494  z2=2,(modm), z=mx,(modm)ZE o] FE29 &} A}

ar, = b= ax,(modm)o] il alx, —x,) = 0(modm) o]t}
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