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Abstract
A Study on the North Korea’s cyber threat and its impact

on National Security

- Focusing on the Nation and Miltary Countermeasures -

Shin, Dong-Man
Advisor : Prof. Oh, Soo Yol
Dep. of Political Science and Diplomacy

Graduate School of Chosun University

In 1964, North Korea advocated a Three-Part Reinforcement of Revolutionary
Force in the 8th plenum of the Central Committee of the Worker’s Party of
Korea. Leading up to the current Kim Jong-un regime, this policy has been at
the core of North Korean politics as it organically adapted to the changing
conditions in global order and South Korean security to preserve its political
system while attempting to communize its southern counterpart. Kim Jong-un is
said to have devised a '7-day operational plan,” which is a blitzkrieg use of
both physical and cyber force that incorporates swift surprise attacks to finish
the war in Korean peninsula within 7 days.

In essence, this strategy relies on occupying the entire South Korean region in
7 days to prevent U.S. intervention if the Korean war was to develop into a
total war. By taking the upper hand in the beginning through asymmetric force
of nuclear missiles alongside with cyber-attacks, North Korea planned to follow
up with conventional force to occupy South Korea in 15 days at the latest
before the arrival of U.S. reinforcements.

North Korea currently commands approximately 6 thousand hackers trained in
cyber warfare, and it actively employs cyberwarfare strategies such as engaging
in cyber-attacks on national infrastructure and disrupting military operations.
The cyberwarfare ability of North Korea is considered to be on par with the
United States, a global leader in the field. Clarke, who served as the Special

Advisor to the President and the National Coordinator for Security,
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Infrastructure Protection and Counter-terrorism in the Clinton and Bush
administrations, considered the cyberwarfare capability of North Korea to be
the world’s best.

Conversely, the Republic of Korea is a hyper-connected society in which

individuals and objects are connected through a network, and the vital national
infrastructures are connected through information technology. In such a
generation of Internet of Things (IoT), where everything is connected via the
Internet, cyberwar has become a critical factor in national security. This is why
North Korea’s combined attack through physical and cyber force will be pose a
serious threat.
Similar cases can be observed in the 2007 cyberattacks on Estonia and the
2008 Russo-Georgian War. In cyber-attacks that are presumed to be of Russian
origin, main government websites including those of the national assembly,
ministry of defense, and the ministry of foreign affairs were paralyzed. The
two countries engaged in war from the physical attack that followed the
cyber-attacks. Georgia, which already had been disoriented in its line of
command due to the paralysis of their military information system, surrendered
in 5 days. This was the first case that demonstrated the effect of a
cyber-attack in actual war.

The South Korean government has developed countermeasures at a national
level as it has been under several cyber-attacks that are believed to be
conducted by North Korea. Coming out of the cyber terror of June 25, 2013,
the government disclosed a ’National Cyber Security Master Plan’ that
established a response system with the Blue House as the control tower and
National Intelligence Service managing operations. However, despite this
‘National Cyber Security Master Plan,” the Korea Hydro & Nuclear Power Co.
(KHNP) hacking incident in December 2014, was shocking; it was especially
shocking because KHNP had a good rating for its information security
management when this incident transpired.

Accordingly, despite the threat of North Korean cyber-attacks and a master

plan conceived by the government to counter it, the state of our cyber security

_Xi_
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is riddled with the following problems due to structural limitations and
weaknesses. Hence, in this paper four key factors are selected to
comprehensively analyze cyber security status of major countries including
North Korea, our current situation and the countermeasures. They are (1)
cognitive and ideological aspects, (2) systematic aspects such as national
strategy, (3) networking aspects such as a mutual-assistance system, and (4)
human resources and technical supports. First of all, the issues of cyber
security are as follows. First, in spite of a pervasive cyber-threat only the
personnel working in security-related fields are aware of it; it seems that the
government and the people are not fully aware of this threat. This is apparent
in the inadequacy in the governmental organization and the funds thereof
regarding this issue. Second, a system of cooperation that can readily respond
to North Korean cyber-attacks is unavailable due to obscurity in the
government and departments’ related strategy and policy, as well as the
discrepancy in legislation for each field under the control tower. Third, the
system of delivery as well as the roles of each institution is different, thus
causing difficulty in their cooperation. There are also differences in between
the institutions in terms of their infrastructure of information protection, and
the system of cooperation between nations is also insufficient. Fourth, there is
no systemized training for personnel specializing in cyberwarfare, only defense
oriented cyberwarfare training is conducted, and private enterprises are relied
for technical development.

Next, there is a need for an in-depth review of the nation’s cyber security
strategy. Along with the focus on defense in cyberwar, this implies a
reinforcement in offensive cyber capabilities. Considering the dependence on
information and communication in South and North Koreas, we are at an
absolute disadvantage. In spite of this, regardless of North Korea's offensive
cyber-attack ability, there needs to be a means for a fast recovery in response
to a North Korean cyber-attack in order to prevent disorientation in initial
operations. If our means of recovery in case of an attack is reinforced to

minimize the initial disorientation, it is possible to achieve cyberwar deterrence

- Xii -
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in the Korean peninsula. Second, an issue of who becomes the control tower
needs to be clarified. Until now, the Blue House performs general duties and
the National Intelligence Service takes control and assumes this position.

Considering the confrontational state between the North and the South and
characteristics of information technology, when cyber attack happens, it is not
adequate for the highest government organization to take duties to grasp the
situation and the measure in real time as a field army headquarter does. It is
neither appropriate for the National Intelligence Service in the public sector to
lead the entire if cyber terror in resembles that of a national crisis or war. I
suggest that ‘the National Cyber Security Division (tentative name)’ newly
established under the Prime Minister’ s Office acts as a control tower and the
military take responsible for part of the national infrastructure that is core to
national security as opposed that the National Intelligence Service takes all the
charges in national infrastructure in public area. For this, reorganization of the
government’ s cyber security organizations and the amendments of relevant
legislation are suggested. Third, enactments and revisions of legislations and
systems are required. The current legislation bill under discussion in the
national assembly led by the NIS is on the enactment and revision of
cyber-related legislations, but it may infringe on the freedoms and rights of the
people if directed by the NIS. Furthermore, the current United Defense Act are
legislations that govern physical force, and cannot be applied in cyberwar.
Thus, the legislations and systems must be renewed in case the North Korean
cyber threat jeopardizes national security, or a war breaks out between the two
parties. Here, I propose to amend various legislation relating to cyber war into
a single Act. Fourth, domestic and international cooperation is imperative. As
characteristic of cyberwar, the amount of data transmitted over the network
and its processing speed are beyond our imagination. If millions of zombie PC’s
are incorporated in a combined cyber-attack, we will be able to end this
situation immediately. In other words, the war might be over by the time we
come to realize that we are under attack.

Therefore, this paper diagnoses the government and military’s ability to

- xiii -
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respond to a cyberwar from the factors of North Korean threat, the cyber
capacity of different nations, and other theoretical aspects. Moreover, this
paper contributes to government and military policy-making by examining the
strategy for minimizing damages when North Korea commences a cyber war,
with respect to who will lead, and what legislations and systems, along with
domestic and international cooperation, will be effective therein. In particular,
in order to respond to North Korea among other hostile forces, South Korea
needs to take the upper hand in reverse asymmetric forces by increasing its
cyberwar capabilities above that of North Korea to protect itself from other
powerful nations. Expressly, there needs to be a large project on a national
scale that fosters cyberwar capabilities. The national budget needs to be heavily
invested to produce white-hat hackers trained in cyberwarfare superior both in
quality and quantity. Defensive cyber weaponry needs to be continuously
developed, and a Korean Stuxnet-an offensive cyber-missile-needs to be
developed and completed as soon as possible. Experts claim that the 600
personnel currently employed in the National Cyber Command need to be
expanded to at least 3000 in order to make sure that South Korea defends
itself from cyber attacks adequately. The united cyber capabilities of the U.S.
and South Korea would also need to be strengthened to conduct combined
operations. Thus, similar to how the government equips and maintains the
military as a precaution to war, the government and civilians must provide the
active support and cooperation needed for the military to bolster their cyber
forces with the ability to readily deter any North Korean attacks and repel
them in failure of inhibition.

To accomplish this, the military, government and civilians need to recognize this
situation as a total war, actively sharing information and cooperating with the
common goal of establishing countermeasures. We do not need to reference
futurologists in their saying that the 3rd World War would be a cyberwar;
cyber weaponry, along with nuclear missiles, will be the deadliest instrument in
the Korean peninsula.

North Korea proposed top-level negotiations when South Korea had Radio

- Xiv -
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Broadcastings to North Korea. This was South Korea’s victory over North Korea
as it severed North Korea's Achilles tendon of communications. Cyberwarfare
capabilities need to be developed as a characteristic project of the Republic of
Korea’s reverse asymmetric force.

- XV -
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AgAT2, 2013), pp.180-184.

28) oldT &, “Fo=o| Atold] bHTHA W - ZAAA Hlw g dAEE A
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235) CNMF: Cyber National Mission Force, CCMF: Cyber Combat Mission Force, CPF: Cyber
Protection Force DST: Direct Support Team.

Collection @ chosun



S otk 2 AolW 4B} BAT AW AAFY EESBY s1%o]
MFeha Aol tE SRRl AAT TEHHEA 2 oItk AFEH V=Y
AAe FAOR PolgiFel el Fas glot AelMeld AAR A%
TAAQ Aol BAAA ] A} 718 lo] Wag dgolth Leli Aol
Aol U@ AdeTee M) FAR Agaas) Neas ol FAHH A

MAEZEN] RopolA F7h FEAL AAAE Aol §REA PAEAR H2AH
Q1 e} o] ol T QA 7] W] o
B Bee Aols FAA o]dd obedt W ww HeE BT = A=
BebRh E@ 28 AW geel tE Al - Age] welw oY opgol
d@sta gl Agelth g B@e] Alolm FZel WAT sttt oo tg
7] 918 Aekel mel Wad Weel A L4t my PHEriY 7]Fol
18t A e wol glo} A gahiE ofElgol U Agolh mehA A
olwl Mol ¥ we] SEWe AFT Bayel Uk
oA @] Aol FAN FAZAolU o=E BAste] WA} HY,
AAAUN A AES Baro] P& Ao i @e Aoln <
oA Hate] iYW AREA L] W o] Aolw FAo| F o}
4ol ) gl EEee AR s 3 A el QR By

AAAAN A Fol FEdte] YTE FYHEF

olo
2
p)
il
-4
Ay
ol
el
rlr
jin
e
)
o

30

o

=
o

HU
el
oy
it
kY
o

rlr
Al
N
=
_]0l
nz

- mighel FEE WolA A AtolW Fzs} FHE v]S Fasith 53
2712k YA FEAL o8 AVZ FAANHNA Fe Y
o AR o}2d 27T Barh Ak $HHOE v Aolu FRAANE =

- 108 -

Collection @ chosun



A T T FHITH FYE ASHoE AEY oVt e Aotk

TAAA A A EH 2] & FTAIHAIR RS At Y5 I F
o oy tEH HAA HASAHoE 7
g olglgo] Y& Aow FdAY =3 Iy
el HAst oy EHY AAg
o] FAHAAN AEZ FaAHo

pacd

ftlo

Py

o

! B ok
e g oz B

(o Al o[

T =

o
]I.‘o‘_f
Y

LA
ol o
EHUP§
Lr;j[;
o T
Erﬂﬂ
iR
> o
I
T m
40 fo 32
o o
S
% E oo
xjgoi
2
JNEBL"IIO
t 2
> 2 o
= 1
le;_m
oL,
o~ N
-{]I—Lr‘_l),
Loy 2
o S
u&ll>~rlr
‘1_‘—|—1_‘_I(_4
¥ T om
of Ho
fo
ol e
S o dr
B Lo
o N
o Lo X

i
ui
il
ich
2
=2
B
rEI
t:o[-
8
o
¥0,
rlr
r U
031:',
offt
o
ok
do
L *
Lo
N
o
b
ml
il
et
i)
fo
N
N
¥o,

Rolth. Ho| Aolm FAoE tFdU T A
A AUe A ANUAANA SAREC] o] Fod + YEE wAFHL
AR "aol e Aotk Bk ofiet WA ulaty 2|4
o Apolm WAME obge AR Wart Y Ao BuHET.

£3 27hHQ TeAE UM Aolm AEe ArlHow Fpstel o

P29 £8¢ AET ool e Holth Ed HPF e FA3 Ao]
3]

_,d
o

)

N

N

i

o

ol

o

kl

(s

ich

2~

o
Xl
riu

o

S
o
h

I

BN

U )

o ARAe= deAde diske vt
it By deAe @ ddste Adow dddn =3 A T AlX
SHAME =7 o &3] FASE AR Ado] vFstH HEE
At ool wE WMHH} Ax AR dom FIHAAGAMNE 7
1% 241 Sol At F2AA T HEAIZANAE HRETS A= 5
of W7 AAelm = 3l =7F kel dxok HHo] mFsiH ol UAYH
Z7l1EAQl SHAAE AFH o 7k REFA &t A= HEoltt

juiss

2

o0 oo
e

,, o

i
Or
(o

- 109 -

Collection @ chosun



M

+ Apo]m A -

_EH

B
e

L.z

- w

T
fvze]
o
Br
Ak

R

el

o

N

#-m 2

e kiss

Aol H QbR el

= 7t

M)

5
T3y A A

opH ZA7(

. B
pus

T

_—OL

Jol

»AO
el

3 ob

—_—

N

o
=]

A A w

T
st

- Z7R

_EH

FHa<l

HEF A=

A A

2=
T

= A& %

B
— 0
2 b

A

7
B

0

- APA ol E

110 -

9 2]

A

Collection @ chosun



A5 a7t

1A 2799 o) -&wkel

F7pb e Abelw A J1RANEE A7A dES AL ke HEH
o Este] Fkel FFAMT AAYA el FRREE AT AL} )
E UF 1Aste] ol fubg Husid FFshe Holnh olF A AL
olmzel VENGe AdE FH FARE A= FoFAT 54 FAL
T3 Atelw FAe gAlE 2ASE Zlo] TFA HHo B F UEF o

o
ok
o
oA
rr
>
o
z
2
fx
*
Fﬂ
.
e
E
ot
i)
2
b
o
o
=
& i
r
[
>
i)
fo
et
i
o
o

912 Zlolth, ofel Bae] Alolw FAOE Frlekne] AW P& 73
Aol CAFA AW AN Aol AAANER m= Aolw Ao 27

Collection @ chosun



of MAMZ dhgol B} BAZAA =9

WA stopgol 44 wEHo it AT 2R AP Ao|wA
Z 4

o-g3t7] A= A

agla =2rte A4S
ol A dinlefHlell AAZQ A
g U F A FERAA F2

dojgthe A AAFE w3k Aol

ol Fue] A Ve EE FAY Fxe JE9A4s v Fa
o

£3 @ules FHole] FAWA B
L HTel Yol A9y PO dre| o
Mol RAo] waa® ¥ -vl - A} B.Fe) TE
= Zoltk webd Aolw HelAE wEi AR

o) Aolnl mBAE A Bl Ak ATy 5wl R ALY
s Bae] ZadSs AoluAe] AU T B W FF
o Aol FA PsHe TS FUE Aow daRn.

Aelw BRAE BEAT Aeo] e Fastths He Wi

R

lﬂ

7F lem Atolw] HHol oA 2HE 7 =8-S AT oF & Aotk

DN
A

of st

7}_ QlAljrq_ /\]./\1-9/] _v‘,_].;d
WA, ZRe] Aol B <
ol sty e vk 7

Al
=

=R
RN

ofol A HOIIAEL S Wad oY
Aol e ol Thuls) Abo]w g o] 4744

3 4 QT E T g Ao] QiT).236

_]
O
Bgel Aolw Ao HztHow fgaly] daAE BEN® 3 FAH o

236) 54, 4 A, pp.15-18.
- 112 -

Collection @ chosun

_V:L
Ol
B
N
>
N
ofj
Fo
QL

o

Hz

ol

i
o

)

et
2

o

sk

i)
Fo

=2

—o

o At Bestth BHel AolmHy 9
Hog #H o Aloly HeLAlo] X
How Amsol drh AA ME Aol FAL P & glonz Az
23 AR BT FANRAA, 717 ALY AFEPOY AREE 5

Hl

Al
=1

L

et

4 R

rt

<

qe o

)



nRAo] o|FolFoF aW Awsl Wt )BT ABY TEAA) T
g dgol Basith 53 oM ALAL At Aol tF A%
3 Ed, Az Aokl A7, vEAIAZY =9 A 47 5o 482 99

Al & davt Aok 53] & - exzeRldA Y 34S Tl B
A zE HES S BHQRERE ofye}l IRle] 14 Ay e WREA, vz

@ 220 FFHE £ZE R 7AsHE Heo] o] FojHo} Hr}.

g, wobde 5 Aaue B
buPopo] mFe AA Ao A FrAA AT AX 1 9
do] ZAA 9ol dRF Ve AuEAL wEow

< 7HA AL divsta dnh =2 AA], AA, AR, £3F 5 o

JE
o
fu
4
5 W o
o)
ui
e
ol rr

1°)

237) DoD of US, [Department of Defense Strategy Operating in Cyberspace(SOC)J , 2011, p.5.
- 113 -

Collection @ chosun



BE Frleknel Fa 9Nl F GAHQ Aolth mFe o] Ao oA
of Fkel AAIMAES SASSI Utk BolA AFAAT 201590 WES
mlae] #i Aol suldere AlelMewe Bl el dmE dsh: A

AGAA oA m= g A7 A A
g Agss B T
]

Fasge ofn

ojf
o
IS
o
Ll
offt
2
Y
e
=)
H
k)
o
H
o
>
>
o
=
H
N
N
2
HI
_1

1o
2
o
!

n=re] AERell A Aol AL Bl o] AYI A =7F kEl thdk ARkl
AAstar = wbel o] A AbolW TS AAT
AR FZAZ AXSAIRE AfolH R WIFL2 A AA] Fus Aotk A,
n] 7GRS Alol RS 93 Wik A=l AHE of3et dH =9
d AdS BABEL AARE F=oll A dd ] Ui ANl Ha s
olty. AlA, W= 2011d A =7itE A I & 20151 Hr Abolw Stk
T FeEFAolal AA A Ateld bR E AFstaat st whef, 3
=& 2013 AbelMzd|o] 2 FIE FHIIUAE 2014d =7F PR WA
B =m7b Abolwbr AR o] o] mEgh AEth JA "5 Ao]HtR
Zes fd A ¢U=Ed d9e Aseted vl =2 vl SRS
g BAIAT Aol M= ol A ERBAE ofyn. ook 22 As
At Tt o] o) tiste AAMSES ST
D ®A =7F Abolw bR ke Wty /\Pol‘ﬂ‘{kiﬂ T7FERE ] o] A

m[o

Aoz F23 ALY At o] RIA AP HuwE HFY
s zlo] Fastth 8o dRFAR FAL vgkE o SIS HEFA
71 oE=V} WS FoH, E3e nigidHgo R A}olui%i?ﬂ:% JsH o=
Astste] A 7] Wil 7Rk AlolHAA S AT F e

238) HAF, “QQuF FARJEUA” [AALE], 20159 1€ 5 €a<d 030 3yl
239) v, TRAYR], 20159 2¢ 179 (3D 29y 259,

- 114 -

Collection @ chosun



to s} ol Hlo]

JAE E=3s

BER!

2

9]

B

)

To
To
N
o

oy

bl EAg

S

hl

gharo] -4

ZIAAE Ndets Ak Y 287 Aok

57 =
T4 5

o HEsd Favt

s

Sore Sn

il

1|

of Aol o]
414 2ol o

A 8 2

93]

A el 2

ks
pul

1oh. Bgkolut #)

3l oF

g

*

8

=
=

19 Aol A2

3] 3
3] Aol FAo® Frle] Faslwdel A HAHT Aol =

=
=

=

A
AR

o

|

o
4

T4< 71d H8Ut Aok

o)

‘7 AL MR A (7HA) 2 2

2= Aol

.
o

‘=7

ST <Y 1>E AME Aold bn 2AAA T TU) FEHFe|7h

—_
o

o

s

zel

B

G

s Zhekale] Alolwetn HA® 5L 9

2

2y

3] 9|(7H)’

2

*7HAbo] W ek s

‘I7FAFOI M ER A A(7FA) o] ZEALe)

B

2=
T

o

1

Sk

T

o] =E, p101.

I

oH

4
o

240) ©]

115 -

Collection @ chosun



g 11> Aol AR ZAANAZ(NA)
o 5 9
AbolH QEH Bl A
HBERIHAEID
Zrpabol H QA A 24 5 o
Z = % g AU FEF
A FRZANG
9% ¢ ZRA AT, Aol
24% 5
Z7}hAbo] ¥ QkrT) 2 3] of
=7} Aol AL FR2ALR
ok 1 ) TAF - Abol W kR A (AR
e A9 - 2 RA AP, ARNHE
ARt 5
HFH 2} =z 3} 31 2
A ZAgRANC)| | THREIEE QL7 84 3 EEES
S apolm g H =/ . B S AR 2% . P
R, Z7hAko] # QLA A B 7% Aol W el 2 QB WA E
YI7HEof

_H.!
= %

niS

A\
A‘_‘
[
-

ol
ol
N

3} 24 EA
27

o]

7l

off
o

bR A o (7HY)" 2

N

ol

Collection @ chosun

Adg davt

-BeK Al Y
Az A

- 116 -

S EEE

“AtelHE 2 5 S

Sk, Abolu] QL
Aol Al ekt gAe] WL AL Aol
B AN Bs] IERL BASkI Alolw Qkns} BT 3

FAFER F



<™ 12> =7pEE A Afolw bR eS| o (7HY) Al

d 3 A A

[A}omw 21719713) 2]

7 Aol b A Apolu ek 2ks) ) (743)
(F7FERA)

(37%? D (F7hkr )

Apol# 9] 7] a" *}Olﬂifv —5& Abo]u) )7 o 2
(zyvg (zyvg (G2 Aolulgka)
[ EHL U ‘; } [

Py 5 2 -t.'—;d} [M"J BT %—]
< AN BN EAD > < Sl A > waATA A%

7} B3

AR, Atold AR BA YWHI A= AN Fart ok ML F A
71&e] ARRE AWM TFe shue] rEHoRE ftes W x 3
s wee dREAS st Aol tRAdE He MFA AAgshs getol
o Atelmd e E8 Atoln HE o] AAd wet Ao el niTe FA 2
A5 w3 Arsieh SgsiolA FrktRAtd] 7MY HAE tHd W

& Belsts A= BT W ol

f

ol

ob2 A Aol A tuI AAPE AR A AET Baso] Ytk

ME 5Y oA Aolw Frkel W@ FAY BE FsHe o

HlFol Aol FAo] s F2HAQ) TS, Atelul FARFA g

4 g Aol FAT Berel AAA WA USEA B A HES}
o 3

AT Zolth. Ao Aolm FAL FAHOE A WS F

(¢}
Hohs BYH0l At ARAY F 917 BE

AA Bobel Wl g2 2 WAL Asislop @k obxelx ATk Abo]w ]

AA L] A 5L A ] Tt AolH FZrol A= FHaLe] rlawto] EA

- 117 -

Collection @ chosun



-

oh o] Hgte] Aolw] 1o HUhtE o] thge] MEZe A
ARl BAol 7&e RIS FEdhe A

222l ofololrt Zled Asts FxHAo] M2 AUE Hols

otk ApolH] <tmel= ojofE BEStL =Wl RFo] Svh Hdho] W

ko] Bag ofrt

2) &2 AR g5 o] The

Qrolth2ah A, 7} Aol A Abolw ki Rh Hie] x3

ok

b Aloluehe HEE BHeE T
o] A

g okt 7

gfo] 22
R s
A7 o=

AA

qE =7}

_

rlr
ot

23}

7

ﬁ_.
[

EZE9o AV s Zo] ojgdont mAHaTh ey =rkeku o)A

A4 AEEES] 4BL st Ao wAAAL PR 2 2

240 3

o ERERA S Tk Auke] thd F/ASPlA FFE AAFI Ak

webs] agt AP EYEE FEeTha Bty UikE ]
Ehele] dge s HYE 45g e SAAYWI 7] "l &

3 T

H AEE

AZF At

webA oA A7 ' olE Y IR =Tl HkE A (T}

) o 2L 22 g AHASA e I8
o <Y 13>l RE npe} o] =
2dste] AAAH FEYFE S St ol FREEAA 9
oJHARATIA) & =HF

sheE ARE Al

fed A=Y Past

BN

YRR g BaH YTPE FATT A

241 T5YER], 20159 3 18Y (P AME/ZH 309,
- 118 -

Collection @ chosun

F7 Foste FTMA WG RA Y G o) o A
o

[e)
U= Aol

Aol *ZPALOl M ARACHY) B

‘= 7HAE

ojn QX



o #dste] oy - ginlelMEEH A - AR mE GFE FESHA = 8
bolth
<19 13> FF2BAF7HA AR A) HEZEY] 9T 3

]EH%— o} 1 Al 2= ]

e ) = 7h_tEA A‘]]EH@‘“:F T R
(] T T -

A N ed Ox e e B Sk B BB

278 A (F 7 Aol H bR A)

(] >

o1F A AR, T, BER L AIAE TYs

oo
AT 92 A7 BASL FAA AolWAH A
O~

Aol Atolw ojo} FAol et opd AR Fol7] wEolth

1 7k dAe) Aolm ek
g AATOR AR} F
ol Waw Aot F7pArelMURHCER)

=4, vds 2A2ARE AbolH QbR thek Tl AFE] i3tel mAA

=)
=
3

Zolt}. weha old AFW wpel o] Ty zAel T b HAA (G}
Ay olq AREBe| YRE FYSE ol wPAsYY Bt 12n A
JMAL I SHY HABAEZ TR olHy] WEe] BANE F/IRE $
s 2ol EAstel AAENE Safo] AAL AL oA AA AANN A
9 FElstzel Aolm AoAE AR Ador Fo| AL sristel oivs

Aoltk, F7bel Ful o} Apelw Abeld BESIL RE EEo] AolH
Pl §29 Zolth FAUL ARAFOZA AFAA AoluHe] AFEB
o zEsgod 24U AAAT ARG Jee L W ATAGe] UL
1 S

of Ztht= FHolA o] PGl tste] AED dayo] Uva AddEn.

rt

mebd 2P Frpokno] T

- 119 -

Collection @ chosun

BEZIE Ao dFet gl Fdsta



" T W
o) T DY ,*
CiTe c
Tew T g ¥
) 3 .W %A MIM o
o Bl I X o
Tl - T 2 N
s = - i =
T B o A T
=y 2 NG o Lm -
EREAN i K 10 o A -
- < 0 I 0
rallan < N A o B
N RN o o T Ho ,H|‘_ = =
- A K K —~ Br ~ I~
< 1 o F o o & Mo SR
v 0 gy — X o Bo T+ <7 -
o ) U~ pr o ofu
_:T._ o o ~ Jl C_O 8
— v Z X B 0 | 7L ,_Il‘” ~
- W T Br X d rar i b - Nz el
Bo ~3 ~ W or ol Fo o or .,lﬁyl A]E ,_ulk X Br
. = o 1__1_ = 1,” _:T._ o — ard ~ Y q ~
o w_m F R W w0 of oy G N = Mo of
"o ﬁﬁ_/_l/ﬂ L E_ﬂwrwA o 2
—_— 0 —_ —_ —_ —]
%wyﬂy%ﬁl N oﬁﬂﬁ%w_ﬂ%
3 & o e ,Mo 2 o <E ~ e o )
1,_A. o) WI Az Uo ar = M Be o < M
o8 = = = W S v Bo N Hrm ™o M S _._,J.
NN op O < 3 o X o™ X e
P %LE} o go%,idf
oo R 3 = W= B r o X
io =J f—4 HL XO 1N i ..w mmv
o = g O = o o ” B 4o
EO OL ﬂolw_ ME P R %O X ~ H;l 0 o N OME
— " o I Eo i Ho S %o = o o o
ooz 1 o KB Mo ~ ~
o <R T Bo= ol ar e ) o odr N
= H g o K 0 — _1_ . —_—
7o o = . » Jo X X o o )
3 J o =y .r|u - H Ko 0 ,1_I_1_
T o N <" g B o g &
ﬂa7ﬂoaﬁg L o o i
o N b w e o mm = o P 3 S
T <" o T T o XH = 5 oo T X ol
T X ; o pej X
o o It T ) ~ T ol Jo = o W
S ET — m _1_ ~ E _E JH _ <0 & il
T = o o o = T x 0
WO o T B o 1& = T @o 9
3 z W O o = X p
v v N o — O_v_ ;LJA ﬁ_l
# ~ B~ o Ho
" o = 2
7 7 3 2w o) |
xS BT
T o & ﬂ.‘_ 1o_|
—_ _—OL —~~ ~
mp o © = 0
T W T 3 )
5o = up
I < % nmE
<

- 120 -

S

=
Collecti
chos
un



1)’ o]

o

A
fint

Qo] A3

I

7V
23t Alol

Al
A

=

=

A

adE =4

=
T

* oA

)

A

A

olth. Eat Abolw FH el

=9} elgle) AAAA, ArolmAA

}

S 7HAROIH RERA (7}

o]50] A2

Ho]- o

=

Aot wetx 7} 7lBe BA

wol A Hake] Abon

1

.

=

]_

o2 FFA] F=AA

& Zlojt

1)’ o]

o

°

A

H
=]

AR, Al
BA T}
H

G- HFg . xMTTHTREDSER
o H R D - = T 9 %
B T2y o ZRIT 2
T o ﬂ_ouﬂduu_.,_llﬂr B OE T op
on TR mu ~ X0 Moo T Mo % N > =} m.# m.m wﬂ_.o
O ol ~ _

’OME..»_ALOOf %ﬁ.@rﬂm,ﬂwﬂaﬂfxyl ﬁTrOL_O}O
T e -~ = 4 17T M T = m
R Eﬁ = E CHCIE oo W TN Al it A
~ <X o % B oo 9 N X N o B W
T ke wm T T _genw P REx
SR ° - R A TR M) A
wOR DR ﬂ&iﬂﬁﬂﬂ%ﬁﬂ%%]%ﬂ
@%%%%1&%&.mﬂwﬂwr}%umo%ﬁafﬁ
T I I R B N ISt I H o
o B o o IS o ®P ® o
W o ok oo & N AL g W
‘J-OH.A }m,‘wix%]zt]ﬂﬂlﬂ/rﬁﬂ/rﬂ
E P o NT 4y~ 9@ N W 2}
,_I_l,l N AL v‘dl N .10
] 0

2L L ETT L LT T o TRk g LB
RO Gl T oo N . T P o % E
7ﬁrﬂ£%ﬂmmﬂz%ﬂ%ﬂaﬁtﬂmuuamr
W o gy AN W TR TE D 4 S
- o m o = X —
srFrIsiissrzzriacdily
X7 g 0 ™ P XM OXT 9o o4 wr
Mﬂ%%@%uWﬂﬂﬂﬂz@ﬁw@ﬂ%a
ST R TEEGTTTww p FE X
RPN S U REE T R N S R S
X o R0 oy ! W W % o T T oo
17r{&%%ﬂ%ﬁﬂ%i%ﬂﬁﬁ%_@%aoﬁﬁ
%Eﬁo@ﬂM&ﬂavo_uﬂommlr%mmﬂ%cﬁwwrﬂﬂ
i o T — < _ o
o _ W_M_V KO Ot Er. _i s ,\UH Mo ,_llyl M —_— HL.I _ﬂvﬂ o
L) N X LA RSO I AR L B
® T o9 TN W R of B W % o ® B o N

- 121 -

Collection @ chosun



she] FIACIMARACI” Tt FEAOR URE FASA S WAL
=% B8k Aok B3 Aol fiFol FEIE Aol HAR G BAT W
3 A=) Auls weA Bag Aotk wekA  CEbAlHAAH)

o

ot

b FESE CZMAOIMARI BHOL) & AgstE wekolth o] w1l
2, B, T4 BobE BHSHE oY FAE 2o @ oA dojd A%}
7h Wete] dalelgtn @ 4 Atk 71Ee] MAES} AFHE Fio] o 9l
A, 7k 7\Ee] HR-o 4A Ygo| FoAAA, 97IAel 7k 7%} o g
8T ARE BHACH T AN/ Ve ALHA BFAES oj@A o]Zo] @
A7} Bl o) S 2 AB7ke] MY PtalA AT Bast 9
2 Aot = AAFYT o2 AW AR/ A A¥ e} AL B @
Bask Aok Anslwe Yud md FHF BH P A G
1

SR RSZIEW, CARSAVIRESY A
HE Fol #3 HE’, ‘AAFFTH 5 oS HEC Hls] =TbARoIH R
ZIEHOH)” & 712 A& AR sk Betolt.

uebA 7]Ee & HER 237} o] FolHof st 4T ReHA FEF G
of th. 53] 971 WA A AtnzAb 233 WHAME FRle) Z]EEe] A

f

H2 5= A Folrt et #NA Fojy) glowm Atolw ZAd =}
2l ko] T ket IR M-S HIsE EHTAE AHYAL 2
3 Et 7hsE Jhedol ok oM E V=] MES dTehe BE

of QA AA AWE Bast Utk YT B AAE FHHOE EFT A
o HATEC ATe| URE 3 HEAL U= AT YBF FHolE
A4 el AAA PEFAAEE AT WASE A= Bast Aok F)
of AEE AFA FRFUNGAES T AdAE] AR olF §lol B
Hol HsA el BT A T AL AT TS AMs ok Bk,
FANEREY F BAAY e ARsh AU HE 217% 5o BB
o RE Suale W AMEFL AN Bayel Utk knd FUF AFL

242) BH0), “=7} AbOlHQEE T HERF AP [F7RAtolmtrAg Az ], 20139 5€.
p.68.

- 122 -

Collection @ chosun



T3 F7FEQPHAS FABA S BE wavtdA] 2 o] HwA| Ao Eg] AF T
A L AFaA TS HARFAAGANA Hoste 2¥= HEZ ot 9l
o ABRFAYR o AU SRS RS W AET F e W =
g AHES AESt AV FAVIER A4TE AlFe] g 2010d FRA
Hao] AR L Fasiop & Zlolth ols HMF FH, A¥E AT A
A5 IR FUg 7] FFelA FRFARE FA FEHE AAEH
AR g P Aol EEsiA el mEl ol RA¥ WA A Hs
do] mpesol & Zlolth I R Aol ES HH HAE HAsste W
gdow HAuZ AEs S Ao EAE Alojn] ornydE WA AHZ AES

I AN FA8E EFShE AR B HESS AJMY et de Aol
wolol & ZQ 3 ALES o|#H 3 HEF Az A. 7
g Al AAdER7IHe] S Fasior & JH WFZRD DA AAZA]

= Axsteol = Zeolth ook 2 W&ol ITRARoW <RI EEOE

2 CFIMAPOIHARIEHOLA) o] AAHY o]E ZtoE  FFe]
WS MAS 5] Atolw ol dinlsiof stch dAlY FFTAY
28322 3L FA5E HoE AlolHAd s H&o] Brssit 29 Ty
gdozE Hol oy wie] M2 dFoz wxAZd Hart e 7]
ok H3ke] Arel] o] FEII U= Tl F7EAHQL Aol ] el g3t
7] A3t F8A AAZ APARE FFHStL 27| EFH HE HAslE}
o FAAE A= oW Ugo] HEEZ Ao & Zilvtel o
MHe AENEY FHe AdAFA} 43 52 53 799 oHe FHs}
wEo] ZYA AAE O of & ot} o] Hok Tl tiulgglel A A
oz AFEE sl

‘%7W°lﬂi PR 7| B () AR BEste] g Re v Quln}
ol Atolwehdl QIHAIFY Bt tiEHo] AH o3& HE53e= T

2

=7

_—

rr

243) vt $0), &9 =&, pp.69-71
244) Wy, “=i9] Aol R OHAPY T AIARE: HlEe SASET AW =7t
AR ], (A& F7RIEAZEAT A, 2014)

- 123 -

Collection @ chosun



welo] $4L FIF Wet Uk oulnl BEHL MFHRI} F7HA 7] A
Muje) Aoluiete] Aok RYFES W ALAYT 2l BERL A
oWl AREF mFe] HSH A2 A =
Qont velsiete] tlaRRolA Hekado =
Fud YHALL Sste] WL spele] ZefolmAe AW Af

i)

S, gH9e AEHon FrlbAe $3aR T F4E o fol

o] ZepolWAlZE 2837 WEolit: 1y 2

oy TALRREE vag HIE] 93 BAWE 13636< LHEsk o HA
ZIRbA A e QbR S 99k AR} Ao 2Hs M) 98 diEwE YA
of sl E&ge] tAsta A= oo AT JR3 Ao WHIFA
oA AtelH FAol HFF hARI=2 ot 2WIAE HTRARO W EE Y]
MO = A A7 Fud HaAol = Aot

rsﬂ

olojAq AfelmE A sl A4 hed FAPel st MnEs sz
FAME CFARAN, CRADR, =AW Fol ot 20139 o
sEUole] S5 YA UEH 9L FHCE @ ARIIY Ao m
of oldF FAWEL AolEA 8ol 2 AMely Aeas gy
A’ 2 WHATEA UL Aol FAOERE BAA v ot ¢1¥
St BT A TFA AT FAST Aok ST 1350
“wAgA Szol Agett Aolwzde Zxvl w
YAT 5 ATk T TSI UThUO ¥ HFro] B Uk
oMEAoR B4 F} FL AWNE oprlATY ¥
2 499 A U] BgEAol FsATs . F
oMEAL M ¢
S A= F3 Yok oo FYe) WEIEE U=
Bl vled Aol wek FUW 579 Abo]

Tk BAe]l BEA Ueg gaos Wl AoluH o

ol

(s
2
2
%

>
>

245) ¥ ¥ Aleld] wAFANATO CCDCOE (Cooperative Cyber Defense Centre of
Excellence, IT 2 gHy AEER AR Aol #¥ %ﬂl%/\}zz‘)«l AN Z A
7F %0l AZRE AlelH Ao A &E = Al gk vl

246) Wy -AHE, o] =&, PP.69-71

247) “Are there international rules for cyberwarfare?,” [CBC NewslJ , 2013. 3. 21.

248) TAQ012& 7.7 H=2 A9 A tit R AAA Edo] dAsoEE F AR 3

- 124 -

Collection @ chosun



St AFo|th. 19 Atolm A QI FFFo] w7t AT FFIINA
2 oA Z & 9SS vHEste] AAEH] Y] geAgA R A
87} 9= AHolth A Y& A thuureld A AFsEE hA
4) Aolmel) tat ZAAe] FA7AE FHo) Bad AAo|th Frien
A A ArolW R Ml AA A t)gueky =E AANle] Bekel Al AT
7} Wagsojol & Pyt k. o2 A Aol A I =" AL n}
dete Aol Fdasit. Ivbakde] disdzka AL S skl Fr]13 ol
A&l AALS Ea Zrto] AlolWA S WA or sty @A 27} AbolH

(=)
rlo
L2
g
ot
f
>
rot

o
o
f
k1
QL
&
i‘—'&
p)
1)

3t Ao RAHEIIES HiA|EoF g /‘}O]‘ﬂEﬂ 2o} 2o ALA A kx|
g felAe SdsgdxAgeds 5 SUPIEAAE Y F
ek =

8
ZQ7) 9] HPHE Qg S = 3o
H

T
et
k)
—d
2
fz
v}
b
Hz
r
2
&%
flo
>

- 125 -

Collection @ chosun



of gtk @ WA mzosiel Fepd welsh AT AFol Wasith 320
Aol BlEE S WA AFS FYY ANE Bl o4

)
W AAT Py welsh AF S B9 YISt WA GuolE oA 7
1ol 713 AA PCE s AL ool FehB0 Bee FF, Wik
5 GYTR glol Ay Aol AL o o FAL FF AolnHe
U Apolze] A8 5 Jeow JepE tigsts Al weh v B
2ol Aol ARE ThHAT FEUSAAS BT Bast Aok

o FxAA 5 UES ALY #A
AR, $AAHoz Aol gl thHlg ool A TS A-AAR] X7}
g g3slth o] B 9sA Hdlo] & o

ich
Ll
of
N
P,L
N
"
P,L
k
Jhu

o
o
i)
filo
k
rie
ok
rr
i)
o

i
12
Y
b
ol
N
£
z
u
=

U Adsks glolth ol AANRH AU o2/ HFH TAAR
Astel AAHOR Ae ARFER s glolth Lejuh Wo{He B o]
FAS A%l AR AWM MEYZI} e NS Wl HY we A2
Woll 2o FAAYT AHAS @] slmA ey B Py SO
2 $4% Bart Yok T BAE ) oluA ogs F4S YA 37
b g@ately] Wyl AR 44 Qrie Aotk Ay A AHH FA%
BEsh 2AL S Zo o]F 48T = Yt zlolth Aot AALY

250) AFZ-ol R, o =&, pp.217-219

- 126 -

Collection @ chosun



2 " AL AAs obA7A fle Aol

A wApel tE FAkd Rl S AAE YolE Aol
o

Z
&

Joo XM o HE T DWW R OHRE R odF T W " oF
N %%ﬂﬂ%g.&AJJﬂr%kﬁrﬂﬂwﬂr BT Mo
o< W o™ < W 9l o0 2 s 3 o) T
o =T = LY oo Ko ™ T g P ™ R
> I Y oz Njo o 63 B e W & x -
G ol N~ S o Mo TF o o MW B OB oar Do @ =
ﬂﬁﬂ%ﬂﬁ%%ﬂ ?d&nﬁﬂﬂ%ﬁ?@% G2
o ~ 5 9 oo R o ~ o
P E e e ot TEE D] 5 R ® A
wOE G L T el % B
T o ow & X B BEE ET O gm @I <
N W o U oWmom oo X TR o = 5
N T A - R R
W ;= T’ 5 ol i ™ T w M%;.ﬁzo _LJHJH o) o]
X 5 F Tloom L R E oo s ow e 2T M T %o
= T B K ﬂ.uﬁu]F] T o < T O = =
TEFE PUR N T xR imaa o3 X o E
_ T g = M s E = W MﬂﬁAﬂ iy
AR BT Faneagr R EZIT g Edoow
o= o 2 B N > < I = 2 W N J) X % Moo
@lmL%u_mWﬂ;v%ﬂmdlL,xaLﬂ4afﬂﬂ&wﬂk%_ﬁ
U - < _Z_._l 3 e i) Qﬂ .NL N = = H o 1_”0 T = o :.L
Rt My x B R ETRET 2 EW R
;oAm__%uf 1|7ﬂ% i ﬁ@ﬁoi]iaﬁﬂﬂmiﬂﬂm
X I I B AL P TR S T LI N o
P F ® = A L R S Y i Cly
o RS Mg AR g SRR ER TR B Y
T X5 i X % 2o o o
X o X o @z _ %  x T =4 B
G- R G A IO - N o T Ry 2o
RO Tsom gl ala®dly 30Z%<p R
WPed Te g Tpgen TP edorox oo
— = . - . o = —~
MHIW%A%%%@.ﬂrmﬂﬂwﬁ__ﬂr%%aA@%ﬁﬁﬂ
% B X PgrTe" TR TR _BHET R
pELE TELETTRERGEUBRFT T W N
oo Mmoo T o= = N T G T = Ho
X Ho N n,&.om d;szﬂL_L Qaﬁlio% o) )
" o= ° N T R B U ° B H X W
TR OR X X R HoM oW W TR T ENG R Ho

sk 917

S

HE W =7

=i
=

- 127 -

, pp-38-39.

9], ko] =&, p.38.

=]
RLY

Collection @ chosun



2o 317

FEI}E

RN
Aol kol 9l
g8l FHAQ A YA A
7 ke st Fasieh Apolw
= 3 ojok e

g3} B Aol

0

g st oled T
@27} W asiehes
R LI R
SEFMEIEES R

- 128 -

Collection @ chosun

ggd) U= duel YEYANA T

| 283 Atdlx= An. o

&, ZIVHARAA S

AshAls AtolMAE i@ St

e guAs Ask]

To|§ AHgRTHE
A%
37

So] Ao Abolw

Rol 47 Wt FAY
5 o) 9]
Bas} o AR
a87] o).

4e 54
3| E:]
b | b |

Ql
|44

1] 3]
s §4
o ARREAH| &S
Abolr] B QA A O tigk o
HoEs &0 Exg oY
gtk Sotel =] HE
Al EA e

qo] A%

Al

9 Qo] Apolm FA| hE

7 7be AFshe e F7EE F7h ool

A

s

i

AA =



W FAES BESE T AZEole} HRRI Be #AE VA
= SRRl AR vhep 2ol 53] uisty uistle) A ARl Hal
Ag= 7HAAL B& A= skl vk AR AHED Ao F3fste] FEd

oy
i}
v
i
rlo
B
ol
%
ox
£
1

B srjAoz Edsle] AlolHa| 7] o
g Azt =89S FFste 15w FAA Lwitdte] Hstelr] Hohes
AAE ol MEU Sl 8tsl= A9 JThSY o5& FIUlA T &
A=A E Fetstes o] vlg- Fasih
25 Jtol=3ta FHE FEste SiAZA Aol HA4H
St g #AS 7HAH F7ke o] RiEHE IRoEA &8It
o dFE Fi %EY HFS AL Favt o olE0] UiFge WEgsH =t
AtolH Qb ERe] YFoZ olEoA wUlyt AR i = AMEZ
1 7o JoiEsiAE HE2 BAS Bl Atolncth A AP des 93]
o

e PE Qe glolth 2 A Fol Frbaelw Qe

2]
oM
—o
2
2
)
lo
r ol
o>
[N
iy
ox
o
2
)
=2

o
=

N

AN E AU e] =59} QF YEYAE A5 FolBEH Fte)
7 2l

=5 #AVBY P=

2 Yol 2419 s HEQJH S sk Wetolth. m7kztol| Afol

&3 A F2 gARte] 2T =0t e ogst

- 129 -

Collection @ chosun



op W S I IO o BT T WX T X o A xXT
= LT o o T~ - o
T wrialegsc PwaBITERwgs gt LE
o ) . % = ° N 9T 9 ol op) - Wo __M M W mw O T M N _W nf
TRE p__xE N B E =P _m M R
5 T < T T o= 2 =0 o = oo N g KR
ujr > o = W x ® 3 WYL E W T H i T oMo
B © - F L Mow T o N DT R i Jo o o = I
oo Vﬂ%ﬂr.o_n%urau GO S T G I o
T . —_ oy X = o plo
fsgod Fomagdeshid TECHgpr  PITT rxzT
R G = 3 By o oo e TR R - [ X
o Ny e~ o o X o Box 2 e o o ) i T m D = o o
K mo X 7@ N ~ BT K% & o & oA e o8 X zn o o B
X HT I~ A_l — = UT_ T4 o N T = A_l ,Ur - Z‘* < .
T g RN AR e Nw R FR TS Z o oo W o
oo o o X E g Ay NG RS ST N R SR
K P I I B S O O s S T
B2y N " N AL 1 o ,ﬂoﬂ . oo . o = Q
: o [ I ~ X =
PpftETiERasddzelErsval TRvg RO
— ~ o gy 03 ! ~ ~ _

o oW ™ o L Jw o B oy L T o S AN I N Mo o o o B
: o ooz 9 4 sy B X0 B O~ 2 ik
e R N A TR L S R T RO O S omow @
s n I R - O - AN o - S

T T] e = -
A TR S iy CE S E T TR goB = N __ s
il LS & B < X N o T M oy
N B D Do N Mo W T ox 2B T = o i
of (=N I o o X oo o X T o D o o g noo <
. o o > or X Koo 0N = 0
\mE __OL _ C__v Z.L =K OM E \‘M_% = OT o L.zw Jl mO = R o ,._ﬂ.__u_._ .ﬂ.ﬂ O_E LN ‘.:L 1
ool T L 7 FE PP N o B & 5
ﬂ — T O# T h l_wAlL O_H _.E — — ~x ~ ,.__.._ 0 ——
s ¥ A R T E s T el T o oy e o TR
< r ¥ X g R 2" 2 W o A it R N~ o . o N
P BT EIRNLd g P s o B P gy B TT gF
" ofr T Mo _WJ =0 " M < Np % e o M oF W M.u Y N W o " = “UT
ﬂﬂwﬂﬂmmﬁog&Lm#qﬂmlﬂ@@%ﬁnﬁwﬂ%xE_o LT A
| B i T s L) k ! ! ' o o f© m N o= T P
np ol N N TR g % o m i o @ = T B
@i%%%ﬂﬂ%%#%%nﬁ@wﬂﬁz%%ﬁoa% BT AL K
nE oM wEe TR B Reaarw o o R®T | E g
I T - W B T =T o W 2o e 2 T o | D
= B ap HOR FEHEHIT BT WYX T KA 0 oF W
® % o N H L & o o T " N K W o ®FF | o
o oF o Mo R N T o o o N RN T E NN K AN RN

, (A2 dlo]Z=3AL 2015), p138.
- 130 -

Collection @ chosun



Hed

=

=

ER LR

3T

b AbolH H| 2

il

AALFE A7 By

°

]

.
25

o

Fe <t 4

Y97} Frele) @

A, B

—
=
o
=

AfolH] HIZ 7}

1498,
kel )
i

Kol
R
9]

pil

I7150] AtolH H|Z

il ]

I

9]

1
.

o
A

ngo

34_0

7}A 1

a7 50 Bl

A% gel o

=

=

[S]

1
.

3}

°

3

Y27
A% Setete] Aol <

148 U, B =7t o)
o) A7AT oA e

I

[
A JAR o $AHe] ke AAASE B Fvbel o

a7 Aol BelF Aow
Folq Aol Bl o

2| A 8
wpebA =}

2=
T

o] g uyete] Aloly kA ES

=
=

2 A&7t

3
_—OL

E
o

<
o)

of
o]
A

T

63

1o

714

_4]_1

Apol

E
=

1

.

SRR

1

]
boh s Abmoh R

°

I F7pQER

A0 AE
itk 25 AbolW AERo Srhe} A Aol
27 2 e

hal

&

]

°

o
e omkEd a7t

AL 71 A o]
3o}
g,

&

i

AA ol ARt 7F

1

.

o)
"
o

)l

ox

+

ol

XO

zel

bl 3 Qd¥ge=w

5]

o] A om Y

7Ie rtEE 2e7) Ao

o
il
=

R
o

;of

3

ggel A

§-l‘

o) Aol ol T

x

HEE

715 Aol

ohgel A ARYA B 27 5 27}
- 131 -

st

°

Hol g
Collection @ chosun



o

v
oo
rlo
N
i)Y
S
%o,
v ;“:

Setolt) N FL olHE HHKRFTE Exr} opd 1
. AbolW bR FAE Sk abd A A717] AsiAd A
HAsHoZ BExlor & Hart glor 377

ofo
o
fr
re
1>
ol

HRE Hopo Surhs gol7)
of FAE PFaor ATk 20159 69 2Y ARRE AW ER] Tl
g danze A7 2elergel dAsE &R Age ATALREDT
S ol AT ER AWr)&e A AT Awais A ol vkl g17]
Wzo] Folnth 7148 Hus} dasolol itk Atolme]l AU M 2
AAE o FAsn FAA AYL ABaE AolwEA FASL Huslw
34 43L BARAY BUF 57 BTEB o 25 I3 glo] FY
@ fzel geTAL T 4 Uk UL HF BTN, 2AX o FH7)%,
LN &0, AbolW] AE7| %2, Abolw WA o] e AT Lo aTH
029 ol A% AaE AW FASYTY FAA AEso] BAA S| %)%

]
N FANBALTH 2ol AL 7B
ek AES &g vlds ol A vew
FowhEAl daser fh vleels BE AL

Lo
1S
v
\E,
W
1
m
Ei
N
O _4
o=
S
Ac)
e

Aol A AFT ) ol2E ZEAN T
o] AU A4E Avo|th obfg F& AF, ARLE Alo]H EQEo] FH
A E3tH 2 fofo] s FPEgFe v A Ak AU A FEe v
gdate] G @B MAVIES ATSH] AT AEHJA FAUE HaAHor &

71 o] T} 264)

259) [AAFAIED, 2015\ 07€ 24¥ () L3y 274,

260) AFRA 2, e} =%, p4o.

261) YA ZEA [dlgltal forensics] : HAE 71715 wiZRAI= stof A3 B4 9|9 AR
AE WALRE st SHsk] g Axpet WS deith AR A Y 3
A AiE Zle o gue 354 Tle g AAe FEste #8 FAY 3 BofE, 35
FAHe A F2 WY 3Kforensio) S 71WFo R &t ot 19809 ) o]% tiAY EAA] o
7M. FgE Ak

262) Atolw] Al [cyber genomel : 20103 w]= by Aka}
AR BolE, AT FAAE EAsHE B 8 R

U 34 %‘i

263) 91| =&, p4o.

264) Fdi=F, =7

12 o o ity

S99 ATAHFDARPAC] 42
B BH3to] Aboln F7el
5 YD BT 5L ] A% A%E HolEolth

;n]

=

OOH

4

e

B, 20159 02€ 03d sHaY 0269 23yl
- 132 -

Collection @ chosun



A2- AR o] iRk}t

1. 718
ko] Abolw Qhm

A58 Pl st F

)

jud

b

Lo

oL

Sl

e
4> U o

e

=z

oK
i)
:

filo

i
o

K

©

o

2

off

1o
fz
Lo
N

I8y

o A+,

ot
o

_?E
i
o
2
o

rlo

[T

v

o ¢ A4S &

ol G B S e
(governance) AAE T
I 3N

of

0}
ol
o

rr

M

of

sl

S TAHA 7|2 QAR

=

n] Zbell 1™

265) FES, “AfolH|QtH O] Fgo]

Collection @ chosun

of
oL
£

fe

+

+
z0
o
rg

oK
o
ft
to{l

b

filo
(r
N
R

=

)

>~

-

ot
=
of4
B
r
2

M

o
>
b
k)
iV
i)
X
o,

Loy
and Ml_r

o -

o
N
N
iﬂl
rlo
e
n
pr
fo

2

{
S
N

=~
(o
f
=
Sl

4

AN

¢



a7t Ao

Els

bol Aol ol A o

°

A2 2ol tinl

- T
—_ o Z.L \‘W O_E __OE
SETEZR OPERCIELY TR SEL!
TET TR Lo G ROE R .
CaE I A R S A
oF 0 | X B =~ 0 T
x Yo _u._,oﬂzmo%ﬂizt% X 5 =g R
N = o R = o= = 1 ~ Q o _
o B W Mo o m R T B o .o = G
W =R -oEmo L ™ ~ =
B AsTEt e E T E ey D D =2z
= B W N 3 = B X wm Mo S
o) z ﬁ% 9 %u Wﬂa Wa Mo m% o} mw N e T 7A H @ _ﬂ <© o
o P W o W o W W N oo
RO E e T T g ooy By B T R T
N W o o = el =~ o O B N 2
T oo 5 L T R Xy B
L Mﬂgd%iac_OM%uogﬂﬂ%zﬂ LS
T ~ NI = - @ Ho i S Mo_l WL :diﬂ = 5 W w_wr = o
I MM_ m il @ W oo o EoF o Ak ey e woROR Mo ,_M_. F X
TN A R N o X o g L, W > < Ir : Mo )
3 * T = H oM =y wOE oy
Wﬂ 0y &m o % Yy Jﬂ X 5 A= ® o 70 Ho X o = = @ W
—_
ﬁdm.r»gi%.%Wﬂﬂﬂﬂ@ﬂ%%ﬁmﬂmmAmA X X o
o ; O o N % & = T 3 =o
] o] T S = Mo B R
%w;mam_s%%%xﬂr%aﬂzfg_ﬂ%ﬂmﬁ o g R
TR g @ ¥ o o o oy R = =
ﬁ_l _z_.z._ N HA_I ~ .@.ﬁ 1 ~ Z\* ,OI OT L._i —_ Ot 0 OL
Hooox ™+ o & G O BT Culs 5 S o
gygﬂ%w%ﬂﬂx%%%mﬁ__wﬁ@@ww E oz
Foopow O o o = NE T R iy
T R 0 T oW X B oayoH XD o 2 g
s wﬂﬂwwﬁﬂowawém CE TR a2 M
o %0 1m1 MG_H = o R & JowA meoe @. 2 o £3 MG_H R E X0 il LI
w A E e ® SRR o R K K % IS ol o =< mﬁ Ky
) - g X o 2w ol o o =T o — A 1 oF ozl = 2
X ET = _EL iy ,_u_mn s ° Wﬁ.” w = = wr ,_IJVI -— X 0
T S S A B R B Ml wm T E ooy
%ﬂgwmoomrmr% fr%%ﬂ@&_qgg% o CERCI
%Nr%%u%mmxAmﬂ%ﬁmﬁwﬂzo_ﬂnqrmm@ﬂ s oy oo
N <X o X = r . N RN —
PRl TR oW W e Ty ¥
n X 10 N ow W o m P T o © "
o N R o T E O 7u_,o

- 134 -

Az7olth 1L} Aol

Collection @ chosun



Mo o W4 F W o ® N W O AT o
= T % — W R Bow Jooo W %X
= Y Nk =
= o iy o T g < P ™ Eog
~ K B X W R kR o0 KE YR b
R ) SO RN b oLy T
Ho I ) T p ORI
a o_v_ =)l EE ,ﬂE OME 3 ,_II” sl o) ) K = O
R T S - BT R e
moy o 5 oM oW o " a ® ﬂeﬂ_mr
T o = Ho M T I B 2lA
iy oF o = 7T s LooF w
c2esrr T w T e T
ﬂﬂumﬂlﬁ_. a_.mﬂ‘_:loA ﬂmawﬁﬂiwm
o~ o) Mo T w® T 5 8 & B -~ o
%mwmuw_.:u mﬁ%%mxéﬁn%wﬂﬂmxﬂvﬂ
T — )] . fan)
By D 2T g s g AR oy
iz ol 2 o oM oo To o =
N b X oo oy o oo O EL . &
B 2o o E o X . i L
P N Ho X o TR = ar M wﬂ CUN F . BR ~3
s T w KB 9 o ow B
T 0 o ORI |/ i e
o ol R~ K N 0
C3 i £y iﬂ% E A
— W Lo w" W oo T g N < w TN
mﬂrlﬂlﬂ L e T Ko Ao
o o 2 ] o TN o H o 9
v XRE QRN xR o ¥
P~ 2 = == —_ )
sohT. TEIxlreffziEa
o o © ! ! X X T o _ = o
R Tz~ 0@ g®ere s oey®
N o WAﬁ o ) - R H o o o o ,UI e ,Q_v w e o
— )
row ~+ o8 HM G i~ R oo T - "M Ho
Toor Koo L TR T o WM WO e RN F T
P wm By, W T N Gl
G e i N - IO i g A&
N T W o 70 ~ T oo
T O ONT om R R eI I R N N~ A -~ ) = =

AR L
g PCol 4

=

.

<
=
=

2E

hd

A

AEoos A e
slof wh

1

Shbel SFo.E Aeatolrta Ik

9

19 HEAIE

1

9]
pil

A

B I L I o i

ofel

A=

jL

- 135 -

L
2 59

o

& Aolm] FAE YEYZ A7
EE

KN
.

o}
B2

1

AE A 7lee] o] gEER dYHHA, o

=

o

VeHo R
= WA Abol Hto] 3

Aok ol 3

266) #57E]

Collection @ chosun



N l] 1_| Jl
%%%%%W%WM@P o X BT WE YRR BT =
A A R IS I I SR R =
mﬁ L o e T CX X 2P are £T
T T o ow i T 7 . B °
%Mmommu.ﬁ_z%ﬁmu% T G T - T F
T T sFg BT BITRsTRATTD om gl
o P EH T o om 2 GG O g B o
_Z_l oR 4 Ay q o~ .Mﬂ ,m_l 0 .Iﬂ 0 0 ,mm ) 1&-1_ ﬁo NE EE 1_urE ‘;Io.ﬂ
S SRS S S VI I ™ 9 = wp
ﬁ%wﬂﬂruﬁﬂ%%@ﬁ ,Mlﬂ%ﬂr%_ﬂbfo#oya@ﬂ > T
— —~ vl K = oo ! -
BT WL e TET g RPLE owF o ow o £a
ol f s £ X ) o5 T BT = r N 2
T o sy = LN R o W — i = BT 2 i T Y » M
No & K= o} m Lo LT &R % o ma in nook =
o % oo Y [ <N Hog g ydn®gdx g™
Mo E E A d g W d s E eIy w S F B
o T o, KBS g T g O I ] N Dk N R £ 2o
I A Mﬁ P og B o P o T I £ )
Jo = J&.m o N m_/r_ OB = i o = o ® oy T oo ol DA - o | 7
L - T —d o R T TS oF
~ KO = ! o) o N : - 9 N e T - . |
A~ W WE W B W X ms on Y o o »T
FTR _ T pos X 2w o WHT g o B G s
S FREFE N D T P M e 5 5 °
< = o Y — o = ® H X = % = 5 % o
R I L S © N T oo o= = K 9 3 X 5 o
W oo oL N X oo B N g T X W 3 - T SIS
- | o K N = o = N A
of = o o Jo o° i oo = 7 w omom | = gx
= \Ul 0 H_._u :.L ,UI 10 o %o N E.T ﬂ OM HE —_ ,mW M N’ %!
R o o M oy B 2 Ak E R, - I 4 —
I R T N = I - I g
__OL 9] OME J&l _.A_l ﬁ]AE 0 ~ J.ﬁ e OME J&l m ﬂ_DH ﬂtl ‘a Ot ,mﬂ_ _,Tl
%%g%@maam%iﬂﬂrﬂ%gmo_zfaeﬂol + m ==
SRS S A LS S LR SR PR A PN
AR i S I S B B I - ® 0
o - o = ko ofp E_/m o X % mw & M_. _ﬁ_ o Mm o_m i MM = AR 5
ERE gogma N oM W e ®XE S N
mrwﬁﬁaﬁ%ium@ﬂq_o.%xma%@._ﬂ7muﬂ = B B . oo
< T LD g ® To 3T <F ) () BT T
Jo X o) O do R ®A =y o T B r o ~ /)
N T e e o - ko gy N m T DO ~
<IN B XN No E Mo T OB AF oy Ho o B X W S

A AT AU E
- 136 -

=]
RLS

AN 27E o] =A%

L= e)

Collection @ chosun



=

=

AN 2 Far) Qo
, o AW ~(governance) Al

FolTH2T0 A|A) Zhe Abolu] FRtel

olHgol A th-S

o

RS

Ho]- )

TFEI}E

Ry

Aol A 2

I

ATt 53 =717 2
o FE7 AAL wWolw Yok

)

o]jy_

o)

AolmEz et A tE tee =

1

tod =7F &2 At

°

A

=

=

Apolw el T 417
77

=
=

F71 #1siA

°

o

(¢

sxow o

o] Fo] A3 Qlth W Apo|H AL LI}
3

7o

il
of
o
o
Ko
Hr

o
NI

¥l

A

L

.

L

.

Fod 30174

°

A7

YHE AWz Ader B

T 20T AT HE A A S 25
7471 ‘government’$} EECH

L

.

=

HESE o] BHe] Abolw FHol o)

Hl vAl= 7Es 3%

S|

1

.

;"
- 137 -

A=, FHo

Z

]

o] 22

A

=

SR
=
o

18>l A K’
Sk

%

3T

AR $HNT

1753 <
| AR of

-
st

[

=

W7} spasiol sha gk Awd 2ol A

oz %7b

[

webA <
wahe] o] oftARE Wolshs

393t}
Collection @ chosun



’

17> AbolH

-
B2

<

e £3 1ﬂr XX o X
T o ~ ﬂW o Of X = 5
o T o= 4y 2 ) oF
N = N ~
Xes 1ﬂr| N . o O
B ol ol WwH o o
= < X
o ,Mr w NU ‘Wﬁ p— ._II.M
<t \‘Iﬂ_u” q _“ﬁw_l . \wAI o
® = o Cow LT
@ TR A -
N N ﬂ E.T JU
= L R wm .
_ <
- B S g )
i RWL 2T ok g
ﬁ/m - ,mw_l O_H \UI ﬂ/uA 1__/11_ _ 7A
~ Mo o o o
iy o do -
— T~ . fife)
TL 2 o i
o G A w
< B0 o m % < N
o | I ‘m_ﬂ — .NL ,ﬂu
A | r] R T ow o N
T T GRS o B o M om T
Ik < A R L IR o o @ 2
E SEEL | EazEzi s w2 TR ES
R | — T W | o - —_ N3 N
tdE R BT E . R 2T T W gy
R 2| W | RTINS R e | | 2| e [ || g 0oy o — il
i Nl R " i I R R e R e
i ? 7 wl Tt R | TEE , R T oy
" 3| |7k g T ow® o
wrr 2 o W o ~ o
5 O T S L
NN o A J BT
.lL I_IL m,w -
w ar < F s G I MT X X mm
A s W Ly s T | for :HME Of \Alv_ﬂ 3 A_l K R
0 e | e —_— —
* ® | =< |+ X" S % s ¥
oW W

- 138 -

% %] =&, pp.114-115.

(€]

271)

Collection @ chosun



CGE 18> AbolH] 34 A Fa o BAGEIL FF - Uk
N & ARl
= b A7 DS
1121345123/ 4|5|1|2]3|4]|5
SFel e Al
R B4l
BB A4
S
=84 >3
FAAHL
Pl e Lk
At
R A A A
F3h7] YA
251404 TSR
=5 A A Aok A
ek A=
A A
A A A A, Fse dre
A Al A
7]E]— - o‘] =
EA Ast FET
RERR:A
A RA LT
AR FEA A E
5
G4C Al =¥
ARAEF A, 53] 5)
AE7H EH 1A
q1ZPC
N 2nfEE
SNS
LS -
A 29 | FHolA
IDC AMEFEZIDC 3)
TR QG A (WA G A
Aeli] ol S HEY 4 RS HAT FAMo] Wasty WHR o
TFE FAste] 78 sdsts PA= ok Wl e Te) Fao) 74
AAE FF3sta, #oll e FXAAE HHE, 78 o £33t J3t=
Zoltk. olgA o] Atol FAo] Wat FHEAE AN S ol
ojg} & o] HtE R UGrE AZZNE HAS] HFsta Bk Aot
EG 7t P EAHOE AolmAS FYT 4 A= 24 Yulgta AgY
o ZUste] MAHOT Aol = WA BHH JBE FEF & gojof

- 139 -

Collection @ chosun



I dx3 s

o] 3] oJ(MCM)oll A AbolH] 219
o FFeE T F Us WS FobA AR Aol A FHAAE 75
T AEY davt Utk

3 thee o Aol WP Ao Wdolth. AA Zh=o] AfelW FZtol
A2 AT = Aol kR #A B WHEZRA e
oA AR F3|olA T stal U Aol ElH o] HAZ HP o AALF
HEZ a7t vk Atol¥ FAo] Ato|RIF e} HIE ZFol Zp7h¢H FH
FAHA 02 At Wk F7IIRE fslste dAolH AAHE s
21s AE3 s Wtelth. AAYA & oA = Jus ad Bellume] H¥ Jus
in Bello®] ®Wo] Qlt} Jus ad Bellumeolgt FEIFES tOhF= HO=Z I717) o
TN

>
Y
o
o

iy

ot o

ok

Now Bee Agslol s ojwd Aol EAYe Ago] WA - =Y
2 AYAA 71ES AT Zohe® Jus in Bello: FHEZo] dojdk & =vt
Lo BFL FASE WoR AALY wAA oWd WA - =54 X7}
A FASD gl Moltha® Jus ad Bellume] @ ol =717k Apolw |
Hol g Wolo] BHo= FAPS AFY & vt sk Mol Jus in Bello
BHNAE AL BEEZEA AP Ao AelH AL 2AT 5 9
7} she xolTham

B HEe g FA0 Fel@ Schmitt w47} FAY AHAF A2
el Aolm gAoz sl Beld Walu A} BT Aol A9
Ao TS AGATHE Adelth TA BEW AW FA | T}
NEe) AAFATAe] olF Ao FAT A F AW, P4, A5 @ 39S

272) Operational Law Handbook, The Judge Advocate General’s Legal Center & School. 2007.

p.121
273) Michael N. Schmitt. Wired Warfare : Computer Network Attack and Jus in Bello. 846

International Review of the Red Cross. 2002. p.368.
274) 18A, k] =11, pp.97-101

- 140 -

Collection @ chosun



of7lst= Ao FEF4d gt B Aotk wepA SR 5o AR
H Ao thate] AAHZA thgol A3 =& ALY davt Ao & J53H9
= M= AANAC B A =07} T
f3tthE otk gl Rd S IXPo g2 Atol¥ HAA o] #g HE A Ao o
A 9% FIIMARIH A #E HEQH & AEY HaUt s Aolnh2rm)

%@'H]’-‘?’]‘ﬁgl MAE HES FaAdo] St

rlr
ok
i)
2
brt
L
=
>~
2
i)
Fo
rsﬂ
:L
R=)
i)
2
)
Lo
>
o
e
ol _1
i

o ol %%‘%—?’l‘ﬁﬂ MAAFEFS A, T BT AL, &,
5

o BITee] Aolw Yo AYAE FAAHoR TS gloln A,

9, BRF A FAkRA] DT Polrh WasjH BowE
w3 PAlol A Aol B@e] Al
=% as} ok UNa# A2z A4Ee 27 F7kel EAES ALE3}
g 9@ss e FARG 9H At UNGugo|Aslel 717t 9

R
oH
Y
o
12
2
ol
ol
N
mle]
r
%
r o
o
Y

i)
|t

O

AS-ot A7 gole] A9l Qo UNEge] Aae 7Fd A4S ofAsis
Atk wl=e] cApolm Ebel g Al ALRTAUSC! o HEE  “ol
W F7olA el AME Adels B4L THAT ole @ FHT D] 2
B AfRA, AR EF, ZefolWA FA, HIZRE BEE 99 A9
WA 4 QAT A ANSIL YT e ojo] wE A9 A g B
ol WA Alolw FAe FAE sl 2713 ATkl 288 1
‘AFA AW z=Ae] el tiE Bz Basith ol me 911
Helol oa ende ol Hde AR Brlolg 27 7 ofms ke
el AR o AEE A9W & A ASlA 1 dE 2L 5 3

(o o
>

2

275) Bti9(0), “=7F AtelHtre] #AF HERD,” [=7MtelmtrAgAzed ], (20139 5€
144), p.56.
276) International Strategy for Cyberspace(ISC)(White house, 2011), p.10.

- 141 -

Collection @ chosun



o Aol ol

WA

[e]

Ry
=

Aol A 2 o] @A

o

R
b A9

il

°

A7) e g wofok & Ao of
el

A o

g
(¢}
o]

A A9

o

A

I

o} wheba Bato] Aolw
7ol
A3} o8 Bae Eeld w3 lsAol
B

Soi=
NE el

s}
=

qrolch. AolHf gk

=0

H

4

!
Gl

1

I A A 2

2

O

ch]

s

7]

_—OL
s

4) 52 Atolmd &

shel TR,

S

2ot g, 1A o

=

o =
&

]

§, 2 AbolH 9

A
AAZ Zart Aok Aol H Y d-e Wojo] HFst

3t 7

]_

]

“Z7IAtO M QLR A (7F)” sh A

Apolw ol v

[e)
3},

L

°

he SR

S|

3
=

%-_
Az oz 8@ Aols gHd FEHoE U

[e)

3L

bAoA R, 7

R
5]

s

1))

0k
—
o
puyl
o

]

_

X
il

Ho
il

O

X

N

l

°

}T}.278) o}
I ot

H| 7} e

°

-

T EEE 5 2
= 3AE T8
=

°

EtA o] 7}

s

7]
] o]
— 2

=7

S Q7] WEel A

o
o

FIEET IS

Rolth, o e at e
o

5
s

4=
=

1

| .

3}
o

°

of
Al #o] ojt]A oA ZAsx

b A Al
A

°

27b 57) Wil =)

1<

8

=
3

)

=
7o HFeg Ao]

boh. Aol Aol &

°

AAdozN JE Has
H2AAZE A7 L

=9
we} A

B
N
B

o
o
o
o
KH
o

Ho

]

3

i

bolth. Hao] Alolw FHo| Ze

et

- 142 -

=4, Aol FHAAE TR =

dart 9k
Collection @ chosun



el =4 2 FA’ & F74a glolth webd e Aolm o

L3 w718 S IAAE S

T A 838lE= C4ISR¥F F-7]A|A ¢l PGM<

olE HsiA T2 Ao
g g e FHAAE HES 87t 2
of Rugty AHZg ¢ e AfTALH

o] a3t Zlojt}. o9} o] ‘Afo|H G

Az4E Bart vk

AT 2 AHEALNAN Bl
Apoln] T EAARS
b ogEEA A o] 913
o el AHEAY

ANUA Bz Qlske] @o] o
Fo Bate] Aolw BAT B
= AASAAAE vpdsol & Baio

IS

17
Tz

3
77
gl

Bk

3ol

4r
i

Ho
ofo

=

=A

-

-
&40

3 @7 AR FelH FF3 BA Aolm FFL BA Rauwa A
gsks Adolth ol BiTe HAYE Aol ERHOE ] 9stel

A7 osE SRR o 2L )W

Mdoz AN AALCOY) =

‘Apol M AR EA AL o] o Aol 9 XX
L oormer ofler @golA MAZOR A Aolw %
#ol @ zlo]y] WFolth EF FHolN ERHOoE A}olm A2 Bl 7}

SEEE ARERAT FARRA, Ao ATl th5H XA Aol HAR

3 EALAE B =45

A Aol AR RO ALolmAHA Y

Collection @ chosun

o]
T

- 143 -

38 +Y3He

ZHOHA)’

Aol AL E B 5



A3}

e
Ae Asiste] AHER ool

T AdE ‘A}o]ﬂ%%&@%%ﬁ(ﬂ%)’ of AA= uHs & Fa

b At 4 o BEE CCARIMARRECRY) & AAEse Ae AR

= & =7he] ZIRkAI o] B RE FEEH 27AF SR o

STAIHAFE R(71) o el H% dad Zog ddd

A = ALl AIS S ROEY) & AT Zart ok

B3 Aol FAo] APHHE FA FIE ejAst] A Ho] HAA

HFAFY S TEL F AEE AFS ZHHoF & Zolnh. aga A Tl
o° n

AARANA ARE FASHE o] WMTAD

ol
o

filo
oK

&

ol

2

4 2 o AR, AHAE Al 43
Z2 g ¥ THS Adsty BAAYS FASE ool ok

<19 15> 3% v

M
i)

Fg Abo ¥ AL E]

FAuE FEA I H AL
e, TAEG

EECE] ol 4 3747 ApolH
SEIEANM | Aelw A | Aol mdwt | AR AAw

* JCC : Joint Cyber Center(&-sAFo|HAIE)S] A+

- Aol #E FI| T AR B

- AT W Aol A ARSY 9 oS,

- T3 JEAA LS A (INFOCON) 45 3 (EAH WA e 3)
* {14 00

of= A Fr AT AlolH] FAHE EEAH O FYPY F UEF FXAAE 4

- 144 -

Collection @ chosun



stefjof gt < 15004 K= uie}d o] dAgtAte] FIw|o] s Aol HAl
EI(JCC: Joint Cyber Center)e} & 7idel ‘AFdAIHAEHCIA) & HASH
+ e HAES Zart dvh 28al FHTH Aol JEAAE ALKHoRE

HAANA Y A E s Aotk

5) T Aboln] AT ARLAAY S ugsts ool Bate] o]

W oFASEs Pol $US FAHOR B S Aelwd Y S

wEstel AEA Q& Aol Wolst FA, AUANEL WANAE B ol
Ao Aol FAOZRE olze FRAAE REFHUA Aoln] FAL Fato]

= =
‘1‘_1_
SRR B S8 WaRE FAN, BFADAAT,

A5 AMAL AT + AEF FHHA VAANL £ FUT
Bastk Aok A, Aolwd wels T o) xekde] Aolm AAwelE
M @58 Aol RPE welZ FYshE AL PET Bast Utk 7
A, FFALULEY, KDA, T30, G50 5 #A/ 92 TP welBd
TFPA% A5 Bast Utk 54, A3EAL Aol 29 P4 2 Byus
AA 5 AVEAS @ FAAAES FJS, AF 2 G5 FA A Aolw 33

nﬂi
z
)
o
)
ol
v}
\T,
2
_12i
ko _I\ﬂ

B YA Aol AL e BEaeicl T Aok 1
27 Aol e AAE Aste) Avee AL 47
o fEA Exz slEe) wEe AAFea BB

- 145 -

Collection @ chosun



A

Ll

HqgHoz deste] 7Mo% UL FAAAG T Zlolth

o TxAA 5 MEHZY &4
AbolH = Alsk] AsiM e IAAJ] @83 2=AATE Fastt. Aol
40 = ARAE FMA olFAAE A AL B FAL IAY
d3t= Aot 53] T2 53 AolH TS Wofsty] fsiA v
HE% T, 4B 5 F5HoF A9 e ARIF ¥
Zolth, =il d8E IAZQ FHE Fa8tth AbolH
Ao doyA G oFellA AR AY FRAE T8 o] Folx
ARD Aol A Abdske AL golstA] Fth B2 ditbe FAst] W
= TRAT dHANA AdeAY T3 FARAANA 2D ¢ U kel
At ojol wi-g- mapHolrt, I FokollA thel FHe s 3w AlolH
ARAFI O o] HA, ALAEGIHSDD)” Wl  ‘AolHAA IF &

f

tlo 18 E
N

sk

WHE vl=o qEQRFAN FHsta, ® - # - 7o) FoshE Aol A
(Cyber Storm)” & & Atol¥| FA] gt tf-gEHo|th FAFTE RJEHA =
A 71 TRl ColAotEIEF A AL & 9] 3](APCERT, Asia-Pacific
Computer Emergency Response Team)’ oA F#sl= AR EH] rh
201398 A% Fb=, = T 2270=9 HFEAMHSHCERDE] 3t
0219 BJEHL AR Ayt FAEHA Ze ‘ESJIE =4d@Blind

Z APy, g8 Zrle]l AR AMH|A2AREZADoS, Denial of

Dril)’ )

Service)e FAZ sel, 34 P AW, == B4 Fo Fdo| o|Fojxr
olst ge FAL Aol FAL Tl Qi wE WA Z7|o| FTo] Fx3)
of WAL PAY 5 = FRAAS WAAIEE 2 gE7t Yok B}
Ak, NATOSI A= 20136l A" ‘2= 4d=(Locked Shields)’ Fdel=
A3} WPAETL W19 BRPAEAIL Felstel Atoln W EAL S

279) KISA, 7 olejA Y Abold F4 IA|T= _‘?_9]"3‘?_{4. Zhed ” [KISA R=EA5] (2013.1). 2003
A% APCERTE of - e} Z7ke] tiwa Ha) Ao S=(CERDo] Folals Held=
KISAE: Bog 2 ez 35 Folok

M

- 146 -

Collection @ chosun



52 o]

=

Slol| =A

ool =] RZE7IY, =A NGO<ke| A

S|

gle] Aboln| QhH

o

Foleq ¢

=
=

1’-'::11
FHY FUAYAZ o) BE

1

kel
pil

BaE gk of
Qrolth. S Hokol glolA S8 ol W

o =

3.3}
JERES

o] ~2}elo] o},

o

A z=Elle el Al

A%

o]

Uebel §E thstol Qithd o] sehale 8200

th7F Ak 82008t = T4

N
s

12

il

Z}
=y

Els

<

il

g AbElZE Holxle W &

8

=
3

)

o 55ty

dAolAl FH Aol FoHm dalz 7 A FdolA

2

T
2 )

=]

Zlo] o]zl e 7]&

o
il
o

feel

X

o

5
o

=

3}

T 7k} 7]
o)A &

=

[¢)
4 A7t B

%

3
=

SFA7E AFANA =3

S

2ol

[e]

e

%
ol7hL, S7Hekn

1

kel
pal

SRR
o4, MAHA, ez o)

23

Pz

st 8200%-th EAlold

o

ATE A
of Wad 5L A LThB) o|xTde FEF

o] t}.280) = 3]H

w3
=
]
7} =8

|

A
h g

o

|

<

=

L

8

Ash 7}

=
=

=
=

oo

d=o] 8200
A3e) M71%8 Weth o #Aols FPse A

g

ps

3

AAl 7l<

=
=

Hold Lol

1
| N

Al A }.282) 8200 5-oh

o]
<

SHE= Ml

Al

w

S

stoldgl =2

S

[e)

T

=
=

217

7}

oj2ztd 3tj

=

=

1

o

8200
APE Az

s,

/\/\]
- 147 -

|

Ade AASA AP 27
1A (risk cognition)ek

3o
(=Rt

H7F8l(risk taking)e]th.
282) Wth-(b), ¥1¢] ==, p49.

dEA] StolH ARl I
perception) =& 9

280) vio)-b), &2l =&, PP.48-50.
281) ]2z H|o|A [risk taking] :

Collection @ chosun



o
2 M
Lo
N o
(o]

- X0
o o
v 2
ST
bt S
(o] -{E
7 =

)
e
lo 2

il
° N
i) -_
Yo
o o =
lu o
G [
B
L_l e
nc) L
w 22

e
ok =
E )
[o B
ul =

& A

r [0}
filo
o
-4
se
e
fo
L

0,
o
N
M
2
>,
rlr
o
>
)
e
o
(0e)
DN
S
4z
=
to
o
rlo

2

“ Apol v

A
olZo] AP 4 Y& AL Relahs Welo|th) oF 5w uHstm A
slegfo] 20169 %E Wi 309 TR wWEHM 79
g Jlsa Qe 2100 W FRE wud 4 o )
ANET} o] FHOZ S WAS FTF Aol YRR

G4 A% 20/ §x109- 21009 B Fwo| Hel AolW YTLUE TE

o
=
Hl
ok
o)
)
2
>
o2
0>~
B

ue‘l

FoH BET F UES Aolw AAEL

QeiArUA W ohy)
Wt Aol w57
ol Aol Syststel o] MziTietn FTHCFS F

WAL ol A sk Abolw 7] o]

N ERE @AS FAY AelMd HE 2l

283) BHh-$-(b), ¥ =&, p.50.

284) AAlo}, “AtelHAA M ojxEtde] HIY Fr]E 820050, [F3k2A, 22115, 20124
64 18¢.

285) §8S,, k| =i, pp.117-118.

286) Hrslel, “E3 HITIALYHA diE F=e I tieAE” TAZAT, [ FEE
(A EEA AT 4, 2013.3), P.298.

287) "rf-Hb), ko] =, p.oo0.

- 148 -

Collection @ chosun



AR SGe AAS Tl 1E A} B olSo] AW Het ME
QYo WA Fal WAAR A A9k AA k. 7 7)ol B
ol Ae 271= Adsel £AY Bast ok A}olwe %

o il
slof @t 2o WAl Aunsseys 7 A 2And & o fz.uzn 3
wol Waal,
EAl, At A 77N gekolth 98] o] Apolmzol i e Ann
979 old A&FE FAHNT Jor FUREAAES BEF AN A
YA 2 BAUS 59 FR 9 Ptk Apoluetn sErULL &

gatel F23} v oY Baa 29 HA/Ee £ ofgHA =
&

=

4

=°] f7Ig Al v 2AA] e rve Aol #old davt e
Zlolt},

L T s A A2 dHTde] W desit. 8 e A
R o

dolA 3 aEuto] AR o] B(HPME, HAA7IHEMP)E & AYEif=oy
A, GEHHItE Ay Fr1E NEd ok Aok 53 A mArd Ao

s 2o o RgARIIE ARFAerHe R AVid RIS Este

288) A5 - WAE, kol A, pp.71-72.
289) nfolg 2} ERo] Hulel o] AxHlo| & Y| AY Alz=He Wallstr] g8 54E3] A
AE AZESo], e Holy - AFH - U EHIE AP =242 + Ide IEE
. Az EYof(malicious software), = ¢4 Z=(malicious code)ol| A v Z=2, dollA

s Ysl7] Hs) AEE LZE oIS ofn|gith
- 149 -

Collection @ chosun



oA Aa 1T

Za7t
WEW w7 3000im o

=

o =
&
=

E1200. 2 ka3t el L4 (ADD) | Al 20081 H-E] A E )

2
I}
o,

o
wjr

% A7

Br
7o

Apel# 2

T

EEES NPT

DI A Ry Bad Aol

I+ F
ANA dF F7IAA Y 5 283 dAC ol=XH. -

dA) Aol 1 ZmAot

= A

.

ek
EEA R

=i
=

o AA

7] W&

o

7%, A94 B 29

T, gsAd "A
AR F71AA 9 &

=

T %

H71 9

2 3]

=

=

_(1)4

o

$

TOE AW Tles A

A
9

[e)

AR7|E S FET 87}t Ut

2}

golA &A 3 7

EXEERE

jus
™

__OL

mllo] BaF Ao|thd) TARTHE Aolm e 9

Hol- o}

=
. [¢}

=12
-

1

| .

A1

I

37 9

S

AR HE Ao golue

1

i<l
pil

. v]5e] 9] 35 A 2 SHDARPA)
YA A

=7 7FAbol W A 5 H(National Cyber Range)o] Qo™ Afo]wz o &
dof] gty 35T AFA T (AMRA)

=

=

€l

1
=

o
A

dA A=

- 150 -

EEDERES
%H

guets AlolMAe ERHoR &4

4,
o

F

, P-309.
pp.308-309.

B Aok Aol u AbEd 5]

h=|

HIska ek,
Ut FHA%E] HA, Aol

o 1=
o =

I

T

o
RELs

A, Azde FHopy

HH

e

290) EMP& [electromagnetic pulse bomb] :

gk

5}

Collection @ chosun



o
A

jHl e o
st

1
-

.

= X
=

Fol

S

R
FE 600 8 RS AbolH o

Z
&

2 Apolw AR of

o
N
=

AT

™ Aol el A

o

]

aff om Al

9

F7o] WOt vjze Aol
2 TAE AolH iy
T7FARAAF(NSA) A 159 7]+

71 9

S

)|
~

B
2

o

O

H

v} =)

bR, Abo]

1

.

°

]_

A

=
L.

ol

=

2 2ol AL

o

o] 5

8 T ARl Axe V= B FEAA O

A e =7k A Abolmmel EA

S

A Y ol AEEE 4Rt oA

ul

=~

o
it

Ho
|
o

put
o

]

X
il

Aol A, w=e] Alo]H
o7 &% FQar}

1

.

ook

7Hd E87t Utk AbelH oH|

ted =

S|

TAHOZ

=

=

o]
Apolm qkmo]

_/}j]B_O

1

vhsh 7o},

1

.

19>l A B
oA ATRE =7}

3T

ol o] Hrlel Fel

W7} AFE) ot
" <

o

o FAAE TARETHA Apolu A

R

o .

o},

al

A

A3

o
=

]

>3

o
A

227}
olt.,

‘7 AR PRI EHIEA) & Al

al

S 7HAH

§;]_61—
J o]

e

A

L

17 9siAE AESEYR SRy FbA
FAHE AE Aol

°

BHOR

g

15

%

- 2ol ¥ was) Ao

sho] A= AbolH]

S

=8 FEAolmAE Ry dge 48d Bast

o| B FA A (714)”

s

Apol

&

1 ggwal
M= FEsue AT A9l

o
oF

o

&

o
M

ﬂAl
=
Jn.wo
~

__OL
K

5}

]

pas
=

ﬂ_

4

il

o m

3

=

A

s iAol FBBIL TRAATII R, ATAALE (T
- 151 -

L
=4

d

o]
%

L e

2015 04€ 21 (3h <5 039

S
o] Aol

A7-8}+3], 2013), pl40.

}
294) TelHddl,

0]
pil

o
A

=

ZA=]

’

13

A

Ad Havt

293) =

Collection @ chosun



AN ApolmAAe] BE WEL AAY Bast e Aow B,
GE 19> A QRE Aol H bR ) At
#2189 = 71 %
EH%?J ‘%:E- E‘l 5—‘7—‘% b IS
A7 Ay Regel g Ao gy | Lo bl £
- CEAY ZAEA)
TR Bole =x(o R oo
R I L FAR A o
| Aol AR g
ZEEE| - BN AAACH =
e 1) PR | ER00 e g
A 2~ . o} B - TR N
W | CUBIIERAEE L o v us A9
° CAD A wATH A
FRAA | - WA QRE Y | - oW 9wEE 4
ARRs | - b el Aol ol | - H3E A Anns
MESR | Lo FREEEAA TE |- @0dF gaad g9
FATE L w2, 22 25 | x 219 FE A
Aolwl | - AREg 34 S i T
= i=1 = dr=1o U=
e e | AEUH - W AR B8 el ea s
AGAE | - ST AT A | - AolulrlE ATRA A
FAAAE AR B REEAA o WelAE AAs A2 g
Ro 99e AU Wast dov, FAHE 7 AdEE BARAE AAsw
Ave} ge AR Wast e Aotk FEAA 5 UELDL SHclA 27}
g0 Aol Woldlzets FEem TolAE @ A F89 tus) dx
b TEA WolE UL T Bast 9 Aot AU FAW 5
AAAE 7T Besl Jow 58 2o @ -v - U FHe) 2RAANE 7E
stal F7]A FAE A3t davt IS Aotk g e BN E
Aol AuSAES guista sto|EfAE sty HSHo=m &8s}
T s HESY 83, FollA s Aol HMEA TS At Aol &
dAS A3tete] AEAS FAAZD el I Aotk Frtel TollA 935
)ene e AEdTsRe) Aol ey Aow woHEn
- 152 -

Collection @ chosun



A6 A&

Td AAAR & W

3
]

e AAA

Aol A

o 71d&

A 5 T

3l
sh

+o]

S|

ERCE

o

o

1]

S|

ta ojolA =, EAE TS5 TA ESHHE 33

S|

53]

B

F

»AO

&

ols} 7ol
A9l ggolth. 2 tan e Aol gt o

Ho

,_llyl
)

7o)

|

510
o

Aol I T Frhkr vAE

aol Aol F

1=}
=

Aot dAdAoE v FALS F5HH

EE R

ok
o

o XoJA|

of AL AtelW FZto] =

Sk

73

7h Alzkel A}

1o A4 Aol S1gol tsse® BA Alolw g7

CERE T

. =7hg 2ol A

EREE

| =7FEE 2

3|

0. =

o
A

o

How HIshel Sel7k oA By

N

~

__OL
_rOU
2}

o

HE wl=
aste] 27k A8t WAL Aol

~

oMol Abolr ¢

1

5
=

o
il

bag

27} ol 2bale] Apolw

o},

o
—

A1
—

S|

&

27 ddjd o= &

o]
8 &

3l

b FAHOE Apoln]

Wolo] %5

Al o
=

3H
oH

b3 7 2o

ApolH ¢

boh,

5]

o
<

HT

Bl

o

pl
o

Ho

o

- 153 -

Collection @ chosun



. Bgo] FaF olfE olF Fitel WA Aolm AAVt FHY 5
9l

EA4, 539 AtolH F4 Al b AHEZH AEZEY Y dFe T AA}
st Holth 53] £ AASte FA(TA I7 RAHA U =
E 3t Zo] aFHRIA e EAY. dAE Aoyt HEZES 9 dTS sta
AR FA o] FE&1 Aok 28y Aoidle w89 Hur|HoaEN FAH
ol ouy} Q1 FAYES ARAACZN A} U] wWEd ZAHAT 7B
Jojtlol $FAES & 5 A3 T 7 BHE 2H FASE FFFUAY
7I%5S nHste IRFE A CF7RIHARACEY)” & At Atolw A
of e F&E FEIL, HERIAS TP T dFIY S gt =4
o] FFstal e 3 Aasig T

olE s HEH A= A - Mol Bagk Aok A FIoA =9
33l e Aol #A HE | Al - ML FAH U] FEIE YHALE o
ARE ooyt g skA Xata AR Foll Ark wekA ol ZAHES )
Astal F7FAEAAM A - BA Aol o] Z&F oz Ay dlMeE ‘A
HIES7|2% , ‘AREATY o531 9 HAHRS Fo A WE', ‘7
JRAbolMetARE A 5 10942 BAEY dE Aol #d WE S IS

& 9dHH o FRElel T o HAT F ‘STl HEHAE
A) b FESHE CITRAO MRS BHOEA) & AR s kel

o ‘IO HRIR VI R o] AFEHW o5 Itor  FILY
skl Bho] Abolwl Aol tulsiol ATk @Al FIhFWT &

EAsHe Wog Aol Ao e 8ol Brbsalth weka FL
o] ZAske ®rl FaruAEEe] 98T e FEA
B I BRI FAL FA3E0] Ao|mA A=
s&Aolgty Bt ok & =)

rlo

tlo do
=
ol

> Mg of

)
2~
o
oot
tlo

o
>
of
i)
ot

2
R
=2

—V‘—]‘
o
o
N
o 18

I U 7
o x e ™
A R S
Pk e AN
gy 9
m‘]i‘lmg{_g‘b‘m
- >0
A
w1
2 o g
ORgEO{N'—l)
% o ML 2
o rr ot
w
["—L]—r‘
o 2 0w
> E o
F[OJRW
do &
o o
”rﬁ%
OI
c%rlr
a5
gz
Jo @ -
N fo
2 S
N M
o
so =
S i
o.,‘:l.rkﬂ
. O

1o rlr
)
e
)
=
>
i
o
rO
o
o
N
N
o
jn)
o
o
Noof

e, olgf @ 2l
PeslE® mAsio] AolwAdA seste Aolth =S AW AU

o
of
o
AN

- 154 -

Collection @ chosun



o =
&

Sl=

A

o
=2 A

o
A

da7}t

3}
=

il

& I A

Y3 Aolm e AA FAA ol o

AAEE o] 7] wzell ol o

T HE T T T TRREY B FTWB AT TELBTHN TT
N s T W N BT A I L NS g T
| _H_l_.ﬁ . ]] o A
N I I B P TR T ol S O R R
%ﬂ&%ﬂ%z%ﬂ%%ﬂﬂﬂ@ﬂ%.. D = <
R . TP D i O R P e %
T oo W Tr P i g RSP Ty
A N o gy = N E P N7 o 2 < ol N 3
S RN I SRR TS T A S I L I ..
T - B SR R . A B e I L) =
wroN <o o T oo My of o _ TN W N B o= = o o JJ o

o Rog ® o5 oy XD @ L~ ER iy
o P oo T oo W o 9 W o o oo 2 S Al E ow oo 0 X
= ~ W W g BN R N _ e ™ F & X 3o
R SO ST e w R W oo KO g =TT LT o X
0 . - < . b3 —_
WA T o _o_omr Nfo aaﬁ#.ﬁ“ﬂamwmwwﬁﬂﬁﬂaﬁamaﬁﬂriﬂmx ﬂo,_
TI TR e g SR Gy 8 T T F g RN F T
.ﬂﬂ%%mua_ﬂoma%%w)ﬂo%_@_@no%W@%EM&M ﬂuﬁ
M%ﬁ.qmnﬂu“aﬁ ﬂﬁr%%ﬁﬂmﬂ%i%%ﬂu_i@mA w T
Tt g PmliaslgBVsao -~ o9 3w g
ok U PR W TR oy P o o ® T =
Som o T2 : oo T w oo A oA
- ¢ R Tl N o R TR (=St fir
Rag _MIdX8u2pnadd jogs Ve ®d o gu 7o
‘_Jl\l_|~l_|\| < N ~ —
AR X gE g g ENsxx_esesgidlaewI g3
LI IR T2 TRy TE TR AR D S
TR IR L EPp R e L b _xxwe . PT 3
T o — T X o oo N g o WE T [ G N Gl
b L T = e o ® T4 T 5 o =
N oo,lrﬂﬂllf_/l_]_ma%A Njo . = 9 T Ak E.rnl_l]],o ol 0 X = Mo
TR NS oW R Lo, CH T S = om g N
T o O R o N F x oW E T N H® i X
I [ ool BT g g TR & o
= Np oR Y ) = o) B 1M o) o r N /A~ ] ~) oo — ) o
= » e R X B K o om e < oo oo ooy BOEH -
FoOoE o W N S 3 ar
L T N W g, o L g ®ERIE TR TR
wE W WS T o oo < o TmE M T 0RO o o -
o) W~ o= W N 2y = o N b _~ Y S
oo AR RN R D RR N o~ N B N X ¥ o =2 H
op T =0 Mo g ~ ™ M =t i M it o T W
™ 7 RN ST T W o T T R oo T XN T E M
TAE T ERMHE RN T I TEHUTER®TRWT B R T

- 155 -

Collection @ chosun



Ho
o

=

Zoltt. 32k AA L Abo]H 3 o]

A= @ot= AbolH £

1l

1|

)

7 @ Zel7] wWelth 2015

)A
N
o)

A R AAY Aol A

o

s
Mo
oF
el

- 156 -

Collection @ chosun



L =&

7h SR
FAA, [, Ae A A2, 2010.
U [, e 7R, 004

uly
e}
[
o
e
[
N
ulle
&
5

e ERbE &4, TH ol =< 3ol gl

259, [o)dsdAa), Ae FSYBooks, 2012.
A%, [CEO A7 23], AL AAAAAT4, 2002
A7, 1201563 242 39 HA AJN, AL 5282, 2014

DA, [ 53] Aol
HelEAH A&/o1H =y

DA =2 - A2 AR F/EFTE &4, [Fd=7H, Ae: gdrge], 2010.
=gH, THH-™E], A& 24¥Biz, 2011.

A, TS =7 ], A2 21417152, 2006.

B 9], [AbE AU m], M AAREAL, 2014

oy
> I
i
o
[ =1
>
o
)

r \‘
off
r O
DO
S
[y
N

J

g

>

}op

o

b

] 7]

Wy 97 AF/A2Y &4, (Ao =8, e F2E, 2014

obEF N, €27] & e J, F¥RIE AF/AFA &4, [=7PdRe ols) ],
A& W AZ3HAL 2007.

LHE 9, [AeIHA &), Ae: A4, 2014

g 9, [HA 53439 ols)] , FF =AZTAIA, 2005.

TR, M AR Y Bkt ], A A8 A AT 4, 2007

Fred, (Aol 333 71 ], A HA9E, 2012

ST, [AdT71daxd], 2011 10.

&, [ =71z, A& o5, 2018,

&5, [8Ee] =], Ae 719%, 2012

AT, RIAZIZ=Aed9 ], Ae A3 U7, 2013

&, M2 2147 sAHE2E], e EASBEAISARS, 2004,

- 157 -

Collection @ chosun



d=g 9, [ E ALGSTH] , AL vl2Y29, 2012.
S, JA4E FA, TAolHdAe A8y d&d=], A& Jdxg &2, 2013
£9%@), liwarl, A& 3599, 2010.

EGED0), 103 19 2ol A4), A AZHER2
al

Aed, [F9] w=], Ae: 23AI5H, 2012,

Z44A, [3REE9 "5-’174% . A= , 2015

z349, I8 FAE), A ﬁZ:/\} 2013.

g - A, [Hdeld, 49e vtdl , Ae A48 T4, 2012

slojZE AFe AL - FE &4, N2 A4, AL & A4, 2011

KISA, =71 dRREswWA ], 2014.

I
(i
Fl

AT 9, “I7PAe A E HUIHE A [HRESIS|=FA]], 2012.10.

AsHE, “AlolHH ol et IAIF t-ggetat dharolle] AA” [Folsh] , A65Z,
20143 11€.

A2, “drzE] R GEIA Brk AP ge] A fAge] 87
[=x ), #1258, 20134,

A7)%, “nae] Aolud 9@ ok [@=AAs ] | SAS s, 2013
s, “AolmBziel Aol AAW ol 2o B AT, WA

detddista sk, 2009.
AEd, “Hie LA dFded did AAAHR” [HFATF],
sd ASTEFFAFEZA A4, 2013.3)
ARl “HI Aol s o) ket A [FLAHAT], A4 15, 2015.
28, “AtolH qbEe] mm@A:bEE o]Ee A [I=AASIE], A4y 13,
20154 &
AT, “AA A= Aol ey a I dsjAte” [TA=S] A7HBE
(= AFst3], 2013)
A4, “AolH H# e} Z7ktR” TRELH], A137F, 2011
B, “HRARIH o) AL Aol < Ay TR, AIB9E, 20144
st “AE g AlolmA s AN [TAREE], Al424%, 20139 84

- 158 -

Collection @ chosun



Ben, B3] AoMelHg thaAle] WA [AFER , ALTEA FATA
2011.5.4.)
e ukg A, “Aoluel de) AT sl BE AT
[ R EASE = RA ], 2015, 5.
Moy AYE, Aolude] FANA BAL 9B 718 AP
[AHEs =31, Al 5998 A2& (=AM e}3], 2014.6)
uho) (), “F7Hfol M BN Sl tE 217 [@FHRE A ]
#2148 5%, 2011. 10.
v o), “oh@d el Aol tgn TR, ATBE@FASE, 2013)
)0, “F7h Aoluiki. el MBS AL ST Aol A AER] ) | 2013, 5.
uhghs, “ B atajol SIgTi] Al MW TR, , A60S, 20147
WA, 2SN Aol SIRE Aol QR Mokt [EARE , ATE(@EEA

S, “/\}Ollﬂ QbE o] FQolqrel AAFYF” [HLAT], A6E A2 (=3ohstn
R FA A4, 2013.6.)
HEd@, “=7lARdEE FEodlA S AEH =] tee [d=adT,
A= HEA A4, 20117
HE@b), “AHtiA 5L Wit B3] Aol B At Al e
[z, 58 AeSEF=- A A T4, 2015.3)
g $2A, “Fom Aol HbdE vl - B4 B AT [24], 20149

]

A, “AbolR] QbR T g Aepel A [HHEETSHEA]], #2479 A65(
Gz, Y AFolF Hike| AR, [HIATSIE], A8A Al
G, NS AR EEAE,) [REEA 2], 2253, 201349

A e, Aol I tid AW A8 Ak £&F BT
rlateista Hedt], Al7A A125, 201449, 6€.
QB - A, “=7F Aolw HddE] WA WALl gt &7
rEdoiste Hajpehstl, 2013, 12

- 159 -

Collection @ chosun



oW - F3l, “mxA K| Atolw] FAol| g Hl W [HHEII|A|],
A244 A15(2014. 2)

oA - e, “AlolH TR I7IEE AP el B iRy [=gAT],
A48% A2A(E S HEEA A4, 2005.12)

olghr, "Ik Aol Skm FHAL BE AT, Arithetm thshd wpAker
=1 (2013).

o]47] 9, “2012d H3HA T/ L 20133 A [5UE FAEAA ), 2012

AFRA of, “EH3 Alolw] My AR =] I7H deAH” =0 AT],
A298 Ads (=g ARFAATF4, 2013)

&4, ‘B Aol sE AR AFAL,” [FA=T] A68S(Fh=AHeHs],
2011.4.)

HFF - 0183, “=7F A9yl FHHAZA Ao B AT
[Journal of Digital Forensics] , 2014 June.

polm elA@Rslmde] B A7, UL vst

Lot
o

HLA]_I’S}_?,]

— b |

EFF - AL, Ao A deY ITARET], ABLE(R=T AR,
2015)

ARE, ETY Abold A ol gk 2o e, [EERRAWdE2AR
2015\ 6.

AT o3, “HIY] tid AelHEle] Mg % tfgoll #ek uE”

[782st A1, A13d A4z, 20139 12€.
A, Aoy QERO| A ik A AF TS AoF [d=HXHFREI]]

20154,

s I8, “Alolw] hie] A ATAY [FABAEE], A5 35@IAA
A58, 2013

ek, “av] Ao HebA Fao] B 1B (AW, A48 A3E, 20134
A%

g, “B3lo] AlojwA 583 thd Alolw] YFH L 3] AlolH] SHEE 93
AAMA ol [HIAFESR] | A7 A25(H3AFE3), 2013.1D
A, “okrglg o] Walel Alojw] ¢rR” [AXA] - ARAT] , Al6H 237,

- 160 -

Collection @ chosun



2013 124,

HAFE, “AlolHA tuatde] FHARRE AAA AFGAT” [TAR=T], A0S
(&=wA1e3], 2012)

F=AEUNRSTY, “Fo=7PE AoldHolAlA 9 thEFF” [HFTEIAL,
A4z, 2014.

§3], “AlolH FzhE H7IREE" [H7IIRAZEFATA], 20149 4€.

k3], “AtolH <bHol| 3t H/PH R AR} Wl g 1E”
[e=74s74ss]] , A39%, 2014.

3. 7le} A%

“Eo HE AXME Aolwdolry” [AFRIE], 20133 54 20¢.

k=l
ol o
=}

(o

= “Z7} Abolw] ¢tx EstoiA” | [ZD Koreal , 2013.
AL, “AAHo 7 gt 5SS Ystuy WEe] PGS vigke Algo|ghd
FTEA £ U2 AT [2541E], 20149 1€ 1¢.

AL, TLRAAA WEAH”, [TILE] , 20159 1€ 8¢
[HQHF2 mrjo], 2014\d 11 28¢.
B2 [FYEE], 20159 01€ 249 (B)yyd 319
BAE [SYERE), 20159 01€¢ 169 w8 299 AME/ZH
At “AlelwEE tH] =7A7IAA AlFT [9718E17d 9], 2008 74 9<.
1Z3t, T234E], 20159 0149 27€4(3D 29y 314
LA F4LE], 20159 14 2¢.
FzALdR], 20154 02€ 179 (3p eyjyd 259
TAAIQE], 2015 01€ 07¢ () 23U 309 ARd/Z4
T ARFEAILE ST wE7, [gold8w72), 20159 149 159,

“Atold] 9 A A [widAAL, 20149 12€ 299,

A S M)

N

br
of

Z oz T T
5\ (s
oy g

N,

FAol, & Aol B8, [TA= AFsks AASHE.”  INKHIA], 2013 54 9<.
e, [EsYRE] 20159 056€ 06€(5) 23Ul 374 ARE/ZH

AFRL, “H=e] & Aol SAo] F= wE” [E3dE], 2015, 1 7.

£FE, I3 QAEF AL Fe RA o7 [=dR), 2015, 121
EGE, [=0YE], 20159 6€ 184.

- 161 -

Collection @ chosun



AEF, A A4 e AR, AT FHE B N TAAILE], 2013d
6 24%.

Aok, “AlolMEA Al ojxzpde] wiE Frie 8200Fdi [FtxA 22115,
2012\ 6¢ 18¢.

FUE, [=9YR)], 20159 02€ 03¢ 38 0269 Ui

FAs8L “dAe ol BT AfolmAlel AF Use tisk”, 2013 3¢ 31,

& “B3hel Atoln FA4 Fol| F=o] ot [wlefd=r Hidell , 2011.6.26.

“HlBgd, v=dd =48 Yets 7le= vt [F$YSUNDAY) , 2013

2
ro
-
2
}0{1

rL
[@p)
e
—
[@p)
e

[Zdm ], 20154 069 259 2 (288 ARYZ

FAAYE], 20154 019 059 Y2 0309 2uud

, “AolH QEEL 917]: Fk=re] Aty thg” [AFFAIE] , 2013 4€ 1.

T2 THOFFZ] 20139 69 279 AM/ZY

, 201543 049 03 F2Y 0299 25U

[=RYR ], 20159 08¢ 13U 22 011 A

[EolUR ], 2015.00.08, 3-8 A04W 3

[25AF)], 20149 3¢ 129, “d=2d A9 By JdEMAZE 372 s =8
ojof st Faro] Fobgk A Y| ES TAHLE HlEsk dhgslar wie)
o] YWRE o] Aol o o] mige|A] oo & Aojt}”

[Agw2l, 20139 49 17¢.

rAagtr2l, 20149 3¢ 279, “H3to] S8 =7k B34 ued-s7tA Sl
7] e 92 vgE AL GFEIF oo tig Fuid ARl =8 4
ol thek HAgke] dojubd AWY WAEA uff- FrtolH, H32 v g

e

BR7L AR WY F42 SRR FAS o)t Aol oheh: He o

2
o

Y
o,

re ot

e
o 4 I N o=

o

>
Fd

o
2

il

ES R

reaAn ], 20119 89 5. “H]3 Aol olo] A 3¢], B Aol Ele
T2 TAd Al 20134 3€ 209,

rolelel ), 2015 049 219 (3H) E3F 03¢

rolulAE A |, 20144 124

TAAYLE] , 20144 12€ 119 =8 006 S

Collection @ chosun



TAAIYR], 20151 06€ 154 €8 Al3H ALE

[AAAIE], 20159 05€ 07 (B) £% 024

[AAAE], 20159 079 249 () 234l 274

r=4ddr], 2011d 5€ 209, *& AtolHz & vl= ClAd 4.

[ZALR], 2015 07€ 249 289 A 03H

[Z2ddr], 20159 07€ 25¢ E8Y AGH T8

dUR], 20143 12€9 26 0049 £

FI R ], 20159 01€ 08Y &8¢ 0019 &3

YR ], 201519 03 18¢Y () AMd/ZH 309

GLR], 20158 7€ 25Y EQ Y AOGH F3

GeH], 201510 08¢ 27¢ HLoY 0029 F3F

[ghol Al w22], 20159 03€ 17¢ (3 T 084

T ARl HEE B9’ Algsith Hlme 3 Al E 2 peo] U
[OAgerx] , 20139 749 3¢,

“TAHY G5 Aol A 92 s N A4 [HYFEHe]], 20134 5€ 2¢.

“aaA] 5o Aol HEH” [JQAE], 2011d 5€ 9¢.

“ul= 37 Wl UC ZAete] BI= 4, $-guet=?" Trigogdol],
20134 11¢ 23¢.

“H| AtolHEQE HUAPF B = AbolWAE” [ZDNet Koreal , 20131 5€ 3.

“Eol HF AAE AlolHAeIt” [AFRIR ], 2013 5€ 20¢.

“Eol AT AHE AlolHAet” [AFRIR ], 2013 5€ 20¢.

“EAE, mledol AlolMA FH] vk [EUw2), 20123 109 119,

g Aol Y, ARG I e (R ], 20139 10¥ 21€.

Bateul AWl EMP AAeS ob=rl?” [Rulde ], 20139 3¢9 269,

gk Aol AL T AEAAE e A" [FYYR], 20099 7€ 104,

“Eg AlolW RO Al 3208 I [HARIE], 20139 59 144.
[AAAE], 2013 59 14¢.

“Eg Atold Fof Azl 3205 LItk AlelwEE, & AeAte] .7
[AAAE], 2013 59 14¢.

“Eake] Aol FF Hel F=ol Aok [HUFEAe]], 2013 1¢ 16%.

=

o

=

O

=

ofi o ofi off o

=

“

A

“

A
Lo

“

A

- 163 -

Collection @ chosun



“Bgho] AlolmaAel FUT 5 g Tk Aol 15 20009 577 HU)
2013 89 132,
"B, FAY TEAR Aolud 4d b TeeeH, 20114 64 19
“BEE BAFT, Aol 89 a9 T3 [AHFeplopRE , 20134 39 219
“§ Aol & AA 3917 ToPAelAA L, 20123 69 72,
=

“UREA=E] A 2k IR FHT AHAH” [AALR], 20133 10€ 22<.
‘Aoz Hilo] d AolHEA 2! [TVaA], 20139 104 17¢.

“6.25817, H3ho] ARGl e Aol ME2” [HAgA], 20139 6€ 26.

2. =3

7h S
Martin C. Libiki, “What is Information Warfare?” , 1995.
Richard A. ClarkesRobert Knakee, “Cyber War : The Next Threat to National Security
and What to Do About It” [HarperCollins Publishers] , 2010.
“Information Operation,” , [DoD Directive S-3600J , 1996. 12.
“International Strategy for Cyberspace” [White housel , 2011.

L =i

[Cyber Commander’ s eHandbook version 2.0 , The Technolytics Institute, 2011.

DoD of US,  “Department of Defense Strategy for Operating in Cyberspace”
[Quadrennial Defense Review Report] , July, 2011.

David Cenciotti, “Air strike on Damascus military complex shows Syrian Air Defense
can do nothing against Israeli Electronic Warfare” , 2013. 2.

“In cyberarms race, North Korea emerging as a power, not a pushopver” [The
Christian Science Monitor] , 2013. 10. 19.

James A. Lewis, “Cybersecurity Two Years Later” [CSIS], 2011. 1.

James A. Lewis, “In cyberams race, North korea emerging as pa power, not a
- 164 -

Collection @ chosun



pushover” [The Christian Science Monitor)] , 2013. 10. 19.

James Ball, “GCHQ captured emails of journalists from top international media” [The
Guardian] , 2015. 1. 19.

“North Korea: How the least-wired country became a hacking superpower”
[Global Post] , 2013. 5. 22.

“North Korean Newspaper hits out at US Cyber Warfare Polocy” [North Korea Tech] ,
2013. 8. 12.

“Q&A of the week: the current State of the Cyber Warfare Threat featuring Jeffey
Carr” [ZDNet] , 2012. 5. 11.

“Are there international rules for cyberwarfare?” [CBC News] , 2013. 3. 21.

- 165 -

Collection @ chosun



ZAArel 2
19759 0] Yaskel 409 WA o] BRI WAl
P3hn dgUth #ol 2REEA Qe ALHL WS do)

bzt Hael AHHers e AAA HdSUt AEY 26l A

M=

ZFat FAR ) Mg mjste @2 @4 How To Fight ¥+& A8t 1
ROEE AE G7HA] F7FGRE ARoE da doptua dun. &% wfiE
E] Hgdog 3

Tyt FHEHR EYste Ae 711 AEAYS EASUT old #
AR ASF Aol 7h Hgo] U Fuid =57 43 sfasty A4
old F e Tl M A3 FuE weExA sdsyn Ase

Azkale Aol S0l WASo] ol o =RF o] AFlE URW aA
£ 51 o]EHE ojud ABAAE Aol JAg B 5 e DAY o
AL WEES wHSUEUT. ot FERe 4RSS 2sE DU Y5
% glojof AEAA FET 4 Utk Az W Bl FUTh A Aol oY
2-3514 W AW TgoE WAR WA FHRS LIV AW AFL S
SONES 5 A% 2o nheos AZsm AHsASUG. L Aol
o wnlch PALET Bl 42 S e FRUCE T Ui
g sasla A% Adol AeuUth BUARAA nFE AYET 25 o
Z4< AFN TVel oletas) ofmriset AFold AAd AL 4712
eFehE Aol Ug Wuith tEHolu Hggw g BBl Fge] Ut o
2 Eae AUe AF A HuA U ANe] 2A0zA FAYT Tl
W AFAOE 2xz AdSEE FYE FASUD o2 FAA F7bus}
ARET H £ e e Ahs mASUT dause 539 94
£ 7k e usguth aey Sge 933 A% gasyt 2ew
AT S B@e] YA EY AW FH AUNFEY FFA ofehel

4 =
Foigly] mEe] FW EEE FIIRE AWAY AZEa FRHUNOE B3

- 166 -

Collection @ chosun



27

=

A TS

SEs
o) Apolu 9ol

1

kel
pul

o]

tod oinleiAlE 2ste &
=

=]

°

P A4, AFGA,

tatof

S QAeTt gloA dBE

I3 Az,

o]
o]
H

°

gd

st 1T7]

=

DA A
=

oA TE ofgaAL
EEETE

o Ex
| =% Edo] X7} HQ

o o

g

Aol dEZdud.
A

Z3AZE ol

1
=03
>}
9

°

-
s}
o]

=

=

1a

1

kel
pil

S

‘]

A
hus

=

]_
A7 w2l

ol of

il

doin Az, 8

i

2 EE T 2e AN AAAA aFE
0]

At By YR B

A RARLe
a7k goka AzEun

7hzre] BAA oo
L8] A 225l0] o] Fof

of
A =
3 ¥ o

o

o)
Y

REELR

I A3 Al FAA

JK

L
A=

= Ea §d, ok

=
LN

oy

=

=

5 A%

Np
)

o

il

T

A

=
=

- 167 -

Fuch a8l d=23 ofmye FA

= A
20151 12€ 21d(&) Ao d7AoA s =9

Collection @ chosun



	제1장 서론 
	제1절 연구의 목적 
	제2절 연구범위와 방법 

	제2장 이론적 고찰 
	제1절 사이버전의 이론 
	제2절 사이버 안보의 개념과 전략 
	제3절 사이버전의 수행절차와 양상 
	제4절 분석의 틀 

	제3장  주요 국가와 북한의 사이버 역량 
	제1절 주요국가의 사이버 역량 
	제2절 북한의 사이버전에 대한 전략과 역량 
	제3절 소결론 

	제4장 한국의 사이버 안보 실태 
	제1절 물리전과 연계한 북한의 사이버전 위협 
	제2절 한국의 사이버 안보 실태와 문제점 
	제3절 한국군의 사이버 안보 실태와 문제점 
	제4절 소결론 

	제5장 대응방안 
	제1절 국가차원의 대응방안 
	제2절 군차원의 대비방안 

	제6장 결론 
	참고문헌 


