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ABSTRACT

Priority-Based Adaptive MAC for Wireless Body Area Networks

in Unlicensed Bands

Sabin Bhandari
Advisor: Prof. Sangman Moh, Ph.D.
Department of Computer Engineering

Graduate School of Chosun University

In recent years, wireless body area networks (WBANSs) are widely used in
various applications such as healthcare systems and consumer electronics. In
WBAN:Ss, various sensors and actuators are placed, on or inside the human body
and connected wirelessly. Unlike the other wireless networks, WBANs have
specific requirements; however, the standard protocols such as IEEE 802.11 and
IEEE 802.15.4 cannot fulfill all the requirements. Consequently, many medium
access control (MAC) protocols have been studied, most of which are derived
from the IEEE 802.15.4 superframe structure with some improvements and
adjustments to effectively address the stringent requirements of WBANS.
Nevertheless, they do support differentiated quality of service (QoS) for various
forms of traffic coexisting in a WBAN. In particular, a QoS-aware MAC
protocol is highly necessary for WBANs in unlicensed ISM (Industrial,
Scientific, and Medical) bands because different wireless services such as
Bluetooth, WiFi, and Zigbee may cause great interference. In this thesis, we
propose the priority-based adaptive MAC protocol for WBANSs that allocates
time slots dynamically based on the traffic priority. Furthermore, multiple

channels are effectively utilized to reduce access delay in a WBAN in the

- Vii -
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presence of coexistent systems. The WBAN coordinator dynamically adjusts
channel access patterns according to interference environments. Our
performance evaluation results show that the proposed MAC outperforms the
IEEE 802.15.4 MAC and conventional priority-based MAC in terms of average

transmission time, throughput, energy consumption, and data collision ratio.
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I. INTRODUCTION

— /,,,\\
In-body sensor nodes A—»‘ J
(Implants) \\

On-body sensor nodes
/N .

/ / \ | WBAN coordinator
/ \

l / \ \

Figure 1. The general organization of a WBAN.

With the rapid advancements of physiological sensors and wireless
communications, the area of wireless sensor networks has grown significantly
supporting a range of applications including medical and healthcare services. A
wireless body area network (WBAN) is a special-purpose sensor network
designed to connect various sensors and actuators located on, in and around the
human body for continuous monitoring of vital signs such as heart-rate,
temperature, blood pressure, electrocardiogram (ECG), electroencephalography
(EEG), etc [1]. The general organization of a WBAN is shown in Figure 1.
Quality of service (QoS), flexibility, and cost effectiveness are important goals to
be achieved for healthcare applications and medical monitoring in WBANS.
Different sensors placed in different parts of the human body collect critical and
non-critical information and send the information to the coordinator. Moreover,
different actuators placed within the vicinity on or inside the human body to
communicate with the coordinator. Low delay, high reliability, low power
consumption, negligible electromagnetic interface with the human body, and

effective communications are the main issues for effective health monitoring
-1-
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systems. The inside or vicinity of the human body is the challenging environment

for the design of adaptable, dynamic and flexible protocols in WBANS.

The MAC protocol play a crucial role to provide QoS supports and prolonging
the lifespan of a network by controlling the packet collisions, overhearing, control
packet overhead, and idle listening [2, 3]. The IEEE 802.15.4 standard exhibiting
a desirable feature for WBAN has been discussed and applied in different WBAN
platforms [4]. However, there are several limitations in meeting specific
requirements and considerations for the successful implementation in medical as
well as in consumer electronic (CE) products. In recent years, there have been
many significant developments on MAC protocols for WBANs. The number of
MAC protocols are already used for the specific purposes, but they can adopt in
WBANSs with certain modification to fulfill the specification of WBANSs. The
IEEE 802.15.6 standard [5] defines the physical (PHY) and medium access
control (MAC) layers to provide the various ubiquitous services for both
medical/healthcare applications and other non-medical applications with varying
requirements. The MAC layer in the IEEE 802.15.6 standard aims to support a
low-complexity, low-cost, ultra-low power, and highly reliable wireless

communication for use in close proximity to or inside the human body .

The different PHY and MAC layer design approaches to develop efficient and
reliable mobile health (m-health) services for WBANSs are discussed and surveyed
in [6]. In [7,8], the various issues concerning channel modelling, coexistence,
energy consumption, MAC layer issues, and design features are analyzed and
summarized. A number of MAC protocols have been proposed for WBANS, but
few have been developed for cognitive radio body area networks (CRBANS). The
development of a MAC protocol for CRBANS is a promising area of research.
The recent development trends in MAC protocols for CRBANSs and open research

issues and challenges are presented in [9].
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A. Research Objective

Despite the promising applications for healthcare systems, WBANSs also impose
several challenges in network design and implementation. The design of MAC
protocols has a significant impact on energy efficiency, interference, reliability,
and QoS provision. High spectrum utilization, reliable communications between
nodes, minimum delay, and low energy consumption are key parameters for
efficient MAC protocols. One MAC protocol cannot satisfy the requirements of
all applications because the protocols are hardware- and application-dependent.
The MAC protocol suitable for WBANs must handle specific challenges and
issues associated with WBAN topology and node constraints.

In this thesis, we propose a priority-based adaptive MAC (PA-MAC) for WBANSs
in license-free spectrum based on IEEE 802.15.4. In the proposed MAC, we
exploit the channel switching capability of IEEE 802.15.4 radio hardware and
operate in beacon enable mode. In beacon enable mode, the WBAN coordinator
controls device association,synchronization, and data transmission using periodic
beacons. A fixed dedicated channel is assigned for beacon. The beacon channel
(BC) is used for transmission and reception of the beacon frames, whereas the rest
of the communication is done in the data channel (DC). Moreover, we also
prioritized the nodes by using a priority-guaranteed CSMA/CA procedure in the
CAP. To support various QoS requirements, we classify data traffic into four
priorities and divide the CAP into four sub-phases dynamically. The proposed
PA-MAC supports both CAP and CFP. The CFP is used to transfer continuous

and large number of data packets to the coordinator.
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B. Thesis Layout

The rest of the thesis is organized as follows: In chapter 11, several existing MAC
protocols proposed for WBANSs are reviewed and highlighted in terms of the
significant features of each MAC protocol. The reviewed MAC protocols are
compared with respect to multiple access, performance, advantages and
limitations. We also present the open issues and challenges in the design of
efficient MAC protocols for WBANS. The proposed MAC protocol is presented in
chapter I1l. The multi-channel utilization, data traffic prioritization, dynamic
timeslot allocation, and data transfer procedures are discussed in detail. The
analytical approximation of the proposed protocol is described in chapter V. In
chapter V, the performance of the proposed PA-MAC is evaluated via computer
simulation and compared with the IEEE 802.15.4 standard protocol and
conventional priority-based MAC protocol. Finally, the conclusions of the thesis
and future works are provided in chapter V1.
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II. RELATED WORKS

In WBAN:S, different sensors placed in different parts of the human body collect
critical and non-critical information and send the information to the coordinator.
Also, different actuators placed within vicinity on or inside the human body
communicate with the coordinator. Low power consumption, negligible
electromagnetic interface with human body, low delay, high reliability and
effective communications are the main issues for effective health monitoring
systems. There are several attributes to be considered for the design of an
effective, reliable and energy-efficient MAC protocol for WBANSs. In WBAN:S, all
the nodes of sensors and actuators are operated by small batteries. For long time
operation, it is necessary to restrict energy dissipation as low as possible and, thus,
the design of energy-aware communication protocols is necessarily required. In
the literatures [2, 3], it is found that the main source of energy wastes is data
collisions, overhearing, packet overhead, traffic fluctuation and idle listening.
Overhearing occurs when one receives a packet that is destined to other nodes.
Over-emitting is caused by the prolonged transmission of a message when the
destination node is not ready to receive. Transmission of data packets in a channel
from multiple sensor nodes results in packet collision. These kinds of packets are
dropped and sender nodes retransmit the packets later again, leading to extra
energy dissipation. Idle listening incurs when a node listens to an idle channel to
receive possible traffic. The physical layer has some limitation for power
optimization, but the MAC layer can provide the significant level of energy saving
by introducing different scheduling process, signaling technique, optimal packet

structure and different channel access scheme.

Channel scheduling is presented in [10] to reduce mutual interference between

nodes that belong to the same network. To reduce idle listening, the control
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channel is differentiated from the data channels with different frequency bands.
The channel information is announced using beacon frames, which are
broadcasted to allow all the devices to know the assigned channels. However, this
scheme does not consider any priority differentiation mechanism.

A novel priority-based channel access algorithm for contention-based MAC
protocol [11] is devised to solve the contention complexity problems. The
algorithm categorizes the traffic packets into four different levels, and divides the
CAP into four sub-phases dynamically. However, in this algorithm the
classification of continuous and discontinuous data traffic, and use of GTSs is not

considered.

A traffic-aware dynamic MAC protocol (TAD-MAC) for both invasive and non-
invasive WBANS is introduced in [12]. In this protocol, each node adapts its wake
up interval dynamically based on a traffic status register bank. The dynamic wake
up interval scheme saves extra power consumed by idle listening, overhearing,

collisions, and unnecessary beacon retransmission.

The low-delay traffic-adaptive MAC protocol (LDTA-MAC) is reported in [13],
where GTS time slots are allocated dynamically based on node traffic to
overcome the shortcomings of the IEEE 802.15.4 MAC protocol. Similarly, the
schemes in [14] prioritized the data traffic based on data’s features, and adaptively
allocate CFP or CAP for the data according to priority level. However, there is no

consideration of traffic priority and back off value of them.

In [15], a traffic load aware sensor MAC (ATLAS) is presented for collaborative
body area sensor networks. The superframe structure dynamically varies based on
the traffic load and also uses a multihop communication pattern. Nevertheless,
there is no consideration about the priority of different packets and back-off

classes.
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The authors in [16] considered a traffic priority and load-adaptive MAC (PLA-
MAC), which provides QoS to the packets according to their traffic priority level.
The packets with the higher priority level get better service than the packets with
lower priority. Although it considers packet-level priority and reliability, but the

condition-based network's channel adaptation is missing.

The traffic adaptive MAC protocol proposed in [17], uses a traffic based wakeup
mechanism and a wakeup radio mechanism to accommodate the various kinds of
data in a reliable manner. The proposed MAC utilizes the traffic information to
enable low power communication. The wakeup tables are established to
coordinate the transmission schedule of the nodes, whereas a wakeup radio

mechanism is employed for emergency situations.

A schedule-based heartbeat driven MAC protocol (H-MAC) is presented in [18].
This protocol uses the heart rhythm information to perform synchronization and
reduces the extra energy costs, but the heart beat information is not always valid

due to variations in the patient’s health condition.

A context-aware MAC protocol [19], can switch between normal state and
emergency state. The data rate and duty cycle of sensor nodes are dynamically
changed to meet the requirement of latency and traffic loads in a context-aware
way. The sensor nodes can obtain one or more time slots for periodic or bursty
applications according to their traffic characteristics.

In [20], a hybrid and secure priority guarantee MAC protocol (PMAC) for
WBANS is proposed. The proposed MAC uses two CAPs for accommodating
normal and critical data, whereas one CFP is used for accommodating the large
amount of data packets. In addition , a set of security keys is used to prevent
illegal access to WBANS.
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A MAC protocol specially designed for energy-harvesting WBANS is presented in
[21]. The nodes are assigned different priorities and access methods based on the

criticality of their data packets and the type of energy harvesting source.

The authors in [22], experimentally investigated the robustness of medical data
packet transmission based on the frequency hopping mechanism in heterogeneous
environments. The measurement results demonstrate that the transmission
reliability requirement depends significantly on the signal strength of the other
signals as well as the chosen channel/frequency band. It is a fact that the
heterogeneous working requirements of WBAN define different QoS issues,
which are specific to that particular application area only. WBAN applications are
very sensitive and hence QoS issues in WBAN require more attention and focus

and should be taken up more seriously.

A. Characteristics and Design Approaches

Unlike other wireless networks, WBANS have their own inherent characteristics
and design requirements. The main outstanding characteristics of WBANs are
listed below.

e Each link should support bit rates in the range of 10 Kb/s to 10 Mb/s.

e Packet error rate should be negligible.

e Nodes should be capable of reliable communication even when a person
is on body movements, and data should not be lost due to unstable
channel conditions.

e Latency, jitter, and reliability should be supported for WBANS
applications.

e On- body and in-body WBANSs should be capable of coexisting within
range.

e WBANS should be capable of operation in heterogeneous environments

where networks of different standards cooperate with each other.
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e WBANS must incorporate QoS management features.
e To operate in a power constrained environment, power saving

mechanisms should be incorporated.

The main approaches adopted in the MAC protocols for WBANS are lower-power
listening (LPL), schedule contention, and time division multiple access (TDMA).

In this section, each approach is reviewed in detail.

1. Lower-Power Listening (LPL)

In the LPL mechanism, nodes wakeup for a short duration to check the channel
activity without receiving data. If the channel is not idle, the node remains in
active state to receive data and other nodes go back to sleeping mode. It uses the
non-persistent carrier sense multiple access (CSMA) and preamble sampling
technique to mitigate idle listening. High energy efficiency is achieved in high
traffic conditions through the minimization of the wakeup preamble length.
WiseMAC [3] is a low power contention medium access control protocol
designed for multi-hop wireless sensor networks. The LPL mechanism has several
advantages and disadvantages. The periodic sampling is very efficient for high-
traffic nodes. In body nodes, periodic sampling is not preferred due to strict power
constraints. WBANSs are usually configured as a star topology and the uplink
traffic is dominant and, thus, the use of the LPL mechanism may not be an

optimal solution.

2. Scheduled Contention

Scheduled contention is a combination of scheduling and contention based
mechanism to avoid the problem of scalability and collision. In contention based
protocols, contending nodes try to access the channel for data transmission.
Therefore, the probability of packet collision is greatly increased. An example of
contention based MAC protocols is CSMA/CA in which CCA is performed by
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nodes before transmitting data. TDMA, code division multiple access (CDMA)
and frequency division multiple access (FDMA) schemes are some examples of
scheduling mechanisms. But, CDMA and FDMA are not suitable for WBANS
because of high computational overhead and bandwidth limitation. S-MAC [2] is
proposed for wireless sensor networks. The protocol uses fixed duty cycles to
solve idle listening problem. Nodes wake up after a specific time period, as
assigned by coordinator, send data and go back to sleep mode again. All the nodes
are synchronized and, thus, collision can be easily avoided. S-MAC gives
considerably low latency. Energy loss due to collision, overhearing, and idle

listening is minimized because nodes are turned on only for data transmission.

3. Time Division Multiple Access (TDMA)

In WBANS, TDMA is the most suitable scheduling scheme due to its sensitivity
for synchronization. In TDMA, a superframe consists of a fixed number of time
slots allocated to sensor nodes by a central node called coordinator. Traffic rate is
one of the key parameters used by the coordinator to allocate time for each
contending node. Because slots are pre-allocated to individual nodes, they are
collision free. The synchronization process may degrade the performance in terms
of energy consumption. H-MAC [18] and Body MAC [23] are the examples of
TDMA based MAC protocols.

Reliability, safety and security are the other important metrics besides energy
efficiency. Reliability in WBANSs depends upon packet transmission delay and
packet loss probability. Bit error rate (BER) and packet transmission process may
cause packet loss. QoS is another factor for reliable and effective WBANS. The
MAC layer plays a great role to achieve high QoS. Other parameters include
scalability, topology adaptability, throughput, jitter, latency and bandwidth
utilization. The number of nodes to collect necessary information varies according

to the network requirements. To support the scalability, WBANs can be easily

-10 -
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reconfigured by adding or removing sensor nodes as per requirements. The MAC

layer has potential to achieve scalability.

WBANSs can be considered as a special type of wireless sensor networks, with
their own requirements. To realize communications between nodes in a WBAN,
some techniques of wireless sensor networks and ad hoc networks could be
adapted. Two types of intra-body and extra-body communications are used in
WBAN:Ss. In WBANS, sensors communicate with controllers, which is the inter-
body model. The sensors, which are wearable, are operating at close proximity to
a human body and, thus, the communication must consume less power in order to
reduce electro-magnetic effects of radio waves on the human body. The intra-
body communication controls the information handling between sensors (or
actuators) and the coordinator. The extra-body communication ensures the

communication between the coordinator and an external network.

B. Existing MAC Protocols for WBANSs

In this section, existing MAC protocols proposed for WBANS are reviewed and

highlighted in terms of the significant features of each MAC protocol.

1. IEEE 802.15.4 MAC

The IEEE 802.15.4 MAC protocol was designed for the low data rate applications,
and it is the most commonly used MAC in wireless sensor networks [4]. The
general characteristics of the IEEE 802.15.4 MAC protocol are: low power
consumption, support for low latency devices, star or peer-to-peer operation, and
dynamic device addressing. The IEEE 802.15.4 MAC protocol operates in three
frequency bands; 16 channels in the 2.4 GHz ISM band, 10 channels in the 915
MHz ISM band, and 1 channel in the European 868MHz band. In IEEE 802.15.4 ,
two operational modes are defined; beacon enable mode and non-beacon enable

mode. In the beacon enabled mode, communication is synchronized and

-11-
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controlled by the network coordinator. A superframe consists of active and
inactive periods. The active period is further divided into three parts; beacon,
contention access period (CAP) using slotted CSMA/CA, and a contention free
period (CFP) as shown in Figure 2. The CFP contains up to seven guaranteed
timeslots (GTS). All the communications must be taken place during the active
parts, and devices can sleep in an inactive part to conserve the energy. The
structure of superframe is determined by the network coordinator using two
parameters; superframe order (SO) and beacon order (BO). The SO is used to
describe the length of superframe duration (SD), whereas BO defines the beacon
interval (BI). There are mainly two types of devices in IEEE 802.15.4; full
function device (FFD) and reduced function device (RFD). The FFD can support
all the network functions and operate as the network coordinator as well as an end
device, whereas RFD can only use as an end device. The FFD performs the
energy detection (ED) to detect the peak energy of the channel and select the
appropriate channel for data transmission.

Beacon Beacon
1 CAP CFP with GTS >

Active

t«——— Superframe duration (SD)

Beacon interval (Bl)

SD = aBaseSuperframeDuration * 2°° symbols
BI = aBaseSuperframeDuration * 2°° symbols

Figure 2. IEEE 802.15.4 superframe.

2. TAD-MAC

The traffic aware dynamic MAC (TAD-MAC) protocol [12] targets both invasive
and noninvasive WBANSs by considering a hybrid network topology which
includes a star topology for in-body networks and a mesh topology for on-body
networks. In TAD-MAC, every node adapts its wake up interval (WUInt)

-12 -
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dynamically. A traffic status register bank (TST-bank) contains the traffic
statistics and continuously update the WUInt of receiving nodes. In the invasive
networks, nodes communicate directly with the coordinator and contain a TSR-
bank for all the transmit nodes. For the noninvasive networks, all nodes contain
the TSR-bank of neighbor nodes. The basic principle of the TAD-MAC protocol,
which is initiated by the receiving node, is shown in Figure 3. In the second phase,

the receiving node (coordinator) has adapted its WUInt schedule so that the idle

. L

listening is minimized [12].

Coordinator

v

Idle
listening
« N Data
Node 1 >
Idle listening Data
Node2 — >
Idle listening Data
Node n >
D: Beacon e \Wakeup State : Sleep State
(@
Coordinator ﬂ >
Data
Node 1 >
Data
Node 2 >
Data
Node n >
D: Beacon s \Wakeup State : Sleep State

(b)
Figure 3. Two phases of TAD-MAC: (a) evolution phase before convergence and (b) steady
state phase after convergence.
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3. Traffic-adaptive MAC (TaMAC)

The TaMAC protocol [17] uses a traffic based wakeup mechanism and a wake up
radio to accommodate normal, emergency, and on-demand traffic in a reliable
manner. In TaMAC, channels are bounded by the superframe structure. The
superframe contains a beacon, a configurable contention access period (CCAP),
and a contention free period (CFP) as shown in Figure 4.

Beacon Beacon
> >
CCAP CFP (GTS slots) I

Figure 4. TaMAC superframe structure.

The CCAP period contains a few mini-slots (3 or 4) of equal duration for short
data transmission. The slotted ALOHA protocol is used because the CSMA/CA
protocol encounters unreliable CCA and heavy collision. The CFP period contains
a series of GTSs used for data transmission. The TaMAC protocol uses two
channel access mechanisms: a traffic based wakeup mechanism for normal traffic

conditions and a wakeup radio mechanism for emergency/on-demand traffic.

In the traffic based mechanism, initial traffic-patterns are predefined and the
operation of each node is based on the traffic pattern. The traffic based wakeup
table is maintained by the coordinator. The nodes are assigned predefined traffic
patterns and wake up whenever they have data to send/receive; otherwise, they
remain in sleep mode. This avoids the unnecessary power consumption caused by
idle listening and overhearing. If more than one node has the same traffic pattern,
then resources are allocated to a high priority node. The data transmission starts in
the GTS slot and ends up with an acknowledgement from the coordinator. To
compensate for the clock drift between the coordinator and nodes, the nodes wake

up a bit earlier than the exact beacon event.

-14 -

Collection @ chosun



In the wakeup radio mechanism, the nodes for emergency traffic or the
coordinator for on demand traffic send wakeup radio signals to each other. It also
updates the traffic based wakeup table. TaMAC utilizes the traffic information to

enable low-power communication.

4. Heartbeat-driven MAC (H-MAC)

H-MAC is a TDMA based protocol for WBANSs to improve energy efficiency by
exploiting heartbeat rhythm information for synchronization [18]. The nodes do
not need to receive periodic information to perform synchronization. All rhythms
represented by peak sequences are naturally synchronized since they are driven by
the same source, i.e., the heartbeat. An algorithm is introduced for detection of
heartbeat rhythm peak. Each biosensor extracts heartbeat rhythm information
from its sensory data. A star network topology is assumed. The network
coordinator is the common receiver of the all data transmission. TDMA assigns
dedicated time slots to each biosensor to guarantee collision free transmission.

In H-MAC, efficiency is achieved by TDMA approach by reducing idle listening
and avoiding the collisions. Although H-MAC protocol reduces the extra energy
cost for synchronization, it is not accessible to all the sensors. Also, the TDMA
slots are dedicated and are not traffic adaptive. The guard band in TDMA for
avoiding collisions encounters low bandwidth efficiency.

5. Context Aware MAC

The context aware MAC protocol [19] was designed to guarantee the critical and
emergency data. To save energy, a TDMA based MAC frame structure is used,
which is shown in Figure 5 and consists of two parts: beacon and data

transmission.
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Figure 5. TDMA MAC frame structure.

In the context aware MAC, a centrally controlled TDMA based scheme is used to
address the problems of collision, idle listening and overhearing because the
sensor nodes only transmit data in their dedicated slots. In beacon slot,
coordinator assigns slots for each sensor node by broadcasting a beacon packet.
Data slots are assigned to sensor nodes for contention free data transmission.
Sensor nodes can obtain one or more slots for periodic or bursty applications
depending on their traffic characteristics. This on-demand slot allocation mitigates
the frame overhead caused by fixed slot allocation where nodes with low

transmission frequency hold reserved slots in every frame.

All sensor nodes wake up at the beacon slot of a new frame for the purpose of
checking if there is a new beacon packet. If no beacon packet is sensed, sensor
nodes return to sleep and will not wake up until their assigned slots are available.
The frame structure is unchanged and the normal state will be periodically
repeated if coordinator broadcast a new beacon packet. If a new beacon packet is
received, it indicates the coordinator has detected abnormal situation by data
processing and analysis within the previous frame and hopes to trigger emergency
state. Then, all sensor nodes take the updated information about slot allocation,
and a new frame structure is formed. Those sensor nodes which are of most
relevance to the monitoring context obtain higher duty cycle, which implies more

slots for transmitting data. At the same time, these nodes also increase their
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sample rate to fulfill emergency monitoring task. Other unconcerned nodes,
however, may mitigate available bandwidth and sample rate, or even cease data
transmission, resulting in reduction of energy wastage. The emergency state lasts
until coordinator broadcasts another new beacon packet altering the system back

to normal state.

The distinctive feature of the context aware MAC is optional synchronization
which is used to decrease the synchronization overhead. A sensor node
encapsulates local clock information into a data packet. When the coordinator
receives the data packet, it takes the clock information and compares that with its
local clock information. If the time interval between two clocks exceeds the guard
time slot, a parameter called clock offset is set as the interval; otherwise, no
operation occurs. The coordinator then encapsulates clock offset into ACK packet
and sends it to corresponding sensor node. The sensor node can adjust local clock
relying on the value of clock offset after receiving ACK packet. In addition, all
the computing tasks are distributed to the coordinator which is less energy
constrained and, thus, sensor nodes simply need to passively extract and adjust

clock information.

The context aware MAC protocol has lower latency and lower power
consumption as compared to IEEE 802.15.4 MAC. This is because the increased
bandwidth in emergency state provides extra transmission opportunities for
packets buffered in normal state. In IEEE 802.15.4 MAC, data collisions caused
by CSMAJ/CA become more serious with higher traffic load. The context aware
MAC protocol does not respond to emergency immediately, but it still shows a

good performance in latency.

6. BodyMAC

BodyMAC is a TDMA based MAC protocol [23]. Its design objective is to
achieve energy efficient and flexible operation in terms of bandwidth allocation
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and to support a sleep mode to fulfill the requirements of WBANS. In [23], it is
assumed that WBANSs would use a star topology, especially for implanted devices.
A TDMA-based frame structure with uplink and downlink subframes is defined.
The MAC frame is adaptive and flexible with respect to sleep mode for improving

the efficiency of the sleep mode.

Beacon Beacon

Downlink Uplink

Figure 6. BodyMAC frame structure.

The MAC frame in BodyMAC has three parts: beacon, downlink and uplink as
shown in Figure 6. Beacon is used for MAC layer synchronization and description
of the MAC frame structure. The downlink part is reserved for transmission from
a gateway to nodes. It can be either unicast data for a specific node or broadcast
data for all the nodes in the network. The uplink part has two sub-parts: contention
access period (CAP) and contention free period (CFP). CAP is based on
CSMAJ/CA, and the nodes contend in CAP for the transmission of MAC control
packets. The gateway controls the allocation of slots in CFP. The GTS in CFP is
dedicated to one node. The duration of downlink, CAP and CFP are adaptively

configured by the gateway based on the current traffic characteristics.

Frequent state switching of radio states costs extra energy and bandwidth in terms
of transmission gaps. The inclusion of uplink and downlink in the same MAC
frame structure can save energy by reducing the switching time between
transmitting and receiving states. The dedicated slot allocation in CFP is
completely collision free. This improves the successful packet transmission
possibility and hence saves energy. The main characteristic of data transmission in
BodyMAC is that downlink and uplink are asymmetric. The three types of data
resources are defined: burst bandwidth, periodic bandwidth, and adjust bandwidth.

The burst bandwidth defines a temporary period of bandwidth which only lasts for
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several MAC frames and will be recycled gradually by the gateway. The periodic
bandwidth is assigned to allow a node to have access to the channel exclusively
within a portion of each MAC frame or few MAC frames. The adjust bandwidth
defines the amount of bandwidth to be added or reduced from the previous

periodic bandwidth.

Idle listening is a major part of waste energy when nodes have to stay awake to
receive potential data. An efficient sleep mode is introduced to turn off a node’s
radio, especially for the nodes supporting low duty cycle applications. A good
sleep mode mechanism should perform a proper tradeoff between flexibility and
energy efficiency. A sleep mode must be capable of event reporting during critical
conditions. Even during the sleep duration, a node is capable of transmitting data
packets to the gateway if it has been allocated GTS resources. GTS can also be

used as a synchronization procedure.

BodyMAC uses flexible and efficient bandwidth allocation schemes and sleep
mode to meet the requirements of dynamic applications in WBAN:S. It is observed
in [23] that BodyMAC offers better performance in terms of the end-to-end packet
delay and energy saving compared to IEEE 802.15.4 MAC.

7. Scalable and Robust MAC

Based on the integrated superframe structure of IEEE 802.15.4, a modified MAC
for WBANSs with focus on the simplicity, dependability and power efficiency is
introduced in [24]. The support of multiple physical layers (PHYs) including
ultra-wide band (UWB) is taken into account. Also, mini slotted ALOHA is used
in contention access period (CAP) for enhancing the efficiency of contention. The
sufficient slot allocation in the contention-free period (CFP) makes the proposed
protocol adaptive to different kinds of traffic.

Channel sensing cannot be guaranteed in all frequency bands and scenarios. For
example, in a UWB system, usually the channel sensing is not reliable due to the
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low signal to noise ratio (SNR). Dynamic environment with human movement
also influences the sensitivity of the channel sensing. As a result, unreliable
channel sensing leads to hidden node problem in CSMA or channel sensing error.
In the place of CSMA/CA, ALOHA based mechanism is chosen for simplicity

and the contention efficiency.

Figure 7 shows one slot in a superframe, which consists of four mini-slots. A
command frame (Cmd) or an acknowledgment (ACK) frame may use one mini-
slot. To respond to multiple short commands, a group ACK can be used.

f<=Mini-slot->|

Cmd ‘ Cmd ‘ Cmd ‘ ACK ‘

Slot

Figure 7. Mini-slot concept.

To increase the success probability of the transmission, all the data packets
claimed QoS requirement are transmitted in the CFP of a superframe. According
to the specifications of IEEE 802.15.4, a GTS may occupy more than one slot
period. However, only up to seven of these GTSs can be allocated to devices in a
superframe. So, IEEE 802.15.4 cannot support more than seven devices with CFP
traffic simultaneously. An adaptive slot allocation method in CFP is introduced to
support more devices and to guarantee QoS. The time duration of CFP is adaptive
to traffic, so it may be zero if there is no CFP traffic. At the maximum limit, it
may occupy the whole active portion of the superframe. If a device wants to join a
WBAN, it reports the information such as data rate, sampling interval, etc. to the
coordinator in the process of association. Then, the coordinator allocates sufficient
slots at the appropriate superframe indicated by beacon. After the device transmits
data packets, the allocated slots will be released for other devices. For dynamic
occupancy and release, a WBAN can support more devices using the dedicated
flexibility of GTSs.
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8. TDMA Based Directional MAC

The TDMA based directional MAC protocol in [25] uses TDMA and multi-beam
antenna approach together to provide spatial division multiple access (SDMA),
which has clear advantage over FDMA, CSMA, TDMA, etc. In this approach, the
human body is divided into four sectors keeping body area network coordinator
(BAN_C) as its center. Each sector has its own transceivers that are capable of
simultaneous transmission, and directionality is used on only BAN_C. The use of
multi-beam directional antennas makes each sector independent of others and also
benefits in the form of spatial reuse, extended range and energy saving. The
protocol uses two BAN coordinator: one for normal and urgent traffic and another
for urgent traffic only. Multi-beam directional antennas are capable of
simultaneous transmission in four directions [25]. After finishing transmission of

the data, every node goes to sleep. The superframe structure is shown in Figure 8.

The three types of WBAN traffic are considered: normal traffic, urgent traffic and
on-demand traffic. For the normal traffic, each receiver of BAN_C will receive
data from different sector nodes simultaneously. Nodes of the same sector will
have different time slots reserved because, in a single time slot, BAN_C can
receive data from each of the sector. For the urgent traffic, if there is an urgent
data in the reserved time slot of a node, the node will send data to main BAN_C,;
otherwise, the node will send data to secondary BAN_C. For on-demand traffic,
the wake up radio will be used by BAN_C to wake up the destined node, which
will either be in sleep mode or in transmitting mode. Then, the data transmission

will take place.

Beacon Beacon

CAP ‘ CFP

l«— Downlink ‘ Uplink |

Figure 8. TDMA based directional MAC superframe.
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C. Comparison and Discussion of Existing MAC protocols

In this section, a detailed comparison of the MAC protocols designed for WBANS

is discussed. In Table 1, the MAC protocols reviewed in the previous section are

compared with respect to multiple access, performance, advantages and

limitations.

Table 1. Comparison of the MAC protocols designed for WBANS.

Protocol Multiple access Performance Advantages Limitations
WiseMAC | Non-persistent | e Power efficient as ¢ Adaptive and scalable to | e Decentralized
[3] CSMA and compared to IEEE different traffic listen and sleep
preamble 802.15.4 conditions mode
sampling o Useful for normal ¢ Mobility support ¢ Long overhearing
traffic conditions and and no
not suitable for low mechanism to
duty cycle nodes adapt to changing
traffic patterns
TAD-MAC | Adaptive to o Outperforms the e Dynamic adaptation e For variable
[12] wake-up interval | other protocols in resulting in ultra-low traffic, there is a
based on the fixed and variable energy consumption significant
traffic variations | traffic from idle listening, degradation in
 Supports hybrid overhearing, collisions performance of
topology suitable for | and unnecessary wake- non-dynamic
both invasive and up beacon transmission environments in
noninvasive terms of energy
WBAANSs consumption,
quality of service
and latency.
TaMAC [17] | TDMA e Better performance | e Low delay e Inefficient for
(A superframe than WiseMAC and | ¢ Accommodates normal, dynamic topology
contains a IEEE 802.15.4 in emergency and on-
beacon, CCAP terms of delay and demand traffic in a
and CFP.) power consumption reliable manner
e Good for normal o Traffic-based wake up
traffic and low power | mechanism to increase
applications energy efficiency
H-MAC [18] | TDMA o Outperforms S-MAC | e Improve energy e Single point of
[2] and IEEE efficiency by exploiting failure because it
802.15.4 in terms of heartbeat rhythm to depends upon the
network lifetime perform time human heart for
synchronization for synchronization
TDMA
e Time synchronization
without having to turn
on their radio to receive
periodic timing
information from a
central controller
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Table 1. Continued.

Protocol | Multiple access Performance Advantages Limitations
Context TDMA e Lower latency and o Context awareness; i.e., | Does not respond
Aware lower power adopts different to emergency
MAC [19] consumption as transmission strategies immediately; i.e.,

compared to IEEE depending on slow adaptation to
802.15.4 MAC. environmental changes
conditions, patient
activity, data rate, etc.
o Optional
synchronization to
decrease the
synchronization
overhead
Body TDMA e Better result in terms | e Low overhead and high | e All nodes need to
MAC [23] of end-to-end packet | throughput listen to the long
delay and energy o Adaptive to uplink and preamble.
consumption as downlink
compared to IEEE | e Good packet delivery
802.15.4 rate
e Suitable for normal | e Energy efficient sleep
and high traffic mode
conditions
Scalable Mini slotted e Provides scalability | e Specially designed mini- | e Unclear energy
and robust | ALOHA in CAP | and robustness slot method to increase efficiency
MAC [24] |and adaptive slot | compared to IEEE contention efficiency
allocation in CFP | 802.15.4 by using e Simple for
revised CAP and implementation to chip
CFP schemes makers
o Contention-free scheme
for guaranteeing QoS
TDMA TDMA and e Prioritized service o Differentiates between | e Unclear
based SDMA with for different nodes normal and urgent traffic | performance
directional | multi-beam according to their using two network improvement
MAC [25] |antennas application coordinators (Neither analysis
requirements e Spatial reuse, extended nor simulation
range and energy saving | result is given.)
thanks to multi-beam
antennas

Frequency division multiple access (FDMA) and code division multiple access
(CDMA) protocols are unsuitable in the context of wireless sensor networks due
to the limited frequency bands and computational capability. As a result, many
protocols studied so far are based on the TDMA scheme. In WBANS, the TDMA
based protocols based on star topology are used to mitigate idle listening,
overhearing and collisions. Because slots are pre-allocated to individual nodes,

they are contention free but not adaptive, flexible and scalable. In [19], an
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optional synchronization scheme is introduced to reduce the overhead caused by
frequent synchronization in TDMA. CSMA/CA is scalable with no time
synchronization constraint and also shows good adaptation to topology changes as
in [3]. However, additional energy consumption for collision avoidance and
overhead are the main drawback of CSMA/CA. The ALOHA can be used in the
place of CSMAJ/CA because channel sensing is not accurate in implanted sensors
as in [24]. Based on the network topology and the limited number of sensor nodes
in WBANSs, TDMA could be considered as suitable solution for medium access in
WBANS.

Frequent state switching of radio states costs extra energy and bandwidth in terms
of transmission gaps, the inclusion of uplink and downlink in the same MAC
frame structure can save energy by reducing the switching time between the
transmitting and receiving states. Most of the MAC protocols are proposed to
avoid energy dissipation due to collision, idle listening and overhearing. The other
objectives for efficient multifunctional MAC protocols are reliable
communication, reduce synchronization cost, minimum delay, and bandwidth

utilization.

Different proposed MAC protocols have their own pros and cons in the context of
real WBAN applications. However, the selection of a MAC protocol depends on
the application, hardware and deployment scenarios.

D. Open Issues and Challenges

In this section, we present open issues and challenges in the design of efficient
MAC protocols for WBANSs. There are numerous challenges in a wireless body

area network, a few of which are as follows:
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1. Security and Privacy

Security and privacy issues are the major concerns in every field. WBANSs enable
the collection of life-critical data for better medical services. However, they preset
new and unique security and privacy challenges. Addressing security in WBANS
faces different difficulties. WBANS inherit most of the well-known security
challenges from wireless sensor networks. However, the typical characteristics of
WBANS, such as severe resource constraints and harsh environmental conditions,
pose additional unique challenges for security and privacy support [26]. It is very
important to identify the adequate levels of security challenges and their potential

solutions.

2. Cognitive Radio Capability

Cognitive radio (CR) is a paradigm for opportunistic access of licensed parts of
the electromagnetic spectrums by unlicensed users. The CR technology enables
unlicensed users (or secondary users, SUs) to access underutilized licensed (or
white space) spectrum opportunistically whenever licensed users (or primary
users, PUs) are in idle state [27]. CR has unique attributes of learn, sense, and
adapt. Some CR schemes are proposed for the medical wireless body area
networks [28-30]. The MAC protocol for WBANs with cognitive radio
capabilities is another promising research area that needs to address more

extensively in the future.

3. Energy Harvesting

In WBANS, the replacement of batteries is not practical. Energy harvesting will
have a great impact on the lifetime of future WBANs. Common sources of energy
harvesting include mechanical, thermal, electromagnetic, natural and human body
energy. Nowadays, energy harvesting devices efficiently and efficiently capture,

accumulate and store energy to power sensor nodes [31]. The sources of energy
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can be utilized by means of an energy efficient protocol to extend network

lifetime.

4. Reducing Interference

Reducing interference in WBANS is another important challenge. For example,
the accurate detection of the physical locations of biomedical devices may be
helpful for reducing the mutual interference. A radio frequency identification
(RFID) based transceiver is used in [32] in order to detect the respective physical
locations of biomedical devices. RFID transceiver may be suitable for WBANS
due to the lower power transceiver, but it may cause interference to biomedical
devices. Without accurate physical location offered by RFID, however, there may
be a greater challenge to reduce mutual interference between different sensors and

medical devices.

5. Enhancing QoS

QoS provision is also a major concern. QoS requirements vary according to
application and operating environment. QoS support is a challenging issue
because of the numerous resource constraints, such as limited power, bandwidth,
memory, processing power, etc., in WBANS. Priority-based scheduling schemes

can be applied to provide context-based QoS differentiation.
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I1l. PRIORITY-BASED ADAPTIVE MAC
(PA-MAC)

In this chapter, the proposed PA-MAC is presented in detail. The multi-channel
utilization, data traffic prioritization, dynamic timeslot allocation, and data

transfer procedures are discussed in the following subsections.

A. Utilizing Multiple Channels

In the proposed priority-based adaptive MAC, we exploit the channel switching
capability of IEEE 802.15.4 MAC radio hardware. Therefore, we implement the
two different channels: dedicated beacon channel (BC) and data channel (DC).
The dedicated BC is available for exchange of control information such as
channel assignment broadcasts and access requests between coordinator and
sensor nodes. The dedicated BC is used during the beacon frame transmission,
whereas the rest of the communication is done through the DC. During the
beacon period, a node switches its channel to the BC and returns to its original DC
at the end of the beacon period as shown in Figure 9. The widely used
transceivers for short range and low power WPANSs e.g. CC2420 and the more
advance CC2500, have the channel switching times only 300 ps and 90 ps
respectively [33]. The DC information is conveyed to the sensor nodes by
piggybacking the channel information in the beacon payload of the beacon frame
as in Figure 10. The entire network information can be determined by just
scanning the BC [34]. In 2.4 GHz ISM band, the interference from high power
WLAN transmission is dominant. The channels 13 and 14 of IEEE 802.11
operating in the 2.4 GHz ISM band are not used by most of WLAN systems in
North America. Therefore, the channel 25 or 26 of IEEE 802.15.4 WPAN would
be free from WLAN interference and can be used as the dedicated BC. Although,

this scheme protects the beacon from WLAN interference, but the interference by
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IEEE 802.15.1 or other IEEE 802.15.4 WPANs may still exist. However, the
WPANSs are generally operated with lower transmission power; the interference
with these systems is less concern [35]. The coordinator continuously senses all
the channels in the pool of candidate channels. The coordinator assigns the white
spaces as transmission slots to the body nodes. The coordinator may choose and
remain tuned to an idle channel until it becomes unavailable or degraded by the

activities of coexisting systems.

Beacon Beacon
o

Beacon channel

(80) Beacon interval

Data channel
(DC)

«—— CAP ——>«— CFP —> <«—— CAP ———«— CFP —>

Figure 9. Channel switching mechanism.

Frame | Sequence Addressing AUX'“.a Y Superframe | GTS e Data | Beacon
: security | address FCS
control | number | fields header specification| fields filds channel | payload

Figure 10. Data channel field in IEEE 802.15.4 beacon frame.
B. Data Traffic Prioritization and Dynamic Timeslot Allocation

The medical and non-medical applications are the two major categories in
WBANS. The medical applications include the healthcare and diagnosis assistance
relate signal monitoring, whereas the non-medical applications cover the
consumer electronic (CE) related signals. In medical applications, the emergency
vital signals are directly related to the life of the patient, and it should be regarded
as the first priority service. The priority levels for the different kinds of data traffic

are shown in Table 2.
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Table 2. Different levels of traffic priority.

Traffic category Priority Example
Emergency traffic P, (highest) Emergency alarm signal
On-demand traffic P, Continuous medical signal

(e.g., EEG, EMG)

Normal traffic P, Discontinuous medical signal
(e.g., temperature, blood
pressure)
Non-medical P4 (lowest)
traffic Audio/Video/ Data
Beacon Beacon
I« CAP > CFP with GTS —»|
Phase 1 Phase 2 Phase 3 Phase 4 Inactive
< Superframe >

Figure 11. Superframe structure of the proposed MAC.

In IEEE 802.15.4 MAC, the performance of a CAP significantly influences the
collision probability and the final throughput. If the nodes are densely deployed in
a narrow region, contention complexity is increased; and leads to high collision
ratio and high energy consumption. The main goal of the proposed MAC is to
provide QoS and low power consumption for various applications by dispersion of
contention complexity. Here, we divide the CAP into four sub-phases for each
priority level of traffic as shown in Figure 11. The traffic of priority P; can access
the channel through all phases ; whereas, node that transmits traffic of priority P4
can only use phase 4. The P, priority traffic can access the channel from phases
2 to 4. Similarly, P3 can access channels through Phases 3 and 4. In order to avoid
the waste of timeslot, the length of sub-phases are calculated dynamically by

using the equation (1)[11].
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i = 2E2 U + Leap * (N;/Np) (1)

where [; is the length of sub-phase i (i = 1,2,3,4) taken from the starting point of
CAP, L;4p is the length of CAP, N; is the total number of nodes in the traffic

category of priority P;, Ny is the total number of nodes, and [, is initially set to
zero . To learn the information of node’s priority classes, we modify the IEEE
802.15.4 association request command as shown in Figure 12. Furthermore, we
assume that each node only supports one type of data. When newcome nodes join
in the network, the coordinator owns the ability to sense changes in the number of
nodes of each class in CAP of previous superframe, and calculate the value of
number of nodes in each traffic category. The medical services must satisfy
125ms or less delay and CE services have to satisfy 250ms or less delay
requirement. Based on these delay requirements, the average transmission delay

of each category is calculated by equation (2).
Di=axDiy+(1—a)xd} )

where d. is the delay of k-th packet in the traffic category of priority P; and a is
equal to 0.125. If the delay threshold gets exceeded, CAP is divided into sub-
phases of a number of exceeded categories+1.
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Figure 12. Association request command.
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C. Data Transfer Procedure

In IEEE 802.15.4 MAC, superframe consists of a CAP and a CFP. The CAP is
suitable for the transfer of command message and short data, whereas the CFP is
implemented for the continuous data.In the CAP, each node transmits its packets
to a coordinator by using CSMA/CA procedure. In the CFP, each node transmits
its packets to the coordinator by using the dedicated guaranteed time slots (GTSs)
without contention with the other nodes. In order to transmit packets in the CFP,
each node transmits the request packet for CFP to the coordinator in the CAP
using CSMA/CA procedure. When the coordinator successfully receives the GTS
request packet, it allocates the GTS to the node accordingly. The data from P
and P3 nodes are transmitted immediately after accessing the channel in the CAP.
However, the P, and P4 nodes send the GTS request command in the CAP to
apply GTS allocation. The algorithm for slot allocation of the coordinator and
data transfer procedure for different traffic priorities are shown in Figures 13 and

14, respectively.

Algorithm for the CAP allocation

1. while ('End of CAP)
2. if (An associate request command packet is received from a node)
2.1 Calculate the number of nodes with different traffic priorities as
N; <N;+1 ,where N;is the total number of nodes in the traffic category of priority P;
and i is an integer that varies from 1 to 4.
end if
end while
3. Calculate the lengths of sub-phases as
l; = Y55 e + Leap * (N;/Ny), where [; is the length of sub-phase i from the starting
point of CAP, L.,p isthe length of CAP, Ny is the total number of nodes, and [, is
initially set to zero .
4. Broadcast the beacon frame

Figure 13. Algorithm for the CAP allocation.
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V. ANALYTICAL APPROXIMATION OF PA-MAC

In this chapter, we presented the analytical approximation of channel status,

energy consumption, and average delay of proposed PA-MAC.

A. Channel Status

The low power and low rate transmission of WBANs nodes do not change the
access pattern of coexisting systems contending on a shared ISM band. The
channels in the ISM band alternate between the busy state, i.e. occupied by a
coexistent network, and remain in the idle state when no coexistent system is
accessing the channel. The channel state can be characterized by two-state
Markov chain. The average length of idle and busy periods depends on the
channel usage pattern of the coexisting systems. The length of busy and idle
periods for ith licensed channel follows an exponential distribution with means
equal to A; and y; [36]. The probability that the channel i is busy or idle at any

time instant is given by,

(3)

, and Py (jqey =

P. A M
i(busy) A A

T

The WBAN has access the medium as long as one of the n candidate channels is
found idle, and it loses its all access when all channels become busy due to the

activities of coexisting systems. The inactive state occurs with the probability,
Pinactive = H?:l P i(busy) (4)

In this inactive state, all the WBAN operations and services are interrupted. When

at least one channel becomes idle, the WBAN transits to the active state and its

-33-

Collection @ chosun



services are resumed. The probability of at least one channel becomes idle is

calculated by,
Pactive =1 — H?=1 Pi(busy) (5)
B. Energy Consumption

Shutdown

A

On | off

Receive (Rx)

Figure 15. State transition of the transceiver.

Energy efficiency is one of the key measurement parameters for the reliable and
efficient MAC protocol design.The energy consumption is based on the
transceiver’s activity; the transition state of the transceiver is shown in Figure 15.
To minimize the energy consumption, idle and wakeup state plays a vital role.We
assume the constant energy consumption regarding, sensing and processing units.
Let E- be the total consumed energy in one cycle, E; is energy consumed in an

idle state, and Ey; is energy consumed in a wakeup state. Then,

EC = EI + EW (6)
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The average total energy consumption for the n number of cycle is given by,
ET(avg) = Zg:l E. (7)

The energy is a function of time and power, and power itself is a function of
voltage and current. In an idle state, nodes consume less energy as compared to

wakeup state.

Er=Tx Pp=T I}V (8)

T, =T — Ty (9)

where T is the total time frame duration, T; is an idle time duration, P, is power
consumed in an idle state, and I; is the current drawn in an idle state from

voltage source V.

In wakeup time duration Ty, , nodes consume switching energy Egy ,

transmission energy Ery , reception energy Egy.

EW = 2% ESW + ETX + ERX (10)

To switch between ideal and wakeup state, transceiver consumes energy Egy,

Esw = Tsw * Py = Tsw * Isw *V (11)

where nodes draw Iy, current from a voltage source during Ty, Switching time
duration and Py, is switching power.Let L be the length of the packet (control or
data), Trx be time needed for single byte transmission, and Iy be the amount of
currents drawn from during the packet transmission. Energy consumed during

transmission is given by,
-35-
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Ery =L*Try * Prx = L*Trx * Iy xV (12)

Similarly, energy consumed at the receiver end is calculated as,

Erx = L *Tpx * Py = L * Tpy * Igx *V (13)

where P;y and Pgy are the power consumption during transmission and reception
of the packets, Try be time needed for single byte reception, and Izyx be the
amount of currents drawn from during the packet reception.

So, the total average energy consumed is given by,

Er(avg) = 2¢=1(T1 * Pr+ 2% Tsy * Pgy + L * Try * Pry + L * Tpy * Pry) (14)

C. Transmission Time

. Turnaround
Backoff period (Tpo) Tpacket Time (To) Tek  Tis
D <« C—>»
Packet frame ACK IES

1 packet frame transmission duration

A
\ 4

Figure 16. IEEE 802.15.4 frame transmission sequence.

The data frame transmission sequence in shown in Figure 16. The T, is the
total backoff time (i.e. channel access delay), Tpacker IS the data packet
transmission time, Ty, is transceiver’s turnaround time, T, IS an ACK frame
transmission time, and T, is time for inter frame space (IFS). The IFS could be
either SIFS or LIFS depending upon the size of MAC frame. The average
transmission delay T, , is the time needed to transmit a packet from node to
coordinator ,and can be calculated as [37],
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Ty =Tpo + Tpacket + T + Tacr + Tifs (15)

For the n number of maximum backoff periods, The probability that node can

successfully access the channel is given by,
P = 7iQ=1 P(1- Pc)(i_l) (16)

where the P, is the probability that a node access the idle channel at the end of a

backoff period. For the m number of nodes in the network, the P, is given by,

P.=(1—q)™V A7)

The q is the probability that a network device is transmitting at any time. The

average number of backoff period R is calculated as [37],
R=0-P)n+Yr,iP.(1—-P)ED (18)
The packet transmission time Ty, cket, IS given by,

Lppgy+LmuR+LpayloadtLMFR
Tpacket - (19)

Rgata

where Lpyy is the length of the PHY header in bytes, Lyyr is the length of the
MAC header in bytes, L,4y10aq 1S the length of data bytes in the data packet,

Lyrr is the length of MAC footer in bytes, and Ry, IS the data transmission

rate.
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V. PERFROMANCE EVALUATION

In this chapter, the performance of the proposed PA-MAC is evaluated via
computer simulation and compared with the IEEE standard 802.15.4 and
conventional priority-based MAC in terms of average transmission time, network

throughput, average energy consumption, and a collision ratio.

A. Simulation Environment

The performance of the proposed PA-MAC is evaluated, and compared with IEEE
802.15.4 standard using the ns-2 network simulator version 2.35. The ns-2
simulator is a discrete event simulator targeted at networking research, provides a
substantial support for simulation of various network protocols over wired and
wireless networks [38]. The 20 percentage of the total nodes generate the
emergency traffic. Meanwhile, each of on-demand traffic and non-medical traffic
category also constitutes 20 percent of total nodes, and normal traffic occupies 40
percentage of total traffic generated during each simulation. The physical layer
parameters are defined according to the IEEE 802.15.4 standard. We have
assumed that the several biomedical sensors are implanted or attached to the
human body. The sensor nodes are randomly deployed within an area of 4 meter
radius around the central coordinator, and the data are transmitted by one hop. All
nodes intend to transmit the first packet randomly during the contention access
period. The small scale fading has been neglected and is assumed that the packet
loss is solely due to the collision. The Poisson arrival is used to approximate the
random packet arrival process. For the medical traffic, a payload size of 40 bytes
is used, due to the lower end to end latency and acceptable packet delivery rate

[11,37]. The emergency traffic occurs randomly, and the packet size is same as
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the normal medical traffic. The network parameters used in the simulation are
summarized in the Table 3.

Table 3. Simulation parameters.

Parameter Value
Channel rate 250 kbps
Frequency band 2.4 GHz
Symbol times 16 ps
Superframe duration 122.88 ms
Transition time 192 us
aUnitBackoffPeriod 20 symbols
macMaxCSMABackoffs 5
macMinBE 3
macMaxBE 5
Idle power 712 pWwW
Transmission power 36.5 mwW
Reception power 41.4mW

B. Simulation Results and Discussion

The overall performance of the average transmission time is illustrated in Figure
17. In the proposed MAC, a fixed dedicated channel is assigned for beacon. The
WBAN utilizes the signal channel statically; the channel access opportunities
suffer less interference and interruptions. Moreover, the proposed PA-MAC and
the conventional NPCA-MAC performs slotted CSMA/CA with a priority-based
channel access policy, whereas IEEE 802.15.4 MAC protocol operates slotted
CSMA/CA without a priority-based channel access policy. Thus, as in Figure 17,
the overall average transmission time of the IEEE 802.15.4 protocol had the
largest delay as compared to the proposed PA-MAC and NPCA-MAC.
Additionally, the PA-MAC shows the better performance than the NPCA-MAC

as the number of node increases.
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Figure 17. Average transmission time.
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Figure 18. Emergency traffic average transmission time.

In NPCA-MAC, the continuous and discontinuous data transfer procedures, and
the use of GTSs are not considered. There is no difference in the transmission of
emergency traffic in the proposed MAC and NPCA-MAC. Figure 18 shows the
emergency traffic average transmission time for proposed PA-MAC, NPCA-
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MAC, and the IEEE 802.15.4 MAC. The main contribution of the transmission
delay is due to the channel access delay. The emergency nodes have to transmit a
small size data packet in the very small time interval. If the channel becomes
extremely busy, the sensor nodes have to backoff more periods to complete to
access the channel, and will cause longer channel access delay. Here, we can see
that the average transmission time of all three protocol increases with the
increased number of sensor nodes. However, the proposed PA-MAC and NPCA-
MAC shows the better performance than the IEEE 802.15.4 MAC protocol.

120 ! ! T 5 ! T T ! ! J
RT1] SO ........... - J— S ensareens AAAAAAAAAA ...... S I LI Peeearenns _
100 |eserimeves AAAAAAAAAAA AAAAAAAAAAA S g ........... AR ........... T 5.
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Figure 19. Network throughput.

In Figure 19, the overall performance of network throughput as a function of the
number of nodes is illustrated. All three schemes show the similar performance,
when the number of sensor nodes are less than 10. The proposed PA-MAC and
the conventional NPCA-MAC, however, provide better performance as compared
to the IEEE 802.15.4 MAC protocol. In the IEEE 802.15.4 MAC, the collision
ratio increases sharply with the number of sensor nodes. Hence, more resources

are wasted on data packet collision rather than the effective data transmission. The
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throughput of all three schemes seems to decrease as the number of nodes exceeds
35, because of high contention complexity and increased packet collision rate.
Although the collision rate increases with the number of data packets, the radio
resource on data channels is efficiently managed in both PA-MAC and NPCA-
MAC according to the data traffic. However, channel access pattern, the
prioritization of data traffic, and GTSs allocation for continuous data traffic, the
proposed PA-MAC performs better than conventional NPCA-MAC.

The energy efficiency is the key parameter to design the efficient and reliable
MAC protocols for WBAN. The energy consumption is related to the nodes
behaviors. The network with busy traffic has higher energy consumption as
compared to the low traffic activity. To evaluate the energy efficiency
comprehensively, the average energy consumption per bit is used. The average
energy per bit is given by,

ECHJ
Ep = S_bg (20)

where E,,,4 is the average energy consumption and Sy, is the throughput achieved.

The evaluation of the average energy consumption per bits is shown in the Figure
20. The increasing energy consumption is mainly due to the packet collision and
packet retransmission. The energy consumption of the IEEE 802.15.4 MAC
protocol is increased sharply with the number of nodes, because of high
contention complexity. The high contention complexity causes high packet
collision rate and makes a large number of retransmission. The traffic
prioritization scheme reduces the contention complexity, and also decreases the
packet collision and packet retransmission. The proposed PA-MAC and the
conventional NPCA-MAC show the better performance than the IEEE 802.15.4
MAC protocol. This is because the proposed PA-MAC prioritizes channel access

and incorporates classification of data transfer procedure, reducing the contention
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complexity, packet collision, and packet retransmission. Hence, the proposed PA-
MAC performs better than the conventional NPCA-MAC and IEEE 802.15.4.
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Figure 20. Average energy consumption per bit.

Figure 21 shows the collision ratio of the overall traffic in a network as a function
of the number of nodes. The number of collisions increased consequently, with
the number of sensor nodes in the WBAN. In the IEEE 802.15.4, slotted
CSMA/CA without a prioritization policy did not solve the contention complexity
problems, the collision ratio increased discernibly when the number of nodes was
greater than 20. The proposed PA-MAC and NPCA-MAC provide the low
collision ratio as compare to the IEEE 802.15.4 MAC protocol, due to the
prioritization of data traffic and classification of continuous and discontinuous
data transfer procedure. And with the features of channel access pattern and GTSs
allocation for continuous data traffic, the proposed PA-MAC outperforms
conventional NPCA-MAC.
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Figure 21. Collision ratio.
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V1. CONCLUSIONS AND FUTURE WORKS

The various wireless services such as, IEEE 802.11 (Wi-Fi), IEEE 802.15.1
(Bluetooth), and IEEE 802.15.4 (ZigBee) operate in the industrial, scientific, and
medical (ISM) band. The shared nature of ISM band leads to unpredictable
service interruptions due to the mutual interference from coexisting systems. The
WBAN:Ss operating in the highly coexisting interference may suffer from beacon
drop,data collision, packet delay, low network throughput, and high energy
consumption. To address these issues, we propose a priority-based adaptive MAC
(PA-MAC) for WBAN in license-free spectrum. In this proposed protocol, a fixed
dedicated channel is assigned for beacon. The beacon channel is used for
transmission and reception of the beacon frames, whereas the rest of the
communication is done in the data channel. Moreover, we also differentiate the
access phase of the CAP and classified the transfer procedure of priority-
based traffic in WBANSs. The proposed protocol supports both CAP and CFP.
The CFP is used to transfer continuous and large number of data packets to the
coordinator. According to the simulation results, PA-MAC showed substantial
improvements in terms of transmission time, throughput, energy efficiency, and
collision ratio compared to the IEEE standard 802.15.4 and the conventional
NPCA-MAC.

A possible future work is to apply the cognitive adaptive medium access control
mechanism to reduce the delay and packet loss probability in the presence of
coexistent systems. By opportunistic extraction of white spaces, the WBAN
coordinator dynamically adjusts a channel access pattern according to current
coexistent systems, and also improves the WBAN’s visibility among coexistent

networks.

- 45 -

Collection @ chosun



[1]

[2]

[3]

[4]

[5]

[6]

[7]

BIBLIOGRAPHY

S. Movassaghi, M. Abolhasan, J. Lipman, D. Smith, and A. Jamalipour,
“Wireless Body Area Networks: A Survey,” IEEE Communications Surveys
& Tutorials, vol.16, pp.1658-1686, 2014.

W. Ye, J. Heidemann, and D. Estrin, “An Energy-Efficient MAC Protocol
for Wireless Sensor Networks,” Proc. of 21st Annual Joint Conference of the
IEEE Computer and Communications Societies, vol. 16, 2002, pp. 1567-
1576.

A. El-Hoiydi and J.-D. Decotignie, “WiseMAC: An Ultra-Low Power MAC
Protocol for the Downlink of Infrastructure Wireless Sensor Networks,”
Proc. of 9th IEEE Symposium on Computers and Communication (ISCC’04),
2004, pp. 244-251.

IEEE Std.802.15.4: Wireless Medium Access Control (MAC) and Physical
Layer (PHY) Specifications for Low Data Rate Wireless Personal Area
Networks (WPAN), IEEE. 2006.

S. Ullah, M. Chen, and K. Kwak, “Throughput and Delay Analysis of IEEE
802.15.6 Based CSMAJ/CA Protocol,” Journal of Medical Systems, vol. 36,
no. 6, pp. 3875-3891, 2012.

E. Kartsakli, A. Lalos, A. Antonopoulos, S. Tennina, M. Renzo, L. Alonso,
and C. Verikoukis, “A Surveyon M2M Systems for mHealth: A Wireless
Communications Perspective,” Sensors, vol. 14, pp. 18009-18052, 2014.

R. Cavallari, F. Martelli, R. Rosini, C. Buratti, and R. Verdone, “A  Survey
on Wireless Body Area Networks: Technologies and Design
Challenges,” IEEE Communications Surveys & Tutorials, vol. 16, pp. 1635-
1657, 2014.

- 46 -

Collection @ chosun



[8]

[9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

T. Le and S. Moh, “Interference Mitigation Schemes for Wireless Body Area
Sensor Networks: A Comparative Survey,” Sensors, vol. 15, pp. 13805-
18838, 2015.

S. Bhandari and S. Moh, “A Survey of MAC Protocols for Cognitive Radio
Body Area Networks,” Sensors, vol. 15, pp. 9189-9209, 2015.

W. Lee, S. H. Rhee, Y. Kim, and H. Lee, “An Efficient Multi-channel
Management Protocol for Wireless Body Area Networks,” Proc. of
International Conference on Information Networking (ICOIN), 2009, pp.1-5.

B. Kim and J. Cho, “A Novel Priority-based Channel Access Algorithm for
Contention-based MAC Protocol in WBANSs,” Proc. of the 6th International
Conference on Ubiquitous Information Management and Communication
(ICUIMC 2012), 2012, pp. 1-5.

M. M. Alam, O. Berder, D. Menard, and O. Sentieys, “TAD-MAC: Traffic-
Aware Dynamic MAC Protocol for Wireless Body Area Sensor Networks,”
IEEE Journal on Emerging and Selected Topics in Circuits and Systems, vol.
2, no.l, pp. 109-119, 2012.

C. Li, B. Hao, K. Zhang, Y. Liu, and J. Li, “A Novel Medium Access Control

Protocol with Low Delay and Traffic Adaptivity for Wireless Body Area
Networks,” Journal of Medical Systems, pp. 1265-1275, 2011.
J. Shuai, W. Zou, and Z. Zhou, “Priority-based Adaptive Timeslot Allocation
Scheme for Wireless Body Area Network,” Proc. of the 13th International
Symposium on Communications and Information Technologies (ISCIT),
2013, pp. 609-614.

O. Md. Rahman, C. S. Hong, S. Lee, and Y.-C. Bang, “ATLAS: A Traffic
Load Aware Sensor MAC Design for Collaborative Body Area Sensor
Networks,” Sensors, vol. 11, no. 12, pp. 11560 -11580, 2011.

I. Anjum, N. Alam, M. A. Razzaque, M. Mehedi Hassan, and A. Alamri,

“Traffic Priority and Load Adaptive MAC Protocol for QoS Provisioning in

-47 -

Collection @ chosun



[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

Body Sensor Networks,” International Journal of Distributed Sensor
Networks, vol. 2013, pp. 1-9, 2013.

K. S. Kwak and S. Ullah, “A Traffic-Adaptive MAC Protocol for WBAN,”
Proc. of IEEE GLOBECOM Workshops, 2010, pp. 1286 -1289.

L. Huaming and T. Jindong, “Heartbeat-Driven Medium-Access Control for
Body Sensor Networks,” IEEE Transactions on Information Technology in
Biomedicine, vol. 14, no. 1, pp. 44-51, 2010.

Z. Yan and B. Liu, “A Context Aware MAC Protocol for Medical Wireless
Body Area Network,” Proc. of  7th Int. Wireless Communication and
Mobile Computing Conf. (IWCMC 2011), 2011, pp. 2133 -2138.

S. Ullah, M. Imran, and M. Alnuem, “A Hybrid and Secure Priority-
Guaranteed MAC Protocol for Wireless Body Area Network,”
International Journal of Distributed Sensor Networks, vol. 2014, pp. 1-7,
2014.

E. Ibarra, A. Antonopoulos, E. Kartsakli, and C. Verikoukis, “HEH-BMAC:
Hybrid polling MAC protocol for WBANSs operated by human energy
harvesting,” Telecommunication Systems, vol. 58, pp. 111-124, 2015.

H. Hellbruck and T. Esemann, “Limitations of frequency hopping in 2.4 GHz
ISM-Band for medical applications due to interference,” Proc. of the IEEE
Consumer  Communications and Networking Conference (CCNC),
2011, pp.242 -246.

G. Fang and E. Dutkiewicz, “BodyMAC: Energy efficient TDMA-based
MAC protocol for wireless body area networks,” Proc. of 9th International
Symposium on Communications and Information Technology (ISCIT 2009),
2009, pp. 1455-1459.

C. Li, L. Wang, J. Li, B. Zhen, H.-B. Li, and R. Kohno, “Scalable and

Robust Medium Access Control Protocol in Wireless Body Area Networks,”

-48 -

Collection @ chosun



[25]

[26]

[27]

[28]

[29]

[30]

[31]

[32]

Proc. of IEEE 20th International Symposium on Personal, Indoor and
Mobile Radio Communications, 2009, pp. 2127-2131.

M. A. Hussain, N. Alam, S. Ullah, N. Ullah, and K. S. Kwak, “TDMA Based
Directional MAC for WBAN,” Proc. of 6th International Conference on
Networked Computing (INC 2010) , 2010, pp. 1-5.

M. Li, L. Wenjing, and R. Kui, “Data Security and Privacy in Wireless Body
Area Networks,” |IEEE Wireless Communications, vol. 17, pp. 51-58, 2010.

S. Haykin, “Cognitive Radio: Brain-Empowered Wireless Communications,”
IEEE Journal on Selected Areas in Communications, vol. 23, pp. 201-220,
2005.

R. Chavez-Santiago and I. Balasingham, “Cognitive Radio for Medical
Wireless Body Area Networks,” Proc. of 16th IEEE International Workshop
on Computer Aided Modeling and Design of Communication Links and
Networks (CAMAD 2011), 2011, pp. 148-152.

A. R. Syed and K. L. A. Yau, “On Cognitive Radio-Based Wireless Body
Area Networks for Medical Applications,” Proc. of IEEE Symposium on
Computational Intelligent in Healthcare and e-health (CICARE), 2013, pp.
51-57.

P. Phunchongharn, E. Hossain, D. Niyato, and S. Camorlinga, “A Cognitive
Radio System for e-health Applications in a Hospital Environment,” IEEE
Wireless Communications Magazine, vol. 17, pp. 20-28, 2010.

N. Barroca, J. Ferro, L. Borges, J. Tavares, and F. Velez, “Electromagnetic
Energy Harvesting for Wireless Body Area Networks with Cognitive Radio
Capabilities,” Proc. of URSI Seminar of the Portuguese Committee, Lishon,
Portugal, 2012, pp. 1-7.

R. Van Der Togt, E. J. van Lieshout, R. Hensbroek, E. Beinat, J. Binnekade,
and P. Bakker, “Electromagnetic Interference from Radio Frequency

Identification Inducing Potentially Hazardous Incidents in Critical Care

=49 -

Collection @ chosun



[33]

[34]

[35]

[36]

[37]

[38]

Medical Equipment,” Journal of American Medical Association (JAMA), vol.
299, pp. 2884-2890, 2008.

H.-S. W. So, G. Nguyen, and J. Walrand, “Practical synchronization
techniques for multi-channel MAC,” Proc. of the 12th Annual International

Conference on Mobile Computing and Networking, 2006, pp. 134-145.

P. Sthapit and P. Jae-Young, “Mobility Support in IEEE 802.15. 4 Based
Mobile Sensor Network,” IEICE Transactions on Communications, vol. 97,
pp. 555-563, 2014.

N. Torabi and V. C. M. Leung, “Realization of Public M-Health Service in
License-Free Spectrum,” IEEE Journal of Biomedical and Health
Informatics , vol. 17, pp. 19-29, 2013.

H. Su and X. Zhang, “Design and analysis of a multi-channel cognitive MAC
protocol for dynamic access spectrum networks,” Proc. of the IEEE Military

Communications Conference (MILCOM), 2008, pp. 1-7.

X. Liang and I. Balasingham, “Performance analysis of the IEEE 802.15. 4
based ECG monitoring network,” Proc. of the 7th IASTED International
Conferences on Wireless and Optical Communications, 2007, pp. 99-104.

“The Network Simulator ns-2” [Online] Available: http://www.isi.edu/nsnam

Ins/ (Accessed: 9 July 2015)

-850 -

Collection @ chosun



ACKNOWLEDGEMENT

First and foremost, | would like to express my heartfelt gratitude and sincere
appreciation to my advisor Prof. Sangman Moh for his faith in me and bestowing
a platform to bring the best out of me. His persistent guidance, invaluable advices,
continuous encouragement in all possible ways, and unmatched expertise, have
helped immeasurably in pushing me farther and achieving the success of this
level. Without his mentoring and support, | could not have completed this

dissertation research.

Besides my advisor, I am immensely indebted to the committee members Prof.
Seokjoo Shin and Prof. Moonsoo Kang for their constructive comments and
invigorating suggestions. All their insights regarding the research work have
helped me to make a perfect finish I could wish for.

My sincere acknowledgement to the Department of Computer Engineering for
such a wonderful opportunity and an atmosphere that has helped me grow from

strength to strength in so many ways, academically and otherwise.

Last but not the least, | cannot stop myself from thanking all my friends and
colleagues for their moral support and standing by me in all odds and evens. My
fellow lab members have always been motivating and generous enough, both in
and out of the lab. My seniors Pranesh Sthapit and Ramesh Kumar Lama eased

me with their valuable advice and cheerful environment during my stay in Korea.

My family members have always supported me with their unconditional love and
care. | am therefore grateful to them and would like to dedicate this thesis to my

family.

-51-

Collection @ chosun



	I. INTRODUCTION
	A. Research Objective 
	B. Thesis Layout 

	II. RELATED WORKS
	A. Characteristics and Design Approaches 
	B. Existing MAC Protocols for WBANs 
	C. Comparison and Discussion of Existing MAC Protocols 
	D. Open Issues and Challenges 

	III. PRIORITY-BASED ADAPTIVE MAC (PA-MAC)
	A. Utilizing Multiple Channels 
	B. Data Traffic Prioritization and Dynamic Timeslot Allocation 
	C. Data Transfer Procedure 

	IV. ANALYTICAL APPROXIMATION OF PA-MAC 
	A. Channel Status 
	B. Energy Consumption 
	C. Transmission Time 

	V. PERFORMANCE EVALUATION 
	A. Simulation Environment 
	B. Simulation Results and Discussion 

	VI. CONCLUSIONS AND FUTURE WORKS
	BIBLIOGRAPHY
	ACKNOWLEDGEMENT 


<startpage>16
I. INTRODUCTION 1
 A. Research Objective  3
 B. Thesis Layout  4
II. RELATED WORKS 5
 A. Characteristics and Design Approaches  8
 B. Existing MAC Protocols for WBANs  11
 C. Comparison and Discussion of Existing MAC Protocols  22
 D. Open Issues and Challenges  24
III. PRIORITY-BASED ADAPTIVE MAC (PA-MAC) 27
 A. Utilizing Multiple Channels  27
 B. Data Traffic Prioritization and Dynamic Timeslot Allocation  28
 C. Data Transfer Procedure  31
IV. ANALYTICAL APPROXIMATION OF PA-MAC  33
 A. Channel Status  33
 B. Energy Consumption  34
 C. Transmission Time  36
V. PERFORMANCE EVALUATION  38
 A. Simulation Environment  38
 B. Simulation Results and Discussion  39
VI. CONCLUSIONS AND FUTURE WORKS 45
BIBLIOGRAPHY 46
ACKNOWLEDGEMENT  51
</body>

