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ABSTRACT

A Design of Intelligent Access Control Model for

Information Leakage Detection in Android Platform

Woon Sung
Advisor : Prof. Pankoo Kim, Ph.D
Department of Computer Engineering

Graduate School of Chosun University

As smartphones become increasingly popular, attacks on the open-source
platform Android are also on the rise. A user’s personal information is stored
on a smartphone and when the user activates an application which includes
malicious code, that user's information can be leaked, with accompanying
damage. Therefore a method of detecting and controlling access to a user’s

personal data within a smartphone is needed.

In this dissertation, categories of applications those operating on the device
to detect theft of personal information using smartphone applications and to
control access to prevent malicious behavior sold on the Android Market were
classified based on package information. An ontology was constructed based on
joint permissions of applications in each category as classified here and a

security policy defined to detect use exceeding permissions.

The proposed technique was actualized on the Android platform and
simulations and results were deduced. It was confirmed to have a lower error
false positive rate than previous techniques based on experimental
measurements of detection rate and error rate. Since the proposed technique
compares application permissions and resource requirements, it has the
advantage of being able to quickly detect and control access when new

malicious behavior occurs.
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sms.outbox. CONTENT_URI SMS " gtd REE dlo|gol 3+
sendTextMessage SMS d&Fste
getMessageBody AgE SMSE 9o+ 4
getLatitude. getLongitude AA A A%, A= AR

HAAAHE | getFromLocation ] i
getFromLocationName GeoCoder AHET A4 42
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C. t=2ol= FHAA HIANEL(ACM)

1. 2 A o9J=2 d(Access Control Model) A ¢

Access
Control

[19 2-6] HA 74 84

2utEE i AE = dolHe Frle] wel wizhek JHEo] Aol gl
AbgALEC o8l frE, WEd fdAdel SUFEATE olmA el whel gk
g R Hshy] 91 Aol Bado] 87 9

A2 Ao (Access Control) & AR& bt Z &AM 59 "Subject”7F AH&2Fe] 7)<
ARE X3stal de dolgHol~ e 3 58 X3 I+ "Object”d A
HE 917](Reading), 227](Writing), 2 3 (Execution)?] 7]15& H oFE 37138

Ay AFste 715S Eehrh[22,24,25].

2. 993 HZA 9 (Discretionary Access Control : DAC)

ot 2ol ZAHME= d Al~" HZE DAC(Discretionary Access Control)
WS ARESRaL o, /‘F‘l]}fﬂ Aol 7]zt AREALY] HE Age Ao A
o7 F7F Es Al & U Utk olE E ) AMEAbE de®E gd e ¢, 227,
AghE FoAd = 7] wEo] oAl AREA7F DAC dA3hs g53sd b
gazd Faow HJTEs @ A7) wimol Hetbo] FHefst
dol HAlol AHoM = A Aghe] AAHo] FAe AA dem HAAY
now, AAE Lsstal = AREAM s HE Ak WA o] Jhs sttt sHA]
Tk ogle] HIAol gk A= Ad gAhaE FIASH] "kl 548 of
o

ZEl Aol ol AHA BE 7 U= TAK ] T

[t
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3. FAARE o] &3 HIZA

A& 4G AN gl
WEol ol& mestud ANE 4T W GoAl Yo Aw @ g
Ao (GRBAC) EH[3]¥} &3 AleF 70 Aol (xoRBAC) R o] Alts A
£H29].

GRBAC EdL 7]Ee] o3k 7)ute] HA|o]E Aste], ALg2F o 3H(Subject
Role), A <& (Object Role), g7 < & (Environment Role)& A}&3la gt} o]
Aee FxFgorA BA Vs G g 8S AEstal JH3l olE F
o] Bl #EAE g A A AW A3 (Subject Role), A oE‘ﬂ(Object
Role), 7 <9 & (Environment Role), 3% operation), 7|3 (sign)¢] 57F#1 ¢ &

£ Sstol Zosin

<<SRole,ORole,ERole,op>,sign>

<<app_category,infor_sms,music,read>,—>

& £o], ok & FdolAM app_category® FA G s

musico] 2= ofZ g Aol Aol infor_sms, I SMSe d#HS o = g5 HERA
ok Egh o3 AlF FxolA TS HEAIARD AgE Fo A& sAst] 9
sto] A& AFTxoAMY HE AE NdS AHEsta o, AT A&l By
Standard, Strict, Lenient® T-#¥t}. GRBAC R49& A3 AR E Frisle] 374
A2 AFosta, FIAlo BAS Gt ANt HEUge dEE AgE A
ojo] F=oll gk ZA ol WA ol EAHE =)}
WekE AAEa A e7] wizoll AFEARZE arelAbeke] tigk s AT e Ao
o wel e AS Fx7F #Aste], AAS #e o] oy ge] wEr3,29].

O
®)
o)
o8}
2>
O

;‘
2
o
s
:Oé
ih3
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4, A A2 AF 7)uke gd==2ol= B

71E 9] 9l A o] (Discretionary Access Control) 7]4HFe] ¢t==Fo]l= 5} A

sgle] oAl TN as wsty] g8 24 HEAAL A8 Poln

4o

@D Privileged Root(PR) : Al=8] & &5 Al4F o]xde A e FE Ak

7HA 2 A~

@ Unprivileged Root(UR) @ H& Al& o]%d] tdHo =z Ay = adbde} 2
EHAoRE FE ASS 7 o oy = T2~
@ Unprivileged User(UU) : FE @3to] gl= Aub o Z g Alo] A ZZ A~

A Ao "HolE AA+= sl FA7F 28t S A oA FLdEZ e
Wa glom, [19 2-7]2& DAC 7|9ke] et==ol= ®el Z g AoA 9 PR,
UR, UU, Z2A 252 BEFste AUg s BoFa 9t}

SandBox SandBox SandBox SandBox
Init < .
s o 5 adbd Init Init
(uid = root) (uid = root) —> (uid = root) (uid = root)
Privileged_Root Unprivlaged_Root Unprivileged_Root Unprivileged_Root
Resource Resource Resource Resource
| All of the resources | I Nothing I | Nothing | I:I

rl——-l _____________________

1
SandBox SandBox : SandBox SandBox SandBox 1 L
. SandBox
daemon daemon 1 zygote Zygote_chikd Zygote_chikd 1
(uid = daemon) (uid = root) | (uid = root) (uid = root) (uid = usen) : App_110
1 (uid = root)
i H 1 i H Setuid i 1 T
Privileged_Root Privileged_Root 1 Privileged_Root Privileged_Root Unprivileged_Root :
Unprivileged_Roof
Resource Resource : Resource Resource Resource 1 Hepnvieges tesl
- A 4 A Resource
5 o [Aaret e resources ] [t heresources ||| [0 of the resources ] H ul:l 1

i) R T
O O

Oninit Boot
Privileged procsss Completed

Unprivileged user or root process

(2" 2-7] A A A& A E35t7] 917t k== ol =[3]
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(27 27104 #5H9 ZRANEL thge] FaAlel FHE o gk Al
Hol22 wAwT

A A, PR(Privileged Root) ZZA 2 vt Alxdle] E do|guo]xs wdS
He o83

=4, UR(Unprivileged Root) Z2ZA|~E ZE 3o fiste] HE AR

A, UU(Unprivileged User) Z&A 25 Abg21e] ¢l A Ao]e] HulAd Ak

84S Bitel 7Y A4S RE dolHg g2

ShA olel e vy duAorn MAs) T A GoAel FAL A o E
Aolgol sl mgH FH ol B Ay Wi AXeA P AHo| A
gulo] A ag o] 4 e BAH BAITH3],
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D. =&

L

A FE Ve

—

1. =888 2 &

;
¢
A

FEol& ALl A ojn] & Q= AHdES TNt R

i)

=l a7 1% 3

sR=y
g 2E=2A 7N FE

9 B TRAAE =g oR FEs s HAgolE WA
o] F79¢ sl U= (First Order Logic @ FOL)S ™A =¢](Propositional

Logic)el #l¢f= Heksh7] 913k Wy olnt

1.1 Description Logic(DL)

A2 el 28R FHE At JTEHAR AMe=ds AAA 849 Ewclel
gk A Aol diate] @] 9F Aoj=A kA AA 1A 7H%§-‘4 HAE
Aold = Adnk. webA Ao A o tfEFe HolHE
g 7heste s sh7] Sl FES Este] AR o] AERE =T 5 Ut A=
wEE ol &3 AAHolaE [19 2-8]3 2ol AA F MY FAH QAR o]F9
Ak g B gojdd ek A4 e £33t &ol4 w2 TBOXSH 7Hdel ®3 2
T Ae ARAA AAAY dely MAEY dded #gk AAEs gt
A s ABOXZ g€t olg)d vx& wger 74 AAuelxs A
odcq—g o]-g3le] A, FEAWNL WA A (Explicit) 22 3 H A2

#(Reasoning)& &3st] M2 A2 ARE =& & 5 UH58].

il
>
ol
o
filo
R
[
ol
ol
2
A
2
N
4
2

My
i re
)

fru
1
kil

TBox N

> Inference

\ /
N~ >

ABox ]

[19 2-9] M= =9 74
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1.2 € =% (Hron Logic)

FZ(Horn sentence)°l] ¢

6 =
= =

2] (Hron Logic)

=

%5 (Positice atom)©o] A& A2 %o

2]

oF o =
T B

To] AaE A

[e)
gL

=
fLA

_I‘_

£l

0

Bl
BH

AP =Q

P, AP,

(where P and Q are nonnegated atoms)

o,

” OE]
trued

False

“

Q7 B4

A A,
[e))]

. =4, n=1¢]a P1

AR

Bl
BH

—

<

N
m

ox

¢

o
gH

el

aig
>

]

[e]

5

Qs

2

=]
HT%

o True = Q= 7]

0%

XO
I

=3
1o

CHS8].
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4
hE Al 227 =7 Hoolet, F-OWL, Jena 5 #& dFto|x wo] 83}
a 2 ol AE Protoges Ab&ste] 222X E EdEE ] OWL dHolE
Hom 2EZA Z=g HwEA[57]d w2 Protege®t 7Hg 34 0]
=3, OWLHolH o tigh tdak B3 27vp 22 7459 9o Jena F8
z Axlel FAH8AE YERHATE Jenat™
Ab-g-&FaL 9,19—‘11, gt =23 2 2 dHE
| wZol AR A|=do] A4

i)
2
%0,
etch

lo
™
2
ot
ok
i
o
fru
4
A
]
B
%2,
N

ol A ol AR AL At

[3 2-12] Jenas ©]&3F =& oA

SmartPhone(?a) A Company(?b) A Product(?c)
A isManufacturerOf(?b, ?a) A isltemOf(?b, ?c)
— isProductOf(?c, ?a)

[ 2-12]%= 2~"lEZE Jena RDF APIE o]g3slo] Aol A3 F& oAt}
ZF P aE 2E 29 AAE 53 Product(c)s= SmartPhone(a)?] isProductOF(c, a)
g FE9 AyYE HoFr

1 ModelFactory H Ont/Model API ‘

lfind
’ InfGraph ‘
)

Reasoner

Reasoner
Registry create

bind bindSchema

‘ Graph — base assertions ‘ Graph — ontology definitions ‘

[Z29 2-10] Jena API Inference [56]
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M. 222X 7|9 HIZA ] =d 44

sUlE fufols we® AgAL tew dEudol Anag AF we
T A HAG 2z AEH = AHl =Y TR A S vhE ot A9 o
T WHE TlstaTA R FUbstal vk olo] 7|ES t=mol= $H ol A
A Folstes AnA A agloas A8 Fo] d9dd HAnAS X R 35
st Aol E7bsetH, AHEAVE BE HuAdE drtetel AAE s & AU BE
=, + all-or-nothing decision®] W2]& AF&3koi[11].

Z L%‘Oﬂ’\ﬂ:— MAAGR dolguo] 2ol Ftsl= Akl theto] B} A
AoE fl&l a3 22 2150 Seof Itk HIAE
NN A].%z} A3 HzoZ 9lg @l 9 Ao THom BBRAoOT g
Aofof stH, Bt} FA4Q HFIAE fal s7F g AkS T
MAAE dolgHo]~9o] AR HSE flate] dloly Ftol
aEstel Hoo webA o] FEeAY Ad 2

= 4y o Hdo g
yo Mo et S
IR
—91-* _D, Y Olﬂ
o
% o
5 =

o

ot
m
lo
—n
>~
>
o
il
rulo

(e}

-

@cH13]
wRolAE oleld Emols @A AAYR Holeulols Y wd
pofo] mE A%y YAl HAL olgsto] ohy@slel el BAE A
spAe) o EelAelae) AHaed Aug Fael dAny Y o
%Mom—g— B5sh, e ek 59 40l el wAE 43P
24 b YAE BF hn gAsed mEel A2 FAsg o B 4
2 &Y &

= ®T A dHE fEAIA BFH LHE

2
2

(e
z

>,
o
%1
nm
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A ATF HZAE A% ZHEdHA=Z 4A

g AE MAAR 5% GAE A% eBRA Ao PoAel el xe

A=t FF A el At

1
1 Application :
1 . )
: App 1 Market Category
1 Package hooking o Analysis
1
. ] v
: Context Analysis Engine : App Category
: Physical 1
1 Sensors : App_Game
! 1
: Virtual : [App_Comuniaction ]
1 Sensors ;
1 i :
' Logical !
: Sensors 1 ARR.Lom s
1
1 . I

,_
1
1
1
1
1
1
1
I
1
1
1
1
1
1

v

Access Control Model
Ontology Provider
handler Location
Provider
Inference < o
Eni
2EIE Content
Policy Provider
Checker

[28 3-1] As® HAlo] Zede=

2
N
X

o

A zZAld 2] FA2[Z™E 3-113 Zo] A vk WA cfEeA

°
o
Y
X
x,
o

g AuH 24 Eohel 54 A Y LEEA RdYL Fa,

ARFA fEAIAL AHnY EFE 7] Astel AAFA Al 29 5714
W FEdtel 72 vhAlel 4nE B9 fEelAold s ned vRE @k ol
© 7ML E EFdte Bad oSl dds et ZIARE FHs
7 1]

H
HEA 55 B3 Hot AMu2E A8 dli= Access Control Module® T4

Collection @ chosun



(D Category Analysis
ZH g 2EE2A FEE fste AvtEE 3 U9 A8Ea e o &g

Aolde] Folaet= AMu|~e] 7| AW S FEHa, JHHaYE ER7e] st
o] FE¢ HIIAHE] AH T2 wpAd FEHO A HEFAolAde] FtEH
2 JEE o] &3te] AA APH le Anj2e] ofZAlAS 2571 FtH A
B =

@ Context Analysis Engine

2utEE Yo 874 A3aARE 73 9 #gsh Virtual Sensort SNS % A}
|2 A T3 Zol TP F3tel ARE U= AF AF ARE )= o
&S &}, Physical Sensort <%, 5%, $29 2 2949 HFARE 7
a}al, Logical Sensor= W& AAE=2FE FdE FIAAERE 7Festo] AMEA &
T AEARE SRSt 98 vk A B wE fas ARS8 S
oW A8 AR BN dAo ddAne] S wow An £=3& 93 Ao v
AAE skl AlA UES A AFeth agla g ASHEE Bk g

@ Access Control Module

Access Control Module Z=vEE 7oA A5k Auo] g AgA Qs o
HIA1 Y] Het Al 2E deldth ve] =l oA ofEe]Alelde] g
st AFE @3 o] HAEtH, ACMel A & Context Analysis Engines S3l of Z2
Aleldel A a3 d 2lias AR g HbFAY 25 Ssto] HIAdE &
t}.

@ Inference Engine
Inference Engine& #gh Q15 AH| A A8 2224 AFAL=E 745
Zt Zhelae]d wWeobg A #eEjsta, ARgAbe] BlAhs e ¥ 93-S FE5

AR A H 24 WE HT Ao E s
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® Ontology Handler

Ontology Handler= AF8§-A7F Htstels Zhe|ae]d @Agh Ad] 2, 242 AH]
22 5EH HolE A& Fsto] 43 4 AERE AFstes A4S 2EEAE ¥
gttt A8 cEZXE ool x38E EAAA(Transaction) 2 ~E 9} zHzt
EdAe &7t AFE UBlE 59 AR AHS AFetar vk AR ER 2E
BA= /‘}&X}«] Fe R 3 9 24E 98 OWL 3¢ JH= 7|8,

® Policy Checker
e Qoo Azsdel Aoadt FA o@ A FAN FA fan
9
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1. §ZA ] #4

B ERdA AdEE JuRE GAE AW 453 gAol FIAge o

R

S[29 3-2]¢F 2ot

Smart phone < S Market
Process i i Category
Static Analysis W
Category
Context Analysis Ontology
Engine
> ACM
Provider

[27 3-2] Ae® HAlol 55

Fe=mol= AJAFE W HolE o] 2o tiate] of Z Aol Tte] HT The
g B FAAXS Alestr]l Skl 2z dlolEHlo] =% Providers A& shal
ATE oo Provider® i oFE dAGst] fste] . m=woAE v [1H™
3-219] FdRAFS AXA Aot

WA A t=Roln FAA A FQl Xo]agtE= AH|A~e] HI|AEE
FEota, &3 fFe Al HIIAYE S o] &t 72wl FEEH Ue
Zhel o] FRE FAste] g A Fl fEANAE FtH LY E EF S

2 Fot7] flste] AH £4
< Fote 9 FtHaEE aHsE 8 9w ARE A, A8 ARE o
|3 Jtelaeld 2ERAE FEEte] A A gk o, AFEATL of Zel )
ojAdg Fste] W HolEHol2E QHSHA A ofEAelde JhElaeE o
Aot Ao ARE v"goR oy PJE FET 5 e HuAdHR G APIE]
FES Bt B Ao utet= A AREAOAl El 2 S Tt gas

of g J& sl&stAY AEdn.

o
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2. 7helE &4

U (3 3-119 [ 3-2]= t==Rol= SHAdA A Tl ofEgAle]d AH]
2o 714 ID#e F=E8te]l 7= v S5 = AAZEAlelAl JhH ALy

o] AR E sl JhElate]l & &4 st Java A=o|H

protected void onPostExecute(Void result) {
TextView txttitle = (TextView) findViedByld(R.id. titletxt);
ActivityManager am = (ActivitiyManger)getApplicationContext()
getSystemService(Context. ACTIVITY_SERVICE);
List<ActivityManager.RunningServicelnfo> rs = am.getRunningServices(50);
for(int i=0;i<rs.size();i++){
ActivityManager. RunningServicelnfo rsi = rs.get(i);
txttitle.set Text(rsi.service.getPackageName());
mProgressDialog.dismiss();

Log.d("run service”, "Package name : " + rsi.service.getPackageName());

(% 3-2] 72 oA 5% AAdag 35

protected void doInbackground(Void... params){
try{
Document document = Jsoup.connect(url).get();
Elements desription = document.select(”.category”);
desc = description.attr("href”);
} catch (IOException e){
e.printStack Trace();

} return null;
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o [17 3-31e AEeAele] Aume #

=1
=
28] ¥ 52 Permission AHE E4357] ¢34

E HolEu &gl

T2 vAlE Estel JhEH
2l Q7] FE A9 50704 F 120071¢] APK #d& EAste] sud dE58 &
date] BF3 Axs vg [F 3-3], [F 3-4], [F 3-5]014 stHlueld Fo A%
d2ES g9 3 5 ok giFEe] ofSEAelde] dek 2 90%°1d H
U A s7FE @A st= INTERNET #HujAd Arel ESA FHE &Qlsh=
ACCESS_NETWORK_STATE #HuWA AHE x3tsta glow, 7 s of =27
ol J e 60~70%° FEHoZ Q3= FuA sjE HRE ugoT

Aened 54 ua AR 5 A0

<

Application Category ‘

[

[ Game | | news | | Lfestyle | | Productvity | | Music |
| health | | decoraton | | cComics | | Social | | medical |
|  Education | | tools | | Multimedia | |  Sports | | Communication |
[ Trafic | | Book | | OBusiness | | Entertanment | |  Finance |
| weather | | |Lbraries | | photo | | Travel | | Etcetera |

(19 3-3] AEA A Aene 27
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[3£ 3-3] 7l e #Hu|Ad 8% Agkl)
A
A | Ag | k| wE | EE | WA e |
ACCESS_COARSE_LOCATION 14 26 39 17 37 18 17
ACCESS_FINE_LOCATION 6 15 38 22 48 47 11
ACCESS_GPS - - - 27 - - - -
ACCESS_LOCATION - - - 28 - - - -
ACCESS_LOCATION_EXTRA_COMMANDS 10 - - - 8 - - -
ACCESS_NETWORK_STATE 50 50 42 50 45 50 45
ACCESS_WIFL_STATE 36 19 7 27 13 36 14 18
AUTHENTICATE_ACCOUNTS - - - - 8 - -
CALL_PHONE - - - 9 - 9 -
CAMERA - 8 9 - 14 - 8 4
CHANGE_NETWORK_STATE 22 - - - 5 - - -
CHANGE_WIFI_STATE 24 - - 26 24 - - -
GET_ACCOUNTS 32 30 5 5 20 20 40 20
GET_TASKS 25 7 - 12 11 12 17 -
INTERNET 50 48 47 49 50 48 50 38
MANAGE_ACCOUNTS - - - - 7 8 - -
MODIFY_AUDIO_SETTINGS - 13 - - 12 - - -
MOUNT_UNMOUNT_FILESYSTEMS 13 8 - - - - - -
READ_CALL_LOG 10 - - - - - - 5
READ_CONTACTS 15 5 - - 10 - - -
READ_EXTERNAL_STORAGE 45 45 35 30 40 45 45 35
READ_LOGS - - - - - - -
READ_OWNER_DATA - - - - - - -
READ_PHONE_STATE 43 13 8 22 18 23 35 15
READ_SYNC_SETTINGS - - 7 - - 8 - -
RECEIVE_BOOT_COMPLETED 8 13 5 - 4 42 6 33
RECORD_AUDIO 10 5 13 - 18 - 7 -
RESTART_PACKAGES 7 - - 8 6 - - -
UPDATE_DEVICE_STATS 18 - - - - - - -
USE_CREDENTIALS 13 12 - - 7 11 17 -
VIBRATE 32 17 8 37 32 27 25 24
WAKE_LOCK 43 23 12 13 27 23 47 16
WRITE_CALL_LOG - - - - - - 5 5
WRITE_EXTERNAL_STORAGE 44 43 32 28 43 43 42 27
WRITE_SETTINGS - - - 6 - - - 8
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[3£ 3-4] 7telzefd A 84 AHQ2)

o= © A gelm | 2y wal | T ol A2k
2 ¢ S i

ACCESS_COARSE_LOCATION 13 6 - 12 15 10
ACCESS_FINE_LOCATION - - 14 5 10
ACCESS_NETWORK_STATE 43 49 13 48 - 43
ACCESS_WIFIL_STATE 13 32 14 25 - 22
AUTHENTICATE_ACCOUNTS - - - 5 - 24
BLUETOOTH - - 12 - - 6
BLUETOOTH_ADMIN - - 8 - - 7
BROADCAST_STICKY 16 - - - - -
CALL_PHONE - - - 6 - 5
CAMERA 12 - - 27 - 13
CHANGE_NETWORK_STATE 6 6 - - - -
CHANGE_WIFLSTATE - 7 - 14 - 5
DISABLE_KEYGUARD - - - 13 - -
FLASHLIGHT 8 - - - - -
GET_ACCOUNTS 22 24 7 15 - 30
GET_TASKS 14 13 - 14 - 15
INTERNET 48 49 13 38 - 48
MANAGE_ACCOUNTS - - 5 - 32
MOUNT_UNMOUNT_FILESYSTEMS - - - - -
NFC - - - - - -
READ_CALL_LOG - - 4 - - 13
READ_CALENDAR - - - - - 17
READ_CONTACTS - - 5 - - 23
READ_EXTERNAL_STORAGE 22 47 16 30 - 48
READ_LOGS - 7 - - -
READ_PHONE_STATE 26 13 17 - 22
READ_SYNC_SETTINGS - - - - 21
RECEIVE_BOOT_COMPLETED - - 14 - 17
RECORD_AUDIO 12 - - - -

RESTART_PACKAGES 5 - - 12 -

SYSTEM_ALERT_WINDOW 10 - - - - -
USE_CREDENTIALS 7 - - 6 - 33
VIBRATE 26 11 - 36 - 37
WAKE_LOCK 18 23 17 27 - 34
WRITE_EXTERNAL_STORAGE 23 42 18 32 - 11
WRITE_SETTINGS 6 - - 17
WRITE_OWNER_DATA - - - 23
WRITE_SYNC_SETTINGS - - - - 13

-39 —
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[ 3-5] 7helazed Hud o4 dgh
w8 | 24| o | gor | 2zma | 0 o
2 o4
ACCESS_COARSE_LOCATION 22 32 43 - 26 13 30
ACCESS_FINE_LOCATION 21 38 42 7 24 16 35
ACCESS_LOCATION_EXTRA_COMMANDS 8 16 13 - 25 13 -
ACCESS_NETWORK_STATE 42 43 46 42 46 45 50
ACCESS_WIFL_STATE 32 28 27 26 35 47 36
AUTHENTICATE_ACCOUNTS - 13 - 7 7 17
BLUETOOTH 8 - - 4 11 -
BLUETOOTH_ADMIN - - - 8 13 -
BROADCAST_STICKY - 12 - - 7 13 -
CALL_PHONE 12 18 6 - - 17 20
CAMERA 28 36 - - - 24 28
CHANGE_NETWORK_STATE - - - - 12 7
CHANGE_WIFL_STATE 5 13 17 - 23 28
GET_ACCOUNTS @ 37| u|w6]| 23 | 2 37
GET_TASKS 36 22 - - 8 17 23
INTERNET 50 | 48 | 48 | 46 | 46 | 47 46
KILL_BACKGROUND_PROCESSES 7 - 7 12 8
MANAGE_ACCOUNTS - - 17
MODIFY_AUDIO_SETTINGS - 13 - - -
READ_CALENDAR - - - - - 4
READ_CONTACTS 4| 28] 12| - 7 15 18
READ_EXTERNAL_STORAGE 29| s -] 2 | 5 a8
READ_LOGS 8| 7| 7] - - 13
READ_OWNER_DATA - 12 - - - -
READ_PHONE_STATE 27 37 37 27 - 49 37
READ_SYNC_SETTINGS - 17 - 5 4 -
RECEIVE_BOOT_COMPLETED 8 - 17 - 8 -
RECORD_AUDIO - 22 - 13 - 23
RESTART_PACKAGES - 17 - - - 10 7
RECEIVE_SMS 23 13 - - - 18
SEND_SMS - 7 - - - 8
USE_CREDENTIALS 22 13 8 13 10 34
VIBRATE | a2l || v | 37
WAKE_LOCK a1 | 38 | 24 | 34| a1 | 2 31
WRITE_CALEDAR - - - - - 8
WRITE_CONTACTS - - 4 - 18 17
WRITE_EXTERNAL_STORAGE 43 43 42 39 44 44 46
WRITE_SETTINGS - 7 8 18 10 - 14
WRITE_SYNC_SETTINGS - - - 6 6 - 12
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. INTERNET Pz RS ¢loje dEdls F8t
Info_Device
READ_PHONE_STATE o A%
) SEND_SMS + INTERNET A=E GHE 9lo] SMS, AHUS
Info_Device
READ_PHONE_STATE R
INTERNET
Info_Location | ACCESS_FINE_LOCATION AAAFRE glojx A%

ACCESS_COARSE_LOCATION

SEND_SMS
Info_Location | ACCESS_FINE_LOCATION AAABES o] SMS= HF
ACCESS_COARSE_LOCATION

SEND_SMS
Info_Massage A=E JHE ¢lo] SMSE A5
READ_PHONE_STATE
INTERNET + SEND_SMS
AANFEE o9t SMS, QIHUE

Info_Location | ACCESS_FINE_LOCATION
ACCESS_COARSE_LOCATION
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[3% 3-8] === 7|¥F 43 AR 2524 OWL Z:=

<owl:Class rdf:ID="Context">
<rdfs‘hasUser rdf:resource="#User"/>
<rdfs:hasPhysics rdfiresource="#Physics”/>
<rdfs:hasTime rdfrresource="#time"/>
<rdfs:hasResource rdf:resource="#Resource”/>
<rdfs:hasCategory rdf:resource="#Category”/>
</owl:Class>

<owl:Class rdf:ID="App_Category”>
<rdfs:subClassOf rdf:resource="#Application”/>
</owl:Class>

<owl:Class rdf:ID="App_Category”>
<rdfs:subClassOf rdfresource="#Game"/>
<rdfsthasGame rdf:resource="#Permissionl”/>
<rdfs:subClassOf resource="#book”/>
<rdfs:hasBook rdf:resource="#Permission2”/>
<rdfs:subClassOf rdf:resource="#Health"/>
<rdfs:hasHealth rdf:resource="#Permission3”/>

<rdfs:subClassOF rdf:resource="#Travel"/>
<rdfsthasTravel rdf:resource="#Permission N"/>

</owl:Class>

<owl:Class rdf:ID="InformationLeakage"”>
<rdfs:subClassOf rdf:resource="#Info_Sdcard”/>
<rdfs:subClassOf rdf:resource="#Info_Location”/>
<rdfs:subClassOf rdf:resource="#Info_Media"/>
<rdfs:subClassOf rdf:resource="#Info_Contact”/>
<rdfs:subClassOf rdf:resource="#Info_Message”/>
<rdfs:subClassOf rdfresource="#Info_Device”/>

</owl:Class>

<owl:ObjectProperty rdf:ID="hasBook">
<rdfs:domain rdf:resource="#Application”/>
<rdfs:range rdf:resource="#Rook”/>
</owl:ObjectProperty>

<owl:ObjectProperty rdf:ID="User-Create”>
<rdfs:domain rdf:resource="#Application”/>
<rdfs:range rdf:resource="#Game"/>
</owl:ObjectProperty>
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[ 4-2] 4 =v< A9
A ID TA ID
A pak_game Hl 24 A pak_business
17 pak_health ALZ pak_photo
s pak_education A A4 pak_productivity
g pak_traffic A4 pak_social
g pak_weather AE = pak_sports
e pak_news JdEHJAHE pak_entertainment
) se o] A pak_decoration o] 3y pak_travel
=7 pak_tools &< pak_music
=A pak_book T ] of pak_medical
2lo] B 2 g pak_libraries AFYA o)A pak_communication
gho] Z 2~ Eb ¢ pak_lifestyle TG pak_finance
Tk} pak_comics 7] ek pak_etcetera
A ] t] o pak_multimedia
AL =Hdle FASAA TAE F e VAR F53 vdd e d A
I gl wel 2AY ¢ e AAE Adosiith MAAR §& dd AA=
AR AR CFAS AR ‘OEy] ART SEs7]E JRT “oln] A ARl A
A g e =l A [ 4-3]% 2o
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Permission ID

INTERNET Per_Intl
ACCESS_NETWORK_STATE Per_Int2
ACCESS_WIFL_STATE Per_Int3
CHANGE_WIFL_STATE Per_Int4
READ_SMS Per_Smsl
WRITE_SMS Per_Sms2
SEND_SMS Per_Sms3
RECEIVE_SMS Per_Sms4
READ_PHONE_STATE Per_Calll
CALL_PHONE Per_Call2
READ_CONTACTS Per_Call3
WRITE_CONTACTS Per_Call4
READ_EXTERNAL_STORAGE Per_cardl
WRITE_EXTERNAL_STORAGE Per_card2
ACCESS_COARSE_LOCATION Per_locl
ACCESS_FINE_LOCATION Per_loc2
RECEIVE_BOOT_COMPLETED Per_devl

RESTART_PACKAGES

Per_restart

INSTALL_PACKAGES Per_install
WRITE_APN_SETTINGS Per_apn
WAKE_LOCK Per_lock
DISABLE_KEYGUARD Per_key
GET_TASKS Per_task
READ_LOGS Per_log

READ_HISTORY_BOOKMARKS

Per_bookmark1l

WRITE_HISTORY_BOOKMARKS

Per_bookmark?

SET_WALLPAPER

Per_wallpaper

MOUNT_UNMOUNT_FILESYSTEMS

Per_file

INSTALL_SHORTCUT

Per_short
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B+ AR ContextInformation
o] AR HE Info_Device
AR AR G Info_Message
TAE JH H Info_Contact
uto] AH H Info_Media

A AR H Info_Location
A A AR A Info_Sdcard

A Z=vlde Aed Aol Rl 3 AAER MuAE Algstr] ¢
Ml ArE AR AdndA MAFEE SFshe A4, IR E 72 f=
she AAER FAEY Al E=rle tElE 4-5]9 2ol A ostiith

Collection @ chosun



Gy R

[3& 4-5] A4 =wQl A2
AR BF S B Object_ID
getLinelNumber Contact_Number
getSubscriberld Device_Id
getDeviceld Device_Deviceld
getNetworkOperator Network_Operator

getNetworkOperatorName

Network_OperatorName

getSimSerialNumber

Device_SIM

getPackageManager

App_Pack

getlnstalledApplications

App_Install

isWifiEnabled, getWifiState

Info_Wifi_A

setWifiEnabled, setWifiState

Info_Wifi_B

HES= url.openConnection Url.openConnection
AR openStream, InputStream.read Network_file
getNetworkInfo Info_Network
HttpURLConnection URL_Connection
sms.al. CONTENT_URI Sms_all
sms.inbox. CONTENT_URI Sms_inbox
sms.sent. CONTENT_URI Sms_sent
S};\/;S sms.draft. CONTENT_URI Sms_draft
sms.outhox. CONTENT_URI Sms_outbox
sendTextMessage Sms_send
getMessageBody Sms_Body
getLatitude. getLongitude
AAZ R getFromLocation User_location
getFromlLocationName
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E‘,_;. Problems @ Javadoc @) Declaration El Console 532
<terminated=- Main [Java Application] C:#Program Filesitlavasre7#hin#javaw.exe (2014,

| App Categoty | Property | Permission |
| Traffic | hasPermission | INTERNET |
| Traffic | hasPermission | ACCESS WIFI_STATE |
| Traffic | hasPermission | ACCESS_FINE_LOCATION |
| Traffic | hasPermission | SEND_sMS |
| Traffic | hasPermission | ACCESS_COARSE_LOCATION |

[ 4-1] 58 3 48 2 A

FouA Auges ARaE 9AE A% 2ERA /U gl mde 4y
AR 4B Frhete] 4% AR LERA FEL B ohgAdle wAs F4
4 Aol A2 Bs] A% Aolvh AU Ll “nE #d REA
oMo A AAL o] de Prs P2 ARE [E 46l F2 7L E
of MW A ABLACIAAA aHsI Ut Aol ANAR #A Phe T
faxs #AE FEIG

[InformationleakageForTrafficeRule:

(?Application http://www.semanticweb.org/smart/ontologies/2014/4/smart. owl#
hasCategory ?App Category )
(?App_Category http://www.w3.org/1999/
logies/2014/4/smart.owl#Per_Traffic)

2/22-rdf-syntax-ns#type http://www semanticweb.org/smart/onto-

(?Traffic http://www semanticweb.org/smart/ontologies/2014/4/smart.owl#hasPermissionInfo ?Per Traffic)
(?Traffic http://www semanticweb.org/smart/ontologies/2014/4/smart.owl#AccessContext ?Info_Device)
(?Traffic http://www.semanticweb.org/smart/ontologies/2014/4/smart.owl#AccessContext 2Info Message)
(?Traffic http://www semanticweb.org/smart/ontologies/2014/4/smart. owl#AccessContext 2Info_Contact)

(?Traffic http
(?Traffic http://
>

(?Traffic http://www semanticweb org/smart/ontologies/2014/4/smart. owl#isAccessForInformation
?Con‘rentlnformation)ﬂ

~ww.semanticweb.org/smart/ontologies/2014/4/smart.owl#AccessContext 2Info Media)
~ww.semanticweb.org/smart/ontologies/2014/4/smart.owl#AccessContext Info_Sdcard)

[ 4-6] 2T ¥ o FgAloldolN F& 13
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